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ABSTRACT This paper presents a novel three-time slot transmission protocol designed for energy-
constrained two-way relay systems. In a departure from traditional energy sources, our approach serves
a dual purpose by not only providing power to the system but also significantly enhancing its security.
We leverage both physical-layer network coding (PNC) and bit-level Exclusive OR (XOR) technology
to amplify system capacity and bolster security. Given the unavailability of exact closed-form solutions,
we utilize tight upper bounds for the signal-to-noise ratio (SNR) to derive approximate closed-form results,
specifically focusing on outage and intercept performance under Rayleigh channel conditions. We also
provide performance bounds for outage and intercept probabilities in the high SNR regime. Our simulation
results validate the accuracy of our derived probabilities, demonstrating consistency with Monte Carlo
simulations. Furthermore, our investigation reveals that the time allocation factor has minimal impact on
the security and reliability of the proposed protocol, particularly under high SNR conditions. In addition,
we conduct a comparative analysis between the XOR scheme introduced in this article and non-XOR
(NXOR) systems. This analysis underscores the superior security-reliability tradeoff of our approach,
particularly in scenarios characterized by poor channel conditions between the energy source user and
potential eavesdroppers.

INDEX TERMS Two-way relay, energy harvesting, physical-layer network coding, cooperative
communications, Rayleigh channel.

I. INTRODUCTION

Wireless communication technology has developed rapidly
in recent years, and along with the rapid iteration of various
smart terminal devices, a variety of new communication
services have emerged, which are not only computationally
intensive but consume much more energy than the last few
generations of mobile communication technology. However,
due to the bottleneck in the development of energy storage
technology such as batteries, which leads to mobile devices
will be limited by the limitations of battery technology.
The energy harvesting (EH) technology can improve the

The associate editor coordinating the review of this manuscript and

approving it for publication was Jie Tang

energy efficiency of communication networks with limited
processing power and low-power energy constraints, and
can effectively alleviate the conflict between the power
demand of mobile communication devices and battery
energy storage [1], [2], [3], [4]. Simultaneous wireless
information and power transfer (SWIPT) is a method that
enables simultaneous EH and information transfer, which
generally uses signal splitting to achieve synchronization
of energy collection and information decoding. To facilitate
wireless information and power transfer at the receiver,
two practical receiver architecture designs are proposed,
namely power-splitting (PS) and time-switching (TS) [5],
[6]. Perera et al. [7] and Zewde et al. [8] have investi-
gated the EH non-orthogonal multiple access (NOMA) and
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SWIPT-NOMA systems, respectively, to explore the problem
of solving the system’s energy efficiency and spectrum
utilization. Linear EH problems have been studied more in
ideal scenarios, while nonlinear EH has been more studied
as a more generalized research problem. Ma et al. [9]
investigated the full-duplex (FD) relay model using the PS
approach, simulating the outage probability performance
of linear EH and nonlinear EH, thus demonstrating the
superiority of the NOMA system under nonlinear EH.
Maleki et al. [10] combined TS with PS and analyzed the
performance of the hybrid EH protocol. Okandeji et al.
[11] studied the performance of the FD-SWIPT system to
achieve the maximum transmission rate of the system by
controlling the power allocation factor, transmit power, and
other conditions of the system but did not consider the
relationship between system energy and rate. Boshkovska et
al. [12] investigated the performance of rate-energy tradeoff
at different signal-to-noise ratios (SNRs) based on the TS
model to explore the optimal solution for transmission speed
and energy reception. Zhang et al. [13], [14] conducted
separate analyses of the outage performance of the system
under both single EH mode and dual EH mode. They
performed simulations to evaluate system performance in
various environments, providing evidence that the proposed
dual EH mode offers superior outage performance. Jiang
et al. [15] calculated the optimal allocation ratio between
EH and information detecting (ID) to determine the optimal
trade-off between rate and energy for TS and PS modes
under non-linear EH. Makhanpuri et al. [16] proposed a
more practical TS-non-linear EH model in the FD mode and
enhanced the performance of the far-end user by optimizing
TS parameters. Maji et al. [17] discussed the security of
information transmission under non-linear EH. However,
their research revealed that when using the non-linear EH
model, the system’s security is not as strong as with the linear
EH model.

Wireless communication cannot have the same high
security and confidentiality as wired communication because
of its broadcasting and sending characteristics, which leads
to the security of wireless communication has been a hot
issue of research. Besides improving transmission efficiency,
physical-layer network coding (PNC) technology can also
use the physical characteristics of the channel to ensure that
the communication quality of the eavesdropping node is
inferior to that of the legitimate user’s channel, thus achieving
the confidential transmission of information [18], [19],
[20]. Recently, PNC technology has also been introduced
by scholars into SWIPT technology, thus enabling the
secure transmission of concurrent energy communication
information [21], [22]. Dong et al. [23] conducted a study
on the relationship between the transmit power of the base
station and the user secrecy rate in the SWIPT system
to explore the trade-off between the transmit power of
the base station and the user secrecy rate. In the study
of nonlinear SWIPT networks in [24], the security of
information transmission was improved by adding artificial
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redundant signals to the transmitting signals. In contrast to
the above methods, in [25], Khandaker et al. reduce the SNR
received by the eavesdropper by adding artificial noise, thus
achieving confidential communication.

Relay cooperative networks have the advantage of expand-
ing signal coverage and improving communication quality,
while two-way relaying can solve the communication delay
problem by improving spectrum utilization [26]. In [27] and
[28], two-way relaying is used to assist in the transmission
of superimposed signals, thus reducing the time slot required
for information transmission and reducing the time required
for information transmission while ensuring transmission
quality. The combination of two-way relaying with EH
can reduce the time delay of signal communication and
further improve the quality of communication networks while
ensuring sufficient energy at the transmitter side, so it has
excellent development prospects [29], [30], [31], [32]. Shah
et al. [33] and Do et al. [34] investigate the models of
two-way decode-and-forward (DF) relaying and two-way
amplify-and-forward (AF) relaying combined with EH to
study the outage probability problem under PS and TS,
respectively, and compare the outage performance under
different parameters.

From Table 1, it can be observed that in the research
on energy-constrained systems, most studies have only
considered PS or TS EH mode and have not addressed
system security. Only a few studies have aimed to enhance
system security by adding redundant signals or external
artificial noise. However, these approaches often impose
higher demands on devices, especially when adding external
artificial noise, which may lead to increased operational costs
for communication equipment. Additionally, research on the
combination of two-way relaying and EH is limited, while
non-linear EH combined with two-way relaying systems
is more in line with real-world transmission scenarios.
In response to these limitations, this paper introduces a novel
approach that integrates bit-level Exclusive OR (XOR) and
NOMA techniques. While augmenting the system’s capacity,
the information is encrypted from the physical layer aspect
using XOR between the source signal and the user signal.
Building upon this foundation, we conduct an investigation
into a non-linear EH two-way AF relay system designed to
facilitate efficient and secure data transmission over Rayleigh
channels. This paper’s primary contributions are summarized
as follows:

e An EH two-way untrusted AF relay network is
established, in which an independent energy source
is introduced to guarantee the energy required for
message transmission. Meanwhile, the PNC technology
is used to encrypt the user’s sending signal during
the broadcasting stage to guarantee the security of
information transmission.

e Based on the nonlinear EH model and the proposed data
forwarding protocol, the tight upper bounds of SNR are
used to derive the closed-form lower bound of outage
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TABLE 1. Literature review on some related EH systems.

Ref. Energy Harvesting Access Scheme Encryption method Relay type TS/PS
[8] Linear EH NOMA N.A. One-way N.A.
[9] Nonlinear EH NOMA N.A. One-way PS
[14] Nonlinear EH NOMA N.A. One-way PS
[16] Nonlinear EH NOMA N.A. One-way TS
[25] Linear EH N.A. Artificial Noise One-way N.A.
[33] Linear EH N.A. N.A. Two-way TS
Our work Nonlinear EH NOMA XOR Two-way PS and TS
g Relay performs I Inform.ativon Informvati.on
g transmission transmission
G U L
U and U, perform ID u =T K/\"u
2 2
l-a l-a
WAT WET WIT ah 5 A 3 AA
FIGURE 2. The proposed 3-time slot transmission protocol.
—

time slot 1 time slot 2 time slot 3

FIGURE 1. System model.

probability and upper bound of intercept probability.
Then the approximate performance at high SNR was
investigated.

e We discuss the metrics that affect the security and
reliability performance of the system. The simulation
results show that the time allocation factor of the
system has almost no effect on the system outage
probability and intercept probability. Finally, compared
with the non-XOR (NXOR) protocol, simulation results
demonstrate the superiority of the proposed protocol.

Il. SYSTEM MODEL

In order to enable two users to exchange data with
energy-constrained untrusted relay and to improve the
security of the exchanged data, a system model as shown
in Fig.1. is developed, in which WIT and WET respectively
represent wireless information transfer and wireless energy
transfer. In this model, the distance between two users uj
and uy is too far to communicate directly, and an energy-
constrained two-way AF relay » must be used to enable data
exchange. To solve the problem of limited relay energy and to
improve the security of the data exchanged between the two
users u#] and uy, an independent energy source s is introduced,
which serves both to provide encrypted data to users and
provide energy to the relay r. The eavesdropper e is far from
s, not able to receive or only able to receive a weak signal
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sent by s, mainly eavesdropping on the data exchanged by the
two users. In this model, each node is a single antenna device
and operates in half-duplex mode. The channels between any
two points i and j are denoted by /;; and obey independent
flat Rayleigh fading with zero mean and variance ol.z.. The
different channels are independent of each other and each
channel has symmetry and satisfies h; = hj;. The noise
received by any node j is denoted by n; and is all additive
white Gaussian noise (AWGN) with zero mean and variance
Np. It is further assumed that each node knows the channel
state information (CSI) associated with itself.

A. FORWARDING PROTOCOL AND SIGNAL MODEL
For this model, to achieve a secure and reliable data exchange
between two users, a 3-time slot transmission protocol is
designed as shown in Fig.2. The first time slot is the phase
of ID and EH for the two users and the relay, respectively,
and the occupied duration is ¢ A, where A is the duration to
complete one data exchange and « is the time allocation factor
for ID and EH, satisfying o € (0, 1). The second time slot is
the multi-access phase for two users, and the third time slot
is the relay forwarding phase, both of which are occupied for
a duration of (1 —a) A / 2. The specific forwarding process
is as follows:

The first time slot: s transmits its signal x; to uj, up and
r, so the signal received by node t (v € {uj, up, r}) can be
expressed

Vst = v/ Pshstxs + ne, ()
where P is the average transmitting power of source s,
E {|xs|2} = 1, E {e} denotes the expectation. For the

energy-constrained relay r, x; is the energy signal, while for
the two users u; and u», x; is the signal which can be used to
encrypt the data forwarded by these two users, namely, secret
key.
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The second time slot: The two users demodulate x; and
convert it into binary bitstream data, which is represented
by ss. Then u; (i € {1,2}) performs PNC on the data s;,
which will be sent to u; (j € {1,2},j # i) by u;, that is,
u; performs bit-level XOR processing to obtain s, = s5; @ sy,
where @ represents bit-level XOR. Then the two users #; and
uy convert the binary bitstream data s’l and s’2 into modulated
signals x} and x}, respectively, and broadcast them at the same
time. At this time the relay r and eavesdropper e received the
signal as

Yujup—v = +/ Pulhulvxi + Pughuzvxé + ny, 2)

where v € {r,e}, P, and P,, are the average transmit
power of the two users u; and up, respectively. Similarly,

E [r|x;|2l —e{lyll=1

he third time slot: The relay amplifies the received
signal y,, u,— With the amplification factor 8, which can be
expressed as

P,

B= ; (3)
\/Pu1 |hulr|2 + Pu2|hu2r|2 +N0

where P, is the average transmit power of the relay. Then the
relay will broadcast the amplified signal, at this time the user
v (v € {u1, uz, e}) receives the signal as

Yr—uv = hrvﬂyul,ug—w + ny
= Pulﬁhrulhrux{ ++/ Puzﬂhruzhruxé + Bhpyny +ny
4)

B. NON-LINEAR EH MODEL

Compared with the power of transmit signal by s, the power
of AWGN received by r is much smaller, so the AWGN
can be ignored during the EH process. Therefore, from (1),
we known that the input power available in the process of EH
for the relay r is

Piy = Pylhg|?. ®)

Considering the effect of nonlinear characteristics in the
actual EH process, the EH circuit does not harvest any energy
when the input power Pj, is below the sensitivity value
Prin- When the input power is greater than Pp,, the EH
circuit harvests energy in a linear relationship, but when it
reaches the saturation value Py, the input power of the energy
harvester becomes a constant value Py,. Thus, the energy that
can be harvested by relay r during the first time slot is

0, Piy < Pmin
Ein = | Pslhg P, Puin < Pin <Py . (6)
PpaA, Pi, > Py,

All the harvested energy is used to amplify and forward
the signals of the two users received in the third time slot.
Since the duration of the third time slot is (1 — ) A / 2, the
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mathematical model of the average transmit power when r
amplifies and forwards data can be expressed as

0, Piy < Prin
20Ps|hyr [P
P, = ﬁ, Prin < Pip < P, @)
2nP
iy Pin > Py
l—«

where 7 is the energy conversion efficiency.

C. DECODING SITUATION ANALYSIS AND SNR MODEL
In the first time slot, from (1), it is known that the SNR of the
user T (7 € {u, up}) decoding x; is

v = pslhse %, ®)

where p; = P;/Np. Similarly, the latter p. = P /No, €
{uy, up, r, min, th}.

Remark: The SNR is usually considered to be able to
decode correctly when it is greater than the preset SNR
threshold T'. In general, the energy source s has a much higher
transmitting power, so the probability of successful decoding
xg for these two users is high.

Due to the AF protocol is employed, the relay r does
not need to decode any data in the second time slot. For
the eavesdropper e, due to the random characteristics of
the channel and considering the successive interference
cancellation (SIC) technical principle of NOMA decoding
requirements, the order in which e decodes x| and x} is
divided into two cases.

Case 1: In the case of Py, |hu1e > Py, |huze 2, the term
containing x} in (2) is regarded as noise, when e decodes x|
firstly. Then e eliminates the term containing x; and decode
x5. In order to reduce the complexity of the performance
analysis, the perfect SIC technique is considered here and the
corresponding SNRs are

| 2

2
7/:2{ = - 'Oul‘h“lze| i )
pu2|huze} + 1
X5 2
Yz = Pus | huse]| (10)

Case 2: In the case of P, |hule|2 < Pu2|huze|2, first, e
decodes the desired signal x} by treating x| as noise. After
that, x; will be decoded by subtracting x) completely. The

corresponding SNRs are

2
/Z _ pu2|/’llt22e| ’ (11
pu] |hule| + 1
V' = pus e (12)

In the third time slot, it can be seen from (4) that user u;
knows the data sent by itself and its own associated CSI,
so the first term in (4) is recognized as a self-interference
term. Here it is assumed that the self-interference terms can
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be canceled completely at u;. Thus, the signal received by u
can be further rewritten as

Yr—u; = Pugﬁhrulhruzxé + IBhrulnr + ny, . (13)

From (13), we know that the SNR of u; decoding x} is

puzpr|hru1 |2|hru2|2
(0r + Pu) [ | + Pus || + 1

After x} is successfully decoded, x} is demodulated and
converted into binary bitstream data s}. Then, we employ bit-
level XOR processing to obtain s, @ s, = 52 ® 5, D 5p = 52,
so that the data s, sent by uy can be obtained. Similarly, the
SNR of u; decoding x{ can be obtained from (4) as

(14)

Yur—r—u =

,01,41,0r|hru1 |2|hruz|2
(pr + pug) |hru2 |2 + ouy }hrul |2 +1

Using a similar operation as u1, u> can get the data s| sent
by user uj.

For the eavesdropper e, the decoding situation can be
divided into the following four cases as follows:

Case 1: If x| and x} have been decoded successfully in the
second time slot, e does not do any processing of the received
data in the third time slot.

Case 2: Only the data x| is successfully decoded in the
second time slot and the eavesdropper e eliminates the term
containing x{ from the received AF signal, so that (4) can be
rewritten as

Yr—e = +/ Puzﬁhuzrhrexé + Bhyeny + ne. (16)

From (16), we can obtain the SNR of e decoding x} as

(15)

Yii—>r—u =

Vxé _ puzpr|hu2r’2|hre|2
2 prlhre|2 +Pu2|hu2r|2+p”l|hulr|2+ 1

7

Case 3: Only the data x} is successfully decoded in the
second time slot, similarly, (4) can be rewritten as
Yr—e = +/ Pulﬁhulrhrexi + Bhpeny + ne. (18)
Thus, the SNR of e decoding x{ can be obtained as
2
yx; . pulpr|hu1r’ |hre|2
3,3 = 2 2 :
¢ prlhre|2 + Py, |hulr| + pu2|hu2r| +1

19)

Case 4: If both x| and x/, cannot be decoded successfully in
the second time slot, e can use the signal received in the third
time slot to decode x| and x}. The decoding order is divided
into two cases:

(D The eavesdropper e decodes the signals in the order of
x{ — xj, thus the corresponding SNRs are respectively as
(20), shown at the bottom of the next page, and (21).

2
Xy Puzpr|hu2r’ |hre|2 71
Vesa = 2 3 — (2D
Prlhrel” + pu, |hulr| =+ Puy |hu2r| +1
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@ The eavesdropper e decodes the signals in the order of
x5 — x{, thus the corresponding SNRs are respectively as
(22), shown at the bottom of the next page, and (23).

y/xi _ pulpr|hu1r‘2|hre|2
S el + ou e+ s e+ 1

(23)

Ill. PERFORMANCE ANALYSIS

In this section, outage probability and intercept probability
for the proposed transmission protocol are investigated in
this system. Normally, the communication between two
points is considered to be outage when the SNR of the
data transmitted between them falls below the preset SNR
transmission threshold 7', otherwise it will be considered to
be successful transmission, i.e., successfully intercepted.

A. OUTAGE PERFORMANCE ANALYSIS
To achieve secure and successful data exchange between two
users in this system, all SNR equations (8), (14) and (15) must
be greater than 7. Therefore, the outage probability of the
system can be expressed as
Xs Xs
Poy=1—prf 7 > Ve >T, . Q4
min {Vu2—>r—>u1 > Vu1—>r—>u2} >T

According to the literature [35], the tight upper bounds of

Yir—r—u; and Yy, .y, are known to be

. P 2 2
Yur—r—u; = Or MiN {PrTuzPul |hru2 - | ] ,  (25)
Yui—r—uy; < Pr min [L |hru1 2, hrug |2] (26)
P, +Po,

Yir—r—u; and Yy, 5y, in (24) are replaced with the tight
upper bounds, the tight lower bound of the outage probability
of the system can be obtained as

2T 2T
|hxu1| > Ds? hsu2| > D5
. Pul 2 T
P,y > 1 —Pr{ mn PtPy,’ 1 |hru1| > o
: P142 2 T
min m, 1 |I’lru2| > E
_ T(Uszul +‘7x2uz)
2 2
=l—e 7% (I + D), (27)
where
Pylhg|* > P
siftsr thy
. 0P, 2 oT
I = Pr  min 217P111+0Pu2’1 |h”‘1| = Znom’
. 0Py, 2 or
min 217Prh+0Pu1 ’ 1 |hr”2} > 20 pth
2nPy 40P
_Pu 6T ax{ n;lp uz’l}
_ PSUsr 277ﬂ1h”nq Uy
= exp __eT X {217Prh+6Pu1 1} ,
271PrhUyzuz 0Py, ’

(28)
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! P P
==/ b ()
x ) e Uy Oiuy u) Oy I
Prin < Ps|hxr|2 < Py, s
. OPMI T(ﬂu10r2u1+ﬂu20r2u2)
mny—>—,1 h h > 53— I R R
12 = Pr 27’]Px|hsr|2+9Pu2 ’ | §r| | ru | 27/)0 — Lze Puy ”;"zu| /’uz”rzuz
. 6Py, ol
mm\-—-73 . 1 |hsr| hru
20Pghs |*+6Py, | 2| 277,0s Pmin Pth 1 P, P, 0T
X Q _me - 2 1
2 9
(29) Py PA Ogr Pul ruj Puzoruz 277'03
31
Case 1: When P, > P,,, 31
2 _ _
Pin < Pslhg|” < Py, where Q (xo, x1, a,b) & (e7%0 — ¢=%1)  [4b [aK; (\/4ab)
2 . . e .
M < Py, — Py, is the modified Bessel function of the second kind.
I =Pr { 2np5lhg b, | o In the case of 29Pmin < 60 (Py, — Pu,) < 2nPy, the
5 ’ closed-form result of /> is shown in (32), at the bottom of
2nPs |hyr| !hru2| T the next
—ZUP.Y\h,leJrOP uy > € next page.
s In the case of 6 (P, — Py,) > 2nPy,
Puin < Pslhgr| < P,
20P|hr |
1 sg s | > Pu1 2_ Puzv Iz
2
+ Pr 2nPs|hy | Puy ‘hnq! > T Puin h 2 < Py, orT
277Ps‘h.rr|2+eplt2 ’ Ps = | WI Py rul | = 2ﬂps‘hxr|2 ’
2 =
277Ps‘hxr|2pu2 ‘hru2| T Pr |h } 277Ps‘hsr| +0Pul)
2P lhor P +0Py, e 2110, Ps sy |2
P%;“ < |hg* < 22, L L7 S T, W
0(Py, —P _ Puy o $ o \ OFu;  Puyofu, JPSE
|hsr|2 < ug—"uy = —28 2 b e dx
2nPg > O min
= 2 Ps
Pr |hru] | P 6|7]; ‘2 _ T
');03 ST o 2 Pmin Pl/’l 1 1 Pul 0T
| > Tl 20P) =5z¢ NS o\ te oz )
i 277PL42P.v|hsr| Osr § s Ogp Urul Mzaruz 1N pPs
Pyin < Jhy, > < Py, (33)
s
|]’l | 277P gy | +0Pu2)
ruy 2 P ’ .
10u, Pslhge ? Case 2: When P, < P,,,,
+ Pr 2 (Pul 7PL;12) sr ] (30) uy up
I -
2
|h ’ T (20Pg|hgr| +9Pu1) Pmin < Pglhg|” < P,
rup Jhg |2
277,014213, Ihsrl 277P3|hu | < I)u2 _ Pu1 ,
I = Pr ] 20Phy i, |
In the case of 0 (Pu| — uz) < 20Pmin, mﬁul >T,
2003 |hsr | [hruy |
P, P, Zms e Pl
B < Iy < B, T
2
|h | T (20Ps by | +9Pu1) Pmin < Pslhg|” < Py,
I =Prq [T 2000, Pl 2Pl _ p _p
|h | T (20Pslhs|>+6Py, ) ) Pelh o |2u2 ups
ruy W —+ Pr NEs|sr ruy
10wy Pslhsr| —_— >T
r o 20Plhy PP, 1 7
= ie ﬂulUrZul Puzarzuz 277Ps|h5r|2|hru2| Ow, > T
ol 20Ps|hs P +6Pyy 1
2 2
X pulpr|hu1r} Prel 20
Ve3 .4 = 2 ) ) 2 2 (20)
puzpr|hu2r| |Rrel” + orlhrel™ + Puy |hu1r| + puzihu2r| +1
2 2
/X _ pugpr|hu2r‘ [Arel 2
V34 = 2, 2 > 2 2 (22)
pulpr|hu1r| |Rrel” + or | hrel +pu1|hu1r| +pu2|hu2r| +1
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Py

i <y <

Py (
2 6(P,,—P,
gy 2 < W Pua)

2 T(27’]Ps|hsr|2+9PU )
h S sl TP up)
| ruy | 277,0u1P.v|hsr|2 ’
2
|y | >

oT
2npslhs
Puin — |pg |2 < B,
s s 2
T (2nPs|hyr > +6Puy )
277pu1Ps|hsr|2 ’
Q(Puz _Pul)
= 2npPs
T (2nPlhy |>+6Py,)
21101, Py | gy |

=Pr

‘ 2

(34)

In the case of 6 (P, — Py,) < 2nPnin,

Prin

s

P
Py’
T (20Pslhs |>+0Py,)
210u, Pylhg|? ’
T (20Pylhy, [*+6Puy )
277,0u1 P.v|hsr|2
T

< |hy|* <
2

I, =Pr |h”‘2| >

|hru1|2 >

T

— l e Pu|0r2ul Pu25r2u2
2
Ogr
Py _x [ _Pup Puy 0T
P 2 2 2 2npsx
X $ 951 Puyoiuy  Puyoiu, s Iy
Pmin
Ps
T T
— 1 e Puy g puzdrzuz
2
GSV
Poin P 1 Py, Py, oT
O\ 5oz \ ooz T hae2 )2 '
s s Ogr Mlarul Mzarug 1Ps

(35)

In the case of 2nPpin, < 0 (Pu2 — Pul) < 2nPy, the
closed-form result of I, is shown in (36), at the bottom of
the next page.

In the case of 2nPy, < 0 (Py, — Py,),

Prin 2 Py 2 T
< |h < th 1p > ——
_pel P horl” = 3, ; ol > s
=rr |h }2 - T(zan‘hsrl +0Puz)
ru Y -, 2
! 20104y Ps | lipr |
T P _x [ P, 1 0T
— _26 ﬂul”rul PP‘S Uszr P“l“rzu] ”r2u2 2npsx d.x
O'Sr rrglsm
— T .
_ Le ﬂul"rzul Q Pmm @ L Pu2 + ! oT
o2 Py Py ol \P,o2 o2 ]2 ’
Sr s s sr U1~ ruy rup, NPs

(37)

Finally, by substituting (28)-(37) into (27), we can get the
closed-form tight lower bound of outage probability of the
considered system with the proposed forward protocol.

B. INTERCEPT PERFORMANCE ANALYSIS

Due to the fact that there is no direct communication link
between s and e in this model, the eavesdropper e can
never intercept the data s; sent by s. Moreover, the signals
transmitted by these two users are made bit-level XOR with
ss, so the eavesdropper e will never be able to successfully
decode data exchanged between u; and u;.

In order to be able to show the intercept probability of
eavesdropper e in the simulation diagram, it is assumed that
e is able to receive the weak signal sent by s. Then the signal
received by e in the first time slot is shown in (1) in the case
of T = e, and the SNR of e decoding x;, is y;* = ,os|hse|2,
where the variance of &, satisfies asze & 1. The probability
of e successfully decoding x; is

Pl =

__T_
succ Pr {ygs > T} =e puose : (38)
According to (9), (10), (11) and (12), we know the
probability of e successfully decoding x| and x}, in the second
time slot can be derived as (39), shown at the bottom of the
next page.

In the third time slot, the intercept probability of decoding

I xi and xé can be calculated in three cases as follows:
Prin 2 0 (Pul - Puz) 2 0T 2 T (277Ps|hsr|2 + epul)
B=Pri = < jhy P = =y [P > s [ | > .
s nt's 2npshsy | 277;0142Ps|hsr|
ppef P —Pu) o Pu > T (2nPslhs* +0Pu) |, ? > T (20Pslhs|* + 0Py,
2 P Sr —_ P ’ ruj h 2 ’ rup h 2
nEs s 2n0u, Ps|hgr| 21 0uy Ps|hsr |
B e A v
—— ¢ Puzdrzuzﬁ 4 s e 55 ofuy  Puyoiuy npsx dx + —26 Puy Oiuy  PupOiuy ﬁ(; . )6 g Puyofu;  Puyoiuy ’Iﬂsxdx
Oy -t s 71‘21,7 Ps 2
_ e g(Fon OPu=Pu) 1 (L Pu ) OT
Uszr Py ' 2nPs ’ USZ;« ' Grzu] Puzgrzuz 2nps
_ T T
+ Le (pl‘1”r14| puznrzuz)Q 9 (Pul - Puz) ﬂ L PMZ Pul HT (32)
i Py Py ol \ Puod,  Puod, ) 2nps
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1) When only x7 is decoded successfully in the second time
slot, x} is need to be decoded by e in the third time slot. In this
case, the probability of successfully decoding xj and x} can
be denoted by

Pl ™2 = pr {Vele >T,v3 <T. v, > T} - (40)

The SNR of e decoding xé in (17) can approximately satisfy
the following relation

1 ~ 1 1 Puy |hu1r|2
yexSé,Z ’0“2|h”2’|2 prlhr‘)|2 puzpr}hu2r|2|hre|2
{ 1 1 P [y | }
> max 5 5> 1
p“2|h”2’| Prlhrel puzpr|huzr| Arel

(41)

From (41), we can obtain the tight upper bound of y;z’z as
follows:

2
s Prlhre

210 2
’ A N
)/;32,2 < min [puzihuzr |27 %] )
Puy |y r

(42)
yex32 , in (24) are replaced with (42), the tight upper bound of
(40) can be obtained as

[ —x/ I —x)
1 2
Puce

Puy |hu1e|2 2
<Pr — 5 > T, ,0u2|huze| <T
|2’ puzpr|huzr|2|hre|2 ] - T]

X Pr[min’pu2|hu2r 5
pul ’hulr‘

=g1 (A1 + By), (43)

2
s Prlhre

where g1, A1 and By are shown in (44), (45) and (46), in
which (45) and (46) are shown at the bottom of the next page,
El (x) = f;roo %e_’dt.

81
2
Puy |hule| 2
= Pr[—2 >T, ,0u2|hu2e| <T
pu2|huze| +1
2 _ﬂu1‘714216+T,0u2‘7u229 T
. pulaule _e /’ul"’gle"uzze Puy
- 2 2
pulaule + Tpuzauze
_ T
2
e Pucine (44)

2) When only x} is decoded successfully in the second time
slot, x| is need to be decoded by e in the third time slot. In this
case, the probability of successfully decoding x| and x} can
be denoted by

I —x|.1—x)

x5 x| x|
Pl =Pr {y’eg STy < Ty, > T}. (47)

P 0 (P, — P T (2nPs|hg |* + 6P oT
L =Pr min _ |hsr|2 - M7 hrul}z - ( nPg|hs| - uz), hruz‘z S
Py 2nPs 200y Ps|hsr | 2npslhgr|
0 (Pu, — Puy) , Py 2 T (2nPylhg|* + 6Py,) 2 T (20Pslhy|* +06P,))
T i 7 | |” > >
2nPy Py 277,0u1Ps|hsr| anuzpsmsr'
0(Pu,—Pu x Py X Py Py
1 _Pulirzu : e s _"?_(Pul"zrzuﬁ"’zluz)% ! _("“lifzul +””2‘T"2M2) # _"ST’_(P“I"?MI +”“2"lr2'42 )%
= 0—26 1 P e dx + a—ze ME dx
sr n 2nPs
_ Le_ Pulirzul 0 Pmin 0 (P”2 — Pul) L Puy 4+ — oT
Uszr Py ' 2n Py ’ O—Szr ’ Pu10r2ul O—"Zuz 2nps
1 _(l)u :2 +Pu :2 ) 9 (PMZ - Pul) Pth 1 PMZ Pul QT
+ e N ooty Jo [(EW00 Z00) Zn T Tw (36)
sr 277P5 PS Ogr Pu|(7ru1 Puzaruz 277103

Vi Puy |hule|2
Psucc =Pr - 2
LPuy }hu2e| +1

> T, Pus|uge|” > T] +Pr[

Puy |hu2e‘2

5 > T,,oul|hule|2> T]
pu1|hule| +1

+00 +00
2 Tpupx+T 2 Tpyx+T

= fi, p Py |y > —F——tdx + fi, p Py |hy,e|” > ——— tdx

1 |hugel 0 1 |yl

5 Uy u

Uy Puy

P o2 7 _Pulrruzle+TPu20M229 r P o2 o _Pu20329+TP,,1031t, -
= h e e puy ity e Puy 0y eVitye + 12 e e P Oitye oinePurdie Pl (39)
2 2 2 2
Pulo-ule + TPMzo-uze Puzauze + TPulaule
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Similarly, the tight upper bound of y;g’g is

’
1

2 2
. 2 Puy Pr [y r |~ e
V.33 < min [,ou, || orlhyel?, %

] |

(43)

Puy |hu2r

Therefore, the tight upper bound of (47) can be obtained as

[ —x/y 1 —x!
2’ 1
Puce
2
<Ppr [ Puy |huze|

PR ST, e < T]
pu1|hule| +1

Puy Uuzzg+Tﬂu1 (Tuzlg T

2 T
o _
— )01,{2 e l—e ﬂuzguze”uz]e Pu e ﬂuz‘fuzze
- 2 2
puzauze+Tpu10ule
(50

3) When both x| and x} cannot be decoded successfully
in the second time slot, the probability of e successfully
decoding the signals in the order of x| — x is

11 —1
PSMCC
X/ X}
= Plr{)/e;,4 >T, ye32,4 > T}
2 2
p ‘ Puy ’hu1e|
x Pr , >

pu2|hu2e
Puy |hule|2 +1

< T], (53)

Pus Pr |y | e , x| %
x Prdmin { py, |hu1r 2’ orlhrel?, u r ‘“1’ ’2 re T where the tight upper bounds of y,5 , and y, 5 , are expressed
Puz hugr as
= (A2 +B)). (49) Pultugrl 2
X; . Pu |hu r|2’ ui ur ’
Ve3.4 < min 2172 Py g Pl [ (54)
where g, A; and B; are shown in (50), (51) and (52), in which orl hre|2, p’“l#
(51) and (52) are shown at the bottom of the next page. Puy [y | 5
, Puy |y | e 2
|h |2 V:324 < min [pu2|hu2r 2, ,0r|hre|2: Pr uz| u2r| |2 rel ] .
gzzpr[puz—uzze > Tspu1|hule|2 <T] Pu1|hu1r‘
Pur |huge|” + 1 (55)
2 2
T oT 2npmPy, |h h
Ay = Pr{ Pylig P > P [ [ > — el > —— [y, | < 222 g Ve
Puy 2000, 0T Py,
P oo oo 20 P,
_ ] 2 NPt u Xy
= Pr[|hsr| > P, ]/ﬂT zfn’%fw“z"z (x)f|hre|2 ) Pr[|hulr| < GTPMI ]dydx
uy th
_ P “+o00 +o00 1 _ oy _2"‘7”771)”22”
=e P e “ir—e on|1—e TPacir \dydx
1 Jer o2 o2
Py Tnog, U2l re
_Pn T er 2 Py OTPuhy
=e Ps‘t’szt Puz“%zr Moo _ GTPM'G“” Px’t’xzr 2'1/’thP"2“32r”r2e
2npmPuy 02,07
2 2 2 2
E (PMIUWF + Puzauzr) T (QPuzPulamr + ZnPthPuzare) (45)
znPfhPulGtglrthzpuzo—uzzrarze
2 2 2
oT 2 T 2 2npsPy,|h h [Arel
By =Pr Pmin<Ps|hsr|2§Ptha |hre|2> —2a| u2r| > —, |hu1r| < - M2| pr| | M2V| =
2nPg|hy | Puy QTPMI
Py
Py [HO0 [0 2 2npsPu,zxy
- ﬂmin T oT fihsr‘z (Z)f‘/’luzr{z (x)fihre|2 (y) Pr [ |h“1r| < QTPM }ddedZ
Ps Puy 2npsz 1
Py 2005 Pus 2xy
L ptoo ptoo —z 5 X - 2
=" Le o ! e B ¢ |1 —e TPucir dydxdz
Prmin T oT 2 o 2
Ps @ W Sr uyr re
2
~ Ly (Pmm Py 1 6T )— _ 6TPyo,, [El (Pmm ) E ( Py )]
o2 Py ' Py ol 2npso} 2npsPu, 02,0202 Pso2 Pso2
(PMIO‘L%”, +Pu261422r) T
Eq e (46)
Pulaulrpuzauzr
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Replace the SNRs in (53) with their corresponding tight upper
bounds, and after some manipulation, the upper bound for
(53) can be expressed as

2
TPy, |h
1hye|? > Lﬂ}z,
P <gere| " T 2
h 2 T h 2 TPu2|hu27|
‘ u2r| > @’ u|r’ Py,
=g3(A3+ B3), (56)

where g3, A3 and B3 are (57), (58) and (59), in which (58) and
(59) are shown at the bottom of the next page.

2 2
pu2|huze| Puy |hu1ei
g3 =Pr 5 , 5 T
Puy ‘hule‘ +1 pu2|huze’ +1
T (puqy+1
- ( 1412 ) TPM101426
=1 e Pup iy e 3 1 3
TPulaule + Puzauze
T(ﬂul +1)0M21L,+puz 0323 2 T
Hlow )iy ie Puol, L
X e Oy ePup ipe 1 e Pucine

Pulagle + TPy,02

e

(57)

The probability of e successfully decoding the signals in
the order of x) — x| in the third time slot is

Similarly, the tight upper bounds of y’ fg 4 and y’Zé’ 4 are

PU hLl r 2 2
X %7 Puy |hu2r s
Y3, <min{ "l 2 oot (61)
’ 2 Puzpr|hu2r| [Pre|
Prlhye|=, =———
pul }hulr‘
2 2
X/ . 2 Puy Pr [Py r | | hre
y/el3’4 < min [pul |hu1r , Prlhre|2» % .
Puy |hu2r|
(62)
At this time, the upper bound of (60) is
P2 < g3(As+Ba), (63)

where A4 and B4 are shown in (64) and (65), at the bottom of
page 12.

In summary, it is known that the upper bound of intercept
probability of the considered system is
1—x),1[—x)
. (Pﬁ’uc]c + P ) )
—x5, I —x _ _ :
+PSMCC2 ' + Pg{tICCl + P§IMICC2
IV. PERFORMANCE ANALYSIS IN HIGH SNR
A. OUTAGE PROBABILITY

Base on the fact that the e ~ 1 — x in the case of x —

%PI

succ

P int

_ xh X} 0, using the reciprocal of SNR as an exponential function
P§g062=g3pr{y’§4>T,y’134>T}. (60) g p- . . . P
€ € for Taylor expansion, ignoring the higher-order term of the
2 2 T 2 T 2 pulPr 2 2
Ay = Pr | Pslhsr|” > Pup, hulri > —, |hre|” > —, hu2r| < |hu1r| Arel
1 1Y TPuz
_ P +oo ptoo 1 -4 oy ,pulZ”Ptg"-"
=e Pst‘iszr e %urr — e arze 1 —e HTPuzauzr dydx
T or_ o2 2
Puy 2nph urr re
_ Py T 6T
—¢ Psogy Pulﬁy,%lr 2npth0r2e
OTP 2 _Pu M P 2 P 2 T (6P, P 2 2nP. P 2
Mzauzr Pyl 2)7p7hPul(7u2 02, ( Mzouzr + Lllaulr) ( uj Mzouzr + 2Py, Mlare)
"~ 20pnPu 02 02 R 20P Py Puy 02, PoyO2, 02 ©1)
1Pth Mlau]rare NE th Puy Mlalllr Mzouzrgre
2 2 2 T 2 Ou Pr 2 2
By = Pr | Pmin < Pslhg|” < P, hu1r| > —, |hye|” > —, hu2r| < |hu1r| |Arel
Puy 1Y TPy,
Py
pe [too ptoo
Py 2 2npsPy zxy
o A R B L o e
Ps Y puy " 2npsz uz
P P, Py, 02 +P, o2
Wl -0k | o TPl (A1 - i ] - LesT
I~ . —26 o5 2npsoipz dZ 5 e uyr dx _ 5 . 5 e or dZ 5 e u Ouy rouyr dx
pin Ogp % urr 21 ouy Pso, pin Ogp # Oy r¥
__T 2
1 Q (Pmin Py, 1 oT )e Pulﬁuzlr QTPuzauzr |:E (Pmin ) E ( Py, ):|
= 5 [ N N - 1 — L]
o2 Py ' Py ol 2npso} 20Pspy 02,0202 Psol2. Psol
2 2
E (Pulaulr + PL!ZJuzr) T 52
1 2 2 (52)
Pu2au2r10'41 Uulr
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reciprocal of SNR and retaining its lower-order term, we can
obtain

_ Pth2
I, =~ e Psor,

(67)

In addition, when b — 0,

X1 b e~ 0 _ p—axi
Q(xo,m,a,b)f“v’/ e (1 -2 )dx~
X0 X a
(63)
Therefore, when P, > P,,, after some manipulation,
Pmin _ Py
12 ~ e Psﬂszr —e Px«’Tszr . (69)

From (27), it can be seen that in the high SNR region,
Pour = 1 — (I} + 1), and then (67) and (69) are substituted
into it, we can be obtained P,,; =~ 1 —exp [—Pmin / (Psafr)].
Similarly, when P,, < P,,, at high SNR, P,; ~ 1 —
exp [—Prmin/ (Pso2)]. In summary, the approximate outage
probability of the considered system in the high SNR regime

can be simplified as

Pmin

Pou,%I—e Psaszr.

(70)

From (70), we can see that the outage probability of the
considered system is only determined by Py, Py and aszr in
high SNR.

B. INTERCEPT PROBABILITY
In the high SNR region, P!, ~ 1. In the second time slot,
the probability of successful decoding can be approximated

as
2
Pulaule

+ TPy,02

ue

2
P uz nge

+ .
P02, + TPM161421€

ue

Pl =~

succ

Py 02 7

Ur+ure

In the third time slot:
1) (44)-(46) in the high SNR regime can be approximated
by

T

)
Puy Guge

g1~ (72)

2
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_Lhz
Al ~ e Psoir N (73)
_ Prmin. _ Pu_
Bl ~e P —e P (74)
Then substitute (68)-(70) into (42) to obtain
I—x 11—} ,11)%,,712"
Pgycc ~ 5 € sosr (75)
p“zauze

2) (50)-(52) in the high SNR regime can be approximated

_Pmig _ P:‘h2
32%8 Psogr — o Psogr

(78)

Therefore, the probability of e successfully decoding x|
and x), in that case can be approximated as

[ —x), I —x|
2’ 1
Piuce ~

T _ Prin

e Psoir
Puy 0 ule
3) (57)-(59) in the high SNR regime can be approximated
by

(79)

TP
by TPMZGM e ol
23 ~ 2 —e Puz"uze
T Py, TP,
g~ ——r, (76) ine PO
Pu1 0y e TP, o2 T Puy i) e+ Pup iy
_ Pth2 4 M ue oty ePurOiye (80)
A2 ~e Psoir s (77) TPMloule +Pu2guze
) 2 OTPy by |’ ) T ) TPy, p
Ag = Pr§ Pslhg|” > Py |hre 1 hu1r| > —, hu2r| > P_|hu1r|
anthpul |hu1r‘ Puy u
P +oo oo 6T Py,x
2 Lih 2 up
- Pr[|hsr| g T OV 0P (Il = 2
1 u 277/0thu1y
, 20Py, pu arzg)+€)TPu rrlg r
Pin +00 2 Y _ 1 21
—e Pso2 / 1 27’/Pthpu| y Uuzlr anthpuzggzr”rze dy
ﬁ ulr ZnPfhpul rey + QTPMZGu
2 2
_Pn__ 612 400 | OTP.. o2 _ P oiprt TP oy r
—¢ Psod 2upgol / - 72 it e CinrPuli dy
p% Guzlr znPthpularey + 9TPM261422r
1
) - (Puyoityr+TPuy oy )T (20P o7 +6Puy oy )
__Pu 0T Puy iy —Pu2 07 e 2Py Puy 9ty Py ity r o7 —
—e Pyl 2'7/0thul‘7uz]r”r2e Py O'L¢2r+TPu1 uyr (64)
9TPu20u2r E (Puyoi, +TPu ol )T (20Puo2 40Py 03, )
277p[hPu] uyr rze ! 2')Pthpu1 ueruzauerrZe
2
Prin OT Py | sy | T TP
2 th 2 uy |Mupr 2 2 7 2
By =P < lhg|” £ = lhrel” > 2 3 hu]r’ > —, huzr’ P_|hu1r|
$ S 277ps|hsr| Pu1 |hu1r| Puy w
Py
" S @ 20, @ P el > S g
= 2 2 2 (X) Fr > ————— rdX
Pmin J T TPuyy lsr | ‘ |h“]’| o h“2r| " 2npszPy,y yZ
Py Puy Puy !
Py, Pur o2 +TPy, 02
| [ m e et
~ ——5 e %r 2005977z e up %upriyr dy
050 Pinin T
sr@uir J =5 Py
2 2
| OTP,o2 R oo | Dt Ty,
_ % Ze & 2npsofz dz/ —e Puy iy r o v dy
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1
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Pu o2 — P
1%ur 2
A3 % 1 e Psosr | (8])
P ulr + TPMZ uxr
Pu 0—2 _ Prin _ Py
B3 ~ Lar e P —e Pog ). (82)
Pulaulr + TPMZ uyr
Thus, (56) can be approximated as
TPy
TPuzo'uze —e P“20M22€+
plii=1 o | P i tTPuyoitye
suce TPu]”31e+PU25328
TPul Uule e aglgPuzauzze
TPU] Uule+Pu2 uye
Pu 0—2 _ Prin
1%ur 2
X ! e Fsoir (83)
Pulaulr + TPMZ uyr

(64) and (65) can be approximated by

P 02 _ Pm_
Ay~ w%uyr ¢ Pl , (84)
P uzr + TPMIGulr
Pu 0-2 _ Pmin _ Py
By ~ 2 uar e P —e g ). (85)
Puzauzr + TPulaulr
Substituting (80), (84) and (85) into (63), we obtain
TPul
TPuzo'uze —e P“Z(Tl%ze_i_
pii=2 o | P i tTPuyOiye
suce _TP1¢1031e+Pu2¢71422e
TPu1 Ulzle Gulepuz”uze
TPy, O'ul etPuy ouze
Pu U _ Prin
2%upr ¢ Pod (86)
Puzauzr + Tpulaulr

In summary, by substituting Pmcc ~ 1, (71), (75), (79),
(83) and (86) into (66), and after some manipulation, the
approximate intercept probability of the considered system
in the high SNR regime can be expressed as

Pips
Pulalfle Puzauze
%
Pulaule + TP”Z uze u2 uze + TPulaule
TPy,
TPuz o-u2e _ e_ P“Z U%ze
P ule"’_TPllz upe
+ TPul 5316+Pu2a,§28
TPu| Uule e_ alglePuzo,%zg
TPuy 03 +Puy0,,
~ Pulaulr + Puzaugr 67%.
PM] Uu1r+TPM20u2r Puzau2r+TPM10L11r

(87)

V. SIMULATION ANALYSIS

In this section, numerical simulations are provided to show
the performance of the proposed protocol in this system
and simulation results are discussed. During the simulation,

we assume orzul = Ur2u2 = 02 = afle = 0326 = 1,
2 _ .2 2 _ — —

Oy = Oy = 5,05, = 10, P,, = 40, P,, = 20 and
n = 0.7. We evaluate the performance of the proposed
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FIGURE 3. Outage probability versus SNR with different Ps, Pp,;, and Py,
where « = 0.4.

model and corresponding protocol in terms of the outage
probability and the intercept probability as the function of
the SNR = 10log, (1/Ny) for the targeted SNR transmission
threshold 7 = 15. Monte Carlo simulation is used to verify
the effectiveness of theoretical derivation. Moreover, For
comparison, a NXOR protocol is provided as a benchmark
to show the superiority of the proposed protocol, in which
the two users directly send their own data without undergoing
bit-level XOR processing with the data sent by s.

Fig.3 depicts the outage probability of the considered
system versus SNR with different Py, P,,;;, and Py, in the case
of « = 0.4. It can be found from the figure that the Monte
Carlo curves basically match with the tight lower bound
of results, which verifies the correctness of the previous
derived results. In addition, it can be observed that the
outage probability of XOR is basically the same as that of
NXOR. Moreover, the outage probability decreases with the
increasing of SNR and finally reach the performance bound,
which matches the asymptotic results well in the high SNR
regime. From the figure, we also can see that the performance
bound in the case of P; = 103 is lower than that in the case of
P = 102, the performance bound in the case of P,,;, = 0.5 is
lower than that in the case of P,;,, = 1, and the outage
performance in the case of Py = 50 is better than that in
the case of Py, = 30 in low SNR, but the value Py, has no
effect on the performance bound, which coincides with the
asymptotic results in (70).

Fig.4 shows the intercept probability versus SNR with
different osze in the case of Py, = 103, P,;y = 0.5, Py, =
50 and o = 0.4. From the figure, we can see that the upper
bounds of the intercept probability is very close to the Monte
Carlo simulation curves, which verifies the effectiveness of
theoretical derivation of the upper bound of the intercept
probability. Moreover, it can be found that the intercept
probability become smaller and smaller when osze decreases,
and the security of the system with XOR is much higher
than that of the system without XOR in the case of a . being
smaller.
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Ps =103, Ppin = 0.5, Py, = 50 and 02, = 1075,

Fig.5 and Fig.6 respectively show the influence of o on
the outage performance and the intercept performance with
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Ps =103, Pin = 0.5 and Py, = 50.

different SNR. It can be found from Fig.5 that the outage
probability becomes smaller as « increases, but in the high
SNR regime, the outage probability is little affected by the
change of o value and nearly tends to a fixed value. From
Fig.6, we can see that as the value of « increases, the intercept
probability sharply decreases and then slowly increases, but
the growth of intercept probability are very insignificant.
Specially in high SNR, the intercept probability nearly tends
to a constant.

It can be seen from Fig.3 and Fig.4 that the outage
probability and intercept probability are decreasing and
increasing functions of SNR, respectively. This implies that
there exists a tradeoff between the intercept probability and
outage probability of the considered system. Based on this
observation, we give the security-reliability tradeoff with
different O’sze and « in the case of Py = 103, P,,;, = 0.5 and
Py = 50 in Fig.7. It can be seen that with the smaller
o2, the XOR scheme much outperforms the NXOR scheme
in terms of the security-reliability tradeoff, indicating the
advantage of the proposed protocol. We also can see that
the security-reliability tradeoff performance of the considered
system with the proposed protocol is obviously improved as
o2 decreases and « increases.

VI. CONCLUSION

In order to improve the security and reliability of the energy-
constrained two-way AF relay system, an independent energy
source that is also a signal source providing secret key
is introduced into the model in this paper. Based on the
non-linear characteristics of the actual circuit, we analyze
the tight lower bound of the outage probability and the
upper bound of the intercept probability of the system under
the Rayleigh channel. The simulation results show that
parameters such as P, Ppin, Py and o which affect the
transmission power of the relay node, also have an impact
on the system’s outage probability. Furthermore, the power
parameter Py of the energy source has the most significant
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influence on the system’s outage probability. In high SNR
scenarios, a tenfold increase in Py results in a nearly
90% reduction in the system’s outage probability. We also
conclude that the proposed XOR system is much better
than the conventional NXOR system in terms of intercept
performance in the case of without significantly reducing
the outage performance, which indicates the advantage of
the proposed protocol. Additionally, the security performance
of the system is closely tied to the CSI from the signal
source to the eavesdropper. It can be seen that the smaller the
probability that the eavesdropper successfully obtains the key
provided by the energy source, the safer the data exchanged
between the two users.

In conclusion, this research demonstrates that signal
sources also have great potential to enhance system security.
This finding holds particular relevance in practical appli-
cation scenarios, including the internet of things, military
communications, and autonomous sensor networks, where
energy sources are inherently indispensable. Employing an
external energy source as an encryption signal source can
effectively fortify system security. Consequently, this study
lays the foundation for future investigations in the domain of
security for energy-constrained systems. As for future work,
how to prevent the signal sent by the energy source from being
successfully decoded is a critical issue to be addressed in the
next step.
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