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ABSTRACT The modernization of voting methods is a dynamic area of research currently. In the past,
innovation in votingmethodswas limited to the automation of steps in the process throughmechanicalmeans.
This changed with the introduction of commercial cryptography in the 1970s, whose applications to voting
triggered a new era in this research field. Researchers used the following years to apply tools derived from
cryptographic methods to build increasingly secure, transparent, and practical electronic voting systems.
Despite the effort, a true remote electronic voting system was never achieved with the technology available.
The introduction of Bitcoin in 2009 brought much attention to the blockchain concept that supported it. This
new data model offered new levels of transparency, data immutability, and pseudo-anonymity that made
it attractive and useful to e-voting researchers. Soon after, articles detailing the first blockchain-based e-
voting systems were published, and the research field entered a new era. This article presents a study on
the evolution of research in electronic voting systems, following a systematic literature review methodology
and a chronological evolution from the first systems that employed public cryptographic concepts up to
blockchain-based proposals, with the objective of detailing the evolution of the technology as a whole, as well
as all the elements, centralised and decentralised, created and used to implement voting systems.

INDEX TERMS Blockchain, cryptography, e-voting, survey, systematic literature review.

I. INTRODUCTION
Modern democracies provided societies with levels of com-
fort and security that enabled their citizens to move on from
simply surviving to engaging in high-level intellectual activi-
ties. This fostered scientific and technological advancements
that systematically upgraded almost all societal aspects.
Amid such innovations, voting as an exercise remains largely
unaltered, even in advanced democracies. Voting exercises
may have evolved from dropping pebbles into clay pots [1]
to touching a virtual button on a touchscreen, but the essence
of the process has not changed significantly. The nature of
this exercise makes it a hard one to upgrade.

Regardless of the lack of innovation in the voting
process itself, voting systems have been the object of aca-
demic research. Developments in computer-based cryptog-
raphy opened new research avenues, with electronic voting
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systems being one of the beneficiaries. The mechanisation
and automation of voting systems is an old topic, but advance-
ments in this field were restricted to supporting existing
voting systems. Therefore, in essence, not much changed
from the voter’s perspective.

Until recently, research on this topic followed a centralised
design paradigm under a ‘‘classic’’ server-client architecture.
These systems used cryptographic methods to blind sensitive
information within the system, with the bulk of the computa-
tions reliant on a central computational unit, or cluster. So far,
researchers have been unsuccessful in conceiving a secure,
transparent, and scalable e-voting system that also addresses
voter mobility and could translate into a widely adopted
real-world application. This problem increases in importance
when one considers modern levels of human mobility and
emigration.

An initial surge of cryptography-based voting systems
was followed by a steady stream of improvements over
older proposals, mostly due to technological advancements
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FIGURE 1. Survey article structure.

in subsequent years. This tendency remained unchanged until
2009, when the world’s first cryptocurrency, Bitcoin, and the
decentralised design paradigm brought along by blockchain
technology [2] that supported it were introduced. In simple
terms, a blockchain is a data structure replicated and distribu-
tively managed across a number of active machines, or nodes,
in a computer network. Data is written into discrete blocks
that are cryptographically chained linearly together, hence the
name. Blockchain protocols employ the same cryptographic
techniques used by centralised e-voting systems to achieve
voter privacy, system transparency, universal verifiability, etc.
in their basic mechanics. Therefore, it is possible to tap into
these native features to implement transparency and data
immutability in a voting system, something that requires
dedicated resources in a centralised model. Blockchain did
not need to wait too long to make its impact within e-voting
research, with the first blockchain-based e-voting proposal
appearing less than a decade after Bitcoin’s debut. The analy-
sis executed in Section IV-C1 explores these early proposals
and how they evolved into moremature and realistic solutions
over this period.

This work intends to provide a systematic analysis of
the evolution of the e-voting research field, with particu-
lar emphasis on how the introduction of the decentralised
design paradigm influenced academic research on this topic.
To achieve this goal, we have split the publications considered
into centralised and decentralised proposals, the latter denot-
ing blockchain-based solutions solely. The analysis of these
works is framed under a systematic literature review (SLR)
[3], [4], [5] approach, with a detailed classification, selec-
tion, and characterisation criteria detailed in the following
sections, framed around a set of research questions, followed
by the analysis to answer them.

This article follows the structure outlined in Fig. 1:

II. RELATED WORKS
Literature surveys on e-voting systems before the introduc-
tion of blockchain protocols are few. Reference [6] is the
oldest publication on the topic we could find. It is a brief
report exploring the problem by considering the state of
academic research and presenting practical cases where some
form of electronic voting has been used in a real-world sce-
nario. In 2003, most of these examples were limited to the
use of DRE (direct recording electronic) voting machines.

Reference [7] presents the first academic survey of this kind,
but this publication is centred on the technological details
of DRE voting machines more than the theoretical academic
approaches to the problem. This approach was emulated in
[8], which presents a more exhaustive approach to DRE
voting machine applicability as well as an analysis of the out-
come of real-world elections where these devices were used.
An interesting addition to this publication is the formalisation
of a series of ‘‘desirable e-voting system properties’’, which
are then used to frame the analysis of real-world implementa-
tions. Reference [9] follows a similar strategy, defining a set
of ‘‘requirements of e-voting’’, which follow closely on the
set considered in [8]. But, as the title implies, the authors are
mostly focused on the societal and technological challenges
foreseen in the implementation of such systems. Regarding
the formalisation of criteria used to classify e-voting systems,
[10] presents themost complete analysis to date in this regard.
The authors used the additional space provided by publishing
their research in a book chapter to present a detailed list of
classification criteria, named ‘‘Security Properties of Voting
Systems’’, which are quite similar to the set determined in
Section IV-B2a.
Contrary to the pre-blockchain era, literature surveys on

blockchain-based e-voting systems are more popular. The
first publication that we found that could fit this mould
was [11]. Published in 2018, this white paper does a some-
what comprehensive survey on existing e-voting technology,
of which the vast majority still fell under the centralised
approach. The authors proceed to explore how adding a
blockchain to these earlier proposals may solve some of the
identified problems, but they make no attempt to review any
of the early blockchain-based proposals that were already
published. This article was followed shortly by more thor-
ough surveys: [12] and [13] presented short surveys, while
[14] continues the trend of defining classification criteria
to characterise e-voting systems, now under a decentralised,
blockchain-based approach. However, the publication set
considered in that work is too small to determine any valu-
able trends. This publication also provides a short overview
of the real-world applications of blockchain-based e-voting
systems, an element overlooked in most surveys.

In [15], we found a good example of a systematic literature
review covering a subset of the same publications considered
in this work. The authors do formalise a set of classification
criteria, following the same logic as previous authors, but
their analysis focuses only on the cryptographic characteris-
tics of blockchain-based e-voting systems and other practical
elements, not on the implementation of these criteria by the
solutions reviewed.

The adoption of classification criteria for e-voting systems
does become more apparent in later blockchain-based sur-
veys. Publications such as [16], [17], [18], and [19] provide
good examples of this strategy, which produce quite similar
works, often diverging mostly on the publication set consid-
ered for analysis.
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A. RESEARCH GAPS
Blockchain-based e-voting systems have been properly sur-
veyed during their short window of existence, but the same
cannot be said for their pre-blockchain counterparts. As we
have indicated in Section II, the few surveys found under this
classification are mostly focused on practical applications of
e-voting technology through its application in DRE voting
machines, or they consider publication sets much smaller
and/or limited to a single computational approach.

Another gap that we identified was the lack of a formal def-
inition of the basic properties that an e-voting system should
have, regardless of the actual implementation. Reference [10]
provides a complete analysis in this regard, but it is limited to
centralised proposals. No other survey extends this analysis to
both paradigms. In other surveys, the criteria set considered
is still too informal and subjective to be used as a standard
classification method for these works. The type and nature of
the criteria used to characterise an e-voting system are highly
variable from author to author, both in concrete proposals
and in surveys. Though most authors tend to elaborate their
list based on past references, they do take liberties to change
the criteria at will, which complicates any effort to find a
consensus.

Finally, a need for a chronological analysis was also identi-
fied related to the evolution of these systems, considering the
overlap in terms of cryptographic techniques implemented.
We consider an analysis from this point of view important,
as it allows us to infer future trends for this technology.

B. OUR CONTRIBUTION
The contributions of this work are directly related to the
research gaps identified. As far as we could discern, this is
the first survey that covers the complete history of e-voting
system development. The articles that we considered for
our analysis include the earliest publications that used com-
mercial cryptography to establish secure voting channels,
up to the latest proposals based on smart-contract-enabled
blockchain protocols. Along with such extensive analysis,
we used a significantly larger publication set to discern
chronological trends that become apparent with a systematic
approach.

Our work also provides a systematisation of the set of
criteria used by the selected authors to characterise their
solutions. As it was indicated previously in Section II-A, there
is a clear lack of standardisation around these criteria. During
the systematic literature review, we grouped the criteria used
by authors into a smaller set of broader criteria with the
objective of establishing a more clear picture of the proper
classification of these systems.

We applied a uniform characterization framework derived
from the uniformization effort around the classification cri-
teria to all publications considered. We also presented an
innovative analysis that characterises the e-voting systems
considered using a standardised classification method and
applied the same logic to e-voting proposals from both

computational approaches considered. In addition, our anal-
ysis of blockchain-based e-voting systems provides a charac-
terization in much greater detail than previous works of this
type. In this regard, we considered a much larger publica-
tion set when compared with similar works and an extended
characterization set for a decentralised approach that pro-
vides a more detailed account of the evolution of research
in this field. As far as we could determine, ours is the first
survey of this kind to present a literary analysis with such
an extended publication set, as well as framing this analysis
under a research period defined by two types of computa-
tional approaches.

III. BACKGROUND
Prior to moving into the main literature analysis, we detail
the cryptographic tools identified across the literature con-
sidered. These tools are transversal to both the considered
paradigms and are critical for the understanding of our anal-
ysis, especially for readers that are not familiar with general
cryptography.

The focus of this paper is to characterise and organise
how proposals for e-voting systems use cryptographic tools
to ensure the security of their usage of the systems proposed.
Though there are abundant non-cryptographic methods to
achieve this goal, our analysis is centred only on the ones that
are based on cryptographic primitives.

A. CRYPTOGRAPHIC TOOLS IN LITERATURE
1) THRESHOLD SYSTEMS
Threshold systems were developed to add redundancy to the
sharing of secret information. Adi Shamir introduced the
concept in 1979 [20] and since then it has been used in many
e-voting system proposals. In threshold systems, a piece of
encrypted data D that has been split into n pieces or shards,
i.e.,

D = D1,D2, . . . ,Dn (1)

can be reconstructed as long as k, 1 ≤ k ≤ n shards are
known. As long as only k − 1 pieces are known, recovering
D is theoretically possible but computationally infeasible. But
as long as k ormore shards are known, recoveringD is a trivial
operation [21]. A system with these properties is classified as
a (k, n) threshold system.

a: HOMOMORPHIC (K, N) THRESHOLD CRYPTOSYSTEMS
Threshold systems define two operational domains: P, the
plaintext domain and C, the ciphertext domain. A message
M written in human-readable format belongs to domain P,
but it is possible to switch between these domains using the
encryption function E to transverse from P to C and the
corresponding decryption function D to move from C to P.

Formally, it means that

E(M ) = M ′ (2)
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FIGURE 2. Example of a simple homomorphic threshold system.

and

D(M ′) = M (3)

whereM’ is the message in the ciphertext domain.
Binary operations can also be defined within these

domains, such as addition, subtraction, multiplication, expo-
nentiation, etc. To differentiate between which operation is
used in which domain, the symbol ⊕ denotes an operation in
the P domain, whereas⊗ the respective operation when in the
C domain [21], [22].

Consider a secret s belonging to the P domain that was split
into k parts such that

s = F(ti1, ti2, . . . , tik ) (4)

where F is a cryptographic function used to switch between
domains, such as the encryption and decryption functions,
i.e., F,F ∈ {C,D}.

Now consider another secret s’ that was also split into k
pieces by the same function F:

s′ = F(t ′i1, t
′

i2, . . . , t
′
ik ) (5)

This encryption scheme is (⊕,⊗)−homomorphic if:

s⊕ s′ = F(ti1 ⊗ t ′i1, ti2 ⊗ t ′i2, . . . , tik ⊗ t ′ik ) (6)

i.e., the composition of the shares of the secrets are shares
of the composition of the secrets [23].

A practical consequence of this property is the ability
to perform arithmetic operations directly on the C domain
using the homomorphic equivalent operation from the plain-
text P domain. The result of such an operation can then be
decrypted, thus obtaining the plaintext equivalent. Consider
Fig. 2 as an example:

In this example, data transverses to the cyphertext domain
by elevating a fixed base Z to the power defined by the data
itself. The encryption is defined by the function:

F = E(x) = Z x . (7)

Information can move to the plaintext domain by applying
the inverse operation, i.e., the natural logarithm of the same
base Z:

F ′
= D(x) = logZ (x). (8)

We can verify this with the numerical example on the
right side of Fig. 2. The example shows that an addition,

the ⊕ operator, in the plaintext P domain is homomorphic
equivalent to a multiplication, the ⊗ operator, in the cipher-
text C domain.

2) MIX-NETS
Mix-nets take advantage of a property of asymmetrical cryp-
tosystems: when data is encrypted and decrypted using
multiple pairs of encryption keys, including re-encryptions
using the same key, the order in which the respective decryp-
tion keys are applied to retrieve the original plaintext is
irrelevant as long as the same number and type of keys are
respected [24], [25].

Consider a finite set of N public encryption keys:

Eset = [E1,E2, . . . ,EN ] (9)

and the corresponding set of decryption keys:

Dset = [D1,D2, . . . ,DN ] (10)

Key pairs are defined by:

(E1,D1), (E2,D2), . . . , (EN ,DN ) (11)

Note that Eset and Dset have the same number of elements.
Now consider a messageM encrypted by the set of encryption
keys sequentially. For simplicity’s sake, assume that these
keys are applied in order:

M eset = E1(E2(. . .EN (M ))) (12)

M can be recovered using any permutation from the respec-
tive decryption key set Dset as long as both sets match in the
number of elements and the number of applications of each
key is respected:

M = D1(D2(. . .DN (M eset )))

= D3(D1(DN (. . .D8(M eset ))))

= . . .

= DN (. . . (D2(D1(M eset )))) (13)

which is valid for any permutations of Dset .
Amix-net protects information by applying multiple levels

of encryption by applying multiple keys to it and explores
the fact that, to recover the initial message, the corresponding
decrypting keys need to be used but only the same number of
times in which the asymmetrical counterpart was used. The
order in which the decryption key set is applied is irrelevant
in this case.
If only one encryption key pair is used, the ciphertext can

be attacked by providing a piece of plaintext data chosen to
reveal statistical or language-specific characteristics of the
encryption process [26]. Employing a mix-net does not elimi-
nate this threat completely, but it does weaken it substantially.
Fig. 3 exemplifies this process. Messages A to D were

encrypted with a series of encryption keys from asymmetrical
pairs. Each message has, effectively, N encryption layers
applied to it. Each server in the mixed network contains only
one of the decryption keys from the set applied before; thus,
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FIGURE 3. Mix net scheme.

it removes only the encryption that fits that key. As long as
the encrypted messages are routed through the servers that
can remove all encryption layers, i.e., a set of servers that have
the complete set of corresponding decryption keys used in the
initial encryption, at the end of this routing process, we have
the original messages.

Data to mix is previously encrypted according to a secret
permutation of keys in Eset , with that permutation transmitted
to all servers in the network. Each server in the mix-net
network removes one layer of encryption at a time since each
server stores only one decryption key. The trajectory of the
encrypted data in the Mix-net network is determined by the
permutation applied during the initial encryption. As long as
the number and types of encryption keys are respected, the
output on the last server produces the data in plaintext format.

3) BLIND SIGNATURES
This cryptographic method was introduced in [25] in 1982 as
a method to implement untraceable electronic payments. This
method relies on a trusted party or element to validate a digital
signature without seeing the contents of what was signed,
hence the blind adjective. This method emulates what already
happens with some vote-by-mail procedures, where eligible
voters receive at home a ballot blindly signed by a trusted
authority.

As in the original article [25], we are going to use an
election example to illustrate this protocol.

Consider two actors in an exercise: a voter that wishes to
validate a voting ballotM and a trustee that can validate mes-
sages. The trustee creates a pair of asymmetrical encryption
keys, keeps the private keyD secret, and publicises the public
one E. The voter fills out his or her ballot,M, but it needs the
trustee’s signature. To get it without revealing its contents, the
voter follows these steps:

1) The voter begins by selecting a random number K and
keeps it secret.

2) The voter encrypts the random number using the
trustee’s public encryption key:

E(K ) = K e (14)

3) The voter proceeds to blind the filled-out ballot M by
applying the previous factor to it, which in this case

consists of:

B = M · K e (15)

The blinding process is the binary multiplication of the
message contents to be signed by the encrypted random
number K, and B is the blinded message or ballot.

4) The voter provides B to the trustee to be signed. The
trustee digitally signs B by encrypting it with its pri-
vate key D, which actually corresponds to a decryption
operation in this asymmetrical context:

D(B) = Bd = (M · K e)d = Md
· K ed (16)

where

K ed
= D(E(K )) = K (17)

and thus

Bd = Md
· K (18)

By multiplying the message by a factor only known to
the voter, this effectively prevents the trustee from ever
recoveringM without knowing K.

5) The trustee returns the signed blinded message Bd to
the voter, and he/she can easily recover a signed M by
computing:

Bd

K
=
Md

· K
K

= Md (19)

since K is only known to the voter.
Blind signatures provide decoupling between the informa-

tion to be certified and the certification process itself. Using
this method, it is possible to validate election ballots and other
data without needing to reveal its contents, thus preserving
voter privacy while adding an important layer of security to
the process.

4) CRYPTOGRAPHIC PROOFS
Cryptographic proofs are protocols detailing a series of steps
that must be executed between two parties - a prover and
verifier - such that the prover can show the knowledge of a
claim to the verifier. Digital signatures are good examples of
cryptographic proofs: signatures are valid if the signed mes-
sage is obtained after decrypting the signature with the public
encryption key. This implicitly proves that the signer owns,
or at least knows, the private encryption key in question.

Cryptographic proofs can be interactive or non-interactive
depending on the required exchanges between the prover and
verifier.

a: zk-SNARKs PROOFS
Proofs that are executed without revealing any knowledge
about the claim are classified as Zero-knowledge proofs
(ZKP) and are extensively used in the e-voting context. From
among the types of ZKP identified in the literature, the
most frequent one observed is the Zero-Knowledge Succinct
Non-Interactive Argument of Knowledge (zk-SNARK) proof.
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As the name implies, it is a type of non-interactive cryp-
tographic proof, and its popularity in the e-voting context
warrants a detailed explanation of it.
ZkSNARKs proofs are introduced in [27]; maturated by

[28]; and employed formally in [29]. These proofs consist of
a set of verifiable computation schemes with the following
properties:

• Proofs are short and non-interactive, i.e., a verifier can
be convinced with a single message from a prover.

• Private information can be used by the prover during
the generation of the proof without the verifier learning
anything about that information.

• The cost of verifying a proof is independent of the
computational complexity of the input.

The zkSNARKs verification scheme is based on a
polynomial-based abstraction called Quadratic Arithmetic
Programmes (QAPs). QAPs are obtained using two
higher-level abstractions to specify arithmetic and rank-1
constraint systems (R1CS), which are needed to verify the
proof. Arithmetic circuits are obtained by flattening the
compiled high-level code defining the proof. This flattening
operation consists of converting complex mathematical oper-
ations (exponentiations, roots, logarithms, etc.) to simpler
algebraic operations, namely additions, subtractions, multi-
plications, and divisions. The flattened code is then converted
into algebraic gates, which are then transformed into a R1CS.
These can then be interpolated (using the Lagrange interpo-
lation formula, for example) to find the QAPs that allow the
original proof to be verified [30], [31].

5) ADDITIONAL TOOLS: PUBLIC BULLETIN BOARD AND
ANONYMOUS COMMUNICATION CHANNEL
The public bulletin board and anonymous communication
channels are tools that normally pair up in the literature due
to their complementary nature and usage, thus being set in
the same category. They relate to the tools presented due
to their use in the e-voting context and, because these are
used to propagate information within the system, can have
it encrypted for safety, though they do not present any new
cryptographic ideas in themselves.

The Public Bulletin Board is an abstraction of a commu-
nication channel that can be accessed by anyone, but data
can only be appended in a controllable fashion, i.e., anyone
can read the append-only board, i.e., deletions are not pos-
sible, but only a few authorised entities can add new data
to it. Some authors base their solution on the assumption
that such a channel exists, or at least is conceivable, but not
many went to the extent of providing details of a practical
implementation [24].

The Anonymous Communication Channel is similar in
terms of access control, but this one adds the property that
all communications are done via pseudonyms, as well as
protecting data during transmission using encryption, thus
adding anonymity to the previous concept [32].

B. BLOCKCHAIN BACKGROUND
A blockchain is a distributed data structure replicated through
all the active nodes in a peer-to-peer (P2P) network. New data
can only be added in the form of a new block on the chain.
Due to the decentralised manner in which data is distributed
through the network, operations on it, namely appending new
data, are regulated by a network-wide protocol that estab-
lishes the rules that must be followed by a node that pretends
to add new data to it. In a blockchain, data is accessible to
anyone, but deletions andmodifications are not even available
in the protocol.

This protocol regulates not just the addition of new blocks
to the existing chain but also ensures that only one version of
the data structure exists at all active nodes through periodic
synchronisation actions. This removes any sort of centralised
control over this structure, thus establishing a decentralised
management structure that is able to ensure the correct func-
tioning as well as the integrity of the data in the structure
without requiring any administrators or nodes with special
permissions.

Many blockchains available publicly were engineered and
configured to support cryptocurrencies. As such, most of the
data in these blockchains is transactional data indicating the
exchange of a cryptocurrency between two addresses. All
these concepts are going to be explained in greater detail,
but for now, it suffices to say that these characteristics give
all blockchains a set of built-in features, with immutability,
pseudo-anonymity, and verifiability among the ones that are
more relevant in an electronic voting context.

1) BLOCKCHAIN MECHANICS AND CONSENSUS PROTOCOL
New data is added to the blockchain in the form of a block,
which is, in its essence, a file filled with transactional data.
For cryptocurrency-based blockchains, the transactions in a
block that is about to be added to the top of the chain are
waiting for confirmation, and it is the addition of that block
to the chain that confirms a transaction. An active node in
a blockchain network is a computational unit that keeps a
full and synchronised copy of the blockchain in its permanent
storage and can also ‘‘mine’’ for new blocks.
Though paradoxically distributed, a new block is appended

to the chain with the authorization of the governing protocol.
This append extends the official state of the blockchain, also
updated by the remaining nodes. The consensus protocol
decides which of the active nodes appends the new block.
Section III-B1a details some popular choices of consensus
protocols developed and implemented in public blockchains
since the inception of this technology. In blockchains that
support cryptocurrencies, the node that appends a new block
typically gets rewarded with newly minted tokens from the
supported cryptocurrency, a method that is popular among
these blockchains to increase their total supply of tokens
gradually and to provide an incentive for active participation
in the network.
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a: POPULAR BLOCKCHAIN CONSENSUS PROTOCOLS
Blockchain consensus protocols are a dynamic area of
research among blockchain enthusiasts. As such, new pro-
tocols are being conceived and implemented at a fairly
high rate, which makes it difficult to completely charac-
terise the landscape. This section aims at introducing and
briefly explaining the most popular protocols among existing
blockchain solutions.

• Proof-of-Work (PoW) - The original consensus pro-
tocol in earlier blockchains, such as Bitcoin and
Ethereum version 1.0. This protocol establishes race
conditions between nodes by rewarding the first node
that solves a computationally intensive cryptographic
puzzle. To solve this puzzle, nodes need to find the
hash digest fitting a predetermined format, and nodes are
limited to brute force approaches to tackle this problem.
This protocol is responsible for significant energy waste
since all hash computations for losing nodes are simply
discarded [33].

• Proof-of-Stake (PoS) - This protocol was created as an
alternative to PoW once this one became problematic
due to its high energy expenditure. In a PoS, nodes
increase their probability of selection by the protocol by
increasing their stake in the network, namely, by holding
tokens of that blockchain in their accounts. The bigger
the stake, the higher is the probability of them being
selected to add the next block and receiving the associ-
ated block reward [34]. Ethereum’s version 2.0 upgraded
the consensus algorithm from PoW to PoS.

• Delegated Proof of Stake (DPoS) - This version of the
previous protocol uses the same stake principle, but,
in this case, it is used to gain voting power, which is then
used to elect block verifiers, the ones that actually create
new blocks. So nodes actually delegate the power they
have due to their stake in the network, hence the name
[35].

• Practical Byzantine Fault Tolerance (PBFT) - In this
protocol, a node submits a block proposal to a principal
node, which effectively acts as a network administra-
tor, which then propagates it to multiple other backups.
If enough backup nodes agree on the proposed block,
it gets added to the chain. Otherwise, it is discarded [36].

These four protocols were among the first to be suggested
and are now considered core protocols from which others
are derived [35]. As the application range of blockchain
solutions increased, so did the consensus protocols that sup-
ported them: applications used for medical decisions use
a PoS-based protocol, aptly named Proof-of-Disease [37].
Proof-of-Elapsed-Time is a PoW replacing consensus where
nodes have to wait a period of time generated in a trusted
execution environment [38] instead of solving cryptographic
puzzles. Proof-of-Luck consensus is based in PoW and PoS,
but also the Proof-of-Elapsed-Time just referred, which cre-
ates an energy efficient and low latency for transaction
validation consensus protocol [39]. In Proof-of-Authority,

an easily scalable, reputation-based protocol, validator nodes
are incentivized to maintain their position (the authority) by
refraining from dishonest behaviour that could warrant them
a negative reputation. This is the protocol of choice of private
permissioned blockchain frameworks such as the ones from
the Hyperledger family, along with the Practical Byzantine
Fault Tolerance [40]. References [34], [35], and [36] for more
comprehensive surveys on this topic.

b: TRANSACTIONAL METADATA
Before Ethereum increased considerably the scope of appli-
cations that could be supported by a blockchain, any attempt
to use existing blockchains (whose options were realistically
reduced to Bitcoin) for any purposes other than trans-
acting cryptocurrencies required creative ways to use the
meagre set of options made available by this blockchain.
Among the most popular ones was the usage of Bitcoin’s
OP_RETURN instruction, which allowed adding custom
data, i.e., non-transactional data, to the information pertaining
to a transaction.

Older, Bitcoin-based decentralised proposals analysed in
this exercise use this instruction, hence the importance of
clarifying how it works.

c: BITCOIN OP_RETURN INSTRUCTION
Before OP_RETURN, developers were already experiment-
ing with adding custom text to a block, and they first used
Pay-to-PubkeyHash, a standard Bitcoin script used to imple-
ment signature verification. Without getting into much detail,
this script expects a hash digest as one of its inputs, and it
writes it in the transaction output, specifically in the out-
script portion of the transactional data, alongwith the boolean
result of the signature verification operation. Users are free
to provide custom data instead of a valid hash digest, and it
would be written regardless of the result of the function. But
because these outputs are not easily distinguishable from the
UTxO (Unspent Transaction Output) ones used by nodes to
keep up with account balances, using this instruction implies
subjecting the network to additional strain. This occurs by
requiring extra memory from nodes, which kept a set of
UTxO in RAM for efficiency, as well as the extra computa-
tions required to determine that particular output as an invalid
UTxO.

A more efficient alternative that produces the same result
arrived with theOP_RETURN instruction, which was not part
of the initial standard of the Bitcoin scripting language and
was only standardised in March 2014. Unlike the Pay-to-
PubkeyHash function, the output of OP_RETURN is always
false, so it does not require any additional computations, and
the output is not recognisable as a potential UTxO value,
thus avoiding unnecessary memory storage as well. This
instruction was made available for the first time with the
release of Bitcoin client 0.9.0 but was limited to only 40 bytes
of available text space. Release 0.11.0 increased this value

VOLUME 11, 2023 132395



R. L. Almeida et al.: Impact of Decentralization on Electronic Voting Systems: A Systematic Literature Survey

to 80 bytes, and 0.12.0 established the current maximum of
83 bytes [41].

d: CRYPTOCURRENCY WALLETS
Crypto wallets are the entry point of interaction for users
who wish to transact within a blockchain. But the name can
be misleading since crypto wallets do not store any cryp-
tocurrencies. Instead, the cryptocurrency balance of a given
wallet, identified as an account address, is determined from
transactional data associatedwith that wallet or account rather
than from a variable stored in a location or any other digital
construct to that effect.

Crypto wallets allow the abstraction of creating an account
in a blockchain by storing a pair of asymmetrical encryption
keys in their application software or even hardware in some
cases.

Transactions in a blockchain require a signature using the
private key from an asymmetrical pair, and this connects
balances and crypto wallets. Users sign transactions that
change the balances in their accounts once they become valid
in the blockchain, i.e., inserted in a block. This also means
that transactions occur between wallet addresses only, which
are long binary strings often represented in an alphanumeric
format for human consumption, whose size depends on the
blockchain where they are used [42].

Bitcoin calculates balances for each account by looking at
the transactions from or to a specific address and computes
the account balance by adding all the UTxO for that account.
Ethereum uses an account-based system instead, where the
EVM keeps a global state with all the accounts and corre-
sponding balances, along with other relevant elements.

2) BLOCKCHAIN PROPERTIES
a: IMMUTABILITY
Blockchain ensures data integrity by chaining a sequence of
blocks of data cryptographically. Explaining how blockchain
achieves data immutability also explains its fundamental
functioning.

A blockchain starts with a genesis block. As the name
implies, this is the first block of the structure, and it is the only
one that does not have a connection to a previous one. Subse-
quent blocks added after contain an element that establishes
the integrity of the data and consequently the immutability
of the data blocks: the hash digest of the contents of the
previous block in the chain. This digest is a unique string,
a fingerprint of the state of the blockchain up to that point.
This data dependency effectively ‘‘chains’’ the blocks to each
other while protecting the integrity of the data.

The immutability aspect of it derives from the impossibility
of altering any data in it while keeping the sequence of
hash digests intact and from the fact that blockchain data is
replicated through all the machines that compose the network
at a given point. To be able to successfully change the contents
of a block already integrated into a larger chain, an attacker
needs to:

1) Change the block contents in such a way that the new
data somehow produces the hash digest to keep the hash
digest sequence intact, or

2) Change the block contents and all the subsequent
blocks (in order to reflect the new block hashes) in
the local copy of the data in 51% of the active nodes
of the network. This type of attack is known as the
51% attack, which forces the consensus protocol to
‘‘spread’’ the erroneous version of the data through the
rest of the network, albeit in a time window defined by
a block cycle, i.e., right after the addition of the last
block and before a new one is added ahead of it.

Both of these scenarios are technically possible but highly
improbable. In other words, the success probability, even
if not zero, is still too small to consider them feasible.
The amount of computational resources, time, and energy
needed to increase the success probability to reasonable
values is beyond anyone’s individual capabilities. Further-
more, considering the values transacted currently on public
blockchains, the cost-benefit of such an operation is pro-
hibitive. Due to all these considerations, data in a blockchain
is considered immutable once it gets written.

b: PSEUDO-ANONYMITY
As indicated in Section III-B1d, transactions in a blockchain
are executed between two addresses and require only three
elements: the sender and receiver’s crypto wallet addresses
and the amount to transact. This is the information that ends
up written in the data blocks.

As such, cryptocurrency transactions effectively are decou-
pled from the true identity of the user, thus establishing
anonymity as a built-in feature in blockchain as well. But
this anonymization effort is not perfect. Having all trans-
actions abstracted by a string of seemingly random bits
offers limited protection. Every cryptocurrency transaction
gets recorded in the blockchain, and it is relatively trivial
to filter all transactions from or to a single address. From
here, and considering that there are few goods and services
to swap cryptocurrencies for fiat currencies at some point,
it is possible to de-anonymize the final user through these
regulated interfaces and/or using statistical analysis on the
transactional data, hence why the feature is actually preceded
by a ‘‘pseudo’’ for sake of correctness.

c: VERIFIABILITY
The data in a blockchain is constantly replicated through a
dynamic network that grows and shrinks randomly, since each
active node has an independent identity. But even in such a
fluid network, the consensus protocol is able to maintain a
unified image of the data structure, allowing unsynchronized
nodes to converge to the consensual image among the net-
work’s majority.

This constant effort to keep a unified image, coupled
with the freedom that any user, not just active nodes, has
to consult the historical transactional data at will, gives
public blockchains an unparalleled level of transparency
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and verifiability when compared with conventional cen-
tralised databases. There are many online tools available,
e.g., Blockchain Explorer [43], Blockchair [44], BscScan
[45], etc., that enable a user to consult data from a public
blockchain without downloading the whole, or even just a
portion, of the data first. Public blockchains are fully veri-
fiable as a consequence of their architecture, without having
to develop additional features.

d: SMART CONTRACTS
[46] coined the term smart contract in reference to

the automation of general-purpose legal contracts. In the
blockchain context, this term was co-opted to refer to a
code script that runs synchronously on multiple nodes on
a distributed ledger [47]. Smart contracts are, by default,
open source code in the sense that, if deployed on a public
blockchain, the code is accessible in a human-readable format
for anyone to see. Smart contract support is a feature that
was only introduced in 2015 by the Ethereum blockchain.
Bitcoin’s blockchain had limited capacity to run scripted
code, but the smart contract concept is a level above this
ability.

Smart contracts execute in a distributed virtual machine,
a computational abstraction of the collective resources avail-
able in the network and organised by the blockchain protocol.
Because of the relative freedom that smart contracts offer
to developers programming-wise, blockchains protect them-
selves against malicious code, i.e., code that can capture
and waste network resources (infinite loops, unoptimized
code, etc.), by demanding that each instruction consumes
gas, which are units of a finite resource with monetary value
associated. In the Ethereum blockchain, gas is bought using
Ether, its native cryptocurrency, but gas in itself is not a
subunit of Ether. Instead, it is an abstraction used to decouple
the cost of gas from the high volatility associated with the
price of Ether, or any other cryptocurrency for thatmatter. The
network adjusts gas prices in order to keep a ‘‘steady price’’
of execution for smart contracts, but the maximum amount
of gas that a transaction can consume is always defined by
the user that initiates the transaction. Cryptocurrency wallet
clients often abstract this process. These often automate the
calculation of this gas value automatically based on the cur-
rent price and the amount calculated to execute the transaction
successfully. But ultimately, users always have the power to
change this value.

If a transaction runs out of gas during its execution, regard-
less if it is stuck in a loop or if not enough gas was allocated
for the full execution, the process is aborted and the state
of the blockchain is reverted to its initial one. Smart con-
tracts operate directly on the state of the blockchain network,
namely, they are used to change the current state through
transactions that become permanent due to the immutable
nature of blockchain [48].

A successfully deployed smart contract is characterised
by its deployment address. In a public blockchain, this

address can be consulted, often using a blockchain explorer
application, to access the contract code. To execute it, the
contract needs to receive a transaction indicating the con-
tract address, the function to execute, since one contract
can expose multiple functions, any necessary arguments, and
allocate enough gas for its execution. Smart contracts can call
functions of other smart contracts, similar to how a normal
software programme can use libraries and functions from
other modules [49].

IV. LITERATURE ANALYSIS
Following the Systematic Literature Review (SLR) guidelines
established in [3], [4], and [5], literature in both the cen-
tralised and decentralised domains was analysed in order to
extract common characteristics and technological trends.

This literature analysis was split into two sections: I
1) Centralised e-voting systems For publications detail-

ing architectures that fall under the traditional server-
client model.

2) Decentralised e-voting systems For more recent pub-
lications that used blockchain implementations to base
their systems on, thus following a decentralised design
approach.

A. RESEARCH QUESTIONS
1) GENERAL RESEARCH QUESTIONS
To set boundaries for this review, we established sets of
research questions to be answered with the analysis of each
paradigm. Due to the fact that the decentralised design
evolves from the previous, centralised one, we begin by estab-
lishing a set of broader research questions that can be applied
to both approaches:
On Security Criteria Implemented:
RQA1: What are the security criteria for electronic voting

systems that are consistently addressed in the research liter-
ature?
RQA2: Which security criteria are implemented at higher

rates in the proposals considered?
On Cryptographic Methods Identified:
RQB1: What are the main cryptographic tools used by the

e-voting systems analysed?
RQB2: Which cryptographic tools identified in academic

proposals were used in real-world e-voting implementa-
tions?

2) DECENTRALIZED PROPOSALS-SPECIFIC RESEARCH
QUESTIONS
Proposals under the decentralised paradigm are also going
to be analysed based on the security criteria, albeit with an
adapted set, and the usage of cryptographic methods is also
adapted to the new paradigm. The differences between them
justify adding a new set of research questions to establish
clear boundaries for the analysis of the latter:
On Decentralised Proposal Characteristics:
RQC1: Which blockchain type and access control are used

in decentralised e-voting solutions?
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RQC2: Are smart contracts used in the decentralised
e-voting proposal?
RQC3: Are there any centralising elements in the proposed

solution?
RQC4: What are the methods used in blockchain-based

e-voting systems to cast votes?
Each section begins by establishing a frame of analysis

based on the applicable set of research questions defined so
far, establishes the criteria necessary to answer these, per-
forms the literature analysis, and concludes with a survey of
real-world system implementations and respective analysis.

B. CENTRALISED E-VOTING SYSTEMS
1) INTRODUCTION
E-voting systems under a centralised paradigm (typically a
server-client architecture) concentrate all processing power
into a unit or cluster of processing units. This implies that
the security of the system depends directly on the resources
allocated to it, namely memory, storage, processing power,
etc. A user’s trust in a system is directly dependent on the
security of the system, which is formally divided into discrete
implementation criteria. As mentioned in Section III, there
are multiple strategies and tools to increase system security,
but for this study, we are only interested in the ones imple-
mented through cryptographic tools. As such, these systems
can be characterised by the set of security criteria used to
establish trust in the system, as well as the cryptographic tools
with which they achieve this goal.

These criteria have long been proposed by researchers as
a way to quantify and establish trust in the proposed sys-
tem, albeit in an informal fashion. The importance of such
elements is evident in all publications considered. As pub-
lications grew, a consensus began to take shape among the
researchers dedicated to this area but lacking any formal-
ization. As a consequence, it is common to see independent
researchers referencing the same criterion but with different
names and similar, but not identical, definitions of it. As such,
the goal of this analysis is the identification and characteriza-
tion of these criteria into a unified set.

The implementation of these security features often relies
on cryptographic methods that have been developed along-
side these systems. Electronic voting systems are just one of
the potential applications of the cryptographicmethods devel-
oped from the ideas presented in [50]. The Diffie-Hellman
Protocol was the first implementation of such ideas [51],
which was soon followed by applications still used today
such as Secure Shell (SSH), Transport Layer Security (TLS),
Secure Sockets Layer (SSL), Public Key Infrastructure (PKI),
Internet Key Exchange (IKE), and Internet Protocol Security
(IPSec), among others less known [26], [52], [53].

2) CLASSIFICATION CRITERIA FOR E-VOTING SYSTEMS
The majority of works presented use a classification frame-
work to compare their solution with previous works. This
type of analysis becomes more frequent as more e-voting

systems are proposed through academic publications due
to the enrichment of the set of previous works used for
comparison.

Reference [54] in particular, presents one of the first
attempts to formalise a ‘‘generic set of criteria in concept to
existing security criteria’’ related to several other computer
systems with strong security components. Publications prior
to this one, such as [55], [56], and [57], used criteria to
evaluate the solution proposed from a security standpoint,
but only [54] did it explicitly and formally. As such, this
publication has been referenced by later authors to introduce
their own set of classification criteria.

Though this logic may appear to have a common origin,
in subsequent publications we were able to verify that the
authors continue to diverge from a common set of listing
criteria that varies highly in number and detail. Considering
the lack of a common framework of analysis for these systems
and the considerable size of the set of articles that we selected
for analysis, we took the opportunity to execute a statistical
analysis to determine the most common criteria considered
among the pool of authors.

We analysed the publications set, and we were able to
extract two sets of security criteria standing on different levels
of importance in the e-voting context. The first set was con-
sideredminimal and contains themost common criteria found
among them. The number of criteria considered varies sig-
nificantly with authors, given the subjectivity associated with
their choice. We also detected redundancy in larger criteria
sets. The following statistical analysis defines each criterion
considered so that it matches as closely as possible, starting
from a base definition retrieved from the cited authors.

The second set was found to be not as related to security
itself, but perhaps more applicable as usability enhancers.
These criteria, from here on considered additional, can
improve the experience of a voter with the system but do not
increase the system’s security, unlike the minimal set, while
still consuming significant resources.

We follow these remarks with an enumeration and dis-
crimination of the security criteria identified. This list also
provides the answer to research question RQA1.

a: MINIMAL CLASSIFICATION CRITERIA FOR VOTING
SYSTEMS
The following list contains a set of common criteria identified
in the literature whose definitions were compiled from the
individual explanations provided by the analysed works.

1) Accuracy. An accurate voting system does not allow
changes to a vote after submission, changes to the
final tally, or for invalid votes to be counted. Accu-
rate voting systems also have the ability to detect and
remove erroneous votes without invalidating the whole
election. Accuracy can be quantified as the inverse of
the overall probability of obtaining an erroneous final
result [58], [59].

2) Eligibility. A voting system implements eligibility if it
allows only registered or valid voters to submit votes.
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This also means that, in the final tally, only one vote
per voter is counted [60].

3) Privacy. If a voting system is able to remove all the
links between the voter’s personal information, which
may be required for eligibility purposes, and the vote
submittedwhile preventing voters from disclosingwhat
votes they cast, it is considered private [61], [62].

4) Verifiability. Verifiable voting systems allow for inde-
pendent confirmation of the final tally. This criterion
is sometimes split into Individual and Universal Ver-
ifiability regarding the scope of the ability [22], i.e.,
if individual votes can be verified or if it is limited to
the final tally [63]. Since the details that differentiate
between these are outside the scope of this document,
any system that supports any kind of verifiability is
counted as such, regardless of its specific type.

5) Robustness.Robust voting systems are able to prevent,
or even withstand, dishonest voters, either individu-
ally or working in a coalition, in order to prevent the
successful and correct completion of a voting exer-
cise. Otherwise, they at least increase the probability
of such an event being detected, either by design or
by implementing consequences that make such act not
profitable [64].

Table 1 summarises the grouping strategy used to deal with
the high variability of denominations found in the publication
set. It presents a summary of our findings in this regard, where
publications are listed according to the exact denomination
used to denote the criterion implemented. Due to the high
degree of freedom each author used to name these properties
and the limitations of space available, only the authors that
mention the criterion under the considered name are listed,
as well as the two most popular designations with the list of
authors that used them. Definitions used by smaller groups of
authors were simply indicated as such.

In accordance with the majority of publications, these
criteria are also referred to as security criteria, given that
the implementation of such features in an e-voting system
directly translates into a more secure and reliable system.

b: ADDITIONAL CRITERIA FOR VOTING SYSTEMS
The next list details criteria deemed as additional according
to the classification defined above in Section IV-B2. These
were implemented at a much lower rate than the minimal
set. So, a detailed analysis such as with the base set was not
justifiable.

1) Convenience. A voting system is convenient if it takes
measures to ease the voter’s experience with the exer-
cise itself. This can be achieved in a number of ways,
such as an intuitive interface, the availability of related
information, both about the system and the exercise
(candidates, options, etc.), or anything that can improve
the voter’s experience [119].

2) Flexibility. Flexible voting systems allowmultiple vot-
ing methods, such as one of many, binary choice,
rank choice voting, etc., with minimal reconfiguration,

as well as supporting multiple vote casting, where a
voter can cast multiple ballots and the system only
considers the last one submitted as valid [63].

3) Mobility A voting system addresses mobility if it
does not restrict a voter geographically, i.e., voters can
access and use such a system from either multiple alter-
native locations or from anywhere they can connect to
it [120].

c: VOTING SCOPE
Scaling centralised systems upwards is a resource-demanding
operation since, in this context, it requires an increase on the
existent resources in order to maintain the same security level
while dealing with a higher throughput.

The majority of authors were explicit regarding the scope
to which the proposed system was applicable, discern-
ing between small-scale (often referred to as boardroom
elections) and large-scale voting exercises (national-wide ref-
erendums and elections, for example). This is an important
criterion to take into consideration since it also directly relates
to security. Large voting exercises are intrinsically less secure
due to the amount of computational resources that need to be
diverted from implementing security features in order to scale
up the system, whereas smaller ones are able to deliver greater
security at the expense of scalability. This logic assumes
a limit to how many resources can actually be allocated
due to physical or economic constraints. Scalability is not a
problem for centralised models if there are potentially infinite
computational resources, but this is an unrealistic assumption,
hence the importance of considering the voting scope in this
analysis.

Some authors are explicit regarding the scope intended for
the system proposed; others opted to address scalability in
their solutions, which allows us to assume the solution is fit
for large-scale elections. But in some cases, it was not pos-
sible to determine this with reasonable certainty. We decided
not to assume anything in such cases.

3) SEARCH PROCESS
The evolution of this research field establishes a chronolog-
ical search window. The bulk of the articles relevant to this
problem were published between 1980 (right after the intro-
duction of commercial cryptography) and 2010. Research in
centralised e-voting systems did not stop completely after
Nakamoto’s 2009 publication [2], but did diminish signifi-
cantly.

The investigative process begins by using the broadest of
academic search engines, Google Scholar, with electronic
voting system as the main query. The division between
centralised and decentralised systems is still limited to the
present document. Academically, there is no formal division,
which was revealed by the uselessness of adding the term
‘‘centralised’’ to the main query. As such, it is necessary to
determine which centralization model is implemented from
the details in the document. Since there is a chronolog-
ical division between the usage of each design paradigm
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TABLE 1. Statistical analysis of the classification criteria.

considered, the publication date is often a good indicator.
An overview of the system specifications is enough to deter-
mine the correct publication set where a given article should
be included. For example, the use of blockchains in the
solution is a clear indication that the proposal belongs to the
decentralised set. On the other hand, if the authors are explicit
in mentioning the use of public bulletin boards and/or anony-
mous communication channels, which were determined to be
redundant when also using a blockchain, it is a good indicator
that the solution fits into the centralising approach instead.

We also use citations from publications to infer the poten-
tial impact of some of the articles in the set considered.
Researchers operate on a continuum and are often the ones
paying greater attention to new articles in their area of exper-
tise, which are often mentioned in their publications through

citations. As such, if a publication is frequently cited by
others of the same nature, this is often a good indicator to
consider that publication for further analysis. This method
enables us to establish a ‘‘seed’’ set for each paradigm, from
which a more thorough analysis follows.

Using this approach, the search process is able to identify
133 articles that fit in the definition of a centralised e-voting
system.

4) CRITERIA FOR INCLUSION AND EXCLUSION OF ARTICLES
The goal of this study is to characterise implementable sys-
tems. This means that only articles that provide experimental
results from a practical implementation, i.e., a prototype
and/or a software simulation of the proposed system, are
considered for future analysis. Though software simulations
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are not as complete as a functioning prototype, they provide
enough useful information for our analysis.

By following these criteria, we exclude articles without a
practical implementation that could produce objective met-
rics under the assumption that these present ideas are still too
far from being implementable, which means that the current
state of the system can change significantly in the future. The
initial set considered in Section IV-B3 includes several highly
cited articles that were added due to their apparent popularity.
But on close inspection, these revealed that they established
relevant cryptographic tools in the e-voting setting but did
not present any system proposals by themselves. Therefore,
these fall outside the bounds considered and were removed
from further analysis. References [25], [50], [121], [122], and
[123] are good examples of such articles.
Only 33 publications remained after applying this criterion

to the initial set.

a: DATA EXTRACTION AND MAPPING PROCESS
Determining if a given criterion was considered in the solu-
tion presented was not complicated in most cases. Most
authors, especially more recent ones, have adopted the clas-
sification criteria strategy to validate their solution when
compared to others.

But the relevance that each researcher attributes to this
aspect varies considerably. We identified a spectrum of
approaches from the examples in the literature set: some
authors limit themselves to only mentioning the existence of
these criteria, typically in non-dedicated sections (e.g., Intro-
duction, Discussion, etc.), with a generalised reasoning for
the implementation of a given criterion in the solution. Other
works dedicate entire sections to a single criterion, which
include a proper definition, implementation details, and even
mathematical proof of their implementation. Given the vari-
ability of approaches, we devised a comparison framework
to evaluate each proposed system based on how researchers
implemented each of the minimal criteria considered in their
solution.

Each publication was classified according to each of the
five criteria from the minimal set, according to the following
levels of implementation:

• Weak - The criterion is only mentioned in the publi-
cation in a non-dedicated section (such as Introduction
or Result Analysis) with no additional details provided
nor explicit proof of its implementation in the solution
presented, or if the criterion had to be inferred through
the implementation details, i.e., without any explicit
mention in the system details. In some instances, authors
did a thorough exposition of the criterion, which accord-
ing to this classification would render it not weak, but
the authors admit themselves that their implementation
is a ‘‘weak’’ one when compared to other solutions, even
providing details for that classification. In these cases,
the judgement from the authors prevails over our own
classification.

• Normal - The criterion is explicit in a dedicated section
or series of, while also providing a basic definition,
at least, of exactly what the authors interpret the criterion
to be (given that some authors use the same name to
indicate different criteria, e.g., ‘‘fairness’’ has been used
to indicate ‘‘accuracy’’ in some cases and ‘‘robustness’’
in others), but omitting or providing only poor imple-
mentation details.

• Strong - The criterion is introduced in a dedicated
section or group of sections, along with an unambigu-
ous detailed definition, specific implementation details,
and/or experimental results or conceptual proofs sup-
porting the claim.

This comparative analysis was only applicable to the
minimal classification criteria due to the high rate of their
implementation. The criteria in the additional set registered
lower implementation rates as well as more coarse implemen-
tation details. We were not able to retrieve enough detailed
data to justify a comparative analysis of the previous sort for
this case. As such, the analysis for the additional set considers
a binary option to all remaining criteria except for the election
scope. A ✓ is used to denote its presence in the publication
considered, with the absence of any marks denoting other-
wise. The election scope can be Small, Large, or omitted if
the authors did not take into account the scalability of their
solution or the solution details are not sufficient to infer about
this parameter.

b: SYSTEMATIC MAP
Applying the logic defined above to the set of publications
indicated in IV-B4 produced Table 2. The analysis matrix
contains the articles organised chronologically by their pub-
lication year.

c: ANALYSIS OF RESULTS
The results obtained are consistent with the expected lim-
itations of a centralised paradigm that requires substantial
resources to implement security. A more thorough analysis
allows us to answer the research question RQA2 formulated
in Section IV-A1.
The concentration of resources and the dependence on

their availability regarding adding additional security features
limit their implementation. This dependence becomes even
more evident when the election scope is considered: pro-
posals that do consider scalability typically implement fewer
security criteria. One publication that stands out in this regard
is [75], which suggests a scalable system while implementing
the most security criteria among all large-scale proposals.
This would disprove the rationale if not for the fact that, when
compared to most of the other large-scale publications, [75] is
the most recent one. This means that the authors had access to
more powerful hardware than any of their older counterparts,
which can explain the completeness of their system.

There is a limiting balance between security, transparency,
and scalability determined by the resources available to the

VOLUME 11, 2023 132401



R. L. Almeida et al.: Impact of Decentralization on Electronic Voting Systems: A Systematic Literature Survey

TABLE 2. Quantitative criteria analysis for centralized e-voting systems.

central unit, and most authors seemed to try to find the opti-
mal balance between these three aspects. It seems that secure
and transparent systems are bound to serve only small voting
exercises, as supported by [74], [125], [126], and [130]. These
proposals implement the most security criteria of all, yet they
are also limited to small-scale exercises.

On the other end of this spectrum, we have the pro-
posals from [32], [56], [62], [63], [128], [129], and [132].
These authors proposed scalable e-voting systems suitable
for large-scale voting exercises, but this feature was costly
in terms of security and transparency.

Taking only security and transparency into consideration
for now, the preference among authors seems to be for the lat-
ter. An analysis over table 2 shows that themajority of authors
gave priority to Privacy and Verifiability. These are related to
the transparency of the system, as opposed to Accuracy and

Eligibility, which are more security-oriented. This is consis-
tent with the notion that trust in the system derives directly
from the voter’s experience with it and the inherent need that
voters have to ensure that their vote is counted. It is suggested
that regular voters are more comfortable watching their ballot
disappear into a sealed box than having it encrypted and saved
on a hard drive. The authors seem to be aware of this, hence
the prioritisation of transparency over security.
Privacy and Verifiabilitywere the most implemented secu-

rity criteria, both with an implementation rate of 88.24% and
79.41% respectively. The remaining security criteria from the
minimal set are implemented at the following rates: Accu-
racy was implemented in 64.71% of the cases, Robustness
presents a 70.59% implementation rate, and Eligibility was
the least concerning security criterion, being implemented in
just 41.18% of the cases considered.
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Convenience, Flexibility andMobility had implementation
rates of 18.2%, 30.3% and 24.2% respectively. It appears that
most authors prefer to pool their limited resources where they
could have a greater overall impact, and that is in features that
translate directly into security.

5) CRYPTOGRAPHIC TOOLS IN E-VOTING SYSTEMS UNDER
A CENTRALISED MODEL
a: DATA EXTRACTION AND MAPPING PROCESS
The set of publications considered was also reviewed regard-
ing the usage of cryptographic methods usually employed to
implement the security criteria indicated, with the objective
of answering the research question RQB1. These include
methods such as homomorphism, blind/ring signatures, mix-
nets, cryptographic proofs and, in this particular centralised
approach, public bulletin boards and anonymous communi-
cation channels. A detailed explanation of these methods was
included in Section III-A.

b: SYSTEMATIC MAP
Applying the process to the publication set yielded Table 3.

6) ANALYSIS OF RESULTS
It is unclear if any of the cryptographic methods and tools
considered are superior to the others for the centralised
paradigm. Blind signatures and mix-nets are both used to
implement privacy, and, as such, these were never imple-
mented in the same solution. But blind signatures seem to
have preference when compared to mix-nets, which is con-
sistent with the fact that mix-nets are easier to implement but
at the expense of higher resource overhead. In a centralised
scheme, it seems authors prefer resource economies and/or
more nimble systems at the expense of higher implementation
complexity.

The utilisation of homomorphic properties seems to have
attracted only a third (33.33%) of the authors. This is similar
to the utilisation of blind signatures, these with a rate of usage
of 31%, both significantly higher than the usage of mix-nets
at 19%. The relatively similar usage rates of these methods
used primarily to establish privacy do not point out an evident
advantage of one method over the other. Complexity-wise,
they are similar in terms of resource usage [135], [136].
Another pertinent observation is that solutions that use a

higher number of these methods are limited to small-scale
elections, whereas systems that support larger elections are
architecturally simpler, reinforcing the notion that scalability
is a limiting factor in centralised solutions. On that note,
notice that mix-nets are more popular with scalable propos-
als, whereas systems that address only small-scale exercises
prefer to use blind signatures for privacy purposes. This
may be because mix-nets require more resources, but only
to a point. Building a network of mixed servers is a high
price to pay, resource-wise, for a small-scale exercise. But
if the mix servers have good performance, once they are
set, a network of this kind can serve progressively larger

FIGURE 4. Statistical analysis of implementation rate.

voting exercises without additional equipment, hence their
preference for large-scale events.
Cryptographic proofs are not a popular alternative in the

centralised paradigm. These are used to establish system
transparency, but, just like with homomorphism, they are not
an easy concept to grasp. Also, these types of proofs were
not as popular during this development phase. Once it was
clear how useful these proofs were in decentralised contexts,
they received a significant increase in development and usage.
The lack of popularity and development around these tools
also justifies their lack of implementation in these types of
e-voting solutions.
Knowledge-Proofs introduce new levels of complexity,

which may nullify any transparency gains in the long run, but
for the few authors that did use them, the preference seems
to be for the Zero-knowledge variant. Zero-knowledge proofs
are sealed regarding the exchange of information between the
prover and verifier, which are particularly useful for dealing
with sensitive voting data.

Regarding the last two auxiliary support tools, the majority
of authors included the public bulletin board and anonymous
communication channel in their solutions. The bulletin board
is an abstraction of the ideal communication system, and
the anonymous channel adds a necessary layer of privacy
to all communications within the system. In most cases, the
authors simply assume the existence of such tools, but in a
few, such as [60], [109], and [110], the authors did reveal
some architectural details of the feature, but always at a high
level.

Fig. 4 summarises the statistical analysis of the rate of
implementation of the classification criteria considered.

7) REAL-WORLD IMPLEMENTATIONS OF CENTRALISED
E-VOTING SYSTEMS
This section details a series of cases in which voting exercises
with binding consequenceswere executedwith, or aidedwith,
electronic voting systems based on the centralised architec-
tural paradigm. The main goal of these experiments was to
determine the viability of the tool, security problems, public
acceptability, etc.

a: E-VOTING PROJECTS IN SWITZERLAND
As a means to determine the impact of increased availability
on voter turnout, election costs, and potential security risks,
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TABLE 3. Cryptographic methods and tools identified in the literature.

the Swiss government established a series of e-voting trials
centred around national referendums between 2004 and 2005.

The system was unable to exchange data between can-
tons, the semi-autonomous regions in which Switzerland is
divided, but it was nonetheless successful in anonymizing the
votes and decoupling sensible voter information from the vote
itself [137].

The voting system was tested before deployment by a team
of independent experts, with every identified flaw corrected
before attempting the real exercise. The Swiss government
successfully ran five independent trials in three cantons, all in
national referendums. The first trial occurred in the Geneva
canton in 2004. This exercise resulted in the lowest voter

turnout percentage of all the online exercises, but the system
was still able to attract 21.8% of all eligible voters. The last
of these trials happened in the Neuenburg canton, and this
one recorded votes from 68% of all eligible voters, indicating
its acceptance by the population. Switzerland had among the
highest levels of Internet penetration in Europe at the time,
which may have contributed to the success of the online
voting alternative [138].

b: E-VOTING IN FRENCH ELECTIONS
The French government used the elections for the Lower
Chambers of the Parliament in 2012 to trial an e-voting
platform made available for expatriate voting. The French
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constitution had to be amended in order to address the legality
of the new voting mechanism.

French elections operate in rounds, and a successful iden-
tification in an earlier round carried on to the subsequent
ones. All political parties involved in the election appointed
observers, which joined a panel of supervisors with relevant
governmental positions to observe the election process. The
team of supervisors guaranteed that the vote count before the
exercise’s start was zero and that the final tally was consistent
with the combined number of online and traditional voters.

To test the system, a large-scale exercise with 15,000 vol-
unteers was organized. During it, cybersecurity attacks were
carried out on purpose by the National Agency for Security
of Information Systems (ANSSI) to evaluate its response to
outside attacks. Though the results were not published for
security reasons, apart from problems derived from software
compatibilities between the system and the voter’s own sys-
tems, as well as problems with the identification process, the
test was considered a success, and the e-voting system was
approved for use in future elections [139].

c: INTERNET VOTING IN CANADA
The first Canadian trials with Internet voting happened as far
back as 2003, during the leadership elections for the Canadian
New Democratic Party (NDP). The measure was successful
and replicated in other cities and municipalities. In 2011,
a national survey showed that 85% of the country’s popula-
tion is favourable to an electronic alternative to complement
the existing paper ballot system.

There is scant information about the actual architectural
implementation of these systems, with emphasis on the plu-
ral. Over the years, Canadians did trials with ever-changing
systems, either due to security patches or simply updated once
newer, faster hardware was made available. But considering
the era in which these trials happened, it is safe to assume
that theywere conceived following a centralised, server-client
architecture [140].

d: THE ESTONIAN I-VOTING SYSTEM
Estonia was not the first to try remote e-voting systems, but
it was the first country in the world to do so at a national
level with binding consequences. The I-voting system has
been used widely in the country since 2005. That, alongside
a developed telecommunications infrastructure, pushed 30%
of the eligible voters in the country to adopt the online
alternative.

The Estonian system uses a method that emulates the
double-envelope system used in traditional voting. Voters can
authenticate themselves using their national-issued ID card,
which itself already possesses cryptographic capabilities on
its own that can be used to both authenticate and protect ballot
data, or a 2-factor authentication method that uses SIM card-
based authentication.

The I-voting system was the first to use multiple vote cast-
ing as a measure to protect voters against coercive behaviour:

the system allows multiple ballots to be cast by a single voter,
but only the last one is counted. This allows voters to replace
ballots cast under external coercive influence or if they simply
changed their minds. But a physical vote always supersedes
any online ones [141].

Independent analysis revealed that the Estonian system
was actually mired in security problems. System integrity
was implemented by a series of protocols that were heavily
dependent on human interaction, when these could have been
automated with additional effort. When human errors even-
tually happened, these resulted in system errors and attacks.
Since the complete source code was never published, it was
impossible to guarantee the integrity of the tabulated results,
which in itself is a significant lack of transparency.

Because it is cheaper and simpler tomaintain an online sys-
tem than a traditional one, online voting in Estonia remains
available for a longer period than the paper alternative. As an
example, the October 2013 elections had a 7-day window
for online voting. The outcome of this approach is mixed:
on the one hand, the increased voting window allows voters
more flexibility, giving them more time to make or change a
decision. But on the other hand, keeping an unsecured system
online for longer periods of time only increased the chances
of success from attackers, especially for time-dependent
attacks [142].

The security problems with the Estonian e-voting sys-
tem were thoroughly detailed in [143]. The conclusion was
that the system was planned poorly from an architectural
perspective.

e: THE NORWEGIAN E-VOTE PROJECT
Per request of the Norwegian government, a team of interna-
tional experts from the International Foundation for Electoral
Systems (IFES) independently oversaw extensive tests of
the Norwegian E-vote online solutions in a series of less
consequential elections, such as local referendums and youth
council elections.

The Norwegian approach is similar to the Estonian one:
both systems take advantage of a national-wide, government-
issued identification system with built-in cryptographic
capabilities. The Norwegian MiniID system is a 2-factor
authentication system enabled and available by default to all
Norwegian citizens, requiring only an active mobile phone
number to receive a one-time password to register. The
E-vote system also addresses voter coercion with a multiple
vote casting feature, similar to the Estonian case [144].

Regarding the difficulties and problems, this solution was
also plagued by the same problems already identified in a
similar, centralised model, namely, software incompatibili-
ties between the centralised interface and the multitude of
options with which a voter might interact with the system.
To mitigate them as much as possible, the E-vote system
was developed to be accessed as a public web application.
Developers had to take into account all the potential operating
systems and Internet browsers at development time, which
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increased the system complexity without any gains in secu-
rity, transparency, and/or scalability [137].

f: THE NEW SOUTH WALES IVOTE SYSTEM
The Australian region of New South Wales introduced its
centralised e-voting system in March 2015. The development
and deployment of the iVote system were supervised by the
New South Wales Electoral Commission (NSWEC). Results
were positive in terms of popular acceptance, with 5% of all
votes being cast with the tool. The percentage itself is not
significant in the overall exercise, but taking into account the
population density of the region (which includes Sydney, one
of Australia’s largest cities), that percentage amounts to over
280,000 votes, which is more than any of the other exercises
considered thus far.

The iVote system was also subjected to an unscheduled
security review by an independent team of experts, which
identified several flaws that stem from the centralised nature
of the application, namely:

• Susceptibility to downgrade-to-export attacks, where
the system can be ‘‘tricked’’ to swap a high-security
communication protocol for a low-security one that can
then be attacked more easily.

• Use of the breakable Transport Layer Security (TLS)
protocol when the Secure Sockets Layer (SSL) protocol
was already available at the time.

• Code permeability, which allowed for injections of mali-
cious code through the voter’s browser

Though these problems were identified before the real exer-
cise, their solution, through code patching, occurred during
the voting period, which created a time window in which the
system could have been attacked with the security flaws still
active. 3177 votes decided one of the races in that election.
Further calculations revealed that the vulnerability window
could have affected around 66,000 votes, which could have
easily produced erroneous results in the election.

Though it seemed unlikely that the iVote system had been
perverted during that exercise, the damage to the perception
of trust by these tools could have been disastrous if such an
attack had taken place. Besides these problems, the system
behaved as intended, and the population was satisfied with
its performance [145].

8) CONCLUSION
This analysis is able to elucidate regarding research ques-
tion RQB2 in section IV-A1, namely, how the cryptographic
protocols and methods identified during the initial analysis
had translated to real-world applications. And the answer is
that they do not appear to. Despite all the work and ideas
that originated the cryptographic methods, their effect on
real-world applications seems marginal at best.

This analysis was somewhat superficial due to the pro-
prietary nature of the solutions presented. Most of the
publications reviewed were only suited to serve small-based
voting exercises, but every real-world solution considered,

even if not available to all eligible voters, processed a num-
ber of votes far beyond a number that could qualify these
exercises as ‘‘small’’. This by itself, alongside the unsolved
inherent limitations associated with a centralised model,
excludes the utilisation methods hard to scale up, such as
Blind Signatures or Cryptographic Proofs. The absence of
mentions of these methods in either the documentation avail-
able or any of the independent reports produced supports this
hypothesis.

It appears that the involved governments ordered software
solutions for private companies, and these devised solutions
based on existing and tried approaches from other industries,
such as e-commerce and e-banking applications, and mod-
elled the voting process around them. Given that all these
exercises were moderately successful, even with security
flaws identified, the strategy employed is not completely
unfit but does ignore the academic research. The authentica-
tion methods employed are a testament to this assumption:
2-Factor Authentication schemes are becoming the norm
whenever sensitive information, such as account numbers and
balance, or personal information, is in play.

The real-world implementations analysed are pertinent
examples of how important an alternative to traditional voting
is. Though they do seem to ignore most academic research
on the subject in the last few years, they still represent an
important starting point for a transition between theoretical
ideas and practical implementations.

C. DECENTRALISED E-VOTING SYSTEMS
1) INTRODUCTION
Before Bitcoin, several authors tried to propose ideas for
implementing currency in a digital format, but all propos-
als ended up retaining a certain level of centralization. For
example, [25] is often regarded as the first work to intro-
duce the concept of cryptocurrency, as it first proposed to
use cryptography to validate transactions rather than protect
them. The main technical problem of a truly digital currency
is to provide a decentralised way to mint new coins and
prevent double spending. The Bitcoin protocol was the first
to successfully solve both problems in a truly decentralised
fashion, which popularised Bitcoin as the first purely digital
alternative to traditional finance. Blockchain uses the same
cryptographic methods referred to thus far, but it employs
them in a fashion that permits fully decentralised applications
to operate.

The following analysis assumes a degree of knowledge
regarding blockchain and concepts related to it. Section III
contains a detailed explanation of every concept referred to
from this point onwards.

2) SEARCH PROCESS
The search process in this case follows the same approach
as in Section IV-B3, but with the keyword blockchain added
to the initial search query. This search returned a significant
number of results, which became the initial seed for analysis.
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After a review of each element of this initial set, with the
most relevant and consensual references identified using the
number of citations as the main metric, the search expanded
to include other popular academic search engines, such as
IEEExplorer, Scopus and ACM to follow up on the most
relevant citations.

This process extracted a total of 75 articles for additional
analysis.

3) CRITERIA FOR INCLUSION AND EXCLUSION OF ARTICLES
Each of the 75 articles from the previous set is analysed
taking into consideration their implementability, i.e., if a
working prototype is presented, or alternatively, a software
simulation with experimental data, but also relaxing these
criteria to include proposals that specify an implementable
system. Most researchers were able to present prototypes or a
proof-of-concept based on their proposal, but we also take the
liberty to consider higher-level approaches that could realisti-
cally be implementable in a future opportunity. This group of
publications is analysed to answer the general set of research
questions posed in Section IV-A1, as well as themore specific
set defined in Section IV-A2. Regarding the specific set, the
implementation details required to answer these could also be
verified directly from either the implementation details of the
solution or determined implicitly from other characteristics
indicated in the proposal. For example, if authors explicitly
support their solution on Bitcoin’s blockchain but omit the
intended voting scope, we can assume that the proposal is
limited to small-scale elections due to the inherent scalability
problems associated with the blockchain used.

Applying this set of criteria to the initial set reduces it from
76 to a pool of 63 publications, a smaller reduction from the
initial set than with the previous paradigm.

4) DATA EXTRACTION AND MAPPING PROCESS
We organized publications by their publication year high-
lighted any time-based patters present.

The following analysis answers each one of the research
questions posed in Section IV-A1 and IV-A2. Some ques-
tions, such as RQC2 and RQC3 for example, have binary
responses. In the interest of consistency, a publication where
the concept at hand was verified is indicated with ‘‘✓’’, none
otherwise. Questions with a larger set of possible answers,
as the mechanism to abstract votes, for example, are discrim-
inated against, with a more detailed explanation following in
a future section.

5) CLASSIFICATION CRITERIA AND SYSTEMATIC MAPS
a: ADAPTED CLASSIFICATION CRITERIA
A preliminary analysis revealed that blockchain-based
e-voting proposals were notoriously absent of Convenience
andFlexibility criteria, while we realised that a new additional
criterion (Uniqueness) should be included.

The lack of references to Convenience and Flexibility is
justified by the development of frontend technology, not

only from the user standpoint but also regarding the experi-
ence and knowledge required from developers to implement
convenient and flexible interfaces for their proposed sys-
tems. The majority of centralised proposals were developed
when user interfaces required significant time to implement.
Internet applications were in their first version (Web 1.0),
characterised by static interfaces and a higher degree of cen-
tralization regarding content development. As such, a mature
and functional interface required a substantial time invest-
ment from the developers.

By the time these decentralised proposals appeared, the
Internet had already transitioned to ‘‘Web 2.0’’, an informal
label indicating a higher level of customization from the side
of the user regarding online applications. This was possi-
ble due to the availability of development frameworks that
significantly decreased the knowledge required to create a
convenient and flexible frontend interface. For example, for
an earlier centralised proposal, creating a simple interface
emulating a voting ballot on screen (a simple list of names
with interactive selection boxes next to each) required a fron-
tend engineer to write, potentially, every element on screen
from scratch. By the time the first decentralised proposals
appeared, the same frontend engineer had a myriad of fron-
tend frameworks at his or her disposal, as well as templates
and even out-of-the-box customizable solutions that allowed
him or her to develop a much more convenient and flexible
interface with a fraction of the time and effort than before.

The time and effort dedicated to the implementation of
Convenience and Flexibility criteria diminished considerably
when compared with the centralised model, so the authors
began omitting from their solutions due to the diminished
impact these now have.
Uniqueness refers to the ability of a system to prevent mul-

tiple vote casting, i.e., the imposition of one voter, one vote,
as opposed to some proposals that allow voters to change
their minds over the voting period and cast a replacement
vote if desired. This criterion plays with the balance between
security and flexibility, so its implementation should not
necessarily be considered a positive trait, but it is a relevant
characteristic of an e-voting system.

As such, the set of security criteria used in table 2 was
adapted to optimise the security characterization of decen-
tralised proposals.

b: SYSTEMATIC MAP
The logic described was condensed in Tables 4 and 5.

c: ANALYSIS OF RESULTS
Similar to what was observed with the centralised proposals,
privacy and verifiability continue to be the most implemented
criteria, but due to different motivations and consequences.
As indicated in Section I, blockchain’s inherent transparency
implements verifiability by default, which revealed itself as
one of the main reasons why many of the authors chose
to build on it. In contrast, the high rate of privacy imple-
mentation is explained by the same factor: the transparent
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TABLE 4. Criteria analysis for decentralized e-voting systems.

nature of blockchain requires more attention towards the
protection of data, especially voter data, that gets written
into it. This explains the increased importance of the privacy
criterion, given how, in this context, more transparencymeans
less privacy. The eligibility criterion was more implemented
in the decentralized model than in the previous centralized
approach due to the anonymous nature of the usage of the
underlying platform. Anonymity, albeit pseudo as was men-
tioned in section III-B2.b, is another default feature of public
blockchains. This clashes directly with the highly regulated
nature of most voting exercises, therefore researchers devoted
considerable effort to ensure that the anonymity offered by
blockchain could not be exploited to pervert any elections
based upon it. This problem is directly relevant to the degree
of centralization of the solution analysed, and it is explored
in greater detail in Section IV-C6.
Robustness and accuracy saw similar implementation rates

as with the previous paradigm, but mobility had a higher one
in this case. The interaction with the system is done via purely

digital methods, a consequence of the digital implementation
of blockchain, so mobility arrives almost as a default feature
from using this element as the base development platform.
Though most authors were not explicit about this criterion
itself, they did describe how to interact with their proposal
for voting, and in most cases, it was easy to understand
that the access could be done remotely, which allowed us
to infer about its implementation. Others, such as [118],
[159], and [163] proposed adaptations to existing EVM-based
traditional voting methods with blockchain schemes, the lat-
ter used as a recording and tallying element, which negates
mobility.

Decentralised proposals were explicit regarding the way
they dealt with multiple votes, with the vast majority of
them disallowing the practice. Some authors simply prohibit
casting any votes after the first one, such as [17], [101],
[159], [161], or [168], whereas proposals such as [94], [112],
and [152] allow for multiple votes to be cast, but the sys-
tem only considers the first one. In these examples, the
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TABLE 5. Criteria analysis for decentralized e-voting systems.

uniqueness criterion was inferred from the system’s charac-
teristics, namely how the authors detailed how they dealt with
multiple votes cast, whereas in other cases, the proposal was
explicit regarding the implementation of such a criterion.

Lastly, we observed a similar balance between the imple-
mentation of security criteria and the scope of the election,
namely, the more security criteria were implemented, the
smaller the scope of the election that the proposal supported.
Only three proposals, [102], [105], and [115] claim to satisfy
the majority of security criteria considered while claiming to
be suitable for large-scale voting exercises. But a detailed
analysis reveals that [102] and [115] proposed solutions
without specifying the blockchain technology they intend to
use, which omits which consensus algorithm is employed,
an important element to determine scalability. Reference
[105] does present a complete system alongside a proto-
type. But looking at the experimental data provided, one can
see that they implement their prototype in both Ethereum’s

Ropsten and Rinkeby test networks with significant dif-
ferences in performance. Rinkeby uses Proof-of-Authority
as a consensus algorithm, whereas Ropsten uses Proof-of-
Work, and the experimental results are consistent in that
regard. The PoA network is more than three times faster than
its PoW equivalent, which introduces an important caveat
to their claims. Their solution might be suitable for large-
scale elections, as long as it is implemented on a PoA
blockchain.

In fact, with the decentralised proposals, it was possi-
ble to infer the election scope by looking at the type of
blockchain and respective consensus algorithm used, even
if the scope was not explicitly stated in the text. As a rule,
solutions based on PoW consensus were considered limited
to small-scale elections only due to the known scalability
problems derived from this consensus protocol. In contrast,
solutions based on private blockchains, especially if imple-
mented through high transactional throughputs frameworks
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FIGURE 5. Statistical analysis of implementation rate.

such as Hyperledger Fabric, were considered suited for large-
scale elections, unless the authors specified otherwise.

The graphical analysis of these results, with detailed imple-
mentation rates for each criterion, is presented in Fig. 5.

The use of a blockchain in an e-voting solution promptly
nullifies the usefulness of cryptographic methods such as a
public bulletin board and anonymous communication chan-
nel. The blockchain’s transparency regarding data access
makes these methods redundant in a decentralised context.
As such, we removed these methods from consideration in
the decentralised analysis. Also, proposals that did not use
or specify any of the cryptographic methods considered are
omitted, which reduced the initial set considered from 63 to
34 publications.

d: SYSTEMATIC MAP
The results from the application of the classification strategy
indicated are compiled in Table 6, also organised in chrono-
logical order.

e: ANALYSIS OF RESULTS
Decentralised proposals use homomorphic properties of
cryptosystems at a slightly higher rate than their centralised
counterparts, namely 45.5% against 34%, explainable by the
public nature of most of the blockchain implementations
considered. In a typical system, vote data is encrypted as soon
as possible, ideally after the voter has made the choice. It then
remains encrypted for as long as the process does not depend
on any of the encrypted data. But whenever any counting
needs to happen, either partial calculations or the final tally,
vote data needs to be decrypted to perform these types of
arithmetic operations, unless a homomorphic cryptosystem is
used instead. In this scenario, using a threshold cryptosystem
with homomorphic characteristics is an advantage since it
allows executing operations in the ciphertext domain, which
reduces the decrypting operations to the final tally only. This
concept was present in the centralised proposals, but it is more
evident when a blockchain, particularly a public one, is used.
Regarding the cryptosystems used for this purpose, from
the authors that did specify them, the majority are divided
between the ElGamal cryptosystem [123], as in the case of
[68], [69], [107], [114], [150], and [158], and the Paillier
cryptosystem [169], as it is the case for [66], [95], [99], [113],
[115], [153], and [164].

The usage of blind/ring signatures also registers an
increase from 31% to 45.5% in decentralised literature for the
same reasons. Blind or ring-signed ballots are a good method
to privatise voter data in a public channel, like a blockchain,
and this is verifiable in the analysed literature.

Both blind/ring signatures and homomorphism can be used
to protect data in a publicly accessible channel, but the pro-
cess in which this happens and the properties of the hidden
data are different, which means that some proposals can use
both without incurring redundancy:Blind/Ring signatures are
used to protect voter data written into a blockchain, whereas
homomorphism is used so that tallies can be computed with-
out decrypting partial results. Proposals such as [66], [69],
[115], [149], [150], and [164] implement both of these tools
in their solutions.

The most evident contrast between paradigms shows itself
in the implementation of Mix-Nets. Blockchains are not nec-
essarily technologically comparable to these, but they achieve
similar results nonetheless due to their anonymity features,
which is the main objective when employingMix-Nets in past
proposals. Only two of the works surveyed implement struc-
tures that, though not exactly the Mix-Net concept defined
in Section III-A2, are similar enough to be mentioned in
this analysis. Reference [100] uses a technique called Circle
Shufflewhich resembles aMix-Net and, similarly to it, is used
to de-link voter data from their votes, i.e., to implement Pri-
vacy. Reference [92] employs a ‘‘newmix network protocol’’,
which they claim to be used to implement coercion resistance
in their solution but do not present any additional details about
its implementation.

Finally, as it has been the trend so far, decentralised pro-
posals also have a higher rate of cryptographic proof usage,
and it can be attributed to the same reasons considered so
far. Due to blockchain’s public nature, which conflicts with
the necessity of maintaining voter privacy in these systems,
cryptographic proofs, with an emphasis on zero-knowledge
ones, are often used to achieve verifiability while maintaining
voter privacy in a public information system. Some authors
are more specific than others regarding the actual type of
proof used, as can be seen in Table 6, but ultimately their goal
is the same.

f: CHARACTERISTIC ELEMENTS OF DECENTRALISED
E-VOTING PROPOSALS
Blockchain Scope: Regarding their scope, blockchains can
fall into one of three categories:

1) Public blockchains use encryption and sequences of
cryptographic hashes to enact data privacy. Bitcoin and
Ethereum are good examples of public blockchains.
These blockchains provide better information trans-
parency and auditability, but a cost in performance and
through the imposition of a cost model, namely the
requirement of a small quantity of cryptocurrency to
be paid (gas) to operate with this type of blockchain,
from cryptocurrency transactions to smart contract
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TABLE 6. Cryptographic methods identified in decentralized literature.

executions, as a protection strategy against malicious
actors and unoptimized code [170].

2) Private blockchains are opposed to the last ones, being
only open to members of a particular organisation
or group. External access for reading and transaction
execution is forbidden. Likewise, participation as a
network node is limited to members of the group or
organisation. Due to these access restrictions, these
blockchains do present a level of centralization in
their implementation through the presence of a central
authority that manages participation in the organisa-
tion and therefore in the network. A smaller network
means higher block rates and transaction speeds due
to less restrictive consensus protocols, as well as less

communication required to achieve consensus, which
also makes these networks more scalable [171].

3) Consortium blockchains sit somewhere between the
two other types discussed thus far, a hybrid between
private and public. These are suitable for semi-closed
groups of organisations or a consortium, where the
name derives from. Access to these blockchains is con-
ditioned, just like in private chains, but the degree of
data openness and access regulation varies depending
on the rules agreed upon within the consortium. The
nodes that compose the blockchain network are pre-
selected internally, but the network can have nodes
added to it if these get properly authorized. Their
performance regarding block rates, transaction speeds,
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and scalability is also between the public and private
specs [172].

Blockchain Permissions: Data in a blockchain can be
restricted for read and write operations, and the permissions
associated to these operations are also an important defining
element for a blockchain. As defined in Section III-B1, new
data can only be appended to a blockchain by mining a new
block into it. This means that a blockchain that restricts write
operations is actually preventing nodes from participating in
the mining process.

A blockchain that regulates which nodes have read per-
missions is denoted as a permissioned blockchain. Otherwise,
it is considered a permissionless blockchain. Regarding the
write operation, a blockchain can be of one of the two
types indicated as well, but given that there are no exam-
ples of blockchains that regulate reads but not writes, i.e.,
a blockchain that only allows select actors to read its data but
at the same time anyone is free to join it as a mining node,
from these designations, three possible scenarios follow for
each blockchain:

• Permissionless reads and writes: This is the case for
most public blockchains, of which Bitcoin and Ethereum
are good examples. Anyone is free to read the block
contents, and, theoretically, anyone can participate as
a node and mine new blocks. Realistically, for PoW
blockchains, the popularity of the blockchain, alongwith
the price of the associated cryptocurrency, may create
a steep entry price in terms of hardware investment
to be able to actively compete with existing nodes.
PoS blockchains are not as hardware-dependent as PoW
ones, but the minimum stake required to be considered
by the algorithm that selects the new block creator may
also be outside the budget of most people. But these
are economic barriers to entry. From a protocol stand-
point, there are no permission-based rules preventing
anonymous nodes from joining and participating in the
consensus of the network.

• Permissionless reads but permissioned writes: Anyone
is free to read the contents of this blockchain, but the
consensus protocol is restricted to pre-selected nodes.
Ripple is a good example of a public blockchain that
implements this permission set: only nodes belonging
to a unique node list are able to validate transactions and
produce new blocks, while users are able to consult the
data in it.

• Permissioned reads and writes: All access is conditioned
in these types of blockchains. A machine needs to be
granted access before it can even access the structure for
reading purposes, typically from a central authority of
some type.

Access is independent of the scope, but only to a point.
Anyone creating a blockchain is free to create it under
the scope and access permissions desired. Even though it
is not practical, one can create a public blockchain with
permissioned access to both reads and writes. Or a private
blockchain without any read or write permissions. From a

functional standpoint, these extreme cases do not make much
sense, but they are still technically viable. Realistically, most
public blockchains tend to be free for read andwrite purposes,
whereas most private ones tend to regulate these operations,
but this is not a strict rule.

Due to this fluidity, we opted to focus solely on the scope
of the blockchain used in the proposed solution and omit its
permission set since it is often not indicated in the publica-
tions.
Blockchain Types: Our analysis characterises in which one

of these groups the blockchain used in each proposal falls,
as well as the specific type or brand of blockchain used if
indicated. Sometimes the indication of the type is enough
to infer about the access control. For example, if a proposal
specifies the usage of Bitcoin’s blockchain, we can infer the
usage of a public blockchain, given that Bitcoin does not offer
any other type.

The characterization of the type of blockchain used is
typically straightforward, except for the Ethereum network.
Being the first network to offer explicit smart contract support
and being a constant target of improvements unlike other,
more static networks like Bitcoin, if a solution uses this
network, it is important to specify which version or specific
type was actually used, namely, if it was based on the initial,
PoW-based version, Ethereum 1.0, or the newer, PoS-based
Ethereum 2.0, which has appeared in later proposals. Besides
these, Ethereum also provides custom implementations based
on the Go programming language that can be used to imple-
ment private or consortium networks, as well as variants that
use other consensus algorithms, such as the Ropsten test
network, for example. This one is an Ethereum network, but
it adopts Proof-of-Authority as a consensus algorithm. For
the sake of simplicity, a more granular approach where only
the major versions of Ethereum and any custom blockchains
based on this protocol (Go-Ethereum being the most popular)
are used as classes.

Some proposals do explore a blockchain-based solution
from a more generalist perspective, focusing on the desired
mechanics rather than the implementation details. As such,
these do not specify a blockchain type, the assumption being
that the solution is general enough to be implemented in most
blockchain solutions available. In these cases, we indicate this
option as using a generic blockchain type.

More recent proposals take this step further in this regard,
and instead of opting for an existing solution or even assum-
ing a generalised blockchain, they indicate the use of a
proprietary blockchain, i.e., a blockchain built from scratch
and tailored to the application needs. This is a consequence
of the popularisation and generalisation of blockchain as
a concept. With a well-defined set of basic functionalities
and plenty of practical examples to use as guidance, some
researchers were able to develop custom blockchains. These
cases were identified using a proprietary blockchain type.
Levels of Decentralization: Some proposals analysed seem

to be constructed just as proof that it is indeed possi-
ble to establish a fully decentralised e-voting system using
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blockchain alone. These proposals put themselves on the
decentralised extreme of the spectrum, whereas all the publi-
cations reviewed in Section IV-B1 are on the opposite side.
These extreme proposals are minimal. Most publications

propose a hybrid system that sits somewhere between these
two extremes. Therefore, it is useful to characterise where the
proposals sit in this regard, namely to infer about the advan-
tages, disadvantages, and problems of placing the system at
different points of the spectrum.

Examples of typical centralising elements that we look for
include centralised databases (the most popular) and trusted
third parties, such as election organisers and/or governmental
agencies.
Blockchain Voting Methods: The approach taken to imple-

ment the votes themselves originated from a variety of
ingenious ways to use the features offered by blockchains.
This derives directly from the fact that, so far, no blockchain
has been created for the sole purpose of providing support for
e-voting exercises, unlike the proposals analysed in Section
IV-B1. The most rigid ones were created primarily as digital
currency ledgers, whereas more flexible ones are similar to
general-purpose computers, i.e., need extra configuration to
be able to support an e-voting system. Researchers were
forced to use creative methods to be able to use blockchains
for that purpose. Analysing how these methods evolved is an
important aspect to include in this study.

This classification exercise infers the popularity of the
methods identified. During our analysis, we encountered a
variety of techniques used in the publications. These were
grouped into the following sets:

1) Cryptocurrency/Token Transactions: Using transac-
tional metadata to transport non-financial information
on a cryptocurrency-based blockchain is a popular
approach due to its simplicity. Most blockchains pro-
vide meta fields that can be used to write information
that may not be related to the transactional action.
A perfect example of this is the OP_RETURN meta
field available in Bitcoin’s transaction format.

2) New Blockchain Block: Another approach is to rep-
resent a vote as a new block added to a blockchain,
representing a specific voting option. This allows for
quick tally computations since the size of a chain is
a basic statistic in these constructs. But the feasibility
of this option is minimal, especially if the target is
a public blockchain, where appending new blocks is
regulated by restrictive consensus protocols. But it may
be a suitable option for a private blockchain with its
own rules to add new blocks that do not impose a block
rate as public chains do.

3) Smart Contract/Chaincode Execution: Using smart
contracts to establish independent and open code that
can be automatically executed to increase a count is
a verifiable trend in this context. Publications based
on early blockchains that did not provide this sup-
port displayed imaginative ways to use a financial
tool for democratic purposes. But once smart contracts

became more popular and understood, this feature was
present in relevant research almost immediately. Smart
contracts enable a level of transparency and human
freedom that, along with the deterministic nature of
their operation, increase the security of the system.
A significant number of authors created custom
blockchains to deploy their solutions, with Hyperledger
Fabric among the more popular options. Hyperledger
can also run scripts, which are referred to as chaincodes
in that context, in a decentralised fashion, which are
similar to smart contracts.
Smart contracts are the best option considered so far for
this specific purpose. Not only do they allow for the
establishment of specific rules for the voting process,
but they also allow for the maintenance of system-wide
variables.

g: SYSTEMATIC MAP
Applying the mapping process and framing the analysis
within the research questions defined in section IV-A2 pro-
duced tables 7 and 8.

6) ANALYSIS OF RESULTS
The chronological order of publications shows a progression
over time regarding the flavour of the blockchain used and
the usage of smart contracts in the solution, which are related.
Though Ethereum was available in 2015 and even the oldest
of the proposals considered is from the following years, this
blockchain did take a while until it was used in academic
circles. The older the proposal is, the more probable it is to
be based on Bitcoin, regardless of the availability of a smart
contract-capable blockchain at the time.

Proposals using public blockchains migrated to Ethereum
once it became available and to smart contract usage
soon after. Unlike Bitcoin’s, Ethereum was developed with
non-financial application support in mind. There are a few
exceptions: [93] and [100], publications from 2018 and 2020,
respectively, that still used Bitcoin as blockchain, but other
than that, the rule seems to hold. Public blockchains were
maintained as a preferred choice, but in later years, there
was an increased preference for frameworks that allow for
the creation of custom blockchains. This can be attributed to
the maturation of this technology, which makes them easier
to use, and also to their increased scalability when compared
to public, PoW-based blockchains. This results in innovative
solutions capable of withstanding the demands of large-scale
e-voting applications, even if they are still configured on
mostly private networks.

All authors that based their solution on Ethereum’s pub-
lic blockchain also used smart contracts. Among the few
exceptions, [97] did use this blockchain protocol, but there
is no evidence of smart contract usage in the article. Ref-
erence [152] used smart contracts in their systems, but it
was not possible to infer with certainty if these were used
to implement votes. In fact, the description of their system
appears to use cryptocurrency transfers to publish voting
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TABLE 7. Characterization of decentralized e-voting system in the literature.

data into the Ethereum blockchain, with smart contracts
being used for other purposes. Other blockchains have been
introduced that support smart contract execution, including
custom blockchain frameworks in the Hyperledger family,
and that added functionality is visible in the increased adop-
tion of this technology in later years.

Another interesting observable trend is the preference
for proprietary blockchains in later proposals, namely, [87],
[103], [114], [158], [160], [162], and [166]. The usage of
blockchain solutions conceived from scratch was not reg-
istered in any of the earlier publications, except for [78],
but as the concept became more familiar and popular pro-
gramming languages, such as Python or Go, began offering
support for such developments, some authors seem to prefer
building a blockchain from the ground up, perfectly tailored
to their requirements, instead of going around the limitations
of existing ones. This can also be seen as the maturation of
the concept itself as it begins to permeate more and more into
general computer science.

The chronological pattern that is evident in the blockchain
type does not translate to the respective access control. In that
regard, 25 of the 63 publications opted for private, custom
blockchains, either built with the aid of software framework

solutions or from scratch by the authors, whereas 34 decided
for a public approach. But the chronological distribution
of these does not appear to develop any evident patterns.
Only four proposals, [103], [114], [166], and [167], went
for consortium-type solutions. This hybrid approach seems
to be more favourable in later publications, but the reason for
that does not seem evident other than the maturation of the
underlying implementation technology. The preference for
public options is not overwhelming. The conclusion seems
to be that there is a significant trade-off between network
consistency and control. Public blockchains are more consis-
tent, i.e., they offer greater availability, resilient networks, and
overall higher security based on the size of the network alone.
But they are also more limited when it comes to application
support, do not allow for architectural changes, and are slower
to operate than smaller custom private blockchains, mainly
due to their preference for hard-to-scale PoW consensus
protocols.

Regarding the levels of decentralisation, of the 63 pub-
lications selected, only 13 presented a fully decentralised
solution. This question was addressed in Section IV-C5.c
already, since it relates to the implementation of Eligibility,
and how these proposals used creative methods to circumvent
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TABLE 8. Characterization of decentralized e-voting system in literature.

the usage of a centralised element, such as databases or an
election authority. For the remaining ones, a hybrid approach
was preferred through the inclusion of a trusted third party
of some kind that established eligibility criteria for its voters.
Amore thorough analysis of the fully decentralised proposals
revealed little value in such an approach other than presenting
a proof of concept. The lack of centralised elements makes it
immune to cyberattacks that target a central element, but that
is achieved with a significant increase in system complexity
and required resources.

Finally, as for the method used to implement the vote
itself, there is more variability within this element than in
any other. The preference appears to be using cryptocurrency
transactions to store voting data in the metadata fields in the
transaction format. An argument can be made for the limita-
tions imposed in early publications by the usage of Bitcoin’s
blockchain that can explain this tendency. This was indeed
the case for [70], [79], [91], [100], and [111], but certainly not
for [97], [150], [152], or [159], which had Ethereum and the
possibility to develop a custom blockchain tailored to their
needs, and still they opted for using Ethereum’s metadata
fields to store voting data. This method is the simplest of them
all, hence its popularity.

Using a blockchain block to abstract a vote was not a
popular approach. This strategy implies that a block can be
added to the head of the chain at will and without being
affected by any block rate limits. That in itself limits these
implementations to using custom blockchains to go around
block rate limitations and restrictive consensus protocols in
public ones. The access control is debatable but also irrele-
vant, since the size and members of the network are known.
But this approach does require a substantial network to be
available to maintain a minimum of security, availability, and,
most importantly, computational capacity to add new blocks
as needed. This approach is unfeasible for any non-custom,
public network, mainly due to the high computational costs
of adding a block, let alone being able to control when
that happens. As such, the few proposals that did opt for
such an approach implemented either custom blockchains,
as in [78], [98], and [160] or private solutions, such
as [67] and [161].

Another approach on par with this one is the use of cryp-
tocurrency tokens to abstract votes. Fungible tokens, which
include all cryptocurrencies, can be traded in fractions of a
full token. As such, it is possible to establish a predefined
quantity of such tokens to be counted as votes. Voters then
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transfer this quantity to the wallet address of the option of
their choosing, and the final tally is simply the option whose
wallet has the largest balance. This method takes clear advan-
tage of blockchain’s inherent features: voter authentication
can be achieved by registering all eligible voters’ wallet
addresses beforehand, while ensuring that all vote transfers
come from pre-registered addresses prevents double voting,
though it canweaken voter privacy by allowing a link between
vote and voter data. But this method overlooks a crucial ele-
ment that limits this approach mostly to custom blockchains:
regardless of how small the cryptocurrency quantities end up,
there is always some monetary value associated with a vote,
and, currently, cryptocurrency prices are still too volatile to
ignore this problem.

We found no evidence of smart contract usage prior to
2017, which is understandable given that smart contracts were
only introduced two years before. The following year saw a
rise in this number, but this method is still not a preference
for most researchers. This may be due to the same delay
observed with the adoption of the Ethereum network, where
this network was already online and available, yet most pub-
lications during Ethereum’s early years were still based on
Bitcoin. Solidity, the programming language in which smart
contracts for the Ethereum network are written, has evolved
significantly since its inception. The lack of early stability in
the main programming language used may also contribute to
this.

7) REAL-WORLD IMPLEMENTATIONS OF
BLOCKCHAIN-BASED E-VOTING SYSTEMS
The flexibility offered by the decentralised approach has
produced a number of relevant e-voting applications that are
already available for use in a variety of scenarios, unlike
the more restrictive centralised paradigm, which limited most
of the real-world application to government-sponsored solu-
tions. The following solutions are among the most relevant
ones found:

a: FOLLOW MY VOTE [173]
Follow My Vote is a non-partisan, public-benefit corporation
based in the USA that has produced a blockchain-based elec-
tronic voting solutionwith an emphasis on votermobility. The
application provides an information-rich web portal [173]
where it is possible to determine that they are implement-
ing their solution in a BitShares blockchain [174], a public
blockchain with smart contract support. Users interface with
this blockchain through a dApp named ‘‘Voting Booth’’. The
system requires users to create two pairs of Elliptic Curve
Cryptography (ECC) keys upon registration. One of the pairs
is used to certify the identity of the voters within a trusted
third party so that they can vote using their registered key
as an identity instead of their own, thus achieving voter
anonymity. The second pair is used to sign transactions that
write vote data encrypted with the identity key into the
blockchain. The two-pair approach is used to increase the

security of the system; namely, an adversary needs to control
both keys from the same person to be able to impersonate
him or her. Votes are public in the sense that they are written
on a public blockchain, but anonymous since only voters can
decrypt their contents with their private key from the identity
pair.
Verifiability is implemented to provide vote-as-cast and

counted-as-cast capabilities. This capability is derived as a
feature from their Voting Booth dApp, a blockchain explorer
tool optimized to retrieve voting records created by the sys-
tem in the public blockchain.
Follow My Vote also implements multiple vote casting,

i.e., does not implement uniqueness. A voter can change
a submitted vote by replacing it with a new one, with no
apparent limitations around the number of times a voter can
do this.

To the date of this writing, Follow My Vote is still in its
alpha version.

b: TiVi [175]
TiVi was created as a joint venture between Cybernetica,
an Estonian private company, and Smartmatic, a U.S.-based
company mostly known for their work with Direct Recording
Electronic (DRE) voting machines [176]. TiVi is a centralised
e-voting solution that only employs blockchain to implement
a public bulletin board, which is also used for verifiability
purposes. As far as the documentation reveals, blockchain is
only used in this step, which makes this solution more of a
hybrid between the two paradigms considered. Although it
is indicated that the public bulletin board application builds
a dedicated blockchain for each voting event, this suggests
the use of a framework such as Hyperledger or a proprietary
solution. It was not possible to gather further details regarding
this aspect.

TiVi approaches eligibility from the same angle as many
of the decentralised proposals reviewed, i.e., using a cen-
tralised database administered by a trusted third party. Voters
are authenticated using techniques such as multifactor and
biometric authentication.

A vote in TiVi is an encrypted data packet sent by the
voter’s terminal, digitally signed and protected with end-to-
end encryption, to a centralised computer. Shamir’s Secret
Sharing Scheme [20] is used to split the encryption key used
to protect votes into shares, which are then distributed among
the members of an electoral board. A dedicated hardware
security module (HSM), a popular tool used in e-banking
solutions, is used to manage the encryption keys used in
this process. Voter privacy is achieved through encryption
at the voting application level, complimented with a mixing
stage using an air-gapped decryption server that suggests
the usage of mix-nets in this solution. It does seem to use
a method similar to the blind signatures scheme, but it is
referred to as the ‘‘double-envelope’’ scheme instead, used
in conjunction with Transport Layer Security (TLS). Along
with the verifiability implementations indicated, TiVi claims
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to offer cast-as-intended, stored-as-cast, and counted-as-cast
capabilities. The correctness of the mixing and decryption
processes used to establish voter privacy are verified using
zero-knowledge cryptographic proofs [177].

The final tabulation of results is computed by rebuilding
the decryption key from a minimal set of N shares. This strat-
egy suggests the use of Shamir’s secret sharing scheme and
the homomorphic properties of the threshold cryptosystem
adopted for this solution. To address voter coercion, TiVi also
implements multiple vote casting, thus negating uniqueness,
in which only the last vote is counted and a vote at a physical
voting booth on election day precedes any online vote cast
previously. TiVi also employs mobility, offering a voting
platform to users that they could access through a series of
mobile devices, similar to the Estonian e-voting system.

TiVi developers seemed to be aware of the perils of the
level of centralization in their system, and they addressed the
problem of cyberattacks, specifically Distributed-Denial-of-
Service (DDoS) attacks, in the documentation. TiVi strategy
to combat these attacks is to extend the period in which online
voting is operational, defining a ‘‘pre-poll’’ period of 7 to
10 days before the physical election, under the assumption
that no adversary can sustain a DDoS attack throughout such
a long period [176].

c: AGORA [178]
Agora is a Swiss e-voting company in operation since
2015 that proposes a blockchain-centric solution based on a
custom, i.e., proprietary, blockchain. The company provides
information-rich mediums, such as its website [178] and
corresponding white paper [179], which allowed for a more
thorough characterization of their proposal.

Similar to TiVi, Agora is explicit in their usage of the
blockchain for divulgation purposes, using it also as a pub-
lic bulletin board but with more extended functionalities
than other solutions so far. Agora implements individ-
ual and universal verifiability by storing all voting data
encrypted in a consortium blockchain of their own creation,
which, suggestively, was named Bulletin Board, which is
based on the Skipchain architecture [180], a double-linked
blockchain, which allows bidirectional navigation, which
decreases search times and allows for some operations to
require only a part of the blockchain to be downloaded instead
of a full copy at the expense of increased implementation
complexity and storage volume. This Skipchain implementa-
tion uses Practical Byzantine Fault Tolerance as a consensus
protocol. Smaller networks are inherently scalable, and as
such, Agora is suitable for large-scale elections.
Voters can use their encryption keys to validate the state

of their vote throughout the election cycle, thus achieving
voter privacy as well in the process. Vote encryption is
achieved using the ElGamal threshold cryptosystem, which
also suggests the use of homomorphic properties. Ballot
anonymization is performed using Neff shuffling [181],
a similar scheme to mix-nets that arrives at a similar result.

As with TiVi, the correctness of the shuffling and decryption
processes is assured through cryptographic proofs, though in
this case there is no clear indication of their specific type.

To compensate for the drawbacks of establishing a
blockchain over a smaller network, Agora implements
Cothority, its own permissioned network for validation pur-
poses, which is composed of politically neutral third-party
organizations. These nodes are used to provide consensus and
process transactions inAgora’s blockchain, which also imple-
ments its custom VOTE token for its internal mechanics.
VOTE tokens are bought as part of the contractual procedure
to run an election and, because they acquire monetary value
with this process, are used to compensate honest nodes and
thus create incentives for nodes to participate honestly in the
consensus protocol.

Agora includes a second layer on top of the Cothority
network based on the Catena schema [182], named Cotena,
for logging purposes. This is a mechanism built on top of the
Bitcoin blockchain and uses the OP_RETURNmetadata field
from Bitcoin transactions to submit logging data, which is a
collection of periodic snapshots taken from the bulletin board
application.

The main focus of this solution appears to be voter mobil-
ity. This is addressed explicitly by the public element of their
solution: the Voteapp mobile application. This application
obfuscates the complex cryptographic operations from the
user while providing a simple interface to select options and
verify any votes cast with the tool.

d: VOATZ [183]
Voatz is also a U.S.-based, venture-backed company from
Boston, Massachusetts, dedicated to e-voting systems, with
an emphasis on mobility. Voatz created an e-voting solution
similar to TiVi’s in the sense that it only uses blockchain
as a way to implement the public bulletin board that was
prevalent in centralised solutions. Other than that, Voatz took
a conservative approach and designed a system with a higher
degree of centralization than other solutions analysed thus
far [183].

The centrepiece of the Voatz solution is their vote-casting
mobile application. The application protects itself against a
series of mobile-based cyberattacks using a Mobile Thread
Defence service that is akin to the virus and malware
detection software used on PCs. At the network level,
Voatz protects communications with HTTPS and end-to-end
encryptions, but the details on how this is done reinforce
the notion that this is a primarily centralised solution, with
multiple references to ‘‘smartphone-to-server’’ and ‘‘server-
to-smartphone’’ flows. Voter authentication is inherited from
the device where the application runs, namely through
PIN codes and/or biometric authentication. Encryption key
creation and management are left to the application in
order to maintain simplicity of operation. Protection against
DDoS attacks follows a standard approach seen in many e-
commerce sites, which, ironically, consists of decentralising
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the main application and setting it to be served by a cluster
of cloud computers instead of a single or a small set of
servers, along with load-balancing servers to nullify brute
force attacks.

Blockchain is only mentioned in this solution regarding the
storage of voting data, but in quite detailed fashion. Voatz
implements its own custom, permissioned blockchain, which
is created using the Hyperledger Fabric framework. The
network supporting the aforementioned blockchain derives
from the application context, namely trusted entities that can
provide computational platforms to work as active nodes,
e.g., municipal departments in local elections, county offices
in state-wide elections, etc. This suggests the implemen-
tation of a consortium blockchain. By storing the votes
in a semi-private blockchain with read-only public access,
Voatz also increases the transparency and verifiability of
its solution with a minimal increment in implementation
complexity [184].

8) CONCLUSION
Decentralised proposals present similarities to their cen-
tralised counterparts regarding the security criteria they
implement to achieve trust in their systems. Core criteria
such as Privacy, Verifiability, Eligibility, Robustness, and
Accuracy saw similar implementation rates as in centralised
proposals, as well as the balance between the number of crite-
ria implemented and the election scope intended.Mobility in
decentralised solutions saw a sharp increase in its implemen-
tation rate, whereas convenience and flexibility became much
less popular in contrast, thus answering to RQA1 and RQA2.
Regarding the next set, namely RQB1 and RQB2, the anal-

ysis regarding the cryptographicmethods implemented in this
paradigm revealed similar rates of homomorphism usage, but
methods such as blind and ring signatures and cryptographic
knowledge proofs saw a clear increase, which is attributed
to the usage of a technology that is tendentiously imple-
mented in open access platforms. In opposition, the usage of
mix-nets was almost non-existent due to the anonymization
that a blockchain offers by default.

Regarding the research scope specific to the decentralised
paradigm, which was defined via the set of research questions
in Section IV-A2, the following conclusions result:

• RQC1 - Which blockchain type and access control
are used in decentralised e-voting solutions?: A slight
majority of proposals, 34 articles, adopted public
blockchains as opposed to private ones, which accounted
for 25 of the articles of all considered. Consortium
blockchains are underrepresented, with only 4 authors
preferring this hybrid approach. The type of blockchain
used registered a higher variation, but Ethereum regis-
tered the most options. Though, as indicated in IV-C5.f,
these are split into version 1.0, 2.0, and Go-Ethereum
implementations. Therefore, it was not possible to iden-
tify a blockchain type that stood out from the rest.

FIGURE 6. Vote abstraction methods encountered in literature.

• RQC2 - Are smart contracts used in the decentralised
e-voting proposal?: Slightly more than half of the anal-
ysed proposals used smart contracts, or the Hyperledger
equivalent, chaincodes in their solution. But in this case,
the trend was easily observable, as it was already pointed
out in Section IV-C6, with later proposals preferring this
approach over earlier ones, when these constructs were
either not available or poorly understood. It is safe to
assume that smart contracts are expected to be common
going forward.

• RQC3 - Are there any centralising elements in the pro-
posed solution?: Only 13 of the 63 proposals opted
for a fully decentralised approach, with the majority
of 51 proposals introducing some sort of centralising
element, namely a database, an election authority, or a
trusted third party of some kind, usually to address
eligibility problems in their solutions.

• RQC4 - What are the methods used in blockchain-based
e-voting systems to cast votes?:We observed some diver-
sity regarding the methods by which authors abstracted
votes in their solutions. But the preference seemed to be
towards using transactional metadata, either from estab-
lished cryptocurrencies or custom tokens, in 30 of the
proposals and smart contract or chaincode executions,
which accounted for 28 of the total sets reviewed. Only
five proposals opted to encode votes into a dedicated
blockchain block. Fig. 6 contains a statistical represen-
tation of these results.

The decentralised paradigm reveals greater proximity to
the academic proposals reviewed than the centralised one.
Similarly, most of the real-world implementations revealed
enough technical details to warrant a significant comparison
to the academic papers, as well as a characterization under
the same set of criteria as these, which can be evidenced
from the analysis in Section IV-C7. A shorter gap between
academic research and practical societal applications, along
with an openness to the underlying technology, justifies this
encouraging trend.

V. CONCLUSION
This study illustrates how research into modernising voting
systems divides into two overlapping eras, with each one
triggered by a landmark article that introduced technological
principles that allowed new research. Diffie and Hellman’s
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[50] 1976 publication brought computer cryptography to the
public realm and with it a steady stream of innovations, not
just towards more secure e-voting systems but also benefiting
a plethora of industries and applications. And the same seems
to be happening again with Satoshi Nakamoto’s [2] 2009 pub-
lication. The paradigms explored are neither exclusive nor
denote a sudden shift from one to the other. Instead, they
reflect how e-voting research has evolved through the years,
as it is able to successfully incorporate new technological
advances to further its own.

Decentralised proposals benefited greatly from the previ-
ous, centralised ideas in the sense that these have cleared
plenty of cryptographic hurdles that paved the way for the
current landscape of decentralised e-voting research. Ideas
that were somewhat foreign and unfamiliar decades before,
such as encryption methods, homomorphism, and one-way
hash functions, are now commonplace within the new era of
e-voting solutions, in great part due to the efforts of early
researchers.

We have observed a closer relationship between academic
proposals and real-world implementations with the decen-
tralised paradigm than with its centralised counterpart, which
is an objectively positive trend. Yet, both paradigms are
still unable to provide an e-voting solution that could really
complement existing voting methods and, perhaps, even
replace them in the future. None of the systems indicated in
Section IV-B7 is in use today, despite their relative success.
All the information obtained thus far relating to the examples
indicated in this section points to a discontinuation of the
trials, and the lack of more recent examples of centralised
e-voting systems being used, either as an official voting
method or on an experimental basis, reinforces this notion.

The decentralised solutions indicated in Section IV-C7
have a closer relationship to their academic counterparts,
but most of them were found to have never been used,
or even ready for, a large-scale election setting. The sole
exception is Agora, which claims to have taken part in Sierra
Leone’s 2018 presidential elections. But a statement issued
by the company [185] indicates that the involvement of this
company was minimal, namely, that it acted mostly in the
capacity of an international observer and that the deployment
of their technology in those elections was partial, at best.
The main objective of this exercise was to demonstrate the
system’s capabilities in order to achieve further cooperation
opportunities with Sierra Leone’s National Election Commis-
sion. The remaining solutions considered are still untested in
a real-world scenario at the time of this writing.

Though the paradigms are getting increasingly successful
in tackling problems of trust that may prevent wide adoption
of a truly remote e-voting system, it appears that the efforts
undertaken so far are still insufficient. But the technological
landscape that we described in this document is still changing.
Technological advances such as highly scalable and efficient
public blockchains and the Non-Fungible Token Standard are
creating promising research avenues. This is particularly rele-
vant for the decentralised approach, wherewe could identify a

chronological progression with the solutions analysed. Early
solutions try to adapt a financial tool for alternative purposes,
which shows in their lack of applicability. As the technology
evolved and researchers had more tools to use, solutions
became more elegant and more fitted to the purpose, rather
than being limited to adjusting something that was being
used for another purpose to a different application. Smart
contract usage is a good example of this tendency. Their
applicability to e-voting solutions is such that they became
almost ubiquitous soon after being introduced.
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