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ABSTRACT Event logs of business processes provide a valuable starting point for process mining, and
high-quality event logs can significantly enhance the quality of process mining. However, event logs
often contain a substantial amount of sensitive and personal information. Therefore, the release of event
logs should prioritize the model’s quality while minimizing the risk of privacy exposure. Specifically,
quantifying performance indicators between the original event logs and the released ones enables the
operational goals. To date, privacy benefit and utility loss are two main target performance indicators,
especially from the perspective of structural similarity comparison of mined process models. To the best
of our knowledge, no study aims to measure the privacy-preserving performance indicators from the point
of behavior differentiation between the original event logs and released ones. In this paper, we propose
an approach to quantify the behavior differentiation between the original event logs and the corresponding
released ones. Specifically, an approach of event log release mechanism that effectively combines behavior
privacy gain and behavior utility loss is presented in this paper. Firstly, we discuss challenges in scenarios
where event data is released without privacy preservation, and describe potential attacks that could occur
when third-party businesses perform process mining techniques. Based on these potential attacks, we present
a behavior differentiation-based event log release mechanism named PLI-Assess to combat these threats.
Finally, we conduct experiments on four groups of practical event logs for comparisons with the baseline
methods.The experimental results suggest feasibility of privacy-utility trade-offs.

INDEX TERMS Log release mechanism, performance indicators, privacy preserving, privacy protection,
responsible process mining.

I. INTRODUCTION
In practical applications, the actual executions of a given
business process system serve as the primary data object for
analysis and pave the way for process mining. Event logs usu-
ally offer essential insights from multiple perspectives, such
as process discovery, performance evaluation, and behav-
ior deviation detection, etc. Additionally, log data provides
decision-making perspectives for process prediction, moni-
toring, bottleneck identification, and resource optimization.
In principle, process mining (PM) research begins with event
logs and is complemented by intelligent analysis approaches,
such as data analysis, process modeling, and process analysis,
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to extract knowledge from event logs. The primary goal of
PM is to discover, monitor, and enhance real process per-
formance. Generally, PM techniques can be categorized into
three main categories: (a) process discovery, which aims to
generate process models from event logs; (b) conformance
checking, which identifies discrepancies between logs and
models; (c) enhancement, which leverages the historical data
stored in event logs to improve existing process models [1].

In general, event log contains information such as activity
names, process instance identifiers, activity resources, times-
tamps, etc. This information can be represented as attributes
of event log. However, some attributes within the log may
contain private or sensitive data that, if made public with-
out proper processing, could harm individuals’ privacy. This
is particularly true on the application that need to collect
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personal information. For example, in the medical and health-
care applications, there exists a large amount of healthcare
data collected to aid early disease identification or prediction.
However, this kind of healthcare data is inevitable contain
sensitive patient information such as health status, clinical
data, and attending physician information. Attackers can use
some related background knowledge and chain attacks to gain
access to a complete chain of private information [2]. So,
when the business analyzers utilize some PM techniques to
manage and enhance process model from event logs, it is
necessary to pseudonymize or encrypt the privacy data in
event logs to protect the privacy of the data. This is the starting
point of the PPPM (Privacy Preservation Process Mining)
techniques [3].
PPPM techniques aim to enhance privacy protection,

prevent personal or sensitive data from being leaked to
unauthorized parties, and hence to minimize the risk of rei-
dentification of sensitive data. PPPM study is a new and active
interdisciplinary of process mining and privacy protection
research. PPPM techniques strengthen the integration of tra-
ditional process mining with data privacy preservation. For
instance, process mining helps to build a digital twin physical
model and realize the privacy protection of the underlying
data [4]. Figure 1 describe the process of developing a log
releasing strategy through privacy protection evaluation.

Although privacy protection technology can protect private
data to some extent, it inevitably causes data distortion in
released event logs, which can result in a decline in the min-
ing quality of the process model and impact the subsequent
process mining analysis. Therefore, we argue that the main
challenge of PPPM techniques is how to improve the quality
of the model while minimizing the privacy disclosure risk.
The state-of-the-art study is focused on the measurement
of performance indicators such as privacy gain, utility loss,
and etc, and some structural similarity based measurements
are designed to quantify the deviation between the original
event logs and the released ones. These current techniques fall
short in measuring the performance indicator that combining
both privacy gain and utility loss indicators together. Further-
more, to the best of our knowledge, there exists no study
aims to measure the deviation between the original event
logs and the released ones, from the perspective of process
behaviors. To this end, this paper propose an approach of
privacy-utility balanced release mechanism for event logs, its
greatest innovations lie in the facts that introducing a behav-
ior differentiation [5] based approach of event log release
mechanism, i.e., PLI-Assess, which is designed to combat
potential third-party attacks, and combining both privacy gain
and utility loss performance indicators together. The main
contributions of this paper are as the follows on.

(1) Constructing a kind of privacy-utility balanced log
release mechanism, comprehensively evaluate the level of
log privacy protection. Through motivation example and its
analysis, it is indicated that there exists no single privacy
protection method that is applicable to all types of the extant
event logs. Thus, this paper proposes a privacy-utility bal-

anced log releasemechanism, supporting the decisionmaking
of stakeholders in publishing companies. In other words, this
proposed log release mechanism can provides suitable event
log release strategies for different types of event logs.

(2) Proposing an approach of behavior differentiation
based privacy preserving log assessment, named PLI-Assess
method. It includes a kind of behavior privacy-utility bal-
anced performance indicator in privacy-preserving level. The
proposed performance indicator starts from the perspective of
behavior differentiation between the original event logs and
the released ones. To the best of our knowledge, this paper
is the first work to quantify the behavior deviation between
the original event logs and the released ones, and utilizes
the behavior-based performance indicator considering the
trade-off between privacy gain and utility loss.

Conclusively, the biggest innovation of this paper lies
in the fact it is the first work to formalize a comprehen-
sive and behavior-based performance indicator, where the
performance of privacy gain and utility loss are balanced.
It introduces the concepts of behavior privacy gain, behav-
ior utility loss concepts, and containment coefficients, and
prepare the ground for quantified the privacy-preserving
performance indicator from the perspective of behavior dif-
ferentiation. By using four groups of applicable event logs,
a series of experiments are conducted for in-depth analysis.
Based on the experimental results obtained from the proposed
PLI-Assess method, this paper investigates the applicability
characteristics of mainstream privacy preserving methods,
and compares our proposed method with the existing ones,
to further elucidate the interpretability and applicability of
the proposed PLI-Assess method. Finally, a rational andmore
comprehensive evaluation technique for privacy preserving
issue based on process mining is provided.

The structure of this paper is as follows. Section II explains
the need for PPPM and reviews the state-of-the-art related
work; Section III clarifies some basic concepts about event
logs and behavioral profile; Section IV presents a motivation
example, including the semi-honest attack model, and dis-
cuss the main challenges in PPPM; Section V proposes the
behavior differentiation based privacy preserving log assess
method, i.e. PLI-Assess method, including the specific steps
of the proposed method; Section VI describes the simulation
experiments carried out using four types of real logs, and
the results indicate the general feasibility of the proposed
method; Section VII concludes the paper and offers insights
for future work.

II. RELATED WORK
The growing concern over data privacy worldwide, along
with the enforcement of privacy regulations and the
widespread adoption of the FACT principle [6] (i.e. Fairness,
Accuracy, Confidentiality, and Transparency), highlight the
need to integrate privacy protection measures into process
mining analyses. In this section, we will provide a brief
overview of the research conducted by PPPM in this area.
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FIGURE 1. Privacy protection assessment and releasing strategy.

In recent years, there has been a growing awareness of
privacy issues, particularly with regards to preventing data
misuse scandals. This has led to the enactment of legal
privacy regulations, such as GDPR in Europe [7], which
promote privacy by design principles like data minimization,
pseudonymization, encryption, and lawful processing, while
prohibiting the release of potentially harmful information
between institutions. The risk of privacy breaches has also
spurred the development of innovative methods for storing
and retrieving data, such as blockchain, as well as searching
and sharing encrypted data from cloud infrastructure in vari-
ous industries. As a result, there has been a gradual increase
in scientific interest in privacy protection in a variety of fields.

A. MAINSTREAM PRIVACY PRESERVING METHODS
To address privacy challenges in process mining, various
methods and models have been proposed in the literature.
These methods can be broadly categorized into three types:
encryption, data perturbation, and anonymization. The chal-
lenges in privacy protection for process mining are similar
to those in pattern mining, with a focus on preserving order
and maintaining anonymous trace properties. The concept of
RPM (Responsible Process Mining) was introduced as a part
of RDS (Responsible Data Science) to address issues related
to data misuse analysis andmitigate negative impacts [6]. The
privacy challenges in process mining are akin to protecting
ordered pattern mining and anonymous trace attributes. In the
literature, RPM (Responsible Process Mining) was first pro-
posed as a new challenge of RDS (Responsible Data Science)
to address the misuse of data analysis and avoid negative
impacts.

Currently, privacy preservation research in the field of
process mining mainly focuses on two research areas: intra-
organizational and inter-organizational. Intra-organizational
privacy preservation research primarily concentrates on pro-
tecting data privacy by limiting access to sensitive infor-
mation. Conversely, inter-organizational privacy preservation
research necessitates more complex protection measures to
address the issue of privacy leakage when sharing data across
different organizations.

Intra-organizational research mainly involves three types
of privacy protection methods and their derived algorithm
models, including encryption, data perturbation, and
anonymization. Rafiee et al. proposed a confidentiality

framework and assessed the vulnerabilities, furthermore, they
discussed the open difficulties of event log encryption [8],
including the incompleteness of encrypting event records
and the shortcomings of using a single technique. Tillem
et al. proposed an Alpha method employing encryption
protocols for process discovery, the proposed method may
protect the privacy of users and software simultaneously [9];
Burattin et al. addressed the outsourcing of PM analytics
[10], where the confidentiality of event logs and resultant
processes must be ensured by concealing sensitive data with
symmetric or homomorphic encryption; Liu et al. presented
a trusted third party for public and private business process
models [11]. To implement privacy regulations on event
logs, a PM privacy-preserving system design based on an
Attribute-Based Access Control (ABAC)authorization model
is proposed in the literature [12]. However, under the assump-
tion that the attacker has a limited background knowledge,
these up mentioned approaches still pose potential danger of
information disclosure.

In this regard, Mannhardt et al. proposed a privacy protec-
tion engine based on (ε, δ) differential privacy [13], which
theoretically ensures that personal information cannot be
identified regardless of whether the attacker has background
knowledge or not; Fahrenkprog-Petersen et al. proposed a
privacy-protected event log release Framework (PRIPEL)
[14], which followed the principle of localized differential
privacy and provided differential privacy guarantees at the
case level rather than the entire log; Elkoumy focused on
the utility loss caused by differential privacy methods, and
proposed an optimized parameter setting method of ε using
utility-based estimation [15].
Other studies aim to safeguard event logs using anonymiza-

tion techniques. Fahrenkrog-Petersen et al. proposed an
event log cleaning algorithm named PRETSA, which used
K-anonymity and T-closure as privacy protection require-
ments [16]. The development of privacy protection require-
ments find similar traces and merge them until privacy
protection requirements are satisfied; Pika et al. analyzed the
data privacy requirements of process models in the health-
care domain, and proposed a theoretical PPPM framework
to support PM analysis for healthcare processes, which was
based on the anonymization characterizations of healthcare
data and privacy metadata [17]. In addition, Rafiei and Alast
[18] proposed general privacy quantification frameworks and
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introduced measures to evaluate the efficacy of privacy-
preserving techniques. In latest studies, a kind of TLKC
privacymodel is formalized through group-based anonymiza-
tion, in order to prevent attribute linking attacks in process
discovery and performance analysis [19], and an integrated
wen-based, open-source PM platform is constructed for these
techniques are integrated into a web-based, open-source PM
application [20].

For inter-organizational process mining, the parties
involved in the process are unwilling to share execution
data with each other or with third parties. To address this
challenge, Tillem et al. proposed the Alpha algorithm, which
uses encryption protocols for process discovery and ensures
the privacy of both users and software. Liu et al. proposed
a trusted third-party scheme for handling public and private
business process models. Research [21] demonstrated how
secure multiparty computation can be used to construct pro-
cess models based on cross-organizational processes without
data sharing between parties. This problem has also been
addressed using specialized hardware to build a trusted exe-
cution environment between organizations.

Furthermore, several tools have been developed to support
the application of privacy-preserving process mining, such as
ELPaaS, Shareprom, and PC4PM.

Table 1 summarizes the privacy-preserving process
mining techniques for both intra-organizational and inter-
organizational scenarios based on different research
perspectives, along with their representative literature, and
also compares the advantages and limitations of eachmethod.
Available privacy-preserving process mining application
tools are listed in Table 2.
We can find that based on different research perspectives,

methods focus on different entry points, and the classification
of methods also determines their wide range of limitations.
It is very challenging to find a unified evaluation method to
measure this difference. Similarly, these PPPM tools allow us
to freely combine different methods and logs, thus establish-
ing the convenience of the preliminary work.

TABLE 1. Privacy-preserving process mining technology from different
perspectives.

B. PERFORMANCE INDICATORS OF PRIVACY
PRESERVING STUDY
Performance indicators in privacy preserving study are those
quantifiable metrics that allow the evaluation of process
privacy protection. There are many kinds of performance

TABLE 2. Privacy preserving application tools based on process mining.

indicators for typical PPPM methods regarding to various
study focuses. However, these existing performance indica-
tors are not applicable for general analysis purposes, due to
the particularity of log data structure and the individuality
of analysis target. For example, regarding to privacy gain in
PPPM, performance indicators such as information loss, con-
fidence level, support level, and privacy budget are common
in use; however, regarding to utility loss, other performance
indicators such as accuracy loss, completeness loss, timeli-
ness loss, and usability loss are popular, as shown in Table 3.

Besides, in order to highlight the privacy preserving study
target in process mining, which is different from other
study perspectives in this field. The deviation identification
between the original process models (event logs) and the
privacy protected ones is another key issue in PPPM. Only
a small amount of research has been conducted on this issue,
such as the structural similarity based method using graph
theory [25], the multi perspective group-based method [21].
Table 3 gives a summary of performance indicators in privacy
preserving study. Apart from the control perspective, resource
perspective, time perspective, and other event log attributes,
behavior perspective is an important perspective regarding to
privacy preserving method. To the best of our knowledge,
there exists no work aims to this issue, and this paper is
the first one regarding to behavior perspective of privacy
preserving.

TABLE 3. Privacy protection evaluation index and its measurement
method.

This is why we hope to propose a method for evaluating
the degree of privacy protection that is applicable to different
scenarios and is not constrained by the log structure.
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Although there exists an increasing trend in topics and
studies of PPPM, however, most of the latest PPPM studies
is focused on the developing new data release mechanism
or methods based on classical privacy algorithms, such as
K-anonymity, T-closure, and (ε, δ) differential privacy, and
the main measurement targets are tuned as privacy discourse
probability, utility gains, and the potential utility losses. How-
ever, in order to improve the quality of process mining, there
exists little consideration given to the trade-off between pri-
vacy protection and utility gains, the potential utility losses.
The reasons for this phenomenon mainly lie in that the
structure of event logs in process mining is unique, which
obviously different from those in classical structural dataset
in privacy preservation research.

Addressing to this issue, this paper discusses the potential
impact that unique structures of event logs posed on differ-
ent privacy data release, and furthermore integrates several
indicators to form a comprehensive one, such as utility gains,
and the potential utility losses, which could be more suitable
for the privacy preservation of event log data used in process
mining. The proposed PLI-Assess method, which includes
evaluation indicators such as behavioral privacy gain αPG ,
behavioral utility loss αUL , privacy containment coefficient
ηαPG

and the utility containment coefficient λαUL
, etc. These

indicators take both privacy protection and utility gains and
losses into account. The weights of the two factors are set
rationally to provide the optimal solution for log release
scenarios in the real world.

III. PRELIMINARIES
In this section, we introduce some basic concepts and nota-
tions about event logs, Petri nets, and behavioral profile
similarity metrics briefly, which used as preliminaries for the
subsequent sections.
Definition 1 (Event and Event Log [26]): An event is a

tuple e =
{
c, a, r, t, attr{1,2,...n}

}
in the business system,

where c is the case id, a is the activity associated with the
event, r is the resource, who is performing the activity, t is
the event timestamp, and attr{1,2,...n} is a list of additional
attributes values, where ∀1 ≤ i ≤ n : attri ∈ attr . The
cartesian product ξ = c× a× r × t × attr{1,2,...n} is called as
the event universe. An event log EL satisfies EL ⊆ ξ , where
each event can appear only once, i.e., events are uniquely
identifiable by their attributes.

The event log EL shown in Table 4 contains unique case
ID, event ID, and attribute values such as time stamp, activ-
ity, and resource, etc. If the resource attribute in this log
segment is sensitive, it is crucial to minimize the risk of dis-
closure. Therefore, the log holdermust responsibly handle the
resource value before releasing it to the public. The released
log is denoted as ELP. To ensure the privacy of sensitive
attributes in event log, appropriate privacy protection mea-
sures should be implemented to prevent unauthorized access
and disclosure.
Definition 2 (Petri Net and Net System): [27]A Petri net

is a 3-tuple N = (S,T ;F),where S is a nonempty finite

TABLE 4. An example of event log EL.

set of places, T is a nonempty finite set of transitions, F ⊆

(S × T ) ∪ (T × S) is a set of arcs, and S ∩ T = ∅. In a
net N , ∀x ∈ S ∪ T , ẋ = y|y ∈ S ∪ T ∧ (y, x) ∈ F and
ẋ = y|y ∈ S ∪ T ∧ (x, y) ∈ F are the preset and postset of x,
respectively.

This notation can be extended to a set of nodes, that is ∀x ⊂

S ∪ T , Ẋ = ∪x∈X ẋ and Ẋ = ∪x∈X ẋ.
Definition 3 (Behavior Profiles [24]): Let

∑
= (N ,M0)

be a net system, N = (S,T ;F), and T ′
⊆ T be a transition

set, the weak order relationship x ≻ y between transitions x
and y((x, y) ⊆

(
T ′

× T ′
)
) is defined as follows:

(1) strict order: x ≻ y and y ̸≻ x,denoted as x → y;
(2) exclusive order: x ̸≻ y and y ̸≻ x,denoted as x + y;
(3) interleaved order: x ≻ y and y ≻ x,denoted as x||y.
The above relationships form the behavior profile of netN ,

denoted as BP = (→, +, ||),and the set of all transition pairs
form the behavior profile set BPs.
Definition 4 (Similarity Measurement Based On Behavior

Profile): Let EL and ELP be the original event log and the
privacy preserved event log, respectively, with their corre-
sponding Petri models denoted as S and SP. The strict-order-
relationship-based similarity represented as Sim→ (S, SP),
exclusive-order-relationship-based similarity represented as
Sim+ (S, SP),and interleaved-order-relationship-based simi-
larity represented as Sim|| (S, SP), respectively [28], where:

Sim→ (S, SP) =
|S→ ∩ SP→|

|S→ ∪ SP→|

Sim+ (S, SP) =
|S+ ∩ SP+|

|S+ ∪ SP+|

Sim|| (S, SP) =

∣∣S|| ∩ SP||

∣∣∣∣S|| ∪ SP||

∣∣
The weight coefficients corresponding to the three types of

relationships are assigned according the following equations:

ω→ =
|S→ ∪ SP→|

|S→ ∪ SP→| + |S+ ∪ SP+| +
∣∣S|| ∪ SP||

∣∣
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FIGURE 2. Corresponding process models mined from event logs.

ω+ =
|S+ ∪ SP+|

|S→ ∪ SP→| + |S+ ∪ SP+| +
∣∣S|| ∪ SP||

∣∣
ω|| =

∣∣S|| ∪ SP||

∣∣
|S→ ∪ SP→| + |S+ ∪ SP+| +

∣∣S|| ∪ SP||

∣∣
The behavior profiled based similarity of models S and

SP is denoted as Sim (S, SP), where Sim (S, SP) = ω→ ∗

Sim→ (S, SP) + ω+ ∗ Sim+ (S, SP) + ω|| ∗ Sim|| (S, SP).
In order to clarify the calculation procedures, an example

of the event log Example.xes is taken as an illustration. The
event logs and other related dataset have been made available
online.

Let EL be the original log, ELP be the protected log gen-
erated using TLKC [21], S and SP are the process models of
the corresponding logs excavated by PROcess MiningFrame-
work(http://www.promtools.org/doku.php?id=prom69), as
shown in Figure 2. Table 5 lists all the pairs of strict order
relationships between the two models.

In the generated process Petri net models S and SP, the
numbers of pairs of transitions in strict order relationship are
not equal, for the reason that compared to the original log EL,
the log ELP is processed by the privacy algorithm. Table 5
gives the evidence that the released protected event log by
privacy preservation method probably cannot maintain the
same log behavior characteristics as the original one. Gener-
ally speaking, in order to resist frequency attacks, the privacy
protection algorithm increases the level of privacy protection
at the expense of model distortion. we consider the retained
strict order relationship pairs as privacy gain and the lost strict
order relationship pairs as utility loss. Obviously, utility loss
could diminish the utility value for process analysis in some
aspects.

TABLE 5. Strict order relationship pairs of models S and SP .

According to the calculation method outlined in Defi-
nition 4, as displayed in Table 2, |S→| = 12, |SP→| =

10, Sim→ (S, SP) = 0.833, and the similarity of the strict
order relationship between S and SP is 0.833. Similarly, it is
possible to calculate the similarities of the exclusive order
relationship and interleaved order relationship, as well as
the behavioral-profile-based similarity between the models
S and SP.

IV. SEMI-HONEST ATTACKER MODEL AND
MOTIVATION EXAMPLE
In order to protect personal information, encryption is a
commonly used technique to prevent the linkage between
identifiable information and confidential data. recommends
this technique due to its high utility in PPPM analysis while
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FIGURE 3. Semi-honest attacker model.

maintaining confidentiality. This section focuses on a type of
event log attack that can occur in an enter- prise scenario,
known as the semi-honest attacker model. We discuss that
how commonly used encryption techniques may not be suffi-
cient to completely resist such attacks through simple cases.
Additionally, we demonstrate through comparative experi-
ments that the utility index should not be the only factor used
to measure the indicators, and the use of impact of privacy
gain should also be taken into considered.

A. SEMI-HONEST ATTACKER MODEL
The semi-honest attacker model refers to a scenario where
the participants of a multi-party agreement act honestly, but
one of the parties may have hidden potential attackers, who
seek to obtain additional information based on the input of
other parties or the intermediate results of calculations for the
purpose of stealing information [29]. In this paper, we define
amodel consisting of two parties: the log holder, whowe refer
to as Alice, and a third-party process mining agency, who we
refer to as Bob.
Definition 5 (Ideal Protocol [29]): Let f : ({0, 1}∗)n →

({0, 1}∗)n be an n-ary function,, and f (x) = (f1(x), f2(x),
. . . fn(x)), xi be the private data(xi ∈ Alice) and f be the pro-
cess mining technology(f ∈ Bob). For any i ∈ (1, 2 . . . n) , β

is executed, which is an ideal protocol.
To ensure secure process mining analysis, an ideal protocol

assumes that Bob performs analysis on log data x̄ provided by
Alice, and returns the final result M to Alice, without either
party receiving additional input or output information. Both
parties are required to be truthful to maintain the security of
the protocol. However, if one party becomes dishonest, the
protocol β becomes insecure andmay be vulnerable to attack.
Definition 6 (Semi-Honest Attacker Model [30]): Let β+

be a malicious protocol(β ∈ β+), y be an extra operation
function. If ∃xi ∈→ y (xi) = δi,then δ = (δ1, δ2 . . . δn) is
called as the sensitive information disclosure under malicious
protocol β+.

In the semi-honest attacker model, Bob still delivers the
resultM to Alice honestly, based on the x̄ provided by Alice.
However, Bob now executes a malicious contract as part of
protocol β+, instead of the original protocol β. While still
fulfilling the terms of the original agreement, the semi-honest
party adds malicious contracts and other means to the original
agreement in order to obtain sensitive information sources.
The semi-honest attacker model is depicted as Figure 2.

When an enterprise creates a digital twin and utilizes
process mining techniques for physical model construction,
the semi-honest attacker model poses a potential threat.
As shown in Figure 3, under normal circumstances, the
log holder is deemed trustworthy and possesses the legal
right to retain the log, but lacks process mining capabilities.
Conversely, the third-party process mining organization is
considered untrustworthy. If the original log is not protected
during transmission for privacy, there is a risk of privacy
breach, even if the log holder obtains the desired result
model. Hence, effective privacy protection measures are cru-
cial. Generally, processing event logs for privacy preservation
target is definitely to reduce the quality of processmining out-
comes, with the degree of degradation influenced by the event
log and PM analysis objectives. Therefore, the log holder is
accountable for assessing the loss and its significance.

Organizations need an assessment technique to quantify
their privacy breaches for log releases, depending on the
method they use.

B. MOTIVATION EXAMPLE
In some applicable scenario, we assume that event log EL
contains certain event attributes that may include sensitive
personal information and personally identifiable information.
It is evident that the enterprise cannot provide the origi-
nal unprocessed log EL to a third party that is not trusted.
Hence, it becomes crucial to implement appropriate privacy
protection measures to break the linkage between personally
identifiable information and sensitive personal data, which
allows for the release of a protected event log ELP.
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FIGURE 4. Comparisons of logs and models before and after encryption.

Currently, the commonly used techniques for privacy pro-
tection include encryption, anonymization, and data perturba-
tion [31] (represented by differential privacy), as well as some
other related algorithm variants. Here, we employed encryp-
tion techniques and the k-anonymity algorithm (with privacy
level k = 3) to process the example log in Table 4 for privacy
protection. Two sets of encrypted logs named ELP1 and ELP2
respectively, as well as their corresponding Petri net models
named SP1 and SP2 respectively can be obtained, as shown in
Figure 4. It is can be drawn that encrypting resource attributes
induces information distortion, which is aimed to obfuscate
the connection between identifiable individuals and confiden-
tial information. However, the overall distribution of resource
attribute remained unchanged, as shown in Figure 4A.
Before encryption, the activity pairs for the three types
of resources were {(A,B),(F),(A,J),(J)}, {(C,D),(D,C),(P,Q)},
and {(E),(E,J)}, and the frequency characteristic values after
encryption remained unchanged, with values of 4, 3, and 2,
respectively. In contrast, the k-anonymity algorithm in ELP2
did not pseudonymize the resource attribute values, but
instead normalized the frequency of activity pairs, as shown
in Figure 4B. The frequency of occurrence of the three
types of resources, {(A,B),(F),(A,I)},{(C,D),(D,C),(P,Q)},and
{(E),(E,G),(J)}, were all adjusted to 3.

Through encryption and the k-anonymity algorithms, event
logs ELP1 and ELP2 can be obtained. ELP1 and ELP2, as well
as original event log EL are used as input for process mining
on platform PROM. The mined Petri net models SP, SP1 and
SP2 are depicted in Figure 3.C(from left to right). Through
Def.4, the similarities between SP1, SP2 and SP can be cal-
culated as SIM(SP,SP1) = 0.9405, SIM(SP,SP2) = 0.7679.
Hence, we conclude that the encryption algorithm was more
effective than the k-anonymity algorithm in terms of utility
loss measurement. However, the logs ELP1 processed by the
encryption algorithm can still be re-identified by attackers.
For instance, in the semi-honest attacker model mentioned
earlier, a third-party mining organization can maliciously
modify the protocol, allowing the use of frequency attacks

or chain attacks to obtain related feature values of resource
attributes. This is because the encryption algorithm only
pseudonymizes the target value, and if the activity of the
target value appears m times in the original log EL, it will also
appear m times in ELP1. Consequently, attackers can exploit
the unaltered distribution feature to mine specific information
through frequency attacks. After obtaining the plaintext of
one resource attribute, chain attacks can be used to deduce
the entire original sequence. As a result, ELP1 can only
resist a limited range of attacks. Conversely, ELP2, published
based on the k-anonymity algorithm, can effectively resist
the aforementioned attacks, as each resource attribute has
the same activity-to-frequency ratio in the log, which avoids
re-identification.

Therefore, this motivation example gives the evidence that
evaluating privacy protection methods solely based on the
model similarity index is inadequate, as it only considers
the degree of utility loss. Our investigation reveals that in
the state-of-the-art PPPM studies, utility loss is a crucial
factor for experimental evaluation, while privacy gain is often
neglected. Given the unique characteristics of process mining
technology, maintaining high utility requires retaining more
analysis opportunities, but this goal should not be achieved at
the expense of increased privacy disclosure risks.

In the upcoming section, we will propose a measurement
method that is based on behavior profile, which integrating
privacy gain and utility loss together as evaluation indicators,
and defining the similarity between the original log EL and
the protected log ELP through weight coefficients assign-
ment. Our focus will be on maximizing model quality while
minimizing the risk of privacy disclosure.

V. PROPOSED PLI-ASSESSS METHOD
In this section, we introduce the Privacy Level Index (PLI for
short), a novel evaluation index for the level of log protection
measurements. ThroughPLI analysis, we redefine the level of
log protection in terms of both privacy gain and loss of utility,
resulting in a more comprehensive evaluation approach than
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previous methods. We first define the relevant parameters
and algorithmic steps, then illustrate the application of PLI
through a practical event log instance.
Definition 7 (Behavioral Privacy Gain and Behavioral

Utility Loss): Let EL and ELP be the original event log and
the protected event log, with their corresponding Petri models
named S and SP, respectively. αPG = |SBPS ∩SP−BPS |/|SBPS ∪
SP−BPS | is represented as the behavioral privacy gain(0 ≤

αPG ≤ 1), and αUL = 1−αPG is represented as the behavioral
utility loss(0 ≤ αUL ≤ 1), where SBPS and SP−BPS represent
the number of behavior profile sets contained in S and SP
respectively.

Behavioral privacy gain pertains to the quantity of retained
behavioral profile relationship sets post-oversensitive data
processing. Conversely, behavioral utility loss quantifies
the number of forfeited behavioral profile relationship sets
attributed to privacy protection measures. In the field of
PPPM, the magnitude relationship between privacy gain and
utility loss requires special attention. For instance, protection
methods with high levels of privacy typically lead to greater
privacy gains but also greater utility losses. Thus, compar-
isons based on a single criterion are inadequate. It is accurate
to conclude that as privacy gains increase, utility losses also
increase. In Definition 8, we introduce the containment coef-
ficient and assign weight coefficients to the two variables for
enable a comprehensive evaluation.
Definition 8 (Containment Coefficients): Let αPG be the

behavioral privacy gain (0 ≤ αPG ≤ 1), and αUL = 1 − αPG
be the behavioral utility loss (0 ≤ αUL ≤ 1). The privacy
containment coefficient is denoted as ηαPG

, and the utility
containment coefficient is denoted as λαUL

, where ηαPG
=

αUL/(αPG + αUL ), λαUL
= αPG/(αPG + αUL ), with ηαPG

+

λαUL
= 1 and ηαPG

, λαUL
∈ [0, 1].

The relationship between utility loss and privacy gain is
analyzed, and the game relationship is quantitatively stud-
ied, which can be regarded as a trade-off between the
two concepts of utility loss and privacy gain. Obviously,
it is impossible to achieve a common optimization trend
due to this trade-off relationship. For example, in the tra-
ditional k-anonymity privacy-preserving algorithm, as the
value of k increases, the privacy level also increases, in the
meanwhile, however, the degree of data distortion also
increases.
Definition 9 (Privacy Level Index): Let αPG be the behav-

ioral privacy gain(0 ≤ αPG ≤ 1), αUL = 1 − αPG be
the behavioral utility loss(0 ≤ αUL ≤ 1), the privacy
containment coefficient be ηαPG

,and the utility containment
coefficient be λαUL

. The privacy level indicators PLI is calcu-
lated as PLI = 2 ∗ (ηαPG

∗ αPG + λαUL
∗ αUL ) (PLI ∈ [0, 1]).

The closer the PLI is to 1, the higher the level of privacy
protection and the lower the utility loss, while a score of
PLI closer to 0 indicates lower privacy protection and greater
utility loss. Unlike other methods that focus on a single goal
of privacy gain or utility loss, the proposed indicatorPLI takes
a balanced approach to evaluate the overall performance of
privacy-preserving methods.

Algorithm 1 PLI-Assess Algorithm for Releasing
Event Log

Input: Original log EL;Mset (set of privacy preserving
methods)
Output: Privacy protected log ELP.

1. Adopting privacy protection algorithm Mi to process EL,
and generate ELP;

2. Mining models S and SP corresponds to logs EL and ELP
respectively;

3. Establishing M1 as the initial indicator method criterion;
4. for Mi ∈ Mset (i ≥ 2):
5. Generating SBPS and SP_BPS ;
6. Calculating Sim(S, SP) by SBPS and SP_BPS ;
7. Calculating privacy gain αPG and utility loss αUL ;
8. Assigning containment scores ηαPG

and λαUL
;

9. Calculating the comprehensive index score PLIMset ;
10. if PLIMi ≤ PLIM1 :

11. i = i + 1;
12. Go to line 3;
13. else
14. PLIM1 = PLIMi ;

15. i = i + 1;
16. Go to line 3;
17. end
18. Selecting the highest PLIMi and use the privacy protection

algorithm Mi as benchmark method;

19. Releasing the protected event log ELP;
20. The end.

Algorithm 1 demonstrates the event log privacy level eval-
uation procedures and event log publishing steps based on the
preceding definitions.

As shown in Algorithm 1, based on the event log EL that
needs to be made public, we first adopt a privacy protection
method to generate ELP, then discover the Petri net models
corresponding to EL and ELP, named S and SP for simplicity.
We arbitrarily select a kind of privacy protection method
as the benchmark method, and calculate the privacy gain
and utility loss for all privacy protection methods, as well
as simultaneously assign weight coefficients, as outlined in
steps 1-8 in the algorithm 1. Referring to values of calculated
PLI, we further compare the privacy gain and utility loss.
If the PLI value is greater than the value of selected bench-
mark method, then we set the method with higher PLI value
as the new benchmark method, and repeat the preceding steps
3-16 until all methods are validated; If it is lower, we discard
the method and move on to the subsequent screening phase.
Finally, we select the method with the highest PLI score
from a given methods set as a baseline method for event
log releasing, and the released log ELP is served as the
foundation for open source use.

In order to demonstrate the procedures of the proposed
PLI-Assess algorithm, a simple example is taken to case
study. Example.xes introduced in section IV is used as a
selected sample event log. From Figure 3.D, we can observe
that the similarities between SP1, SP2 and SP can be calculated
as SIM(SP,SP1) = 0.9405, SIM(SP,SP2) = 0.7679.The effect of
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the encryption algorithm is improved, but it cannot withstand
the specific analysis in the aforementioned attacker model.

The experimental results show that the event log through
k-anonymity processing has a higher comprehensive score,
indicating a better balance between privacy gain and util-
ity loss. This characteristic enhances its resistance against
diverse attack types. Additionally, its final score is compara-
ble to that of the general model algorithm, further illustrating
its effectiveness., making it a more reasonable choice for log
protection.

VI. EXPERIMENTAL EVALUATION
In this section, we present the evaluation of privacy level
indicators using four sets of practical event logs. The selected
primary methods for protecting privacy are pseudonymiza-
tion, anonymization, and data distortion. To investigate the
varying effects on the original log from the perspective of
behavioral profiles, we select the state of the art publishing
algorithms in PPPM studies, named Hybrid Encryption [10],
PRIPEL [14], and TLKC [19] respectively. Our target is
to address the following two issues and provide practical
recommendations to businesses log holders, who have event
log release requirements:

Q1: What is the balance of privacy utility between original
event log EL and released log ELP?
Q2: How are the selection criteria for current privacy pro-

tection methods defined?
In section VI-A, we provide an in-depth introduction to

the experimental preparations, which includes an overview
of the algorithm and the dataset preparation; In section VI-B,
we present and visualize the results of 12 groups of dif-
ferent experiments, providing a comprehensive analysis
of the effectiveness of various privacy protection meth-
ods. In section VI-C, we give an industrial application
of underground locomotive dispatching system. Finally, in
section VI-D, we thoroughly analyze and discuss the findings
of our experiments, and provide reasoned recommendations
for businesses log holders to event log releasing.

The data sets used in this question are all open
source(https://github.com/lengyilan/PLI-data-set.git).

A. EXPERIMENT PREPARATION
Hybrid Encryption [10] is the state-of-the-art encryption
scheme that combines AES and Paillier cryptosystems to
enable process mining outsourcing while ensuring dataset
and process privacy. PRIPEL [14], on the other hand, adheres
to the principle of localized differential privacy, which guar-
antees privacy at the case level rather than the entire log;
TLKC [19] adopts a group-based anonymization method and
a greedy algorithm to prevent attribute linking attacks during
process discovery and performance analysis. In our experi-
ments, we set T = hours, L = 2, K = 10, C = 0.5, θ =

0.7 for better results based on previous work [10].
Four kinds of real-world datasets are used for our

experimental evaluation, which are BPIC_2014 [22],
BPIC_2015 [23], Sepsis Cases [24], and Road Traffic Fines

TABLE 6. Similarity scores calculated using two distinct algorithms.

TABLE 7. Event log properties utilized in the calculation of privacy level
index.

[33]. BPIC_2014 contains detailed record information of
RabobankGroup ICT extracted from theHPServiceManager
ITIL service management tool. Some sensitive attributes
have been anonymized in the initial dataset; BPIC_2015
is provided by five cities in the Netherlands and contains
information regarding the primary application and opposi-
tion procedure at various stages. In this paper, we focus
on Municipality 1 for our research; The sepsis log (SC) is
a hospital event log documenting suspected cases of life-
threatening sepsis, with 846 unique trace variants out of a
total of 1050 traces; The road traffic fine log (RTF) is the
event log obtained by Italian local police while enforcing road
traffic laws. In a sample of approximately 150,000 traces,
only 231 different trace variants are observed. Some detailed
datasets information is listed in Table 7.

B. EXPERIMENTAL RESULTS
As described in Section IV, the first step in completing
PLI-Assess is to calculate the values of αPG and αUL between
the model corresponding to EL and the model corresponding
to ELP, as determined by PLI-Assess algorithm. From the
behavior-based perspective, the behavioral privacy gain αPG
and the behavioral utility loss αUL of their respective models
can be obtained. Figures 5 and 6 depict the αPG and αUL val-
ues obtained utilizing three privacy algorithms based on the
selected datasets. In order to control the effect of the exper-
imental procedure on each set of data and to minimize the
variance of the subsequent calculation results, we employed
the following measures: the experimental algorithm parame-
ters of data sets are set to the same value.

Table 8 presents the Privacy Level Index (PLI) obtained
from various event logs using three different groups of
privacy protection algorithms. The highest PLI scores are
highlighted in red font, while the lowest scores are high-
lighted in green font. Based on the Hybrid Encryption
algorithm, BPIC_2015 obtains the highest score of 0.4054,
while the lowest score of 0.2511 is observed in the SC
dataset; based on the PRIPEL algorithm, the highest and
lowest scores are observed in RTF and SC datasets, with
scores of 0.7352 and 0.4006, respectively. In contrast, the
TLKC algorithm results in the highest and lowest scores for
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FIGURE 5. αPG
under different privacy algorithms.

FIGURE 6. αUL
under different privacy algorithms.

TABLE 8. Calculate privacy level index value.

TABLE 9. Statistical validation results.

the SC and RTF datasets, respectively, which is opposite to
the findings of the PRIPEL algorithm.

Furthermore, Table 9 indicates that there is marked sig-
nificant difference by statistical pairwise comparisons for
selected methods, as the significance probability expressed
as p-values don’t arrived the significance level, i.e. 0.05.

In the field of PPPM, current research tends to prioritize
privacy gain maximization over analyzing utility loss, lead-
ing to difficulties in utility analysis during process mining

and restricting its application. Compared to the mainstream
performance analysis (such as precision and accuracy) [25]
and privacy-gain indicators evaluation [21], the pro- posed
PLI_Assess method has three significant advantages listed as
follows on:

(1) Convenience: Current research in the field of PPPM
tends to prioritize privacy gain maximization, neglecting the
analysis of utility loss. These approaches limit the application
of process mining due to the difficulty in analyzing utility
loss. The proposed PLI_Assess method provides an advanta-
geous evaluation system that operates directly on the process
model obtained from the log and can calculate the final index
score with minimal effort. Unlike other performance metrics,
PLI_Assess focuses on the objective of the process utility
analysis model, reflecting the final utility loss rate.

(2) Versatility: The proposed PLI_Assess method is
universal and can evaluate process models generated from
different types of event logs. For instance, the privacy-utility
evaluation system in the TLKC method can be applied to
a large number of infrequent trace logs, but it may be less
efficient on the remaining structured logs.

(3) Interpretability: The PLI value depends on the type
of event log and the privacy protection algorithm used. Dif-
ferent process models are derived from distinct event logs
using various privacy protection algorithms. The proposed
PLI_Assess method provides comprehensive reflection of
the applicable algorithm type and the modification of privacy
utility.
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FIGURE 7. Comparison of PLI under various privacy algorithms.

C. INDUSTRIAL APPLICATION
In this section, the proposed PLI_Assess method is adopted
to an industrial application of underground locomotive
dispatching system in intelligent coal mine, providing recom-
mendation for safe-critical data publication.

As an important part of the intelligent coal mine, loco-
motive dispatching plays an important role, such as the
functions of grasping the real-time status, tracing locomotive
operations. However, underground locomotive operation data
and road section information are sensitive information, and
unprotected release may lead to the problem of exploiting
safe-critical data. Therefore, it is necessary to protect the
privacy of mine locomotive running data and section log
information.

The experiment in this section takes the real event log of
the underground locomotive dispatching of a coal mine in
Huainan as the research object. The underground locomotive
route contains 15 road sections and III mining points. The
sensitive information parameters are set as the road section
number, mine point number and locomotive operating param-
eters, using the above three methods to process the original
event log Locomotive dispatch.xes, and the obtained process
model diagram is shown in Figure 8.

For the above process model, PLI_Assess is used to cal-
culate it. From Table 10, it can be found that the event
log of locomotive dispatching is most suitable for the pri-
vacy protection algorithm of data disturbance to publish it
privately.

TABLE 10. Locomotive dispatch event log score data.

D. RECOMMENDATION AND EVALUATION OF EVENT LOG
RELEASE MECHANISM
In order to answer Q1, we can evaluate the changes in the
privacy level index value of PLI . After the privacy protection
algorithm processing, the original log EL differs from ELP in
varying degrees. This distinction is reflected in the Petri net
models’ behavioral privacy enhancement. In terms of privacy
gain and utility loss, the direct consequence of this distinction
is that some process mining and analysis techniques are lost
their quality, such as fitness, accuracy in process discovery
and process enhancement. Consequently, it is crucial to mini-
mize this disparity by considering the privacy-utility balanced
relationship. Instead of applying a privacy algorithm to all
categories of event logs, we should choose the most proper
method with a high PLI value, aimed to complete our log
protection release under identical technical conditions.

In order to answer Q2, first and foremost, we need to cate-
gorize the event logs. In general, event logs can be classified
into structured and unstructured categories. Among the four
groups of practical event logs selected for this experiment, for
example, the SC dataset contains a large number of infrequent
traces, indicating the presence of unstructured event logs; on
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FIGURE 8. Comparison of locomotive scheduling process models.

the other hand, the RTF dataset has a large number of traces,
with only 69 unique trace variants, which is a typical kind
of structured event logs. The BPIC_2014 and BPIC_2015
datasets are not as obvious in this categorization, so we
consider them to be intermediate.

Based on the nature of the three types of privacy protection
algorithms, it is indicated that the TLKCmodel is designed to
address the high-dimensional sparsity of event logs and uses
a greedy algorithm to suppress events to obtain anonymous
logs, which is more effective at processing unstructured event
logs, such as those generated by social media platforms.
Specifically, on one hand, as for the SC dataset, there are
various medical methods and medical means for different
patients, making it unsuitable for typical structured event logs
like the RTF dataset. However, PRIPEL privacy protection
requires the introduction of a large amount of noise, which
leads to the accumulation of errors and a higher error rate.
As a result, the differential privacy algorithm is not suitable
for privacy protection of unstructured event logs, but per-
forms well on structured event logs, such as those generated
by a database. On the other hand, as for the RTF dataset,
there is usually a uniform and standard processing method
for vehicles and pedestrians committing traffic violations,
or perform equally well on the locomotive scheduling dataset.
Most pseudonymization algorithms offer privacy protection
through natural language, maintaining the event log’s internal
structure unchanged. This processing method retains greater
utility at the expense of an increased risk of privacy leakage.
In practice, it can be compared with other privacy algorithms
before making decision.

Therefore, for example, in an enterprises with a digital twin
vision, different types of privacy protection algorithms can be
selected for log protection and release based on their internal
process structure and event log type. In addition, when evalu-
ating the approximate results of the privacy magnitude index,
multiple factors such as calculation cost and release method
should be taken into account for a comprehensive analysis.

VII. CONCLUSION
In this paper, we present a semi-honest attacker model and
illustrate the potential risk of privacy disclosure if an enter-
prise releases its original event log without protection during
the public data stage. To address this issue, we formalize a pri-
vacy level indicator named PLI, which combines privacy gain
and utility loss together. More specifically, we propose the
PLI-Assess method along with its detailed calculation steps.
Our approach investigates the balance between privacy gain
and utility loss, from the perspective of event log releasing
based on behavior profiles of models. The biggest innovation
lies in that the proposed PLI-Assess method plays a game
balance between privacy gain and utility loss, and provides
an in-depth event log release mechanism recommendation
through comprehensive experimental analysis. compare dif-
ferent privacy.

The log holders can make a choice of log privacy publish-
ing techniques based on the log type under specific scenarios.
Specifically, the conducted experimental results demon-
strated that the anonymization algorithm is more suitable
for unstructured event logs, whereas the data perturbation
algorithm is more suitable for structured event logs, and the
pseudonymization algorithm requires exhaustive considera-
tion of the remaining costs.

Unlike previous similarity evaluation methods, our
method considers the relative importance of privacy
gain and utility loss, making it more reasonable and
practical.

In the future work, we aim to introduce a trusted feder-
ated learning model and leverage concepts from block-chain
algorithms, and target to construct a multi-party secure plat-
form model, with the objective of investigating the delicate
adaptive balance between model performance, privacy pro-
tection, and utility loss, etc. Furthermore, different security
levels from various perspectives should be considered in
order to design a more comprehensive privacy preservation
framework.
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