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ABSTRACT This paper presents the conceptualization, design and development of a bioinspired electronic
architecture based on the human motor system for the control of mobility assistance systems, such as
assistance or rehabilitation exoskeletons. The proposed architecture is divided into three hierarchical levels:
perception-intention, pattern generator, and execution, facilitating modularity, scalability, and parallelism
in the execution and operation of the system. ROS2 was chosen as the middleware for communication
management due to its ability to handle a large amount of data, robustness, and scalability. For validation in a
real world scenario, the proposal was implemented in the gait rehabilitation robotic platformDiscover2Walk.
Among the advantages offered by this architecture, we highlight greater modularity, improved compatibility
with programming languages, and scalability, in addition to ease of supervision and control. The architecture
presented can be adopted in future robotic platforms and exoskeletons with built-in interoperability.

INDEX TERMS Rehabilitation technology, ROS2, exoskeletons, bioinspired electronics, human gait, lower
limb, modular design, hierarchical control.

I. INTRODUCTION
Deficiencies in human gait, such as those caused by strokes,
spinal cord injuries, and cerebral palsy, are a major source of
disability worldwide [1]. The ability to walk is an essential
part of daily life, and doing so independently is associated
with better health outcomes and quality of life [2]. Unfor-
tunately, people with mobility issues often have difficulty
achieving independent gait. In this context, exoskeletons
for rehabilitation and gait assistance, i.e., wearable devices
that can provide mechanical assistance for movement, have
emerged [3], [4].

Since their inception, exoskeletons have been used as
mechanical devices to rehabilitate and improve the function
of the limbs. They can be of great use to people with mobility
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issues, as they enable the restoration of limb functional-
ity, resulting in better movement and greater strength, thus
improving the quality of life of the user [5].

These devices can be controlled in different ways, for
instance, (1) sensors that detect body movement and then
activate or deactivate the exoskeleton; (2) remote controls so
that an external operator activates or deactivates the device;
and (3) brain-machine interfaces, where the user controls the
exoskeleton by detecting patterns obtained by EEG or EMG
sensors [6], [7].

Although the control algorithms for robotic exoskeletons
share common traits that can be used for their classification
and analysis [6], this homogeneity is not present in the elec-
tronic architecture of these devices. The control electronics
for each system are defined by different developers. Thus,
each exoskeleton has its own control and electronic archi-
tecture, which may be more or less inspired by biological
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TABLE 1. Comparison of technologies employed in various exoskeleton implementations, according to electronics and communications.

processes but generally does not allow the exoskeleton to be
modular or adaptable to new developments.

This article focuses on the conceptualization, design and
development of a generalized electronic framework for lower
limb robotic exoskeletons aimed at facilitating modularity,
scalability, and parallelism in the system’s execution and
operation. To achieve these characteristics, we opted for
conceptualization of the system based on biological models.
The inspiration from biological processes, called biomimicry,
is an interdisciplinary approach that seeks solutions to tech-
nological, social, and environmental challenges by imitating
and adapting models, systems, and natural processes [8], [9].
Human gait is an example of a natural model that has been
perfected over the centuries and that has been applied to the
design of robots and exoskeletons. Bioinspired architecture
allows these devices to be more efficient and better adapted
to their environment. Moreover, the modularity of the human
locomotion system, with its defined levels and specific func-
tions, offers an advantage in interacting with human beings,
thus achieving almost complete interaction with the user.

In our study, the nature of gait will be used as a model for
inspiration, from its conception to its execution, to develop
a new proposal for electronic architecture. Finally, the pro-
posed framework will be designed and implemented in a real
exoskeleton prototype for its validation and evaluation.

II. STATE OF THE ART. EXOSKELETON
CONTROL ELECTRONICS
Table 1 summarizes the different systems that have been
analyzed in terms of their electronic components and control
strategies. The table shows that each exoskeleton is based
on specific architectures designed for particular applications.
These are our main findings:

A. DIVERSITY OF CONTROL PLATFORMS
There is no dominant platform or operating system for
high-level control of exoskeletons. These range from PCs
running various flavors of Linux (with RTOS, Debian,
Ubuntu) to software platforms likeMATLAB, and frommore
compact systems such as Raspberry Pi to more special-
ized controllers such as Dspace MicoLabBox or EEG-based
systems.

B. DIVERSITY OF MICROCONTROLLERS
The controllers also vary widely, from general-purpose solu-
tions such as Microcontrollers or Atmel Mega 2560 to more
specific solutions such as Technaid Controller or H2-ARM
Board.

C. COMMUNICATIONS
While there is a wide range of communication options that
can be used, CAN (Control Area Network) is a commonly
chosen option in several studies. In addition, EtherCAT and
Bluetooth are popular choices, while other implementations
use I2C and RS232. In some cases, both TCP and UDP are
used in the same system but for different data flows and
applications.

Given the diversity of components and communication
systems employed in exoskeletons (Table 1), it is clear that
a lack of standardization in the field can limit the scalability,
synchronization, and modularity of these devices:

• Scalability is essential to ensure that exoskeletons can
adapt to different applications and diverse users.Without
standardization, scaling can imply redesigning com-
ponents or implementing entirely new communication
systems, which is costly and time-consuming.
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• Synchronization, or the ability of components to com-
municate with each other efficiently and accurately,
is fundamental for the effectiveness and safety of
exoskeletons. The standardization of communication
systems can greatly improve a device’s ability to syn-
chronize the actions of its components.

• Modularity, which allows for customization and easy
replacement of components, can also benefit from
standardization. A standardized design framework will
allow for the exchange of modules between differ-
ent exoskeletons, improving a device’s ability to adapt
to users’ specific needs and facilitating repair and
maintenance.

In conclusion, the standardization of the components and
communication systems of exoskeletons is essential for the
future development of the field. This will enable these devices
to be more scalable, synchronized, and modular, improving
their effectiveness and adaptability to the individual needs of
the users. To meet this goal of standardization, our proposal
focuses on developing a modular and scalable architecture
that can adapt to different applications and enable system
expansion in the future. Within this approach, the aim is not
only to improve the efficiency and performance of exoskele-
tons but also to make them more accessible and versatile for
use in different environments and applications.

III. HUMAN GAIT AS A MODEL OF INSPIRATION
Walking is a complex activity that requires the functional
integration of a large group of sensory and motor neurons
[10]. Despite individual differences, human gait shows a
characteristic pattern [11]. Among neurophysiologists ded-
icated to the study of locomotion, there are two theories
about the generation of gait: the first considers the reflex
as a fundamental part of the generation of gait [12], while
the second is based on the existence of a specific system
for locomotion [13] due to the gait movements obtained for
spinal cats with sections in their dorsal roots. It is believed that
in humans, the central pattern generator (CPG) is distributed
throughout the spinal cord and has autonomous circuits on
each side for the right and left legs [14]. Additionally, the
ability to generate rhythmic patterns involves an architecture
of interconnected burst-generating elements [15].
Figure 1 shows a schematic representation of the neural

mechanisms underlying human bipedal gait and how they
are hierarchically organized to generate locomotion [16].
In hierarchical order, the lowest level is the sensorimotor
system, where correct muscle activation is fundamental for
gait, leading to the contractions and relaxations of agonist
and antagonist muscles playing an indispensable role. Thus,
the myotatic reflex or stretch reflex is responsible for motor
action. This level is responsible for handling the muscu-
loskeletal system of people [17].
The next hierarchical level of the locomotor nervous sys-

tem is the CPG. This is a set of spinal neurons that largely
control locomotion; this system was initially studied by

Charles Sherrington and Thomas Graham [18]. The modu-
lation of movement patterns occurs at the higher hierarchical
level, in the motor and premotor cortex, the cerebellum, and
the brainstem [18]. The latter regulates both the central pat-
tern generator and the myotatic reflex mechanism. Likewise,
at the supraspinal level, information is obtained from the
vestibular and visual systems, which helps maintain balance
and orientation [20]. Additionally, movement patterns are
regulated by muscle spindles, Golgi tendon organs, and affer-
ent feedback that arises from cutaneous mechanoreceptors
[17], [21].

FIGURE 1. Schematic representation of the neural mechanisms. Adapted
from Nakazawa, [16].

IV. PROPOSAL FOR A BIOINSPIRED MODULAR
ELECTRONIC ARCHITECTURE FOR THE CONTROL OF
LOWER LIMB EXOSKELETONS. TECHNICAL
REQUIREMENTS
Figure 2 shows this manuscript’s proposal for a generalized
framework that is inspired by a model described in [22]. This
model proposes a bioinspired architecture that is divided into
three levels and uses concepts of biomimicry to imitate how
the human nervous system controls walking.
High level: At the high level of the architecture called

‘‘perception - intention’’ (see Fig. 2), the controller must per-
ceive the user’s intention of movement, enabling the user to
manipulate the system, the type of movement, and its param-
eters. Typically, exoskeletons can switch between various
operating modes, depending on the desired type of activity
and environment [6]. Inputs at this level can be trigger events
or Boolean-type inputs, either through a graphical interface or
physical buttons, or they could even be artificial intelligence
algorithms capable of predicting the intention of the user [6],
[22]. At this level, the controller’s runtime is not critical for
locomotion: the human reaction time to an auditory stimulus
ranges between 140-160 ms, to a visual stimulus between
180-200 ms, and to touch of 155 ms [23], [24], [25]. In this
way, the high-level electronic system algorithms should run
in time frames ranging between 140-2 200 ms (7-5 Hz).
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FIGURE 2. Generalized Framework for the conceptualization of the
architecture. On the left, the three hierarchical levels studied in human
walking are observed. On the right, the proposed conceptual framework;
and how each of the hierarchical levels and the conceptual framework
interacts with a human.

Middle level: (Central Pattern Generator, see Fig. 2) the
purpose is to use the user’s intentions to generate the refer-
ences that must be reached by the lower level, whether they
are controlled in terms of position, speed or torque. At this
level, the system can have one ormore control systems, which
can track walking patterns, in which each system contains the
necessary kinematic chains for the global system to function
correctly when interacting with the human. The mid-level
control also coordinates the movement of multiple motorized
joints or between multiple devices [26]. It is estimated that
the speeds of the nerves in the lower limbs range between
40 and 45 m/s [23], [24], [25], [27]. Considering that the
average estimated length of these nerves is approximately
70 cm [28], it is concluded that the minimum frequency for
correct interaction with healthy human movements ranges
between 57.14 and 64.28 Hz (≈ 60 Hz). It is also at this
medium level where the algorithms for the modulation and
generation of walking will be executed. These algorithms
will have to work simultaneously, so it is proposed to use
microprocessor systems capable of supporting multithread
execution. In addition, these systems must have standard
communication systems with low latency and high speeds
to ensure the synchronization of information at the different
levels.
Low level:(Execution, Fig. 2): this level is responsible for

controlling each of the actuator devices to follow position,
speed, or force setpoints. The references that reach this level
are those sent by the middle level. Each actuator or group of
actuators will have its own controller to perform a specific
task, so this controller must take into account the kinematic
and dynamic properties of the system to be commanded.
In turn, similar to the human body, each actuator can be sub-
ject to the measurement of several sensors, be they encoders
or systems for measuring the applied torque, which will
provide information to the user to achieve robust control. The
accuracy in the response time of closed-loop control is crucial

in the discrete-time domain to achieve optimal control. To this
end, it is proposed to apply a sampling frequency of 1 kHz
to detect and carry out real-time adjustments in the walking
cycle.

A. COMMUNICATION AND SYNCHRONIZATION
An intermediate agent is proposed to interconnect each of the
control levels presented. This is a piece of software that is able
to manage data, messaging, and authentication regardless of
the hardware, software, or operating systems used. This tool
allows for better synchronization and improves the quality of
service. This system abstracts from the complexity and het-
erogeneity of existing communication networks within each
hierarchical level, thus achieving a modular communication
medium [29].

FIGURE 3. Generalized Framework of the proposed electronic
architecture.

Here, we propose ROS2 (Robot Operating System), [30],
as a solution for this intermediate agent. ROS2 provides
hardware abstraction, low-level device control, and node,
message, topic, and service handling. It is based on a graph
architecture where processing is performed in nodes that can
receive, send, and multiplex messages from sensors, control,
states, planning, and actuators at different frequencies via an
Ethernet network. Figure 3 illustrates the conceptualization
of the framework proposed for the electronic architecture,
dividing it into three hierarchical levels that follow the neural
control of walking, each with its minimum frequency, and
intercommunicated through ROS2.

V. PRACTICAL IMPLEMENTATION OF THE CONCEPTUAL
FRAMEWORK IN A REAL ROBOTIC SYSTEM
We will use the Discover2Walk robotic system as a test-
ing bench for the concept defined in the previous section.
Discover2Walk (D2W) [31] is a robotic system designed to
help children with cerebral palsy experience walking and
explore their environment. D2W is a device with flexible
actuation whose structure adapts to the physical development
of patients (see Fig. 4). The function of the robotic system
is to control the movement of the lower limbs (pelvis and
ankles) during walking. Allowing the child to discover how
to walk while adjusting his own gait to that of a healthy child,
correcting his postural impairment.
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FIGURE 4. Discover2Walk robotic system. A prototype of the flexible
exoskeleton for the study of a child’s movement.

The D2W robotic structure must adapt to the movement
the child makes, without limiting his trajectory. To do this,
the external structure moves with a synchronized movement,
where omnidirectional actuated wheels are used. The robot
has 4 brushless motors with a power of 600 W, in addition
to quadrature encoder-type position sensors and current sen-
sors. D2W also contains a cable system controlled by four
motors, responsible for modifying the child’s pelvis move-
ment, in addition to supporting his weight; for this, it uses
4 load cells for tension and compression.

Additionally, a cable-guided system has been designed
to generate the trajectory of the child’s movement during
walking. In the robotic structure, 8 motors are placed that
coordinate the tension exerted on the cables during walking
(4 for each lower limb). However, due to the traction force
generated, movement is transmitted at the end of the cable
that falls on a harness worn by the patient. This allows for
control of the child’s joint position in his displacement.

Discover2Walk also contains a navigation system com-
posed of a LIDAR and a camera that generates depth maps,
which enables the system to navigate through its environ-
ment, and, thus, generate cognitive therapies in the future.

One of the primary challenges associated with the Dis-
cover2Walk robotic system is the need to achieve accurate
synchronization among its various components, owing to
its sophisticated design. The achievement of harmonious
and real-time communication becomes of utmost importance
when dealing with a combination of 16 motors and 40 sen-
sors that function concurrently (Table 2 ). The successful
replication of a natural, human-like stride necessitates the
precise coordination of several components, including brush-
less motors that power omnidirectional wheels and encoders
that capture position data. The occurrence of any delay or
miscommunication, regardless of its small magnitude, has the
ability to disturb the walking pattern, resulting in undesirable
motions. Thesemovements not only impede the rehabilitation
process but also represent safety hazards to the child.

In addition, the use of a cable-guided system introduces a
distinctive method for controlling the child’s motion. How-
ever, the synchronization of tension among the eight motors

TABLE 2. Distribution of actuators and sensors in discover2walk.

in real time, particularly in dynamic gait situations, signif-
icantly enhances the intricacy of the system. Maintaining
equilibrium between the stress exerted by the wires and the
child’s innate movement patterns is of utmost importance.

The incorporation of the LIDAR and camera system brings
an additional level of complexity. The seamless integration
of these components is essential for effective environmental
navigation and prospective cognitive therapies, as it pre-
vents the introduction of delays or inconsistencies caused
by external stimuli or environmental influences. Hence, the
successful integration and synchronization of these various
components and systems in a live setting is a significant
obstacle in fully harnessing the capabilities of the Dis-
cover2Walk robotic system.

A. ARCHITECTURE DEFINITION
Figure 5 illustrates the implementation of the theoretical
framework defined in Section IV for the D2W system.
In Fig. 6, we illustrate its implementation using ROS2. At the
high level, there is communication between perception and
intention algorithms with ROS2 services, which modify the
parameters at each level. At the middle level, there is a pattern
generator node that sends instructions to the nodes of the
lower level. Additionally, the framework subscribes to the
topics published by some lower-level nodes to modulate and
modify the walk. Finally, the low level controls are operated
and the different parameters of the actuators are published in
addition to certain necessary variables such as the system’s
odometry or the measurements taken using inertial sensors or
force sensors.

• High Level
For the high level, an HTML-based graphical interface was
designed, which, through ROS2 services, connects with the
lower levels. This interface allows for the configuration of
the platform to enable adjustment to the therapeutic needs of
each patient:

- The subject’s anthropomorphic variables in terms of
weight and height are established.
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FIGURE 5. Generalized D2W scheme.

- The modulation parameters of the walk to be used
during the therapy (impedance levels and speed) are
established.

- An event trigger is sent to all nodes to initialize their
execution.

In turn, the topics published at the different system levels
can be monitored in real time using the graphical interface,
providing feedback to the user and/or therapist. Publishing
these positions in ROS2 topics can provide a remarkable
advantage by enabling graphic visualization. This function-
ality is extremely useful, as it provides a clear and com-
prehensible visual representation of the three-dimensional
movements of the joints. Both users and developers can
observe more intuitively and in greater detail how the gait
generated by the pattern generator develops and changes
over time. Furthermore, by having access to this real-time
graphical representation, it is possible to precisely track
the evolution of the gait, which facilitates the detection
of possible problems or anomalies in the process. This
allows adjustments and improvements to be made more
efficiently, either by modifying the parameters of the pat-
tern generator or making adjustments in the walking speed
configuration.

The event trigger can be generated in two ways: either
by depressing a button on the interface or by using a
BCI device using algorithms that process cortical activ-
ity. When the patient thinks about making a movement,
the device detects the electrical activity generated by the
brain, interprets it as the user’s intention, and sends a signal
to the exoskeleton to perform the preconfigured walking
movement, [32].

Additionally, at the high level, we have navigation devices
for environmental perception, which are responsible for send-
ing new configurations to the middle level in terms of speed,
direction and force fields in the environment.

• Middle Level

At the middle level, a single node is created: Gait_Generator
_Controller. It is responsible for generating the walking pat-
terns and for publishing and sending instructions to each
control node located at the low level. Calculation of the spatial
(three-dimensional) position of each joint was carried out
using the algorithm proposed in [33]. This algorithm takes the
walking speed and user’s height as input, generating different
setpoints that are sent to the controllers at the low level.
In addition, it is possible to adjust the walking speed config-
uration in real time, which enables one to modify trajectories
and create new setpoints, which are immediately sent to the
low level.

This middle level node, in turn, uses a service called
‘‘GaitConfig’’, which sends parameters from the high level
to correctly modulate the walking phases and later modifies
them by sending new instructions to the corresponding low
level nodes. As it is in charge of sending the instructions,
a single custom message is created for this purpose called
GaitSetpoints. This message includes the instructions for the
controllers for the pelvis, ankle and traction subsystems. The
GaitSetpoints message is generated and used to command all
the instructions at the LowLevel, so several internal messages
are created: three-dimensional positions of the pelvis, ankle
and traction, as well as walking speed.

Each node contains a ROS2 Services server. Each service
modifies and configures the behavior of the node in terms of
control, establishing the level of impedance and the type of
control to be used. It is important to note that these services
will be attended from theHigh Level. Likewise, these services
use a confirmation response to let the user and/or therapist
know that the operation modes have been accepted. If this
is not the case, an error will be displayed on the graphical
interface.

• Low Level

The Low Level is responsible for managing and sending
walking instructions for each kinematic group. It also sends
defined instructions (position, speed or torque) to each motor
to achieve the movement commanded by the higher levels.
For this reason, each kinematic group is implemented in a
ROS2 node that executes and performs the kinematic control,
achieving modularity for each system. For this purpose, three
nodes are implemented at this level:

• Pelvis_Control_Node: This node is responsible for the
control of the pelvis position and for carrying out the mea-
surements for control of the user’s weight. It uses kinematic
algorithms to modify the position and rotation of the pelvis
in three-dimensional space and sends instructions to the con-
trollers of each motor. In addition, it captures and publishes
the measurements made by the sensors of each motor (posi-
tion, speed and current). It also uses a system composed of
force sensors to monitor the tension applied to each cable of
the robot for weight control and an inertial unit to obtain the
real movement of the orthosis.
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FIGURE 6. ROS2 architecture implemented on three levels: High Level:
Perception - Intention, Middle Level: Movement pattern generator, Low
Level: Closed loop control of actuators.

• Ankle_Control_Node: This node manages the position
of the ankles at each moment of the walking cycle. It uses
the necessary algorithms to calculate the position of each
ankle in the three-dimensional space and in turn sends control
instructions to the corresponding motors for each lower limb
(4 for each one). Like the other nodes, it reads and publishes
the data obtained from sensors of the motors (position, speed,
and current).

• Traction_Control_Node: This node is in charge of
controlling the omnidirectional mobile platform; it uses
kinematic algorithms for movement, odometry and read-
ing various sensors for the management and control of the
motors (position, speed, current). In addition, it uses a control
algorithm that, with an IMU, enables the platform to be
correctly directed.

B. ELECTRONIC ARCHITECTURE
To ensure the correct operation of all the software presented
above, it is essential to use hardware capable of carrying out
the tasks corresponding to each level. As a result, a schematic
representation of the proposed hardware architecture was
prepared (see Fig. 7). In this figure, the divisions into three
hierarchical levels can be clearly distinguished.

At the High Level, a Raspberry Pi 4 computer (Raspberry
Pi Foundation, United Kingdom) is used to generate the web
server and database. In addition, it manages the communi-
cation between perception devices and intention prediction
with ROS2 through services that allow for modification of
the different systems of other levels. The Middle Level is
also implemented with a Raspberry Pi 4 and contains the gait

FIGURE 7. Hardware architecture, at the Low Level the subdivision of the
sections: pelvis, ankles, and traction can be seen.

pattern generating algorithms. These algorithms are executed
in the Gait_Controller node.

The Low Level is divided into three sections. In the first
section, called ‘‘Traction’’ (see Fig. 7), a Raspberry Pi 4 is
used that commands two ODRIVE 3.6 motor controllers
(OdriveRobotics, United States). This system allows for con-
trol of the position, speed, and torque of each motor. Each
controller manages two MAXON EC 90 Flat 600 W motors
(Maxon, Switzerland) and an encoder that enables motor
positioning. In addition, a 9-axis BNO055 IMU (Bosch,
Germany) is installed, which uses sensor fusion algorithms
to provide data with greater precision, which aids in the
platform’s odometry system.

In the second section, called ‘‘Ankles’’, a Raspberry Pi
4 is used to command a set of 4 ODRIVE 3.6 controllers,
which handle 8 D6374 150Kv motors (OdriveRobotics,
United States) with their respective AMT102-V encoders
(CUI Devices, United States) of 2048 pulses per revolution
(see Fig. 7).

For the third section, called ‘‘Pelvis’’, the following are
incorporated: 4 Dynamixel XH-540 motors (Robotis, Korea)
that communicate using the proprietary Protocol 2.0, a read-
ing system for DYMH-103 load cells (Calt, China) of 20 kg
each, connected with a Raspberry Pi Pico microcontroller,
which conditions and sends the data from the load cells to
a Raspberry Pi 4 via a serial protocol, and finally a BNO055
IMU (Bosch, Germany) that monitors the movement of the
pelvis.
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VI. TECHNICAL VALIDATION
The biomimetic electronic architecture proposed in this arti-
cle was implemented and validated in the D2W robotic
system. We defined different experiments to evaluate differ-
ent aspects of our proposal:

A. Synchronization: For evaluation of our architecture’s
ability to enable the synchronization of the different
systems in a hierarchical approach, we assessed its
compliance with the requirements in terms of message
timing and frequencies in the control loops.

B. Modularity: To evaluate the system modularity,
we changed all the electronics responsible for the gait
pattern generation in our system. The new electronics
should be able to communicate with the other levels
without requiring any new adjustments.

C. Scalability: In this test, we included a new actua-
tion system (complementary to device actuators) and
assessed whether we could synchronize the new system
with the Discover2Walk platform.

The next section describes these tests and shows the ability
of the control architecture to cope with these challenges.

A. SYNCHRONIZATION
The validation involved exposing the robotic system to stress
conditions and measuring the bandwidths used, the packet
transmission speed, and the message sizes within the network
managed by the ROS2 communication system. Table 3 sum-
marizes the measurements charred out for each ROS2 node at
its different hierarchical levels, where each node and its topic
with the network usage bandwidth, the publication frequency
of each topic in ROS2, and the size in kilobytes of themessage
can be observed. Additionally, the frequency of each control
loop in the electronic systems has been included.

OWAMP (One-way Active Measurement Protocol) was
used as the protocol for measuring latencies in our network.
This protocol has been designed to evaluate the one-way per-
formance of a network and is a product of the IP Performance
Metrics (IPPM) Working Group of the Internet Engineer-
ing Task Force (IETF) [34]. Through its implementation,
we carried out a detailed analysis of the network and obtained
latency measurements for different interconnection methods
(see Table 4 ).

The OWAMP protocol, specified in RFC 4656 [34], has
undergone a standardization process. The OWAMP specifi-
cation includes a detailed description of the protocol and how
measurements should be made, enabling others to implement
and validate the protocol in their own systems.

To ensure efficient communication, an internal NTP (Net-
work Time Protocol) server was used within the network,
based onMills’ proposal, [35]. This synchronization protocol
ensures temporal coherence across all systems, thereby mini-
mizing the potential for delays or errors in data transmission,
which is essential for optimal robotic system performance.
In addition to network-wide synchronization, we have lever-
aged the capabilities of ROS2 message headers, which

FIGURE 8. ROS2 message response times between the high, medium and
low levels.

include crucial timestamp information. This feature allows
for precise tracking of the sending and receiving moments
of each message, ensuring accurate interpretation upon its
arrival at the destination. Furthermore, ROS2 introduces fea-
tures and Quality of Service (QoS) settings to address various
communication challenges, including packet loss.

Among the array of QoS policies provided by ROS2, the
Reliability policy is particularly relevant to the management
of packet loss. This policy dictates the middleware’s behav-
ior in the face of lost packets, offering two configuration
options: BEST_EFFORT, which does not attempt retrans-
missions, and RELIABLE, which ensures that lost packets
are retransmitted. In our implementation, we have opted for
RELIABLE, aligning with our commitment to robust and
dependable communication within the robotic system.

As shown in Fig. 8, the trigger event is transmitted from
the upper level (High Level) to the middle level (Middle
Level). The latter contains a series of gait pattern-generating
algorithms that are essential for the optimal operation of our
exoskeleton. The frequency at which the middle level reads
the messages transmitted from the upper level is, in general
terms, approximately 60 Hz. However, after closer obser-
vation and measurement of the timestamps for all received
messages, we determined a real rate of 62.5 Hz. This means
that for every 16 milliseconds, the middle level is able to
receive and process a message arriving from the higher level.

On the other hand, the pattern generator’s function is to
calculate and send new positions to the lower level (Low
Level). This level is responsible for controlling each of the
exoskeleton’s joints. Here, the average reading time (RMS)
for each cycle ranges between 0.3 and 1.31 milliseconds
(Fig. 8). This variance reflects the existence of nodes oper-
ating at a swift 0.3ms, while others function at the slower
pace of 1.31ms. This range ensures a near-instantaneous
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TABLE 3. Evaluation of ROS nodes and frequency control loop.

TABLE 4. Latency measurements for different interconnection methods:
Ethernet vs. Wi-Fi.

response in the actuator control system, thus ensuring precise
and effective control of our exoskeleton. This efficiency in
communication and control is one of the fundamental aspects
that guarantee the superior performance of our system.

B. MODULARITY
A standout feature of the proposed system is its modular-
ity. In the different suggested levels, electronic components
can be interchanged without affecting any other level. The
only constant that must be maintained is the communication
protocol and the different types of messages established in
the topics, which are based on ROS2 through an Ethernet
network.

During the technical validation process, the Pattern Gen-
erator module was swapped, originally implemented on a
Raspberry Pi 4, for an SBC LattePanda Delta system. It is
relevant to mention that both systems operate with simi-
lar versions of the Linux operating system. Additionally,
it is worth noting that specific adjustments are necessary
for the new system to connect to the NTP server and thus
achieve synchronization. This circumstance demonstrates the
system’s flexibility and its ability to adapt to different hard-
ware configurations without compromising its functionality
or performance. In addition, a significant modification was
implemented in the traction system. The original omnidirec-
tional system was replaced by a treadmill system (Fig. 9).
The main goal of this change was to conduct exhaustive
tests on the pattern generator and directly observe the results,
eliminating the translation factor.

This procedure involved connecting the treadmill system to
the ROS2 message responsible for transmitting the walking
speed. It is pertinent to observe that the direction of the walk
in this system was not used since the treadmill’s structure
itself limits such movement, restricting walk to a predeter-
mined direction.

FIGURE 9. Modification of the traction system to a treadmill.

FIGURE 10. Addition of the ExoSMA_Node node that is used to manage
the flexible exoskeleton.

After conducting the relevant tests, the system demon-
strated optimal performance. The treadmill synced perfectly
with the walking speed, allowing for real-time adjustments.
This fact clearly illustrates the adaptability of the D2W
robotic platform and its ability to efficiently integrate and
handle different traction systems, significantly increasing its
versatility and applicability in various operational conditions.
The correct performance of the system after these changes
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demonstrates the ability of our proposal to adapt to different
types of hardware.

C. SCALABILITY
The D2W robotic platform is designed to be scalable,
a feature that gives it the ability to handle increasing work-
loads, incorporate new functionalities, and adapt to a broad
spectrum of operational conditions. Scalability in terms of
hardware is achieved through its modular design. Each mod-
ule or component can be modified, updated, or replaced
without affecting the performance of the complete sys-
tem. This flexibility allows the D2W platform to integrate
advanced electronic components and adapt to future techno-
logical improvements.

Regarding software scalability, the D2W exoskeleton,
thanks to its middleware based on ROS2 via Ethernet, allows
for the integration of new nodes or software modules as
they are developed or become necessary. Likewise, ROS2
offers a range of standardized communication interfaces and
provides a high degree of compatibilitywith various hardware
platforms and programming languages.

The scalability of the D2W robot also extends to its syn-
chronized time system, based on the Network Time Protocol
(NTP). This system ensures that, as more modules or compo-
nents are added to the system, all parts can maintain accurate
time synchronization, a critical capability for the efficient
operation of a complex robotic system.

To demonstrate the scalability feature of D2W, the inte-
gration of a flexible ankle exoskeleton designed by UC3M
[36] was carried out. This system used actuators built using
Shape Memory Alloys (SMA) with the aim of accurate
adjustment of the ankle angle. The integration process for the
D2W system involved a series of technical steps. First, the
exoskeleton system was physically connected to the D2W.
Subsequently, the necessary software-level configurations
were carried out to ensure optimal interaction between the
two systems. This involved programming the specific param-
eters of the exoskeleton system into the D2W configuration.

Once the physical interconnection was established, the
exoskeleton system was linked to the ROS2 message that is
transmitted from the D2W gait pattern generator. This con-
nection enabled the speed and walking pattern of the D2W to
directly influence the adjustment of the ankle angle provided
by the exoskeleton. The result was a real-time modification
of the ankle angle (see Fig. 9), effectively demonstrating the
scalability and adaptability of the D2W. This achievement
shows the ability of the D2W to incorporate and adapt to new
modules, highlighting the practicality of its scalability in real
robotic applications.

VII. DISCUSSION
This article defines a control architecture capable of mim-
icking certain actions of human walking. It addresses the
main limitations identified in Section II: most of the current
robotic solutions are organized in hierarchical levels of elec-
tronic control, which work correctly for the solutions they

were designed for. However, these robotic systems contain
different electronic systems that are designed ad hoc, prevent-
ing them from being modular and/or scalable. The proposed
architecture is bioinspired by the human motor control sys-
tem. The proposed implementation is able to generate control
loopswith different hierarchical levels that communicatewith
each other tomanage complexmovements. A communication
architecture was developed that can achieve latency similar
to that of the human biological system and requires a small
bandwidth (1.12Mbps). The latencymeasurements presented
in this article are indicative, as there are external factors to
the network that can affect the results, such as traffic load,
geographical distance, and cable quality.

The choice of the ROS2 distribution (ROS2 foxy) enabled
us to create a communications network for the platform so
that it could be replicated at any time. It also allowed us
to create a modular and hierarchical control architecture in
which we can include new sensors to implement more com-
plex processes. ROS2 tools also allow for the monitoring of
the gait of patients who are using the D2W exoskeleton.

A. LIMITATIONS OF THE ARCHITECTURE
While the bioinspired architecture offers promising advance-
ments in robotic control, it’s paramount to acknowledge
its potential challenges. As we delve into these intricacies,
it becomes clear that alongside its many benefits, certain
limitations arise that warrant consideration:

Enhanced System Complexity: While the architecture
seeks to emulate human movement intricacies, it inevitably
introduces an elevated level of complexity to the electronic
system.

Financial Implications: Instead of streamlining expendi-
tures, the architecture might inadvertently raise the associated
costs due to its sophisticated nature.

Energy Consumption Concerns: The advanced features
and capabilities might result in an uptick in energy consump-
tion, demanding more efficient power management.

Tethering to Middleware: The system showcases a pro-
nounced reliance on ROS2, which could pose challenges
in terms of adaptability and system versatility in diverse
scenarios.

Oversimplification of Natural Models: Nature and biol-
ogy, in their essence, are profoundly complex. Endeavors to
simulate or derive inspiration from them will, by necessity,
introduce simplifications. These streamlined interpretations
might curtail the architecture’s precision and overall efficacy.

In light of the aforementioned limitations, it’s essential to
weigh the architecture’s potential benefits against its draw-
backs. Every technological advancement comes with its set
of challenges, and in the framework of robotic solutions, the
balance between complexity and utility is always delicate.
While the architecture promises enhanced capabilities and a
closer approximation to human motor functions, its broader
applicability will ultimately be determined by how well it
can mitigate its inherent limitations and cater to diverse, real-
world scenarios.
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VIII. CONCLUSION
The proposed improvement in the electronic architecture of
devices that can assist with human walking can contribute
to the creation of exoskeletons that offer more personalized
therapies. Thanks to this new conceptual framework, we can
highlight the following advantages:

• Greater modularity: This facilitates the creation of more
complex systems and the integration of reusable soft-
ware components.

• Improvements in compatibility with programming lan-
guages: ROS2 is compatible with a wide range of
programming languages, allowing developers to choose
the language that best suits their needs and skills.

• Improvements in interoperability: ROS2 allows for
interoperability with other systems, facilitating integra-
tion with external devices and the creation of more
complex solutions.

• Support for distributed applications: This architecture is
compatible with the creation of distributed applications,
enabling developers to create solutions that run on mul-
tiple systems and locations.

• Facilitates supervision and control: With a hierarchical
system, it is easier to monitor and control activities,
as each level of the hierarchy contains its own specific
tasks.

The proposal presented can be applied to exoskeletons used
for both assistance and rehabilitation, as it focuses on facili-
tating control of the device by making it similar to the motor
control of walking. With this study, it is intended that future
robotic platforms and exoskeletons can adopt and take full
advantage of this bioinspired architecture for their control.
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