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ABSTRACT Gate security systems use authentication methods to operate hardware components that grant
or deny access to restricted areas. Each context has specific requirements to determine user admissibility.
There are currently no design recommendations available for these systems despite their significance. Most
research proposes designs based on their recommended authentication scheme without providing general
guidance on constructing these systems. This study follows the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) guidelines to conduct a systematic literature review, focusing on
recent smart gate research. Studies published between 2016 and 2023 are analyzed and evaluated to identify
their main components and authentication schemes. A total of 52 studies published in various journals and
conferences are collected. After conducting the review, three main design themes are identified: smartphones,
tags, and biometrics. These themes are the focal point of the study. Of all the designs, 66% consider using only
one-factor authentication. These designs primarily rely on biometric-based methods. During the COVID-19
crisis, some designs used biometric authorization instead of identity authentication to incorporate health
status, with a focus on detecting whether the person wore a face mask and had a normal body temperature.
Furthermore, the review reveals that most studies disregard the system’s hardware components and focus on
authorization. Additionally, only 25% of the studies conduct an implementation for their design and produce
results evaluating their performance. The study concludes that a successful smart gate design must consider
and balance cost, usability, and security. Furthermore, health status needs to be verified as an additional layer
of protection after determining the existing authentication requirements.

INDEX TERMS Biometrics (access control), COVID-19, face recognition, health and safety, iris, Internet
of Things, smart healthcare.

I. INTRODUCTION

The main task of a gate is to protect and prevent unauthorized
entry. A smart gate performs its task while heavily relying
on an intelligent ecosystem that incorporates other factors to
either allow or deny access. Consequently, a gate security
system can be defined as an integrated gate equipped
with electronic components, such as proximity sensors and
actuators, with the aim of reducing the effort needed to
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open and close gates [1]. A smart door has a smart digital
lock system that allows a person to open a door or grant
access to a location via user authentication. Essentially, the
technology used for smart-door implementation is controlled
by a microcontroller, combined with identification in the form
of a password [2].

With increasing industrial and residential sectors, auto-
mated gates have become a significant concern for end
users. Automated access control systems for security and
privacy threat prevention are vital in various contexts, such
as airports, educational facilities, and residential compounds.
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Standard requirements are shared among all contexts, such
as verifying the user attempting to enter and the hardware
that opens and closes the gate once the user is approved.
However, the security level is different based on the criticality
of the place. For instance, in airports, designs are focused
on allowing only one person through the gate. Such a
requirement is relaxed at a residential gate, thus allowing
multiple people to enter together.

Various researchers have developed designs for gate
security systems. While only some of these designs identify
the hardware components of the gate, all of the designs focus
on the authentication scheme used to either allow or deny
access. To our knowledge, a systematic review has yet to
be conducted on gate security systems. Such a review is
essential for identifying the trending technologies and the
emerging issues associated with these systems. Furthermore,
such a systematic review will serve as a reference for design
recommendations based on previous studies and highlight
areas for possible improvement. Moreover, such a review can
help identify possible threats and attacks that can affect these
systems and possible solutions.

Authentication schemes are expected to preserve the
integrity, certification, and availability of the systems they
protect [3]. They generally fall into three categories: what
you know, what you have, or what you are [4]. Some
researchers have proposed other categories, such as where
the user is (based on location) and what the user does [5].
Systems are secured with one or more factors from the
following categories. Each factor is associated with threats
or weaknesses that compromise access. To identify system
vulnerabilities, one can map the authentication schemes
being used. This approach will help to detect any potential
weaknesses in the system.

A. HEALTH STATUS AS SECURITY REQUIREMENT

In response to the COVID-19 pandemic, countries ramped up
efforts to trace and contain the virus’s rapid spread. Countries
imposed restrictions to limit the advancement of COVID-19,
such as wearing masks, maintaining the temperature within
the normal range, minimizing gatherings, enforcing social
distancing, the continuous sterilization of surfaces and hands,
and not sharing artifacts. These measures were necessary to
tackle the virus and slow its spread until a cure or vaccination
was found. Accordingly, a new form of admissibility was
introduced in many countries worldwide.

In early December 2020, drug authorities in several
countries conditionally approved newly developed vaccines.
The Kingdom of Saudi Arabia linked all its residents to an
application called “Tawakkalnad” to manage and display
their health status to those concerned. Those who were not
fully vaccinated were not allowed access to facilities. Security
personnel oversaw the verification of the health status of
those who wished to enter various facilities despite them
having obtained prior permission. This became problematic
as the queue of people or cars wanting to enter increased
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at certain times, placing additional pressure on the security
guards. Thus, the access of gate security systems needs to be
automated based on the existing designs of automatic gate
systems while also considering the health status as a security
requirement.

This study aims to identify the general design requirements
for gate security systems by referring to existing designs.
Furthermore, it reviews the possible threats to such sys-
tems and identifies ways to overcome them. The design
recommendations are based on the emerging technologies
reported in the literature while also incorporating health
status regarding COVID-19 as a security requirement.
Identifying health-aware gate security systems contributes to
the consideration of health requirements, as in the case of the
COVID-19 pandemic and other future situations. This study
also aims to identify the performance evaluation metrics for
gate security systems.

B. VULNERABILITIES OF GATE SECURITY SYSTEMS

Gate security systems are becoming increasingly crucial
for preventing access to those who are unauthorized. Such
systems can be set up for protection in various locations,
such as banks, healthcare centers, educational facilities, and
gated houses. For example, a previous study [6] designed
a gate system to protect automatic teller machines (ATMs)
from unauthorized access. Other systems have been designed
to automatically allow access to educational facilities based
on an official ID. During the COVID-19 pandemic, screening
shifted to checking the health status of those entering based
on certain guidelines. Users were not allowed entry if they
were not vaccinated, not wearing a mask, or presented
with a high temperature. Smart gate systems have authen-
tication vulnerabilities such as man-in-the-middle attacks,
stolen verifiers, guessing, forgery, or eavesdropping [7].
The choice of the authentication approach is based on its
performance, usability, and security [4]. Therefore, the design
considerations of a smart gate are primarily guided by the
understanding of possible threats and drawbacks.

This study mainly aims to thoroughly review gate security
system designs. Specifically, it aims to collate the literature
and critically evaluate how the designs of gate security
systems are proposed, implemented, and considered. The
remainder of this paper is as follows. Section II describes
the research methodology and research questions. Section III
provides a background that explains the design of gate
security systems. Section IV proposes various classifications
for gate security systems based on the reviewed literature.
Section V includes a discussion and a review of the
limitations. Section VI explains the solution requirements
for gate security systems, specifically those that incorporate
health status. Section 7 presents a brief conclusion and future
directions of study.

C. RESEARCH CONTEXT
The current research was inspired by the challenges
encountered during the COVID-19 pandemic. The main
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challenge at this time was introducing health status as an
extra layer of security along with authentication schemes.
Another challenge was to utilize technology to achieve health
guidelines that required social distancing and contactless
interaction. Furthermore, the designs were expected to
incorporate data from external systems, including vaccination
status and negative test results. These dimensions suggested
exploring the existing efforts and determining how new
designs can be extended to support the new requirements.
It also presented the need to identify design evaluation
methods and quality targets.
This work is expected to contribute the following to the
body of knowledge:
« Explore and categorize the existing smart gate designs;
o Identify design guidelines that can be followed to
produce new smart gate designs;
« Determine the quality dimensions of smart gates that can
guide performance evaluation; and
« Identify the gap in the published works that propose
smart gate designs.

Il. RESEARCH METHODOLOGY

Systematic literature reviews collate literature and com-
bine findings to examine a hypothesis [4]. The Preferred
Reporting Items for Systematic Reviews and Meta-Analyses
(PRISMA) guidelines describe the steps that should be
taken to ensure a study’s rigor. The current such review
will guide similar future reviews and justify the list of the
included literature. The current systematic literature review
process involved three main stages: planning, conducting, and
reporting.

A. RESEARCH QUESTIONS

This study performed a systematic literature review of
papers about gate security systems that have been published
since 2016. Although articles on gate security systems were
published before 2016, only the most recent ones are focused
on uncovering the latest trends. Moreover, more recent papers
are expected to highlight the current designs that propose
incorporating health status as part of the COVID-19 calamity.
Numerous databases were consulted, including Springer-
Link, ScienceDirect, Elsevier, and Institute for Electrical and
Electronics Engineers (IEEE) Xplore. Access was obtained
through Web of Science and Scopus to obtain trusted and
relevant papers. To identify the relevant articles, the following
search terms were used: ‘“‘Secure Access,” ‘‘Automatic
Gate,” “Smart Door,” “Access Control System,” and “Gate
Security.” Research questions were formulated to guide the
search process as follows: Q1: What are the components of
gate security systems? Q2: How does authentication occur
in such systems? Q3: What are the possible threats and
drawbacks of gate security systems? Q4: What are the design
considerations of gate security systems when supporting
health security?
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B. SCOPE OF REVIEW

Papers were reviewed in terms of relevance using their titles,
abstracts, and keywords. Many were excluded because they
were based on similar topics, such as cloud storage and
network access. In the screening process, titles available for
full access were also reviewed. Studies proposing the design
of gate security systems were the focus. Some such studies
addressed hardware- and software-related aspects, whereas
others only focused on authentication and authorization
processes. All these studies were included in this review.

C. RESULTS

Initially, 486 papers were retrieved, of which 45 were
found to be duplicates. After identifying the target period
as 2016-2023, the number of papers decreased to 255.
Moreover, papers that were not fully accessible were
excluded. Some of the papers were thoroughly read to
identify their contributions and contents. The final number of
papers reviewed was 52. Fig. 2 shows the PRISMA diagram
created by [8].

Ill. BACKGROUND AND RELATED WORK

Gate security systems include smart locks, smart doors, auto-
matic gates, gate controllers, access control systems, entrance
guards, electronic gates, security controls, and other systems.
Some of these terms are used in this review to refer to gate
security systems, as defined in the introduction. Gate security
systems comprise authentication/authorization schemes that
aim to determine whether a user can enter. Authentication
involves the identification of the user’s identity, whereas
authorization determines whether the user has access. This
scheme commands a hardware component that moves the
door and allows access. Some smart doors described in
the literature comprise a sensor that automatically activates
the authorization process. Numerous studies have focused
on authentication/authorization schemes, only some of which
provide descriptions of the hardware components used.
Some of the described hardware components need to be
more suitable for real-life doors. These designs have been
used as prototypes to test the door’s ability to authorize
access. This section closely examines hardware components
and authentication schemes used in smart doors. The first
subsection summarizes the hardware components used to
design gate security systems. The second subsection groups
the authentication schemes used, including smartphone-,
biometric-, and tag-centered systems.

A. HARDWARE IN GATE SECURITY SYSTEMS

The hardware components described in the literature include
a microcontroller, a distance sensor, and an actuator. The
microcontroller is a programmable circuit board that connects
and controls other hardware. A distance sensor measures the
distance between the user and the gate. The actuator moves
the gate to open and close. Some studies employed Raspberry
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FIGURE 2. Selection process results.

Pi and Arduino as microcontrollers, whereas others do
not discuss what hardware they used. The type of motion
sensor used is also specified in some studies. Regarding
actuators, some studies used direct current (DC) motors with
electromagnetic locks, whereas others used solenoid door
locks. The employment of other hardware components was
found to depend on the authentication scheme, such as radio
frequency identification (RFID) tag readers, quick response
(QR) code readers, cameras, thermal cameras, fingerprint
readers, and vein pattern readers. Overall, while the software
components of gate security systems have received a fair
amount of attention, the selection and setup of hardware
components need to be more focused on.

B. AUTHENTICATION IN GATE SECURITY SYSTEMS
The software component of a gate security system is respon-
sible for verifying whether a user meets the requirements
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to be allowed access. The literature review revealed a trend
regarding the approaches used to design smart doors. Three
types of systems were identified: smartphone-, tag-, and
biometric-centered systems. These categories emerged based
on the main authentication factor used when designing each
gate. Some gates may use multiple factors; however, entrance
requires a smartphone, a tag, or a biometric feature to
function. These systems are summarized in the following
subsections.

1) SMARTPHONE-CENTERED SYSTEMS

Smart gates are designed to utilize smartphones to exploit
their various options. Smartphones provide a means for
verifying a user’s identity. Reference [9] used smartphones
to verify user login information. They designed a smart
gate that uses broadcast messages from a mobile app that
connects to the gate to either allow or deny access. Their
zero-effort authentication is activated based on proximity to
the smart gate and whether the user has logged into the mobile
application. Similarly, [10] suggested sending a QR code to a
smartphone app to allow users access to secured areas. Their
design is low-cost and flexible.

Furthermore, some designs center around smartphones
that employ technologies that are available in these devices,
such as Bluetooth, Wi-Fi, and General Packet Radio Service
(GPRS). A study published in 2016 suggested the use
of Bluetooth [6]. The authors proposed a solution for its
application as a locking system in ATMs. Using an exclusive
mobile app, the smartphone functions as a repeater and sends
a secret code from the server. This code is communicated to
the gate using Bluetooth technology. The design allows other
options for connecting with the gate, including university
serial bus (USB) channel connections. A similar study was
conducted in [11]. Reference [12] tested a system based
on smartphone Bluetooth authentication and found that it is
a good alternative to RFID technology regarding accuracy
and speed. Additionally, they highlighted its convenience,
as users are more likely to remember their smartphones. They
found that the gate responded to the system when the phone
was at a maximum distance of 5 m. Reference [13] improved
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this distance to 8 m. Their application was set up to allow
the opening of garage doors from a distance. References [14],
[15], and [16] used a similar approach.

Reference [17] introduced an automatic lock for short-stay
vacation homes using smartphones and Bluetooth con-
nections. This system unlocks the door using Wi-Fi,
allowing homeowners to unlock their homes for visitors.
Consequently, homeowners can leave the house and still
allow visitors entry; moreover, the designed mobile app
with Bluetooth-enabled messages allows one to authenticate
visitors. Therefore, homeowners have high flexibility and can
unlock their homes from almost anywhere. Reference [18]
proposed a similar approach.

Furthermore, [19] presented an alternate method for
authorizing smartphone access. Their cloud-based approach
encourages logins from the WeChat applet. This front-end
solution allows users to register a smart door to be unlocked
through the app in the future. Authentication occurs in a cloud
database that passes a Hypertext Transfer Protocol (HTTP)
request to Raspberry Pi for hardware response. Although
the system outperforms existing designs, some safety- and
integrity-related deficiencies require improvement.

Smartphone imaging capabilities have been used to
provide live feed for property owners based on the design
proposed by [20]. When a user arrives at a locked door,
they must have an Android app installed that connects to the
Bluetooth scanning application in the gate. The owner can
view the user through the mobile app and grant access if the
user is authenticated. The owner’s app is connected through
Wi-Fi to the smart gate. Similarly, [21] used an Android
app for similar authentication, which worked at a maximum
distance of 19.2 cm.

2) TAG-CENTERED SYSTEMS

This subsection describes the designs that contain tags or
cards that use RFID or QR codes. References [22] and [23]
proposed using a QR code. Their systems have an acceptable
response time and are inexpensive to install. Reference [24]
created an authentication protocol by defining public and
private keys. The keys are augmented in a smart card that
the user can use. Tag-centered authentication in smart doors
based on RFID has also been reported. Reference [25]
combined RFID authentication with the image scanning of
the user’s picture from their card. However, this method still
leaves the final decision up to the security guard. Another
study combined RFID and messages sent via the Global
System for Mobile Communication (GSM) to the user’s
phone [26].

3) BIOMETRIC-CENTERED SYSTEMS

The third design theme is based on biometrics. Biomet-
rics are unique anatomical or behavioral features either
found in or performed by individuals, respectively [27].
Anatomical features include the iris, retina, face, and veins,
whereas behavioral features include one’s voice, signature,
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and keystroke rhythms. In the context of smart doors,
iris, vein patterns, fingerprints, and face recognition have
been employed for authentication. Many studies have yet
to consider factors other than single-factor authentication.
A previous study proposed using irises to authenticate a
smart door [28]. This method uses images scanned from
patterns in the user’s eye for recognition. It is regarded as
one of the fastest and most reliable biometric authentication
approaches; however, it is not as common owing to its high
cost. Another study proposed using one’s vein pattern [29].
They concluded that a high level of classification accuracy
can be achieved using neural networks as classification
and categorization models. Reference [30] proposed a
fingerprint-based smart-door design. Their system uses a
ZigBee wireless network to transfer a fingerprint image to
the server for comparison. However, they did not publish
any results. Another study proposed using fingerprinting as
an authentication method [31]. Specifically, they proposed
an algorithm to improve fingerprint reading using short-time
Fourier transform (STFT). Reference [32] combined fin-
gerprint authentication with RFID to enhance security.
Their system was found to be sensitive to sunlight. In a
recent study, [3] proposed fingerprinting as an authentication
method. They used an artificial neural network (ANN)
for feature extraction from fingerprint images. However,
their main contribution is enhancing gate security using
blockchain technology. This is crucial for the door design
of sensitive areas where network attacks threaten gate
security.

Earlier models focused on the facial features to be
extracted. Using a webcam and principal component analysis
(PCA), reference [33] attained an accuracy of 95% from a
distance of 60-120 cm. They also reported a response time
of 1.21 s for the matching process, without accounting for
the hardware response time. A similar study [34] reported
a response time of 4.6 s, including hardware movement.
However, their model was 80% accurate. Reference [2]
proposed a similar design; they applied a PCA method called
EigenFace, and their model achieved an accuracy of 94%
from a distance of 25-75 cm. Similar designs have been
proposed by [35] and [36]. In [37], face recognition was used
to identify gender, but no results were reported. Another study
by [38] performed facial detection using neural networks.
These authors built a backpropagation neural network model
to improve face recognition accuracy and achieved 97.8%
accuracy and an 0.8% false detection rate. Recently, [39]
used a low-cost camera to collect images of users and place
them in the cloud. Their system automatically compares the
saved images with users attempting to access them. If a match
exists, the door unlocks; otherwise, an alarm goes off, and
pictures of the user are sent to the place owner. Reference
[40] proposed a similar design.

Reference [41] designed a multifactor authentication
approach that mainly relies on face recognition. They used
PCA and linear discriminant analysis to improve the model
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TABLE 1. Table summarizing the designs in the literature along with their advantages, disadvantages, and challenges.

Study Type of system Advantages Disadvantages Challenges
9] Mobile-centered Convenience Small proximity, needs a  Distance, connectivity,
Wi-Fi connection identity checking, need for
specific software or apps
[10] Low cost
[6], [11] There is an option to access using a USB link ~ Needs a  connection
through Bluetooth and
Wi-Fi
[12] Accurate, speed, convenience, response dis-
tance up to 5 m
[13], Improved response distance up to 8 m
[14],
[15],
[16]
[17], Good response distance, authorize user  No identity authentication
[18] phone
[19] Faster, improved response distance Some security deficiencies
[20] Identity check using a camera The need for connection
through Wi-Fi, decision
made by humans
[21] Identity check using a camera, improved re-
sponse distance 19.2 cm
[22],[23]  Tag-centered Low cost Low response time Tag can be lost
[24] Double authorization through public and pri-
vate keys
[25] Authentication through picture scanning Final human decision
[26] Confirm through GSM Connectivity
[28] Biometric-centered  Fast, reliable High cost Distance, cost, response
time
[29] Accuracy
[30] Compare images to a database Connectivity, no published
results
[31] Improved reading time
[32] Combined with RFID to enhance security Sensitive to sunlight
[3] Enhanced security using blockchain
[33] Accuracy 95% Short distance 60-120 cm,
response time 1.21 s +
hardware response
[34] Response 4.6 s, low accu-
racy at 80%
2] 94% accuracy, distance better at 25-75 cm
[38] Accuracy of 97.8%
[39], Low-cost camera Needs Wi-Fi
[40]
[41], Recognition under different lighting con-  Speed
[42], ditions, alternative options (card and pass-
[43] word), 98.9% accurate
[44], Investigated order to authentication to im-
[45] prove accuracy (RFID, fingerprint, face de-
tection)
[46] Improve response distance Low accuracy at 74.6%
147] 92% accuracy Slow at 14 s
[48] Health centered No identity verification Reporting cases of not
wearing mask, final
decision by human
[49] Human decision
[50] Checking temperature Human decision
[51] Collect vaccination and temp using audio Problem with dim lighting
and voice detection
[52] Authenticate, although with a mask 77% accuracy
[53] Checking the temperature and verifying  High-cost sensors

masks

accuracy. They resolved the issue of facial recognition under
various lighting conditions. Furthermore, for increased user
friendliness, users are needed to swipe RFID cards. The
door accepts password authentication when the user forgets
their card. The system has 98.9% accuracy. Similar designs
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have been proposed by [42] and [43], with 100% and 97.2%
accuracies, respectively.

Reference [44] adopted a multifactor approach focusing
on face recognition. They used face recognition, RFID, and
fingerprints to investigate different scenarios to reduce the
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false acceptance and false rejection rates. They experimented
with the order of authentication and found that RFID followed
by fingerprint and face recognition yields the best results.
Reference [45] proposed a similar design. Reference [46]
proposed a multifactor authentication design. They used
license plates, car makeup, and face detection to allow
access. Their model aims to protect gate communities and
allow access from a distance. The model has 74.63%
accuracy. A two-factor approach based on face detection and
a smartphone application was presented in [47], in which the
authors achieved 92% accuracy, a 4% false detection rate,
and low error rates. The response times were 13 s for i0S
smartphones and 11 s for Android.

a: HEALTH STATUS-CENTERED SYSTEMS

In health status-centered systems, the user’s health status
needs to be verified before allowing access. Three such
designs have been proposed following COVID-19 restric-
tions. The first design proposed using face recognition to
identify whether a user is wearing a face mask [48]. Using
deep learning, particularly Mnet and Res-Net, [49] proposed
a system to recognize and report those who are not wearing
masks. Reference [50] extended this design to incorporate
the temperature of the user, in which the user’s temperature
is acquired using a thermal camera attached to the gate.
The third design includes COVID symptoms, risk factors,
and vaccination information [51]. It also collects audio data
to reduce the chances of contact with users. However, the
system suffers from problems, such as dim lighting and voice
detection.

The design proposed by [52] uses an OpenCV image-
processing library from Python to detect people wearing face
masks. It incorporates color recognition from a smartphone,
which displays green if someone does not have COVID-19.
The main contribution of this design is highlighted by the
model’s ability to identify human faces despite the use of a
mask. For users wearing masks, the model detection accuracy
rate was 77%. Reference [53] presented a model that checks
the use of masks and evaluates body temperature. They used
OpenCV and TensorFlow libraries for image processing and
noncontact infrared temperature sensors.

It is noticeable that these designs were not proposed as
an additional layer to the existing authentication process
of a specific place, i.e., an educational facility. Instead,
the authors suggested that these gates be used for the sole
purpose of determining the admissibility of users based on
their health status. Therefore, none of the abovementioned
designs explored the effect of having the gate authenticate
or authorize the user. However, the work of [52] was directed
toward uncovering the person’s identity behind their mask.
While representing a step toward incorporating health status
with the traditional authentication/authorization process, the
authors’ effort needs to be explored or detailed more than it is
in their design. Table 1 summarizes and compares the results
based on advantages, disadvantages, and challenges.
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IV. CLASSIFICATION OF SECURE GATE SECURITY
SYSTEMS

A. DISTRIBUTION BY YEAR OF PUBLICATION

The literature review shows that gate security systems
are gaining an increasing amount of attention. Figure 3
shows that the level of interest in research on gate secu-
rity solutions focusing on health-aware designs increased
between 2021 and 2022. Specifically, biometric-centered
gate systems have gained the most interest, followed by
smartphone-centered systems (Figure 4).

B. DISTRIBUTION BY TYPE OF PUBLICATION

Fig. 5 displays the distribution of publications based on four
categories: journal papers, proceedings, IEEE conferences,
and conferences. It can be seen that journal papers and
conferences are the most common type of publications.

C. DISTRIBUTION BY AUTHENTICATION ELEMENTS

This review reveals an increasing interest in applying face-
detection authentication, with almost half of the designs
including face detection as either the only authenticating
factor or an accompaniment to other factors. The trend is
moving toward applying face detection and improving system
accuracy by implementing machine-learning and image-
processing techniques. Most of the proposed designs suggest
features that can improve the accuracy of the detection
algorithm. Advancements in image-processing techniques
have suggested further progress in this domain. Furthermore,
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the fact that most smartphones use face detection for
authentication has encouraged the use of these devices
as a second layer to verify user identity. Fig. 6 shows
the distribution of the principal elements in the designs.
Single-factor authentication has been dominantly used in the
literature, with almost half the designs employing biometric
factors and the other half employing smartphones. Fig. 7
displays the number of designs that suggest single, double,
and multiple factors for authentication. Based on [54],
an authentication scheme is considered multifactor if it
employs two or more authentication technologies from the
following categories: something you know, something you
have, and something you are. Although many designs have
employed single-factor authentication, others have employed
double- or multifactor authentication. Fig. 8 shows the
distribution of the most-combined themes, which are the
biometric and tag themes.
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Another evaluation criterion for gate security systems is
whether they verify access rights (authorization) or identity
(authentication). Almost 80% of the designs verify the user’s
identity, whereas the remaining designs confirm only the
user’s accss rights. Figure 9 shows the distribution. Only
two designs verify the user’s identity out of the six health
status-centered designs presented.

V. DISCUSSION AND LIMITATIONS

This literature review reveals that the hardware components
associated with gate security systems have yet to be discussed
for all designs. However, these components are an integral
part of the system and can affect its performance. Raspberry
Pi and Aurdino have been used as controllers, with the latter
being more affordable. Therefore, most of the designs have
employed Aurdino. Sensors are not frequently used because
of the design specifications; for example, the card reader is
activated when a card is swiped in designs with RFID cards.
Other aspects related to the response time of the gate can be
attributed to hardware components; however, this has yet to
be discussed in the literature.

Additionally, the authentication themes proposed and the
factors frequently used in the literature were revealed through
the current review. Security, usability, and performance are
the aspects that need to be considered when discussing
solution requirements. Smart gates aim to provide protection
and prevent unauthorized individuals from passing through
the gate. This is achieved by satisfying the basic requirements
of the security process via authentication. Most designs
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TABLE 2. Comparing themes based on possible attacks and those that can be overcome or reduced.

Theme Factors Possible attacks Overcomes/reduces
Bluetooth man-in-the-middle attacks, stolen verifiers, . )
Smartphone-centered ——F—m——— . . Guessing, shoulder surfing
Mobile app guessing, forgery, or eavesdropping
R code . . . . ) . .
Tag-centered Smancar T Forgery, man-in-the-middle attacks, stealing token ~ Guessing, shoulder surfing, one-time observation
Face detection
Fi i . . -
. . _[ingerprint Replay attack, impostor attack, forgery, Guessing, shoulder surfing, forgery, brute force,
Biometric-centered Iris . 4 . . .
Vo man-in-the-middle attacks stolen verifier, one-time observation

Health status

employ single-factor authentication that relies on biometric
factors. For instance, face-detection methods verify the
identity of a user along with their right to access. Table 1
compares single factors, possible attacks, and attacks that the
factors can overcome.

Security can be enhanced by combining multiple factors.
Although combining tag authentication with biometrics
increases security, the cost increases, and performance may
be compromised.

Usability is defined as the degree to which legitimate
users can enter the main gate with an acceptable level
of efficiency and satisfaction without compromising the
proposed security mechanisms and ease of use and without
having recurring problems [9]. User satisfaction addresses
several aspects, including approval and acceptance of the
system’s functionality and efficiency. This is typically guided
by the gate’s performance under the applied security scheme.
Usability can be determined by interviewing or surveying
users or observing their interactions with a gate [55].
Among the reviewed literature, although some studies have
investigated the system’s performance, none of them have
explored usability. Generally, a usable system balances
performance and security requirements to manage user
errors efficiently. Reference [4] listed some items relevant
to usability applicable to gate security systems, such as
convenience (less to carry), learnability, accessibility (from
a wide range of users), and prioritizing users.

Convenience involves what the user must have to be
admitted through the gate. Biometric authenticators are
highly convenient, mobile authenticators are moderately
convenient, and tags are the least convenient. The chance
of one forgetting his or her mobile phone is lower than
forgetting a tag. Regarding learnability, smartphone- and
tag-centered systems are generally easy to learn, and most
users are familiar with them. Biometric-centered devices are
relatively less available because of their high cost; therefore,
users may need more time to learn to use them. However,
smartphones have given people access to fingerprinting
and face recognition technologies, making learning easier.
According to [56], biometric usability is a challenge for users
with disabilities, which affects the accessibility level of this
user group. Gate systems that employ mobile phones or tags
prioritize users, whereas those that use biometrics prioritize
system security. Some solutions have been introduced, such
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TABLE 3. Comparing authentication factors based on usability items:
High (h), Medium (m), and Low (I).

Smartphone  Tag Biometric

systems systems systems
Convenience m/h 1 1
Learnability h h I/m
Accessibility h h 1
Prioritize users  h h m

TABLE 4. Summary of performance criteria of gate security systems.

Tag-centered

Response time None reported

systems
Smartphone-centered Distance 19.2cmup to 8 m
systems

Distance 25-120 cm
Biometric-centered Accuracy 74.63%-100%
systems Response time 1.21s

False detection rate ~ 0.8%-4%

as the introduction of hand gesture recognition found in [57].
However, this solution does not verify user identity. Table 2
compares the usability of the three methods.

The performance of the smart gates was evaluated in terms
of the error rate, accuracy, reliability, and responsiveness.
The error rate denotes the frequency with which the
system gives falsely authorized/unauthorized access [9].
A false match rate occurs when two samples of user
data from different individuals are labeled to belong to
the same individual. This type of error is known as false
acceptance [58]. Accuracy is the degree of precision with
which a system distinguishes authorized individuals from
unauthorized individuals. Reliability indicates the capacity
of a system to deliver the necessary functions and features
when needed and its ability to be error-free. Moreover,
responsiveness evaluates the speed at which the system
yields results. It is determined by calculating how long the
system takes to match an individual’s identity with the user
requesting access, as well as the level of accuracy it delivers
in the matching phase. When evaluating performance, various
trade-offs exist; for example, increased accuracy can lead
to decreased responsiveness. Therefore, the solution must
satisfy the performance parameters.

The performance of smartphone-centered gate systems
is focused on measuring the appropriate distance. Systems
using Bluetooth have reported distances that do not exceed
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TABLE 5. Comparison of gate security systems based on security, usability, and performance. v/, requirement fulfilled; ~, requirement fulfilled and exists;

x, requirement not fulfilled; NF, requirement is not found.

System Factor Security Usability
h Authentication ~ Convenience  Learnability  Accessibility
QR v ~ v v
Tag-centered RFID v ~ v v
Smart card v ~ v v
Bluetooth v v v v
Mobile app v v v v
Smartphone-centered Wi-Fi v v v v
Cloud-based v ' v NF
Face detection v ' v X
. . Fingerprint v ' v X
Biometric-centered Iris v v - X
Vein v ' ~ X

Performance
rioritizing users ~ Low cost  Distance  Accuracy  Response time  False detection rate
NF
NF
NF

~

o

NN N NN NN
SRR I IR IR JENENEN
SR IR IR IENENENENE
SRR IR IENENENENENENEN

v
v
v
v
v
v
v

LaNN2 22

19.2 cm. Tag-centered systems measure performance based
on responsiveness; however, results have yet to be reported.
Biometric-centered systems measure performance based on
accuracy, in which the lowest reported accuracy for face
detection is 74.63%, and the highest is 100%. Another
measure is the distance, with the closest being 25 cm and the
furthest being 120 cm. Responsiveness is another reported
performance measure, and it ranges from 1.21 to 11 s.
However, the higher end of the response time measures the
time the hardware takes to physically open the gate and
the time the detection algorithm takes. Some studies have
also measured the false detection rate as 0.8%-4%. Table 3
summarizes the performance criteria and reported values.
Although sufficient data do not exist for comparing the three
approaches, it can be concluded that smartphone-centered
systems allow for detection from a further distance compared
with biometric-centered systems. This means that they can
be used in gated houses or garages. On the other hand,
the accuracy of biometric-centered systems is an important
performance measure because it affects the security level.

Health-aware Gate Security Systems Gate security systems
designed to address admissibility based on COVID-19
requirements are user-centric, as seen in most similar gate
systems [59]. The designs are mainly biometric-centered.
Earlier designs focused on authorization, whereas more
recent designs incorporate authentication. Some designs
detect whether a user is wearing a face mask. The use of a face
mask complicates the authentication task. The only study in
which the design performed authentication with face masks
achieved 77% accuracy [52]. Other designs check the user’s
temperature; such designs employ thermal cameras to detect
temperatures. Some performance features of thermal cameras
include their temperature range, accuracy, and distance range
[51]. Some cameras can detect temperatures from up to 1.5 m,
with an accuracy of +0.5°C. One study proposed a design
that checks the user’s vaccination status. This information is
obtained from mobile phone applications provided by another
independent system. In such solutions, priority is given to
health status: facemasks, temperature, and vaccination status.
Facemasks affect the authentication process; therefore, most
designs do not check user identity. Using multiple factors to
verify authentication increases the cost of these gates.

The usability of these gates is related to the factors that
are used. Thermal cameras are easy to use and accessible
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to all user communities. Facial detection is used to detect
masks, and it displays previously discussed issues. Gate
security systems that check for COVID-19 requirements
have more response times than other solutions. Table 4
compares the three types of systems regarding some of the
factors discussed. The table shows where the requirements
are fulfilled, partially fulfilled, not fulfilled, or not discussed.

VI. CONCLUSION AND FUTURE WORK

This study has reviewed the existing research on gate security
systems. While various designs have been published in the
literature, very few have highlighted the system’s hardware
components. The literature review has shown that smart gate
designs could be smartphone-, tag-, or biometric-centered.
Furthermore, the following research questions have been
answered:

Q1: What are the components of gate security systems?
Gate security systems comprise a hardware component
that is controlled by a microcontroller. Designs propose
the use of Raspberry PI and Arduino. They also include
an authentication scheme that collects the data needed to
authenticate users.

Q2: How does authentication occur in such systems?
Authentication is achieved by obtaining data from a user’s
smartphone, tag, or biometrics and comparing this data with
the user information stored in the gate system. The different
approaches have both advantages and disadvantages related
to security and usability. Some designs do not verify user
identity. The designs based on COVID-19 are mainly focused
on confirming facemasks and symptoms.

Q3: What are the possible threats and drawbacks of gate
security systems? The threats identified in the literature are
directly linked to the authentication schemes used. Issues
such as man-in-the-middle attacks, forgery, and stolen tokens
can occur. Solutions to these vulnerabilities have been
summarized in Section V based on the classification of the
designs presented. However, this discussion was drawn from
studies focused primarily on authentication schemes rather
than smart gate designs. None of the literature that has
proposed designs for smart gates has critically evaluated these
designs. There has been no discussion of attacks that can be
associated with the gate’s hardware, for instance, which can
compromise the security of the gate system. Most designs
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have focused on verifying smart gate performance regarding
authentication/authorization.

Q4: What are the design considerations of gate security
systems when supporting health security? The three con-
siderations explained earlier apply when designing health
status-aware smart gates. Most of the proposed designs
rely on biometric authentication techniques such as face
detection to detect masks and temperature sensors to check
for those who present with a fever. However, the COVID-
19 requirement of wearing a facemask hinders efforts
toward automatic face detection. Therefore, it is necessary
to use other forms of identity checking. On the other hand,
using fingerprints may increase the hazard of spreading
the virus since this process requires touching the surface
of the fingerprint reader. Balancing these choices with the
limitations of cost and usability make it challenging to
propose a design that checks both the user’s health status and
identity to determine their admissibility. These dimensions
have yet to be explored collectively and need to be presented
to justify the trade-offs affected by the design decision.
It is worth noting, however, that despite the urgent need
presented by the COVID-19 pandemic, only six designs
supported health status checking. However, these designs do
not consider the need to check for the user’s identity before
entering a restricted area; rather, they consider the health
status as the primary and only condition. The latest design
was published in 2022. This may suggest that the interest level
in the pandemic will not be long-lasting.

This review was conducted with the aim of synthesizing
the existing efforts to clarify the approaches and highlight the
gaps. The PRISMA guidelines were followed to ensure the
highest rigor level in such research. However, some limi-
tations may have affected the findings. Examples of such
constraints include that not all the retrieved papers were
accessible to the researchers. Other issues are related to
the quality of the papers retrieved. While most of them
propose designs for smart gates, very few are keen on
exploring the full depth of the design. This allowed the
inclusion of many designs that still need to be implemented
or evaluated. Nonetheless, the review is considered a step
forward that can attract attention to this critical aspect and
inspire other designs and discussions to improve the quality
of the produced research. It combines the technologies in
both software and hardware domains, along with threats and
solutions to some designs. It can serve as a good reference
for future design within any context, as it helps determine the
applicable requirements.

This review highlights the need to analyze the software
and hardware components implemented in terms of security,
usability, and performance. A holistic approach considering
the three dimensions is needed to produce better designs.
Furthermore, the focus needs to incorporate the hardware
used. Hardware usage will affect a gate’s cost, usability, and
security. Future research directions can propose designs that
are context aware based on the requirements of admissibility.
This indicates the need for suitable hardware, software,
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and performance requirements based on where they will be
used.

In conclusion, this review makes theoretical and practical
contributions. The review categorizes smart gate systems
based on authentication schemes based on the main tech-
nology used. This approach differs from other classification
attempts based on the number of authenticating factors. Such
categorization is useful because it indicates some charac-
teristics associated with each type. Furthermore, the review
identifies the gap in the published works describing smart
gates. It highlights the issue of overlooking the importance
of hardware specifications and how these specifications
affect the quality of the design. The paper presents a
practical contribution by presenting design guidelines for
future efforts, including considering a smart gate’s cost,
performance, and security dimensions. It also argues for the
importance of considering health status as an extra layer of
security instead of proposed designs that focus on the health
dimension while ignoring verifying user identity.
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