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ABSTRACT The convenience and efficient management of cloud servers have resulted in an increasing
number of users opting to store their data in the cloud. Consequently, data-outsourcing services relying
on cloud servers have been extensively deployed and utilized. In this case, before outsourcing the data to
cloud storage, we should ensure unauthorized users cannot access the data. In this article, we present a
scheme termed MKSABE-VaAR (multi-keyword searchable attribute-based encryption with verification
and attribute revocation). Aiming at the problems of inefficiency, excessive computation in the search
process, and only supporting single-keyword search in most attribute-based searchable encryption schemes,
first, we package multiple keywords into a polynomial to realize multi-keyword search. Based on this
polynomial, MKSABE-VaAR can reduce the amount of search calculation for keyword ciphertext and
improve search efficiency by reducing the number of bilinear pairing operations. At the same time, we have
made some special constructs for indexing to add verification of user attributes in the keyword search process,
which improves the search accuracy. Moreover, we adopt a linear secret-sharing technique to construct the
attribute revocation function of MKSABE-VaAR, making a lower computational cost of attribute revocation.
Furthermore, the mechanism of storing data and indexes separately greatly reduces the risk of data leakage
of MKSABE-VaAR.

INDEX TERMS Searchable encryption, attribute-based encryption, linear secret sharing, attribute
revocation.

I. INTRODUCTION
With internet technology’s rapid advancement, users increas-
ingly demand efficient data processing and storage [1], [2].
To cater to these requirements, it has become common
practice to outsource individual or enterprise data to cloud
servers [3]. However, the need for more control over
outsourced data poses significant challenges to the privacy
and security of data owners [4], [5]. Uploading encrypted
data is a common solution. We can use attribute-based
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encryption to encrypt data, which can realize fine-grained
access control. However, the retrieval of ciphertext still
needs to be improved. When the data stored on the cloud
becomes more, it becomes difficult to retrieve encrypted
data. Therefore, how to effectively retrieve encrypted files is
critical in practical applications. The conventional approach
involves downloading and decrypting files for querying,
which incurs network overhead due to unnecessary file
downloads and computational overhead for decryption and
querying. Consequently, the optimal solution entails the
ability to query ciphertext directly on the server, ensuring
the privacy of the data while retrieving it and reducing
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the communication overhead, leading to the emergence of
searchable encryption technology.

Searchable encryption (SE) is a technique that encrypts
data files, stores them in the cloud, and then retrieves the
ciphertext. To save their resource costs, users outsource
files to cloud servers but do not want the cloud service
to know the stored file content while ensuring that only
legitimate users can search the corresponding ciphertext data
based on keywords. Hence, they need to encrypt and store
the files using searchable encryption. Searchable encryption
schemes allow one to securely search and selectively retrieve
encrypted cloud data of interest based on user-specified
keywords.

Generally speaking, in a cloud system, two functions are
indispensable: one is to retrieve target data without leaking
privacy, and the other is fine-grained access control. The
ciphertext-policy attribute-based keyword search encryption
scheme (CP-ABKS) can meet the above two requirements at
the same time. The currently available CP-ABKS schemes
can be divided into two types: single-keyword search-
able attribute-based encryption schemes and multi-keyword
searchable attribute-based encryption schemes (MKSABE).
The issues with single-keyword searchable attribute-based
encryption are evident. It frequently yields numerous
irrelevant search results, wastes computing resources, and
reduces search efficiency, which can degrade the user’s
search experience. As a result, the MKSABE scheme has
emerged. However, most existing MKSABE schemes also
have many problems. For example, the search process is too
computationally intensive. Some MKSABE schemes require
a bilinear pairing operation for each keyword, which can be a
huge computational overhead when the number of keywords
increases. And search results are not verified.MostMKSABE
schemes return search results directly to the user after com-
pleting the search, without ensuring that the search results are
accessible to the user. And also excessive computation and
traffic during the attribute revocation process. The traditional
MKSABE schemes directly re-encrypt and upload the data
as a function of attribute revocation, and the amount of
data is often very large, which requires huge computing and
communication volumes. Therefore, our researchmotivations
are as follows:

• The single-keyword search model is not powerful. The
single-keyword search model returns many irrelevant
search results, resulting in inefficient searches, inaccu-
rate search results, and a bad user experience.

• The search process is too computationally intensive.
Certain ABKS schemes search processes require a bilin-
ear pairing operation for each keyword, and the bilinear
pairing operation is more computationally intensive,
which will cause more computational overhead for the
cloud server.

• The search results are not verified. Many ABKS
schemes do not verify the search results, rather than
directly return the search results to users, which cannot

ensure that the users are the ones who can access the
search results.

• The amount of calculation and communication required
for attribute revocation is substantial. Traditional ABKS
schemes typically involve directly replacing all cipher-
texts in response to attribute revocation, resulting in
significant computational and communication overhead.

A. PAPER CONTRIBUTIONS
Based on our motivations, we wanted the ABKS scheme to be
more suitable for cloud systems. To achieve this, we proposed
the Multi-Keyword Searchable Attribute-Based Encryption
with Verification and Attribute Revocation over Cloud Data
(MKSABE-VaAR) scheme. The MKSABE-VaAR scheme
encompasses multi-keyword search functionality, verifica-
tion of search results, and low-cost attribute revocation. The
key contributions of our paper can be summarized as follows:

• Efficient multi-keyword search. We construct the key-
word polynomial, thereby realizing the multi-keyword
search function. Due to the existence of keyword
polynomials, we will need to calculate the value of the
keyword polynomial and perform one bilinear pairing
operation (because of packaging multiple keywords
into one polynomial value), reducing the computational
overhead during the search process.

• Search results verification. We add a verification step
to the search process and then verify the search results
to confirm that the retrieved results align with the
user’s intentions and accessibility. Verification of search
results ensures their relevance and availability, leading
to a significant improvement in search accuracy.

• Low-cost attribute revocation. We convert a new access
policy and the attributes into a linear secret sharing
matrix. The recalculated row vector of the matrix is then
embedded into each attribute of the ciphertext. As a
result, only part of the ciphertext needs to be re-uploaded
to the cloud server, significantly reducing the compu-
tational and communication overhead associated with
attribute revocation.

B. PAPER OUTLINE
In Section II, we discuss the related works. In Section III,
review some preliminaries. Next, we describe our system
model with relevant security model, as well as the defi-
nition of relevant algorithms in Section IV. In Section V,
we present our proposed MKSABE-VaAR scheme, followed
by correctness discussion, security analysis, and performance
analysis in sections VI, VII, andVIII, respectively. Section IX
concludes this paper.

II. RELATED WORKS
Due to the increasing usage of data outsourcing services,
individuals and enterprises increasingly opt to outsource
their data to cloud servers. To safeguard the privacy of
their data, users typically choose to encrypt it before
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outsourcing. Although encrypted data successfully ensures
integrity and confidentiality, it conceals the characteristics
of the original data. Consequently, calculating and sharing
encrypted data becomes challenging, reducing flexibility for
data outsourcing. This paper aims to provide keyword-based
information retrieval and fine-grained access control over
encrypted cloud data. Hence, in this section, we particularly
relate to Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) and SE schemes.

SE schemes can search for specific data based on the user’s
specified keywords without leaking user privacy. SE schemes
are divided into symmetric [6] and asymmetric [7]. Song
[6] first proposed a searchable encryption scheme to solve
the ciphertext retrieval problem based on symmetric key
encryption data. Still, the symmetric SE scheme usually
entails expensive key management and communication
overhead. Boneh [7] first proposed Public-key Encryption
with Keyword Search (PEKS) scheme. Due to the use of
public-key cryptography, this scheme is more suitable for
cloud computing. Since then, a large number of versatile
SE schemes have been presented. Such as single keyword
search [8] and multi-keyword search [9]. Huang proposed a
Public-key Authenticated Encryption with Keyword Search
(PAEKS). The PAEKS solves the problem that an inside
adversary may recover the keyword, but this scheme
only supports single-keyword searches. Fan [9] proposed
a multi-keyword searchable encryption scheme supporting
search result verification. However, this scheme cannot
guarantee the correctness of the returned search results under
a semi-trusted cloud server. A lot of searchable schemes
focus on fuzzy keywords [10], [11], [12] and sorted search
keywords [13], [14]. Liu [10] used vector inner product to
realize keyword search and the file decryption key required
key agreement between users. Ahmed [13] used searchable
symmetric encryption to sort documents according to the
correlation between documents and queries. Any user can
obtain the required documents by uploading the search
trapdoor.

Although searchable encryption can search ciphertext
data, users who perform search tasks in a cloud storage
environment can use any keyword to search for the desired
data in all ciphertext databases. Data owners cannot control
that specific data can be shared with specific users, making it
challenging to achieve fine-grained access control.

Attribute-based encryption can meet the needs of
fine-grained access control. Shamir [15] proposed an
identity-based encryption and signature scheme. In this
scheme, the user can choose a unique user identifier as
his public key. Then, the data owner can send a ciphertext
that only the user can view and verify to the user. Sahai
and Waters [16] first proposed an attribute-based encryption
scheme. Data owners need to formulate access policies,
and only the user’s attributes meet the access policy can
decrypt the data. The attribute-based encryption has two
types: key policy attribute-based encryption (KP-ABE) [17]

and ciphertext policy attribute-based encryption (CP-ABE)
[18]. The KP-ABE embeds the policy into the key and the
attribute into the ciphertext [17]. The key corresponds to an
access control, and the ciphertext corresponds to an attribute
set. The CP-ABE embeds the policy into the ciphertext and
the attribute into the key. The ciphertext corresponds to an
access structure, and the key corresponds to the attribute set
[18]. Both schemes can satisfy fine-grained access control,
but the KP-ABE is more biased towards static scenarios.
Therefore, in the cloud storage environment, CP-ABE ismore
used. The user obtains the key from the attribute organization
according to his conditions or attributes, and then the data
owner formulates the access control of the message. Waters
[18] used a Linear Secret-Sharing Scheme (LSSS) matrix to
represent the access control structure of ciphertext. LSSS
has better expression ability under the same performance
and function as the tree access control structure. Despite the
number of research efforts on this topic, existing CP-ABE
schemes still need to solve the problem of keyword-based
data retrieval entirely.

Due to these problems, researchers are committed to
extending attribute-based encryption to the SE scheme.
Michalas [19] combined symmetric searchable encryption
with attribute-based encryption to construct a hybrid search-
able encryption scheme. This scheme has the characteristics
of a symmetric searchable encryption scheme that can
retrieve ciphertext and realize access control functions. Yin
[20] proposed a ciphertext-policy attribute-based searchable
encryption scheme. Because this scheme can only perform
single-keyword search, it will cause the search results
returned by the server to contain much irrelevant content,
waste network bandwidth, and increase communication
overhead due to multiple rounds of search. Li [21] proposed
an attribute-based searchable encryption scheme supporting
multi-keyword search. This scheme allows multiple users
to query keyword ciphertext. Aiming at the problem that
malicious users and malicious cloud servers illegally search
encrypted data files, a trusted attribute-based searchable
encryption scheme based on cloud storage is proposed
by Zhang [22] to achieve finer-grained keyword search.
The schemes of Wang et al. [23], Zhu et al. [24],
Zheng et al. [25] introduced attribute-based encryption
algorithms based on cloud storage. Zheng [25] proposed
a verifiable attribute-based keyword searchable encryption
scheme, which is also a single keyword search with low
efficiency. The schemes of Liu et al. [26] and Song et al. [27]
all adopt the method of directly verifying the access policy
in the cloud. If successful, only the ciphertext is returned to
the user for decryption. The decryption of the ciphertext is
not related to the policy, resulting in an attacker skipping the
access policy and directly performing indexmatching and file
decryption.

In practice, we should construct a preferred CP-ABKS
scheme without sacrificing efficiency while supporting
fine-grained access control, multi-keyword search, search
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results verification, and attribute revocation. Zhou [28]
proposed a multi-keyword searchable encryption scheme.
The scheme controls the user’s search rights by the data
owner. Data owners can also share data, and data sharing
computation and communication between data owners is less
than data sharing between data owners and users. However,
this scheme does not support attribute revocation and search
result verification. Chaudhari and Das [29] proposed a
multi-keyword searchable attribute encryption scheme with
a hidden access policy. The search algorithm of the scheme
is also based on keyword search. Hiding access policies
helps protect data confidentiality. When the user performs a
search query, the user’s attributes will be hidden in the search
query. The shortcoming of this scheme is that it still needs
to support attribute revocation and search result verification.
Zhang et al. [30] proposed a verifiable multi-keyword
searchable attribute encryption scheme. The scheme adds
third-party entities to verify search results. In addition, the
data file of the scheme is encrypted by multiple data owners,
which enhances access control. Data users can decrypt files
only after obtaining the permissions of multiple data owners.
The scheme supports search result verification but does not
support attribute revocation. Miao et al. [31] proposed a
multi-keyword searchable attribute-based encryption scheme
that supports attribute updates. The scheme supports attribute
revocation.

Compared with the traditional CP-ABE scheme that
needs to update the entire ciphertext, the scheme only
needs to update a fraction of ciphertexts and indexes
to achieve the purpose of attribute revocation. However,
the scheme does not support search result verification.
Sangeetha et al. [32] combined location-based encryption
(LBE) and dynamic location-based re-encryption (DLBRE)
techniques with an attribute-based searchable encryption
scheme to improve the security of ciphertext. Varri et al. [33]
proposed a lattice-based attribute-based searchable encryp-
tion scheme. The scheme can resist quantum attacks since
there is no quantum attack in lattice-based encryption.
Zhang et al. [34] proposed a consistent ABKS system with
cryptographic reverse firewalls (CRF) that supports fine-
grained owner-enforced search authorization over different
data users and considers enhanced security and soundness
for ABKS against inside and outside threats to a data
user. Yang et al. [35] introduces the new conception of
updatable and transferable message-lock encryption (UT-
MLE) for block-level dynamic encrypted file update, where
the owner does not have to download the whole cipher-
text, decrypt, re-encrypt, and upload for minor document
modifications.

III. PRELIMINARIES
A. BILINEAR MAPS
Let G and GT be two multiplicative cyclic groups of prime
order p. There exists a bilinear map e: G × G → GT
satisfying the following three properties:

Bilinear: For all u, v ∈ G and a, b ∈ Zp, we have e (ua,
vb) = e(u, v)ab.
Non-degeneracy: ∃ u, v ∈ G, e(u, v) ̸= 1.
Computability: ∀ u, v ∈ G, e(u, v) can be efficiently

computed.

B. ACCESS STRUCTURE
Let {P1, P1, · · · , Pn} be the entity set of n participants, set
A⊆ 2{P1,P2,··· ,Pn}. If ∀ B, C , B ∈ A, B⊆ C have C ∈ A, then A
is monotonic. If A is not empty and A⊆ 2{P1,P2,··· ,Pn}, then A
is an access structure. The set in A is called an authorized set,
and a set not in A is called an unauthorized set.

C. LINEAR SECRET SHARING SCHEME
Let U be an attribute set. The plaintext is encrypted into
ciphertext using a specific access control policy. Only users
whose attributes meet the access policy requirements can
decrypt the ciphertext. Using a linear secret sharing scheme,
we can convert the entity attribute set U into a linear secret
sharing matrix M with dimensions l × n. Each row in the
matrix M corresponds to an attribute value, the mapping
function ρ: {1, 2, · · · , l} → U . Randomly select a column
vector v = (s, r2, · · · , rn)⊤ ∈ Zp, s ∈ Zp, where s is the
secret value that needs to be shared, and s is encrypted by
column vector v. Denotes the l shares of the secret s, λi =
Mi · v is the share of the participant ρ(i), andMi is the vector
corresponding to the row i in the linear secret sharing matrix.

The secret sharing scheme satisfies the linear reconstruc-
tion property: Let 5 denote a linear secret sharing scheme,
S be an authorization set. I : {i : ρ(i) ∈ S} ⊆ {1, 2, · · · ,
l}. Then there is a set of constants {ωi ∈ Zp}i∈I satisfying∑

i∈I ωi ·Mi = (1, 0, · · · , 0) for the effective share λi on 5,
satisfies

∑
i∈I ωi · λi = s.

D. DIFFICULTY ASSUMPTION
1) COMPUTATIONAL BILINEAR DIFFIE-HELLMAN (CBDH)
ASSUMPTION
Let a, b, c are chosen randomly from Zp. g ∈ G is the
generator. The CBDH assumption is that given a tuple (A =
ga,B = gb,C = gc), then the advantage of computing
e(g, g)abc is negligible in security parameter κ .

2) COMPUTATIONAL DIFFIE-HELLMAN (CDH) ASSUMPTION
Let a, b be chosen randomly from Zp. g ∈ G is the generator.
The CDH assumption is that given a tuple (A = ga, B =
gb), the advantage of computing gab is negligible in security
parameter κ .

IV. FORMAL DEFINITION AND SECURITY MODEL
A. SYSTEM MODEL
The system comprises five entities: Data Owner, Data Users,
Cloud Server, Key Generation Center, and InterPlanetary File
System. The system model is illustrated in Fig. 1.

Data Owner (DO): The Data Owner (DO) devises
the access strategy, uploads the encrypted file F to the

139718 VOLUME 11, 2023



H. Shen et al.: MKSABE-VaAR Over Cloud Data

FIGURE 1. System model.

InterPlanetary File System (IPFS), extracts keywords from
the files, employs the index generation algorithm to create the
index based on these keywords, and finally stores the index
on the Cloud Server (CS).

Data Users (DU): The Data User (DU) possesses secret
keys that are associated with their attribute set, as well as
trapdoors that are associated with their secret keys and query
keywords. The DU initiates a search request to the Cloud
Server (CS). If the attributes satisfy the access policy and
the keywords match the keyword polynomial, the DU can
obtain the partial index. Subsequently, the DU can access the
InterPlanetary File System (IPFS) storage system to retrieve
the ciphertext of the desired file. The DU then proceeds to
decrypt the ciphertext.

Cloud Server (CS): The Cloud Server (CS) is responsible
for storing encrypted indexes. In addition, it performs
keyword searching, verifies whether the attributes of the user
satisfy the access policy, and ultimately returns the partial
index to the Data User (DU).

Key Generation Center (KGC): The Key Generation
Center (KGC) is a fully trusted entity tasked with generating
the system master key and public parameters. Furthermore,
it generates users’ secret key.

The InterPlanetary File System (IPFS): IPFS is a collec-
tion of peer-to-peer protocols that are composable and used
for addressing, routing, and transferring content-addressed
data within a decentralized file system. It is tasked with
storing encrypted files and generates a unique hash value for
each stored file. Then, it creates a list that contains files’
ciphertext, files’ hash value and files’ address.

The abbreviated search process is shown in Fig. 2. Let’s
take three keywords and a single file as an example.
DO extracts three keywords from the file and performs
the following operations on the keywords. Let f (X ) =
(X − KW1)(X − KW2)(X − KW3) be a polynomial. Then
DU1 and DU2 submit their queried keywords. We can see
from Fig. 2 that the output is TRUE only when the value of
the polynomial f (X ) = 0, that is, continue the subsequent

FIGURE 2. Search.

calculation. For ease of understanding, Fig. 2 is just an
example of an abbreviated search step. In section V, we give
the complete search algorithm.

B. DEFINITION OF ALGORITHM
The proposed MKSABE-VaAR composes of the following
algorithms:
• Setup(1κ ,U )→ PK , MSK : KGC executes the algorithm,

which inputs a security parameter κ and an attribute set U ,
outputs a system public parameter PK , a master keyMSK .
• KeyGen(PK ,MSK , S)→ SK : KGC runs the algorithm,

which inputs DU’s attribute set S, the system public
parameter PK , and the master key MSK , and outputs DU’s
secret key SK .
• Encrypt(PK ,F)→ CT , addi, Ki: DO generates sym-

metric keys Ki (i = 1, · · · , |F |) for each file of a given file
set F , encrypts F using Ki to obtain the ciphertext CT , stores
CT into IPFS, and receives the corresponding file address
addi returned by IPFS. IPFS calculates addi using the public
parameter PK .
• IndexGen(PK , (M , ρ),F, addi,Ki)→ Index: DO exe-

cutes the algorithm, which takes the system public parameter
PK , an access structure (M , ρ), the data fileF , the file address
addi, and the symmetric key Ki (i= 1, · · · , |F |) as inputs and
outputs the index Index.
• Trapdoor(PK , KWU , SK )→ T : DU executes the

algorithm, which inputs the public parameter PK , the query
keyword set KWU , the DU’s secret key SK , and outputs the
search trapdoor T .
• Search(Index,T )→ CT ′: CS carries out the algorithm,

which inputs the index Index and the searches trapdoor
T . If the trapdoor submitted by DU matches the index
successfully, the algorithm outputs a partial index ciphertext
CT ′.
• Decrypt(CT ′, SK )→ Fi: DU runs the algorithm, which

inputs the partial index ciphertext CT ′ and DU’s secret key
SK . DU decrypts CT ′ to get the H3,i, making that DU can
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accesse IPFS to get CTi and then decrypts CTi with Ki to
obtain Fi.
We can realize attribute revocation using linear secret

sharing scheme. The corresponding processing is as follows:

1) DO calculates a new LSSS matrix M ′ based on new
access policy.

2) DO calculates λ′i, where λ′i is the value representing the
attribute in the new access policy. Then, DO calculates
C ′i based on λ′i and uploads C ′i to CS.

3) When CS receives C ′i , it replaces Ci in index with C ′i
and generates a new Index ′.

C. SECURITY MODEL
The security analysis of a searchable ABE scheme is formally
checked using the IND-CP-CKA (Indistinguishability against
ciphertext-policy and chosen-keyword attack) model [29].
The IND-CP-CKA model can ensure that a search operation
over encrypted data does not compromise the confidentiality
of data or the receiver’s anonymity. In this model, the
adversary A is allowed to issue the polynomial number of
queries for getting the trapdoors used to conduct the search
operation. The challenger C uses a keyword and the user
credentials submitted by the A to generate the trapdoor. The
A also is given access to an encrypted index. The security
model defines that from the available encrypted index and
the trapdoor, the A can not learn the encrypted keyword.
Indistinguishability Against Ciphertext-Policy and Chosen

Keyword Attack The following are definitions of indistin-
guishable games.
• Initialization: A submits a security parameter κ and the

access structure (M∗, ρ∗) to C. C runs the system to create an
algorithm that sends the generated system common parameter
PK to the A.
• Phase 1: A issues the adaptively generated queries with

the input of keywordKWU and set of attribute S to retrieve the
corresponding trapdoor T . The C responds with T generated
with the input KWU and S.

Challenge: The A gives two pairs of input (KW 0, S0) and
(KW 1, S1) to C. The pairs of input offered by A must fulfill
the following criteria.

1) KW 0 and KW 1 are set of keywords with equal length.
2) A has not gained a trapdoor T which can satisfy any of

the challenge ciphertext.

If either of the abovementioned criteria fails, then C aborts;
else, the C randomly selects θ ∈ {0, 1} and computes the
encrypted index of keywords Indexθ . C submits Indexθ toA.
• Phase 2: As performed in phase 2, the A submits the

adaptively generated queries as keyword KWU and a set of
attribute S to gain the trapdoor T .The input submitted by A
must follow either criteria.

1) Neither KW 0 nor KW 1 should contain KWU .
2) S does not match the access policy.

In response, the C submits to the A with trapdoor T
corresponding to (KWU , S).

Guess: The A gives a guess θ ′ for θ . If θ ′ = θ the A
wins the game. The advantage of A for winning this game
is AdvA = |Pr[θ ′ = θ ] − 1

2 |.
Definition 1: The searchable ABE scheme is IND-CP-

CKA secure if the advantage of any polynomially bounded
adversary to win the above game is non-negligible in the
security parameter.

V. CONCRETE SCHEME
A. MKSABE-VAAR
MKSABE-VaAR includes seven algorithms. The descrip-
tions of them are as follows:
• Setup(1κ ,U )→ PK ,MSK : KGC runs this algorithm.

According to the security parameter κ , the algorithm
generates two multiplicative cyclic groups (G and GT ) of
prime order p. g is the generator ofG. The algorithm creates a
bilinear mapping function e: G× G→ GT . U is an attribute
set provided by DO,U = {att1, att2, . . . , attl}. The algorithm
sets two anti-collision hash functions: H1: {0, 1}∗→ Zp and
H2: {0, 1}∗ → G. For each attribute att i ∈ U , the algorithm
calculatesH2(atti) to obtain the corresponding attribute value
set Uv = {H2(att1), H2(att2), · · · , H2(attl)}. The algorithm
randomly selects the parameters α, β, γ ∈ Zp. Finally, the
public parameter is PK = {g, e(g, g)α , e(g, g)γ , gβ , gγ , Uv,
H1, H2}, the master key isMSK = {gα , α, β, γ }.

Algorithm 1 Algorithm MKSABE-VaAR.Setup
Setup(1κ ,U )
KGC:
1: Initialize a Bilinear Maps function e: G × G→ GT
2: Initialize Hash functionH1: {0, 1}∗→Zp,H2: {0, 1}∗→

G
3: g← G
4: for i in length U do
5: H2(atti)
6: end for
7: Uv = {H2(att1), H2(att2), · · · , H2(attl)}
8: α, β, γ ← Zp
9: e(g, g)α , e(g, g)γ , gβ , gγ

10: PK = {g, e(g, g)α , e(g, g)γ , gβ , gγ , Uv, H1, H2}

11: MSK = {gα , α, β, γ }
12: Return PK , MSK
13: Send PK to DO

• KeyGen(PK ,MSK , S)→ SK : KGC carries out the
algorithm. The algorithm generates SK associated with the
attribute for DU based on PK , MSK , and the attribute set
S submitted by DU. The algorithm randomly selects the
parameter t ∈ Zp, calculates uk = gαgβt , uk0 = gt , ukT =
gγ gβt and uki = H2(atti). Finally, the algorithm sends SK =
(uk , uk0, ukT {uki}i∈S ) to DU.
• Encrypt(PK ,F)→ CT , addi, Ki: DO does the fol-

lowing process for his file set F = {F1, F2, · · · , Fm}
by calling this algorithm. DO encrypts each file Fi ∈
F with corresponding symmetric key Ki, where i ∈
[1,m]. The encrypted ciphertext CTi = EncKi (Fi), Enc
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Algorithm 2 Algorithm MKSABE-VaAR.KeyGen
KeyGen(PK ,MSK , S)
DU:
1: Send S to KGC

KGC:
1: t ← Zp
2: uk = gαgβt

3: uk0 =gt

4: ukT = gγ gβt

5: for i in length S do
6: uki = H2(atti)t

7: end for
8: SK = (uk , uk0, ukT , {uki}i∈S )
9: Return SK

10: Send SK to DU

TABLE 1. File storage address and hash value.

represents a secure symmetric encryption algorithm. CT =
{CT1,CT2, · · · ,CTm}. DO uploads CT to IPFS. IPFS stores
CT and generates the corresponding hash value Hipfs =
{H1

ipfs = H1(CT1), H2
ipfs = H1(CT2), · · · , Hm

ipfs = H1(CTm)}.
Since our scheme uses the multiplicative cyclic group, IPFS
calculates addi = e(g, g)βH

i
ipfs (i = 1, 2, · · · , m) to represent

file address and returns them to DO.

Algorithm 3 Algorithm MKSABE-VaAR.Encrypt
Encrypt(PK ,F)
DO:
1: for i ∈ [1,m] do
2: Generate Ki
3: CTi = EncKi (Fi)
4: end for
5: CT = {CT1,CT2, · · · ,CTm}
6: Return CT
7: Send CT to IPFS.

IPFS:
1: for i ∈ [1,m] do
2: Store Fi
3: Generate H i

ipfs

4: addi = e(g, g)βH
i
ipfs

5: end for
6: Return addi
7: Send addi to DO

• IndexGen(PK , (M , ρ),F, addi,Ki)→ Index: DO per-
forms the following calculation for each file Fi. DO converts
the access policy to the LSSS access matrix Ml×n, and maps

the ith row in the matrix Ml×n to the participant set through
the mapping function ρ : {1, 2, · · · , l} → Pi. DO randomly
selects the column vector v = (s, y2, · · · , yn)⊤ ∈ Zp, where s
is the secret value to be shared, and calculates λi =Mi · v, i ∈
[1, l]. DO extracts µ keywords from the file Fi, assumes that
the keyword set KW = {KW1, KW2, · · · , KWµ} of a single
file, and hashes each keyword. DO calculates the polynomial
f (X ) = (X − H1(KW1))(X − H1(KW2)) . . . (X − H1(KWµ))
= f0Xµ

+ f1Xµ−1
+ . . . + fµ−1X + fµ where fi is the

coefficient of the i + 1 phase of polynomial, then Ei = gfi .
DO randomly selects r1, r2, · · · , rl ∈ Zp and calculates C =
addi · e(g, g)αs, CK = Ki · e(g, g)αs, C ′ = e(g, g)γ s, C0 = gs,
Ci = gβλiH2(atti)−ri , Di = gri . The index is Index = (C , CK ,
C ′, C0, {Ci, Di}i∈[1,l], {Ej}j∈[0,µ]). DO sends the Index to CS.

Algorithm 4 Algorithm MKSABE-VaAR.IndexGen
IndexGen(PK , (M , ρ),F, addi,Ki)
DO:
1: v = (s, y2, · · · , yn)⊤← Zp
2: λi =Mi · v
3: Extract keywords from Fi
4: KW = {KW1, KW2, · · · , KWµ}

5: f (X ) = (X − H1(KW1))(X − H1(KW2)) . . . (X −
H1(KWµ)) = f0Xµ

+ f1Xµ−1
+ · · · + fµ−1X + fµ

6: for i ∈ [1, l] do
7: ri← Zp
8: Ci = gβλiH2(atti)−ri
9: Di = gri

10: end for
11: C = addi · e(g, g)αs

12: CK = Ki · e(g, g)αs

13: C ′ = e(g, g)γ s

14: C0 = gs

15: Ei = gfi

16: Index = (C , CK , C ′, C0, {Ci, Di}i∈[1,l], {Ej}j∈[0,µ])
17: Return Index
18: Send Index to CS

• Trapdoor(PK ,KWU , SK )→ T : The keyword set to be
queried by DU is KWU = {KWU1 , KWU2 , · · · , KWUk }, where
k is the number of keywords to be queried. DU performs a
hash operation on each keyword and outputs Ti =H1(KWUi ).
DU randomly selects ra ∈ Zp and calculates uk ′T = gγ gβtra ,
uk ′0 = gtra , uk ′i = H2(atti)tra , T ′ = g

γ
k and the trapdoor is

T = (uk ′T , uk
′

0, {uk
′
i }i∈S , T

′, {Tj}j∈[1,k]).
• Search(Index,T )→ CT ′: DU submits trapdoors to

CS. CS calculates q =
∏k

j=1 (C0
∏µ

i=0 Ei
Tjµ−i ) =

∏k
j=1

g(H1(KWU j)−H1(KW1))...((H1(KWU j)−H1(KWµ))+s, only the value of
DU’s query keyword set KWU ⊆ KW , q = gks. CS first
performs the keyword search step and calculates Q1 =

e(q,T ′) for the DU’s trapdoor. If Q1 = C ′, verify whether
DU’s attributes satisfy the access policy. Calculate Q2 =

e(C0, uk ′T ), Q3 =
∏

i∈S (e(Ci, uk
′

0) · e(Di, uk
′
i ))

wi . CS verifies
whether Q2

Q3
is equal to C ′. If the equation holds, it indicates

that the search is successful. If the equation does not hold,
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Algorithm 5 Algorithm MKSABE-VaAR.Trapdoor
Trapdoor(PK ,KWU , SK )
DU:
1: KWU = {KWU1 , KWU2 , · · · , KWUk }

2: for i in [1, k] do
3: Ti = H1(KWUi )
4: end for
5: ra← Zp
6: uk ′T = gγ gβtra

7: uk ′0 = gtra

8: uk ′i = H2(atti)tra

9: T ′ = g
γ
k

10: T = (uk ′T , uk
′

0, {uk
′
i }i∈S , T

′, {Tj}j∈[1,k]).
11: Return T

the search fails. DU’s attribute set does not satisfy the access
policy, or DU’s query keyword set is not fully contained
in the file’s keyword set, which will cause the algorithm
to terminate and return ⊥. When DU successfully searches,
CS will return CT ′ = (C , CK , C0, {Ci, Di}i∈[1,l]) to DU.

Algorithm 6 Algorithm MKSABE-VaAR.Search
Search(Index,T )
DU:
1: Send T to CS

CS:
1: q =

∏k
j=1 (C0

∏µ
i=0 Ei

Tjµ−i ) =
∏k

j=1
g(H1(KWU j)−H1(KW1))...((H1(KWU j)−H1(KWµ))+s

2: Q1 = e(q,T ′)
3: if Q1 = C ′ then
4: Q2 = e(C0, uk ′T )
5: Q3 =

∏
i∈S (e(Ci, uk

′

0) · e(Di, uk
′
i ))

wi

6: else
7: Return ⊥
8: end if
9: if Q2

Q3
is equal to C ′ then

10: CT ′ = (C , CK , C0, {Ci, Di}i∈[1,l])
11: Return CT ′

12: Send CT ′ to DU
13: else
14: Return ⊥
15: end if

• Decrypt(CT ′, SK )→ Fi: DU decrypts CT ′ by SK to
ensure that only DU can calculate it and needs to use the
secret value s in the access structure to prevent attackers from
skipping the access policy. DU calculates the following to
obtain the file address:

addi =
C ·

∏w
i=1(e(Ci, uk0)e(Di, uki))

ωi

e(C0, uk)

=
C ·

∏w
i=1(e(g

βλiH2(atti)−ri , gt ) · e(gri ,H2(atti)t ))ωi

e(g, g)αs · e(g, g)βts

=
addi · e(g, g)αs · e(g, g)βt

∑ω
i λiωi

e(g, g)αs · e(g, g)βts

=
addi · e(g, g)αs · e(g, g)βts

e(g, g)αs · e(g, g)βts

The symmetric key Ki can also be decrypted by the above
calculation. When DU obtains addi and Ki, DU sends addi
to IPFS. IPFS queries the list for CTi corresponding to addi.
IPFS then sends CTi to DU. DU decrypts Fi =DecKi (CTi) by
Ki to obtain the desired file.

Algorithm 7 Algorithm MKSABE-VaAR.Decrypt
Decrypt(CT ′, SK )
DU:
1: addi =

C ·
∏w
i=1(e(Ci,uk0)e(Di,uki))

ωi

e(C0,uk)
2: Send addi to CS
IPFS:
1: Query the CTi corresponding to addi from the list
2: Send CTi to DU
DU:
1: Ki =

CK ·
∏w
i=1(e(Ci,uk0)e(Di,uki))

ωi

e(C0,uk)
2: Fi = DecKi (CTi)
3: Return Fi

B. ATTRIBUTE REVOCATION
From the linear secret sharing scheme in Section III, we can
see that DO maps the attributes to each row of the matrixM .
Therefore, if DO wants to revoke some attributes, he only
needs to recreate the linear secret sharing matrix and
recalculate the Ci. The specific process is as follows:

Step1: DO creates a new access policy, and calculates a
new LSSS matrixM ′ based on this access policy.
Step2: DO randomly selects the column vector v′ = (s, y′2,
· · · , y′n)

⊤
∈Zp, where the value of s is constant, and calculates

λ′i =M ′
i · v

′, i ∈ [1, l], where λ′i is the value representing the
attribute in the new access policy. Then DO embeds the λ′i
into the hash value of each attribute to implement the updated
attribute binding. DO calculates C ′i = gβλ′iH2(atti)−ri and
uploads C ′i to CS.

Step3: CS replaces Ci with C ′i .

VI. SCHEME CORRECTNESS
In this section, the proposed MKSABE-VaAR’s correctness
is discussed from the following two perspectives: If the query
keyword set given by DU is all contained in the keywords
set created by DO, CS’s retrieval activity will continue;
otherwise, it will cease. The correct retrieval result will only
be returned when DU’s attribute set complies with the access
policy; otherwise, ⊥ will be returned.
(1) Keyword search: According to q and Q1, when DU’s

keyword set KWU ⊆ KW , q = gks and Q1 = e(g, g)γ s. The
value of Q1 is calculated as follows:

Q1 = e(q,T ′) = e(gks, g
γ
k ) = e(g, g)γ s
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CS verifies Q1 = C ′ = e(g, g)γ s and continues to confirm
whether DU’s attributes satisfy the access policy.

(2) Results verification: According to the linear reconstruc-
tion property of the linear secret sharing scheme, if the DU’s
attribute set satisfies the access policy of Index, the secret
value s can be reconstructed by the effective share λi, that
is,

∑
i∈I ωiλi = s holds, otherwise the secret value s cannot

be recovered by the share. The value of Q2, Q3 is calculated
as follows:

Q2 = e(C0, uk ′T ) = e(gs, gγ
· gβtra ) = e(g, g)βtras · e(g, g)γ s

Q3 =
∏
i∈I

(e(Ci, uk ′0) · e(Di, uk
′
i ))

ωi

=

∏
i∈I

(e(gβλiH2(atti)−ri , gtra ) · e(gri ,H2(atti)tra ))ωi

=

∏
i∈I

(e(gβλi , gtra ) · e(H2(atti)−ri , gtra )

· e(gri ,H2(atti)tra ))ωi

= e(g, g)βtra
∑

i∈I ωiλi = e(g, g)βtras

From the above results, we can see that

Q2

Q3
=
e(g, g)βtras · e(g, g)γ s

e(g, g)βtras
= e(g, g)γ s.

CS verifies whether Q2
Q3
= C ′ = e(g, g)γ s. If the equation

holds, it means that the keywords to be queried by the DU are
consistent with the keywords of the required files. And the
DU’s attributes also satisfy the access policy. At this point,
the CS can send CT ′ to DU.
In summary, our scheme MKSABE-VaAR is correct.

VII. SECURITY ANALYSIS AND PROOF
Theorem 1: If solving the CBDH and CDH problem in

polynomial time is difficult, then the scheme is safe in the
IND-CP-CKA security game.

Proof:Assuming that the proposed scheme is insecure in
the IND-CP-CKA security game, then there is a polynomial
time attacker A can win the security game with a non-
negligible advantage, and the challenger C can break the
CBDH and CDH assumption by A.
• Initialization: A submits a security parameter κ and the

access structure (M∗, ρ∗) to C. C runs the system to create an
algorithm that sends the generated system common parameter
PK to the A.
• Phase 1: A issues the adaptively generated queries with

the input of keywordKWU and set of attribute S to retrieve the
corresponding trapdoor T . The C responds with T generated
with the input KWU and S.

Challenge: The A gives two pairs of input (KW 0, S0) and
(KW 1, S1) to C. Both the pairs of input offered by A must
have to fulfill the following criteria.

1) KW 0 and KW 1 are set of keywords with equal length.
2) A has not gained a trapdoor T which can satisfy any of

the challenge ciphertext.

If either of the abovementioned criteria fails, then C aborts;
else, the C randomly selects θ ∈ {0, 1} and calculates the
encrypted index of keywords Indexθ . C submits Indexθ toA.
• Phase 2: As performed in phase 2, the A submits the

adaptively generated queries in form of keyword KWU and a
set of attribute S to gain the trapdoor T .The input submitted
by A must have to follow either of the following criteria.

1) Neither KW 0 nor KW 1 should contain KWU .
2) S does not match access policy.

In response, the C submits to the A with trapdoor T
corresponding to (KWU , S).

Guess: The A gives a guess θ ′ for θ . If θ ′ = θ the A
wins the game. The advantage of A for winning this game
is AdvA = |Pr[θ ′ = θ ] − 1

2 |.
To uncover the challenge ciphertext, an adversary has to

retrieve the value of Ei for any keyword KWU , which is
included either only in KW 0 or only in KW 1. Then, the
adversary calculates the value of Q1 to determine whether C
encrypts KW 0 or KW 1. We can know that when Q1 = C ′,
it means that KWU ⊆ KW . The A possesses the challenge
ciphertext component T ′. So we can think of q and T ′ as the
bilinear Diffie-Hellman components as follows:

A = ga = C0,B = gb = EiTj ,C = gc = T ′

The challenge for A is to calculate e(g, g)abc. The
advantage of computing Q1 is equivalent to computing
e(g, g)abc, which is negligible in security parameter κ ,
denoted as ξCBDH .
Besides, if A is to calculate the value of Q1, he needs to

know the value of q. TheA possesses the challenge ciphertext
componentC0,Ei and trapdoor component Ti which resemble
the computational Diffie-Hellman components as follows:

A = ga = C0,B = gb = EiTj

The challenge forA resembles calculating gab. The advan-
tage of computing q is equivalent to computing gab, which
is negligible in security parameter κ , denoted as ξCDH . As a
result, the adversary’s advantage for breaking the challenge
ciphertext is ξCBDH + ξCDH , which is negligible in security
parameter κ . In summary, the proposed MKSABE-VaAR
scheme is safe in the IND-CP-CKA security game.

VIII. PERFORMANCE ANALYSIS
A. FUNCTION COMPARISON
In the subsection, we compare our scheme with several
schemes proposed in recent years within the attribute-based
encryption scheme [23], [24], [25], [28], [29], [30], [31].
The comparison results are presented in Table 2, revealing
the advantageous functional characteristics of our scheme.
Table 2 illustrates that our scheme offers comprehensive
functionality, enabling fine-grained access control and multi-
keyword search. Additionally, the scheme incorporates
result verification, enhancing search efficiency and attribute
revocation, further augmenting its functionality.
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TABLE 2. Function comparison.

B. THEORETICAL ANALYSIS AND COMPARISON
In Table 3 and Table 4, |U | represents the number of rows
in the linear access matrix, |S| represents the number of
attributes of DU, |µ| represents the number of all keywords
in the system, |k| represents the number of keywords of DU.

1) THEORETICAL COMPUTATION COST COMPARISON
The exponential operation and the pairing operation are more
time-consuming compared to the multiplication operation
and the hash operation. Therefore, the subsequent analysis
and comparison focus on the pairing operation (Tp) and
the exponential operation (Te). As shown in Table 3, the
computational overhead of all schemes is observed to have
a linear correlation with the number of system attributes or
keywords. However, when the number of all keywords (|µ|)
surpasses the number of system attributes (|U |), our scheme
exhibits higher computational efficiency, particularly in the
IndexGen algorithm. Besides, since the parts we need in
the verification process have been calculated in the search
process, our verification process also has a low amount of
calculation.

2) THEORETICAL STORAGE COST COMPARISON
In Table 4, |G|, |GT |, |Zp| represents the length of elements in
G, GT and Zp. Table 4 shows that these schemes exhibit the
smallest storage overheadwhen the number of all keywords is
less than the number of system attributes. Our scheme utilizes
polynomial storage for keywords, resulting in a fixed value
for keyword storage consumption regardless of the number
of keywords. This approach effectively reduces the storage
burden on the server.

C. EXPERIMENTAL ANALYSIS
This experiment uses the PBC bilinear pairing package
and Python language to program under Linux Ubuntu-
22.04.1 operating system running in 16GB memory, 6-core
processor. The bilinear pairing package used in the exper-
iment is based on the 512 bit elliptic curve group, and the
elliptic curve type is Type A. The size of elements in G and

GT is 128 byte. Three schemes are compared experimentally.
The experimental results are shown in Fig. 3 and Fig. 4.

Fig. 3a shows the performance of the KeyGen algorithm
with the number of keywords remaining the same and the
number of attributes gradually increasing. It can be seen
that under the above conditions, the performance of our
scheme in KeyGen is close to the performance of scheme
[29] and is much better than the performance of scheme
[28]. Besides, when the number of attributes exceeds 35,
our scheme performs better than scheme [30]. And Fig. 3a
also conforms to the KeyGen algorithm in Table 3, which
means that theKeyGen algorithm computational consumption
of scheme [28], [29], [30] and our scheme increases with the
increase of the number of attributes.

Fig. 3b shows the performance of the IndexGen algorithm
with the number of keywords remaining the same and the
number of attributes gradually increasing. It can be seen from
Fig. 3b that the performance of scheme [28]is not ideal,
but the performance of scheme [29], scheme [30] and our
scheme is better. But as the number of attributes increases,
the scheme [28] and our scheme curve rise more moderately,
which means that our scenario performs better.

Fig. 3c shows the performance of the Search algorithm
with the number of keywords remaining the same and the
number of attributes gradually increasing. It can be seen from
Fig. 3c that the performances of scheme [28] and scheme
[29] are stable, and the efficiency of the Search algorithm
has little relationship with the number of attributes. However,
scheme [30] and our scheme do not perform very well on the
search algorithm, and its efficiency decreases linearly with
the increase of the number of attributes. But by observing
Table 3, it is not difficult to see this because the Search
algorithm of our scheme and scheme [30] is related to the
number of attributes.

Fig. 4a shows the performance of the IndexGen algorithm
with the number of attributes remaining the same and the
number of keywords gradually increasing. It can be seen
from Fig. 4a that under the above condition, the efficiency
of scheme [28], scheme [29], and scheme [30] decreases
linearly with the increase of the number of keywords. Not
only does our efficiency perform well from the start, but it
doesn’t increase as the number of keywords increases.We can
also trace the reason from Table 3. Our scheme is independent
of the number of keywords in the IndexGen algorithm.
Fig. 4b shows the performance of the Search algorithm

with the number of attributes remaining the same and the
number of keywords gradually increasing. Fig. 4b shows that
while the performance of scheme [29], scheme [30], and our
scheme will decline as the number of keywords increases
the efficiency of scheme [29] drops sharply as the number
of keywords increases. Besides, our scheme also performs
closer to the scheme [29] and scheme [30]. As can be seen
from Table 3, scheme [28], scheme [30] and our scheme are
not affected by the number of keywords on this algorithm.

In summary, the number of system attributes generally
does not change at initialization, and the number of keywords
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TABLE 3. Theoretical computation cost comparison.

TABLE 4. Theoretical storage cost comparison.

FIGURE 3. Performance evaluation for 10 keywords.

FIGURE 4. Performance evaluation for 10 attributes.

increases with the increase of stored files, in which case our
scheme performs well.

IX. CONCLUSION
This paper presents a multi-keyword searchable attribute-
based encryption scheme. Different from previous schemes,
our scheme MKABSE-VaAR utilizes keyword polynomials

to achieve amulti-keyword search function. In other schemes,
n keywords need to perform n bilinear pairing operations.
MKABSE-VaAR reduces this step to a single bilinear pairing
operation. In addition, other schemes either do not have
the function of search result verification or search result
verification requires the assistance of third-party entities,
which increases the risk of data leakage. InMKABSE-VaAR,
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we add a value to the index to assist in the verification of
search results, so that the process is executed on the cloud
server. As for the function of attribute revocation, we use
the linear reconstruction function of the linear secret sharing
scheme to re-formulate the access policy, calculate part of
the index, and then upload it, which greatly reduces the
computational and communication overhead in the attribute
revocation process. In addition, comparisons with existing
schemes are made based on computational overhead and
storage overhead. Theoretical analysis and experimental
results demonstrate that the scheme offers security, efficiency,
and flexibility. Of course, our scheme also has shortcomings
such as data sharing between data owners, data traceability,
and attribute hiding. Therefore, these will also be our main
research directions in the future.
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