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ABSTRACT Recently, the rate of data generation has reached unprecedented levels, leading to a huge
amount of data volume. In addition, modern-day computing systems generate data in diverse formats, ranging
from unstructured to structured and semi-structured. As technological advancements experience exponential
growth, novel trends, and strategies are emerging in the field of Big Data to enhance data quality and
derive valuable insights, particularly in industries like healthcare. The primary objective of this study is
to investigate the challenges and applications of Big Data in healthcare, with a specific focus on improving
clinical decision-making. By analyzing 185 papers published between 2012 and 2023, this review article
aims to provide a comprehensive overview of the techniques and methods employed in utilizing Big Data
Analytics in the healthcare domain. Furthermore, the article aspires to assist the research community in
identifying suitable approaches and methodologies for their healthcare-related studies.

INDEX TERMS Big data analytics, healthcare industry, medical big data, big data management, review
study.

I. INTRODUCTION
The proliferation of data has experienced an unprecedented
surge across diverse sources, owing to the widespread
adoption of state-of-the-art technological innovations [1], [2].
These advancements encompass smartphone devices, social
networks, wearable devices, major corporate platforms,
virtual networking graphs, and the Internet of Things
(IoT) [3]. Consequently, an unparalleled accumulation of
data has ensued, profoundly influencing various domains
and unveiling novel avenues for research and analytical
exploration [4]. The remarkable hike in data volume,
accompanied by the enticing prospects and potential inherent
in data analysis, along with the corresponding challenges
in storage, processing, and analysis, has given rise to the
conceptualization of ‘‘Big Data’’. This overarching term
encompasses the phenomenon of managing vast and intricate
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datasets that conventional data management approaches are
inadequate to address [1].

Researchers across diverse domains have leveraged Big
Data to corroborate their research findings and draw
robust conclusions. The prominent applications of Big
Data Analytics technology include transport [5], customer
care [6], smart grids [7], education [8], [9], aviation route
optimization [10] etc. In particular, the healthcare industry
has emerged as a prominent adopter of Big Data strategies,
driving the development of adaptive innovations. However,
the digitization of medical data has undergone significant
expansion, resulting in data generation at an exponential rate
and in diverse formats, including unstructured, structured,
and semi-structured datasets. According to the Institute for
Health Technology Transformation (iHT2), Big Data in the
healthcare sector has reached the scale of zettabytes, with
many approaches anticipated to push it further into the
yottabyte dimension [11], [12].

In the past decade, the healthcare industry has witnessed
remarkable technological advancements, primarily driven

VOLUME 11, 2023

 2023 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 127817

https://orcid.org/0000-0003-3173-2549
https://orcid.org/0000-0002-7201-6963
https://orcid.org/0000-0003-2475-5590
https://orcid.org/0000-0003-2034-1403


F. Hussain et al.: Leveraging BDA for Enhanced Clinical Decision-Making in Healthcare

by significant progress in digital, disruptive, interactive,
and omnipresent medical data technologies and interfaces
[13], [14], [15], [16]. These developments have led to
the generation of diverse types of data within healthcare
applications. As a consequence, the healthcare sector now
produces substantial volumes of heterogeneous datasets
that offer opportunities for enhancing service delivery,
healthcare administration, treatment safety, and treatment
quality improvement [17].

In the recent past, funding organizations have begun
to spend significant money on creating interventions and
exploring the potential for both technical and nontechnical
societies. For instance, the National Institute of Health (NIH)
established healthcare data initiatives in 2017 that collect
patient records such as Electronic Health Records (EHRs),
imaging, genetic information, environmental parameters, and
socio-behavioral relevant information. Medical scholars have
indeed promoted more studies in this area of research to
provide novel significance and importance for enhancing
quality services [18], [19]. Moreover, healthcare data are
comparable in size and type to Big Data from other sectors.
The application system of medical Big Data assists in
developing solutions to enhance clinical outcomes while also
generating revenue with innovative techniques for dealing
with contemporary issues for healthcare systems. This seems
to be due to medical Big Data potential allowing for the
detection of extracted features, which results in meaningful
information for targeted therapy and many other clinical
decisions [20].

In literature, the focus of research is now shifting towards
discovering, and providing novel solutions for continuing
issues and developing difficulties in certain disciplines
[5], [21]. This review article discussed Big Data applications
in the healthcare sector. First, define Big Data and its
properties. Second, several important features of the Big Data
process and technologies are then explained. Following that,
appropriate medical Big Data applications are discovered.
Consequently, Big Data Analytics is covered as a whole,
in particular for the healthcare industry. The overall structure
of this paper is depicted in Fig. 1. The main contributions of
this research work are:
1) We briefly discuss the unique attributes of Big Data in

the healthcare industry, shedding light on the distinct
challenges and opportunities posed by its characteristics.

2) We summarize the challenges faced while implementing
Big Data Analytics in healthcare. This exploration
will contribute to understanding the complexities of
integrating such advanced techniques into the healthcare
domain.

3) We also briefly explain enhance decision-making
through Big Data Analytics by examining real-world
applications, insights will be gained into how these
techniques can drive informed and efficient decisions.

4) We also explain various tools and techniques commonly
employed to implement BigDataAnalytics in healthcare
are crucial. This information will provide insights into

the technological landscape of the field and aid in
comprehending its advancements.

This review article is organized as follows: Section II
describes the article selection process. Section III defines Big
Data Analytics and the use of Big Data Analytics in indus-
tries, particularly in the healthcare domain, and presents a
literature review. Subsequently, Section IV presents Big Data
Processes and Section V discusses Big Data Technologies
used for analysis. The role of Big Data in the healthcare sector
is demonstrated in Section VI while Section VII presents
its challenges. Section VIII describes Big Data attributes
and their sources. We present discussions in Section IX and
finally, Section X concludes this review article.

II. ARTICLE SELECTION
For this review, extensive databases and publishers such
as ACM Digital Libraries, IEEE Explore Digital Library,
Science Direct, Google Scholar, and Springer were thor-
oughly investigated. The search utilized keywords related
to Big Data Analytics, Healthcare, and Medical Big Data.
A total of 19,156 research data entries were initially
identified. Subsequently, based on the latest literature review,
comprising Journal Papers, Conference Papers, and Review
Papers, a refined selection process was carried out. The search
was limited to Big Data publications in healthcare spanning
the past 11 years, from 2012 to 2023. As a result, 150 articles
were retrieved, and 29 articles were carefully chosen for
detailed examination, as depicted in Table 1 and Fig. 2-Fig. 3.
Each selected article underwent meticulous analysis to
uncover gaps and motivations for conducting this research.

III. BIG DATA ANALYTICS
Big Data Analytics (BDA) is the convergence of two key
elements, namely Big Data and Analytics [1], [2]. It refers
to the systematic process of extracting valuable insights and
meaningful information from large and complex datasets.
By employing various methodologies and techniques, BDA
enables businesses to make informed decisions and provides
support for effective decision-making processes [22]. The
BDA utilizes data from diverse sources, such as social media,
sensors, and transferable data from Customer Relationship
Management (CRM) and Enterprise Resources Planning
(ERP) systems. The primary objective of BDA is to reveal
concealed patterns, trends, and insights embedded within vast
and intricate datasets. By harnessing this data, organizations
gain a deeper understanding of their market and make
well-informed decisions to enhance their business operations
[23], [24], [25], [26], [27]. The process involves the use
of various techniques and technologies, including data
visualization, Machine Learning, and Artificial Intelligence.
The BDA also requires a robust and scalable infrastructure,
such as a distributed computing platform, to handle the large
volume, velocity, and variety of data. In general, Big Data
Analytics is the process of insights and knowledge from
large and complex datasets by using advanced techniques and

127818 VOLUME 11, 2023



F. Hussain et al.: Leveraging BDA for Enhanced Clinical Decision-Making in Healthcare

FIGURE 1. Topic covered in this review paper.

technologies, with the goal of informing business decisions
and supporting decision-making.

Big Healthcare Data Analytics (BHDA) is a technique to
analyze datasets in healthcare to uncover trends, patterns,
and insights that can inform healthcare management, medical
research, and clinical decision-making. It also describes
statistical, contextual, predictive, cognitive, and quantitative
models for effective and timely decision-making. Medi-
cal Practitioners, Healthcare Stakeholders, Pharmaceutical
and Clinical Researchers, Hospital Operators, and Health
Insurance may enhance their findings [28], [29], [30].
In medical BDA, data is generated from a variety of
sources for example medical imaging, genomics, clinical
trials, and Electronic Health Records (EHRs). The purpose
of medical BDA is to increase patient care and findings,
reduce healthcare costs, and accelerate medical research.
By making a plan for an individual patient, the data that need
to be analyzed are age, gender, clinical findings, and medical
history [31], which outcomes as a result save lines and cost
savings.

The BDA in the medical sector refers to the method for
analyzing large datasets about the health and well-being
of patients. Healthcare data can take several different
forms, for example, literature from medical journals, blogs
regarding healthcare, social medical, human bodymonitoring
sensors, financial data, machine equipment, and laboratories
which may be provided within medical services (like
HER and LIMS) [1], [32] or may originate from outside

FIGURE 2. Summary of per year publication.

FIGURE 3. Percentage wise paper selection.

sources (such as Pharmacies, Government, and Insurance
Providers), and they may be in an organized or structured
manner [1], [33].
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TABLE 1. Year wise research article.

To demonstrate the complexity of data size, consider in
2012 health data explosion, which began with 500 petabytes
[23] and will reach 165 zettabytes in 2025 [23]. The
BDA approaches relate to methods such as optimization,
prediction, simulation, and others that help managers and
policymakers make decisions and gain insight. Computer
professionals are continually creating new applications to
assist healthcare stakeholders in increasing their prospects
for better value. For good decision-making on Big Data,
many sectors want to build their own infrastructure to assist
managers in making better decisions [33].

In BDA, different methods examine the patient record
for improvement in a result which is conducted from
large datasets to improve the healthcare industry [14], [15].
Firstly, in BDA the main problem is managing and storing
unstructured data in a structured format [16]. The role of
BDA in the healthcare industry will assist every physician
with the medical histories of patients, allowing for optimal
decision-making about the treatment of specific patients [14].
The human body’s main part is the heart, cardiac attacks are
one of the many heart problems that can occur [34], [35].
The BDA is the process of using advanced analytical and
computational technologies to extract insights from huge
and diverse datasets. The BDA is being used to enhance
patient care outcomes, as well as to support research and
new innovation in treatments and therapies in the healthcare
sector [13].

The healthcare sector generates and collects data from dif-
ferent resources such as Electronic Health Records (EHRs),
claims and billing systems, clinical trials, genomics, and
wearable devices. The data is leveraged to uncover patterns
and insights that can increase the efficiency and quality
of healthcare delivery. By analyzing a large population of
patients data in healthcare organizations can identify risk
factors and patterns that can help to predict and prevent
chronic conditions such as diabetes, heart disease, and cancer.
This can help to enhance the health of the population and
decrease healthcare costs [36].

By analyzing data from genomics and clinical and Elec-
tronic Medical Records (EMRs), healthcare organizations
can identify genetic markers and other factors that can help to
predict a patient’s response to different treatments. This can

help to improve treatment outcomes and reduce the risk of
side effects.

For example, by analyzing medical Big Data from
EHRs and claims systems, healthcare organizations can
identify inefficiencies in their operations and improve the
coordination of care. Additionally, it may also be used to
identify patients who are at high risk of readmission, which
can assist in cutting costs and enhance treatment quality
[4], [37]. As a result, BDA is transforming the healthcare
sector by providing new opportunities to improve patient care
and outcomes.

IV. BIG DATA PROCESSES
Due to different types of data being considered to leverage
value, a four-step process must be adopted. In this subsection,
we try to explain how canwe analyze and process low-density
data for decision-makers in their decisions and projects. The
following four steps of Big Data must be followed in Fig. 4.
The large data chain value refers to this procedure [21], [38].

FIGURE 4. Chain value of big data process.

A. BIG DATA GENERATION
Data generating is intended to generate enormous amounts of
data for analysis. Data is produced from numerous platforms,
including inner data from enterprise information technolo-
gies, IoT, Bio-Medical, and the Internet. An organization’s
internal data includes supply chain data which includes
quality, manufacturing, sale, and administrative, as well
as inventory data such as human resource data. Internet
data contains information from comments and likes, data
from click streams, messages, and file logs. Genes, clinical
information, and medication information are all included in
bio-medical data [39], [40].

B. BIG DATA ACQUISITION
Big Data acquisition is explained in three steps step 1:
data collecting, step 2: transmitting data, and step 3: pre-
processing data.

1) BIG DATA COLLECTING
Raw data is produced by different sources, that is unstruc-
tured data, structured data, and semi-structured data, by uti-
lizing computational methods and technology. According to
[39] and [41], most researchers describe Big Data sources
into four categories: Open data, IoT, Information systems,
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and Smartphones. In particular, Tablets, PCs, and Smart-
phones create large amounts of smartphones from the
installed application. Information systems are taken into as a
centralized data center carrying all data on an organization’s
strategy. Embedded sensors refer to various devices in the
network that may deliver streamed and manage the data
updating through the internet network. Open Data is the
tremendous quantity of data that can be retrieved from
sources including journal papers, research articles, web
pages, and forums [39].

2) TRANSMITTING OF BIG DATA
Data processed and analyzed from data sources are referred
to as Big Data transmission [39].

3) BIG DATA PRE-PROCESSING
Pre-processing of data steps assures data analysis and
storage in an efficient and improved way. Furthermore, data
collection for pre-processing is to remove noisy, unrelated
data, inadequate, and, unnecessary data, resulting in reduced
storage needs and improved analytic accuracy. Also, low-
density data must be combined with additional data to get
additional value [39].

4) STORAGE OF BIG DATA
The databases managed enormous amounts of data of
many forms and types for further processing and analysis
while also ensuring data availability, data security, and data
dependability. Earlier, datasets were somewhat confined; as
a result, the Variety, Volume, and Velocity, of the data were
significantly small, justifying the adaptation of an RDMS.
Nowadays, the adoption of the World Wide Web is essential
to have easily accessible and efficient data centers for the
processing of data. Furthermore, storage of data technology
is becoming more important and is a significant investment
by many corporations [39].

5) BIG DATA ANALYSIS
Big Data Analysis steps are most significant and crucial in
Big Data Chain Value, which is produced as an output. For
mining and extracting useful and hidden information for huge
volumes for processing and storing data with the help of
techniques and tools [39], [42].

V. BIG DATA TECHNOLOGIES
Analyzing and organizing structured data on a modest scale,
analysts have used data center-based rational databases.
In accordance with widely recognized Big Data characteris-
tics, traditional technologies are ineffective and incapable of
handling massive amounts of data and extracting significant
insights from them. Many platforms and technologies on
novel distributed architectures having substantial memory
storage and processing capabilities have been created to
address poor performance and complexity experienced
whiles the use of traditional technologies. Technologies in
Big Data include corporate as well as open-source services

and software for informative storage, querying, analyzing,
management, processing, and access [43], [44].

A. HADOOP ECOSYSTEM AND BIG DATA
1) ABILITIES OF APACHE HADOOP
Apache Hadoop [18], [45] refers prominent Big Data
platform with a significant supportive association. Existing
technologies found complexity and low performance while
analyzing and computing Big Data. Many prominent
Information Technology organizations, including Facebook,
Twitter, LinkedIn, IBM,Adobe, Amazon, and, Yahoo are now
using Hadoop for Big Data Analytics [46], [47], [48].

Hadoop can take a few seconds to search Terabytes (TB)
of data while others take time to search data. Hadoop also
executes programs while retaining fault tolerance, which is
common in distributed situations. To ensure this, it maintains
data on servers to prevent data loss. The Hadoop platform’s
strength is based on two major fundamental percepts: in the
HDFS and MapReduce framework, the Hadoop platform can
establish elements as needed in accordance with consumers’
requirements and objectives. Indeed, the Hadoop commu-
nity has contributed various open-source modules to its
ecosystem [46], [49].

Early disease detection using a Hadoop-based system
data from spectrography, Magnetic Resonance Spectroscopy
(MRS), Magnetic Resource Imaging (MRI), and findings
from Neurophysical tests are integrated into such some
online system [50]. Some online systems [51] and healthcare
information systems [31] use Hadoop approaches and IoT
to offer recommendations regarding cardiac disorders. Fig. 5
demonstrates the Hadoop Ecosystem.

2) BIG DATA STORAGE LAYER
HBase is used as a storage medium where massive data is
stored on the Hadoop ecosystem which uses HDFS and non-
relational databases.

a: HDFS (HADOOP DISTRIBUTED FILE SYSTEM)
Information is stored by HDFS which can accommodate a
large number of clusters and delivers worthwhile and reliable
storage [52]. In HDFS, unstructured data and structured
data are stored in huge volumes (file size in Terabytes).
Nonetheless, users need to be aware that HDFS is
not a generic file system. Furthermore, HDFS assis-
tances in improving system work and decreasing network
congestion. It also supports data duplication in fault
tolerance [46], [53], [54].

The master-slave architecture underlies HDFS. It dis-
tributes massive amounts of data around the cluster. The
cluster, in essence, masters the supervises all operations
in the file system, slave nodes organize and achieve data
storage on single nodes. Master information systems can
be broken down and stored data in a secondary name
node. Hadoop relies on data replication to offer data
availability [55], [56].
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FIGURE 5. Hadoop ecosystem [21].

b: HBASE
HBase is a distributed, column-oriented NoSQL database
that runs on Hadoop and allows for real-time random access
to large datasets. It is designed to handle a high volume,
high velocity, and high-variety data of structured and semi-
structured data, including EMR healthcare data [57]. Low
latency operations are performed on HBase. It is designed
as a value/key data architecture that is column-oriented.
It has the ability to scale out and update database tables
of parallel support in distributed clusters. It is adaptable in
terms of updating table rates and scaling out parallel support
in distributed clusters. In the Bigtable like structure, HBase
provides flexible organized hosting for every table. The table
logically holds data in rows and columns. Such tables have
the benefit of handling millions of columns and billions of
rows [46], [58], [59].

HBase offered several capabilities e.g. customizable
table sharing, natural language search, real-time queries,
linear and modular scaling, and consistent access to the
sources of Big Data [60]. It provides solutions related
to Big Data and data-driven websites i.e. Facebook and
Messaging [41], [46], [61].

3) DATA PROCESSING LAYER
a: MAPREDUCE
In 2004, MapReduce was another Apache Hadoop corner-
stone that was created when Google introduced a new term
in study [62]. It is a Java-based framework that is used for
parallel processing to handle large volumes of distributed
data on a cluster [63]. MapReduce is made by two terms
one is Mapper and the second is Reducer. In Mapping data
is equally split and then assigned key/value to the data.
Then Reducer phase gets data from a mapper and gives
the required output of the data. Iterative processing is not

intended for MapReduce [46]. Hadoop does not support the
processing of real-time streaming or in-memory computing,
nor it is always simple to apply the MapReduce paradigm to
all issues. In contrast, stream computing stresses data velocity
and involves continuous data input and output. Real-time
computing, low latency processing, and high throughput are
all features of Big Data Streaming Computing (BDSC). The
necessity of Big Data Analytics in healthcare is the ability
to bring out information from large amounts of data, which
makes BDSC a promising option [64], [65]. The use of
BDSC in healthcare using MapReduce is very important to
get hidden values in real-time in healthcare [66], [67], [68].

b: YARN
Yet Another Resource Negotiator (YARN) provides a
more general-purpose alternative to MapReduce [54]. It is
unconventional resource management runs and allows many
applications that run in parallel using HDFS. Furthermore,
it supports both batch and stream processing. Scalability and
security are also features of this system. Besides, YARN
employs dynamic allocation of system resources, allowing
it to expand its exploitation resources. YARN, like the
MapReduce framework, has a master-salve design [46], [69].

c: CASCADING: A MAPREDUCE PLATFORM FOR LARGE
SCALE FLOWS
Cascading framework [69] is a data flow component like Pig.
Cascading’s only goal is to make it possible for development
to make business Big Data applications instead of having
to understand its intricate working behind Hadoop or write
application code accessing API of Distributed Processing
Engine such as MapReduce. Cascading used high-level
logical structures to design, develop, and deploy to con-
struction as Java and Scala classes. Along with MapReduce,
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Cascading support Flink and Tex as the Distributed Pro-
cessing Components. Cascading includes supporting Spark
and Storm as future ideas [68]. It offers many intriguing
advantages that enable advanced query management and
complicated workflow management on Hadoop clusters.
Portability, scalability, test-driven development, and integra-
tion are all supported.

4) DATA QUERYING LAYER
a: APACHE PIG
Another open-source framework called Apache Pig is used
to produce high scripting languages [69]. Apache Pig has
a feature to reduce the complexity of the MapReduce
algorithm. By enabling MapReduce jobs and processes to
execute in parallel over Hadoop. Owing to its user platform
environment, it makes it easier to browse and analyze large
datasets in parallel using HDFS, much like Hive. A pig can
also connect with programs written in other programming
languages, binaries, and shell scripts. Map Data is Pig’s
unique framework [70].

b: JAQL
In addition to Hadoop, JAQL is a domain-specific language
designed to offer querying language that facilitates Big
Data processing [71]. High-level queries are converted into
tasks MapReduce in JAQL. It was developed so that it
could query semi-structured data using the JavaScript Object
Notation standard (JSON). Moreover, a broad range of other
information types and data schema, including flat files, XML,
and CSV data. Consequently, a data structure is not required
for JAQL and Pig. Numerous built-in features, primary
operators, and I/O connectors were available with JAQL.
These features allow for the processing, storage translation,
and conversion of data into JSON format.

c: APACHE HIVE
To make Apache Hadoop use simpler, Apache Hive, a data
warehousing solution, was developed [40], [72] unlike
MapReduce, which manages data within files using HDFS,
Hive enables the representation of data in a structured
database that is more familiar to consumers. In actuality,
tables are from the bulk of Hive’s data model. These
tables are partitioned and reflect HDFS directories. Then,
buckets are created from each division. Using a descriptive
dataset, diabetes is analyzed using ‘Hive’. Efficient prediction
models are developed to provide data related to diabetes
investigation [73], [74].

Furthermore, Hive provides a language similar to SQL
called HiveQL that enables users to approach and modify
Hadoop-based data stored in DHFS or HBase [75].
Consequently, a variety of corporate applications are
acceptable for it. Real-time transactions are not appropriate
for Hive [76]. It actually has a low-latency operation as
its foundation. Hive, like Hadoop, is built for processing
on a large scale, so even straightforward jobs might take a

while. Hive transparently converts some sorts of queries into
batch-processed MapReduce operations, such as summaries
and ad-hoc search joins [77].

5) DATA ACCESS LAYER: DATA INGESTION
a: APACHE FLUME
Apache Flume is a distributed, reliable, and available service
for efficiently collecting, aggregating and moving large
amounts of log data [78], [79]. It can manage streaming
data flows and has a straightforward adaptable design.
To manage vast dispersed data sources, Flume is built
around a straightforward extensible data model. Flume offers
a number of features, including failure recovery service,
configurable reliability mechanisms, and fault tolerance.
Flume is a standalone component that can operate on other
platforms even though it works well with Hadoop.

b: APACHE SQOOP
An open-source application called Apache Sqoop is a Com-
mand Line Interface (CLI) for transmuting large volumes
of data between structured data repositories and Apache
Hadoop (such as NoSQL databases, enterprise data ware-
houses, and relation databases) [80]. Sqoop provides optimal
system utilization, fast performance, and fault tolerance to
lessen the processing demands placed on external systems.
Using similar high-level language (Pig, Hive, or JAQL) or
MapReduce the imported data is transmitted [81].

c: CHUKWA
Chukwa is a Hadoop-based data-collection system [82]. Its
objective keep track of massive dispersed systems. Data is
gathered from different data providers using HDFS, and it
is analyzed using MapReduce. It takes Hadoop’s scalability
and robustness. For outputs, it provides a UI (user interface)
for displaying, following, and analyzing. Chukwa provides
a robust and adaptable framework for Big Data. It gives
analysis the ability to gather, examine, monitor, and show
Big Data collection. The reliability issue in Chukwa moves
the retry logic as near as feasible to the data source. Either
local disc log files or HDFS is used to store data. By default,
no further copies are produced. Data transmission is only
considered successful when data from one source to another
source is copied. The technological issue comes in two forms.
Themonitoring systemmay be invisible to older applications,
thus reliability must be connected with them, and during
runtime, this evaluation must be carried out effectively and
continually [83], [84].

6) DATA STREAMING
a: STORM
An open-source, Storm is a system for distributed real-time
processing [56]. Its structure is a DAG with ‘‘spout and
bolts,’’ where spouts create tuples from input streams and
bolts instantly handle those tuples. Storm can be crucial
for apps that use streaming analytics. Storm’s ISpout
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interface could be able to handle any incoming data.
Users may really consume data from a variety of real-time
synchronous and asynchronous systems using Storm (like
JMS, Kafka, Shell, and Twitter). Based on bolts, Storm
makes it possible to write data to any output system. Storm
has the IBolt interface, which supports all types of output
systems, including Hive, HBase, HDFS, and other messaging
systems.

It will redirect the process to a different computer and
restart it there if it crashes repeatedly. It may be applied in a
variety of situations, including distributed RPC, continuous
computing, online ML, and real-time analytics [46], [69].
In order for other Hadoop tools to asses the findings, Storm
must first prepare them. Amillion tuples may be processed in
a single second. Storm offers a condensed programming style,
similar to MapReduce, that masks the difficulty of creating
distributed software [49].

b: APACHE SPARK
In-memory computing is supported by Spark [76], a dis-
tributed computing framework that is extremely fast. Spark
supports streaming data as well as HDFS and MapReduce
interfaces, RDD (Resilient Distributed Dataset) is the concept
on Spark’s datamodel that is built. Such objects are accessible
without disk access necessary. In the event that a partition
is lost, it may also be reconstructed. The storm cluster and
the Hadoop cluster appear to be comparable. However, with
Storm, multiple topologies may be used for distinct storm
tasks. Instead, the sole alternative under the Hadoop platform
is to build MapReduce tasks for the related applications. The
following is a key distinction between MapReduce tasks and
topologies. TheMapReduce task terminates, but the topology
continues to process messages indefinitely or until the user
terminates [76].

7) STORAGE MANAGEMENT
a: HCATELOG
Apache HCatelog provides storage management and table
administration for Hadoop users [85]. It allows differ-
ent data processing technologies to work together (like
MapReduce, Hive, and Pig). Data type techniques and
common schema make this possible. For any data format
(such as Sequence Files formats, CSV, JSON, RCFile)
for which a Hive SerDe (serializer-deserializer) can be
developed, it provides an interface to simplify read and write
data operations. In order to do that the system administrator
makes accommodations for SerDe, Input Format, and Output
Format. The HCatalog abstracted table provides a relational
representation of the data in DHFS and allows for tabular
viewing of multiple data types. Users are not required to
be aware of the place or process used for data storage.
HCatalog allows users to write and read data on the grid in
Hadoop storage management and table with data processing
tools [46], [58].

8) DATA ANALYTICS
a: MAHOUT
Apache Mahout is a library of scalable ML algorithms that
can be used in Big Data Analytics [86]. Hadoop can be
extended with Mahout to use MapReduce to run algorithms.
It is made to function on various platforms. In essence,
Mahout [87] is a collection of Java libraries. It benefits
ML systems and algorithms across Big Datasets by assuring
their effective implementation and scalability [46], [58].
It provides a collection of algorithms that can be used to
accomplish common data mining and ML tasks such as clas-
sifications, clustering, and recommendation systems. Mahout
top of Apache Hadoop and Apache Spark. One of Mahout’s
main features is that it implements popular ML algorithms
like k-mean, Canopy, and Singular Value Decomposition that
are enhanced for large-scale data processing on a Hadoop
cluster. These algorithms can be used to perform tasks such
as amounts of data that are typical in BDA. Apache Mahout
is a potent tool for Big Data Analytics, with integration
with Hadoop and Spark, support for a variety of data
formats, evaluation and validation libraries, and development
capabilities for data scientists and analysts. It offers scalable
machine-learning algorithms that can be applied to large
datasets. Google, IBM, and Amazon are among the firms that
have used scalable ML algorithms.

9) MANAGEMENT LAYER: PROCESS AND COLLABORATION
a: AVRO
Apache Avro is a data serialization and data exchange format
that is often used in Big Data systems, particularly in the
management layer of Big Data systems [88]. Avro [86] is
an Apache Hadoop open-source framework that provides
developers with two services: Data exchange and Data
serialization [46], [58]. Avro also provides support for
Remote Procedure Calls (RPC) which allows for efficient
communication between different systems and programming
languages [89].

b: OOZIE
Apache Oozie is used to manage Hadoop tasks and is a
server-based workflow scheduler in a Java web application
of Big Data systems [90]. It is an effective management
system that is scalable, extendable, and capable of handling a
high volume of workflow. Directed Acyclical Graphs (DAGs)
represented to process workflow of jobs. Various Hadoop job
types, including MapReduce, Hive, Pig, Distcp, and Sqoop
tasks are supported by Oozie [90]. Oozie server is the main
component of Apache Hadoop [91].

c: ZOOKEEPER
Zookeeper is an open-source coordination service created to
manage applications and clusters in a Hadoop context [91].
It offers Java and C-cloud software APIs and is applied in
Java. Apache Zookeeper is a distributed coordination service
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that is often used in Big Data systems to help manage
the coordination and workflow of distributed applications
and services. Zookeeper provides a simple and consistent
interface for distributed systems to coordinate and com-
municate with each other, which is especially beneficial
in Big Data systems that often involve many machines
working together to process large amounts of data. The
main advantage of Zookeeper is the ability to maintain
a centralized, highly available configuration repository for
distributed systems. Zookeeper also provides a number
of primitives for distributed coordination, such as leader
election, barriers, locks, and queues. These allow applications
to coordinate their work, for example by ensuring that only
one machine is running a particular task at a time, or that
a group of machines is all waiting for a signal to proceed.
These features can be used to coordinate the execution of Big
Data processing tasks, besidesmanaging data distribution and
computation tasks across a cluster of machines [91].

10) SYSTEM DEPLOYMENT
a: HUE
Apache Hue is a web-based interface for Big Data systems,
it provides a platform for data access, data discovery, data
collection, and data visualization [92]. Hue is built on top
of several popular Big Data technologies including Apache
Impala, Apache Hadoop, and Apache Hive and it provides
a simple and user-friendly interface to interact with these
systems. By offering a user-friendly interface that enables
users, including non-technical ones, to explore and analyze
massive datasets through features like sharing dashboards,
stored queries, and workflows, Apache Hue makes it easier
to access and study Big Data in Hadoop clusters. Hue’s APIs
can be integrated with visualization software, for example,
to provide a comprehensive Big Data Analytics solution. Hue
is built on top of popular Big Data technologies like Hadoop
and Hive, it’s easy to integrate into an existing Big Data
stack [93].

b: BIGTOP
Apache Bigtop is an open-source project for the packing and
distribution of Big Data software stacks [94]. It is focused on
providing a consistent, high-quality distribution of popular
Big Data technologies such as Apache Hadoop, Apache
Hive, Apache Spark, and Apache HBase. Apache Bigtop
makes it easier to build and maintain Big Data systems
by ensuring the compatibility and proper operation of all
components by providing a single distribution of several
technologies.

Bigtop is the best option for managing and testing Big
Data clusters on-premises or in the cloud, especially for
businesses using open-source Big Data software and seeking
cost-effective deployment. Bigtop offers tools and integration
with configuration management and orchestration tools like
Ansible, Chef, and Puppet.

c: APACHE AMBARI AND APACHE WHIRR
Apache Ambari and Apache Whirr are both open-source
projects for the development of Big Data systems. Apache
Ambari is a management and monitoring platform for Big
Data clusters that are primarily used for Hadoop-based
systems. It provides an easy-to-use web-based interface for
managing and monitoring Hadoop clusters, as well as tools
for configuring and managing other Big Data technologies
such as Hive, Pig, and HBase.

Apache Whirr, on the other hand, is a library for launching
and managing cloud services, including Hadoop clusters
using a simple API. Whirr can be launched on a variety
of cloud providers, such as Amazon Web Services (AWS),
OpenStack, and Microsoft Azure, and it can be used to
automate the process of provisioning and configuringHadoop
clusters on these cloud platforms [95]. Many Hadoop com-
ponents are supported by Ambari e.g. HDFS, MapReduce,
HCatelog, Hive, ZooKeeper, HBase, Oozie, Pig, and Sqoop.
Ambari is useful for managing and monitoring Big Data
clusters, while Whirr is useful for automating the process
of launching and configuring Big Data clusters on Cloud
platforms. These tools can be integrated with each other for
better automation of the Big Data development process. Fig. 6
illustrates the conceptual architecture of Big Data Analytics.

B. CLOUD COMPUTING
Cloud computing refers to developing applications to store,
process, and manage data on cloud-renting third-party
services [98], [99], [100]. The use of BDA in the healthcare
sector is very helpful in predicting the early detection
of disease. Using Big Data’s potential in many sectors,
including, minor and major organizations i.e. healthcare,
education, and others, is endeavoring. In healthcare, Big
Data analysis is used to decrease treatment expenses, prevent
diseases, anticipate pandemic breakouts, etc. [13].

The cloud-based system provides accurate results during
experiments on diabetes patients’ data collected from body
sensors referred to as HaaS (Healthcare as a Service)
[101], [102]. As previously mentioned, organizations across
a variety of industries are using Big Data in critical decision-
making.

Pakistan established the ‘‘National Center in Big Data and
Cloud Computing (NCBC),’’ which includes 11 universities
and 12 laboratories around the nation focusing the agricul-
ture, medical distribution, and energy management [103].
In 2002, Pakistan was the first SAARC country to implement
e-government and it is also one of the countries with a large
IT contribution. Pakistan is particularly in the early stages of
BDA implementation in the healthcare sector [14].

Several advantages of BDA are mentioned including
Data gathering from different origins such as social
media, databases, e-commerce websites, external third-party
sources, and so on. Facilitating services and product delivery
to satisfy or beyond client expectations. Responding in
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FIGURE 6. Big data analytics: A conceptual architecture [96], [97].

real-time to client requests, concerns, and queries. The
sleep monitoring system is designed to monitor the patient’s
sleeping conditions on a regular basis. The data collected
from signals of ECG from ECG sensors are transferred to the
cloud for signal processing [104], [105].

Following are additional advantages:
Optimize Cost - Hadoop and Spark both are freely available
sources used by corporations to analyze, store, and evaluate
huge volumes of data. For example, the transport industry
also used data to demonstrate the advantages of cost-cutting.
In the transport industry, the cost of the returned product is
1.5 times higher than real transportation expenses. Transport
companies can reduce customer return costs by removing
the ability to return products in BDA. By using analytics
techniques which product return is high to avoid the purchase.
Improve Effectiveness- Big Data can substantially increase

operational efficiency. Big Data solutions may collect a
great amount of valuable consumer data by engaging them
and soliciting their feedback. In order to identify pertinent
patterns, such as customer likes and preferences, purchase
trends, etc. This data may then be evaluated and analyzed.
Consequently, organizations may create customized or mod-
ified goods and services.
Novelty - Big Data insight may be leveraged to modify

business strategies, generate innovative products and ser-
vices, increase customer satisfaction, and more.

As recently indicated, corporations have largely benefited
from Big Data Analytics, as other industries have also bene-
fited. Particularly, in the healthcare industry, many provinces
are already using the potential of Big Data to anticipate and
stop epidemics, reduce expenses, cure diseases, etc. This data
has also been employed for developing a number of effective
therapy models. Big Data created more complete reports,
which were subsequently turned into useful essential insights
to give better care. The use of Big Data in Education enables

teachers to monitor, respond, and measure comprehension of
the content in real-time. Professors have developed tailored
resources with students to check their knowledge levels in
order to grab their interest [13].

Google BigQuery is a cloud computing platform that is
cost efficient serverless data warehouse with built-in ML
abilities. It’s quite versatile and includes a plethora of capabil-
ities for facilitating analytics in various sizes and data types.
In order to provide flexible resources, faster innovation,
and scale economies, cloud computing is the distribution of
computer services, servers, networking, databases, storage,
software analytics, and so on across the internet [36]. Cloud
computing has changed the way computer infrastructure is
utilized and abstracted. The concept of the cloud has been
broadened to embrace anything that may be thought of as a
service [36], [106].

In healthcare, the cloud computing development and
deployment of telemedicine allows healthcare providers to
deliver care remotely, using video conferencing and other
digital tools. By using cloud-based telemedicine services,
without the need for expensive infrastructure. This can
improve access to care, particularly in underserved or rural
areas, and reduce the need for in-person visits. Cloud
computing is also the development and deployment of EHR
systems in medical data [107].

EHR systems allow healthcare providers to store and
access patient medical records electronically, improving the
efficiency and accuracy of care. By using cloud-based EHR
systems, healthcare organizations can quickly and easily
deploy EHRs, without the need for expensive infrastructure.
This can enhance coordination and quality care and decrease
the risk of errors and omissions. A third potential use
of cloud computing in healthcare is the analysis of large
datasets for research [108]. The healthcare sector generates
a huge volume of data, including EHR, medical images, and
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genomics data that can be difficult to analyze and store using
traditional data in a centralized location, making it easier to
identify trends and patterns that can inform the development
of new treatments and therapies [109].

VI. BIG DATA IN HEALTHCARE AND ITS NATURE
Electronic Health Records (EHRs) can enhance advanced
analysis and clinical decision-making by storing massive
amounts of data. Nevertheless, a significant percentage of all
this data has become unstructured. Unstructured data refers
to information that does not follow a particular model or
organizational system. This selection can easily be due to the
fact it is possible to preserve it in a variety of forms.

Another cause for using an unstructured form seems to
be that structured data alternatives frequently fail to meet of
collecting complicated data. For instance, capture unusual
data such as a patient’s values and preferences, essential
personal characteristics, and some other associated data in a
different format than an unstructured manner.

It is essential to combine various disparate, crucial,
information sources into a consistent or coherent data
format for subsequent analysis utilizing algorithms to better
understand and exploit the patient’s treatment. However, the
healthcare sector must leverage the complete capacity of such
rich sources of data to improve patient satisfaction.

In the healthcare industry, clinical data (including personal
records, Electronic Medical Records (EMRs), Pharmaceu-
tical records, genetic records, patient personal records,
financial records, etc.) are the sources of Big Data [110] and
healthcare records (including health management, doctors,
and clinical decision support system or patient feedback,
medicine, Hospital, disease surveillance) [111], [112].
According to the report, the Compound Annual Growth
Rate (CAGR) data for health coverage would exceed 36%
by 2025, which is predicted to increase as compared to
other sectors [113]. The study examined the long history of
healthcare using Big Data. Despite its diversity, the evaluated
literature seems to fall specific areas of healthcare into basic
categories like Big Data and its significance, analytics and
technology development, and research about Big Data. The
category of research addresses the complexity, problems,
usefulness, and facility of using Big Data to enhance health
end results. Now next physical systems development that
integrates Big Data Analytics is the next category is data
analytics technology framework.

This framework performs heterogeneity from data col-
lection to visualization in the healthcare industry. In the
healthcare industry consider lessons learned and general
practice suggestions on Big Data Analytics.

A. ELECTRONIC HEALTH RECORDS
In 2017, the National Institutes of Health (NIH) announced a
Big Data program to collect patient data including, genetic,
imaging, EHR, socio-behavioral, and environmental data.
Researchers in the field of health have also advocated for

further research in this area with the goal of generating novel
significance and value for enhancing healthcare practices.

Electronic Health Records (EHRs) can enhance detailed
analysis and clinical decision-making by Storing huge
amounts of data. Nevertheless, a significant percentage of all
this data has become unstructured. Unstructured information
is data that does not correspond to a certain modal or
organizing scheme. This selection can easily be due to the fact
that it is possible to preserve it in various forms [18], [19].

B. BIOMEDICAL DATA
Research such as life science research firms’ data produc-
tion capabilities, filling gaps in genomes, transcriptomics,
proteomics, and metabolomics [114], [115]. Applications
about data in agriculture, medicine, and health, when
paired with pathological data, it simpler to identify specific
persons, compromising patient privacy and causing genetic
discrimination. Data generated during medical treatment
includes personal information, medical image data, Electric
Medical Records (EHRs) data, and drug user data [116].

C. CLINICAL RECORDS
Data generated during medical treatment includes detailed
personal information including medical image data, Elec-
tronic Medical Record data, and drug user data [117]. The
data may be used to produce new worth through analysis
but it contains a massive quantity of private data that an
unauthorized thirty party could gain, threatening patient
privacy [118].

D. PUBLIC RECORD
Having studied disease trends and tracking epidemics to
enhance safety for the public, producing more precisely
targeted vaccinations, and converting massive volumes
of data into usable information to detect needs, avoid
crises, and offer service are all examples of what we
do [119]. Informatics is an ‘‘Applied Information Science’’
that combines computer science, information technology,
management sciences, behavioral science practices, and
theories to provide concepts, tools, and techniques for
integrating information systems into public health [120].
Healthcare informatics research is a scientific endeavor to
improve the operation of the healthcare organization as well
as patient care outcomes [121]. Online social media paired
with epidemiological data aided monitoring of public health.
Forecast infectious illnesses using a social network. Digital
media is increasingly utilized to enhance the monitoring and
efficacy of Healthcare [122].

VII. BIG DATA CHALLENGES IN HEALTHCARE
In the medical sector, Big Data is generated by clinical
data (such as personal records, Electronic Medical Records
(EMRs), Pharmaceutical records, genetic records, patient
personal records, financial records, etc. [110] and healthcare
records (including health management, doctors, and clinical
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FIGURE 7. Sources of big data in healthcare [123], [124].

decision support system or patient feedback, medicine,
hospital, disease surveillance) [111], [112]. According to
projections, the Compound Annual Growth Rate (CAGR)
data for health coverage would exceed 36% by 2025, which
is predicted to increase as compared to other sectors [113].
This study evaluated the background of healthcare and Big
Data. Despite its diversity, the evaluated literature seems
to fall specific areas of healthcare into basic categories
like Big Data and its significance, analytics and technology
development, and research about Big Data. The category
of research addresses the complexity, problems, usefulness,
and facility of using Big Data to enhance health end
results.

A. HEALTHCARE BIG DATA CHALLENGES
Currently, the medical sector produces data massively from
different sources and different formats, including qualitative
sources that are free text and demographics, as well as quan-
titative sources including gene arrays, laboratory tests, and,
sensor data [125]. Medical data is extremely hypersensitive
and challenging to approach [126]. Big Data has evolved,
introducing with it new challenges and issues brought on by
the exponential increase of medical data. The ever-changing
structure of data presents several obstacles during the storage,
evaluation, and retrieval of massive volumes of data. Due to
their large and tremendous volume of data cannot be handled
by traditional database systems [127].

Big Data difficulties that commonly occur in healthcare
institutions fall into broad categories due to the large
quantity of unstructured data, that is traditional language,
clinical, and prescriptions which are hand-written data
analysis, integration, and storage provide a reasonable level
of complexity. The primary goal of a medical decision system
is to use social medical data from different websites to
predict the onset of illnesses in various geographic locations.

To do this, a comprehensive prediction system that takes
into account a collection of features connected to a certain
epidemic, such as dengue fever and influenza must be created
[128], [129]. In healthcare, a significant number of devices
generate massive and complicated data from the human body
to store for later use and analysis. To resolve these restric-
tions, various cloud-based technologies for data storage are
available, including Nimbit [130], ThingWorx [131], GENI
[132], [133], Amazon [134], and, Google Cloud [135].

These platforms improve data storage and management.
Practically everywhere and anyplace, data may be obtained
and reviewed by healthcare practitioners and researchers for
growth and increased knowledge about the healthcare sector.
Several hurdles must be addressed before cloud computing
can become even more feasible [136]. To begin, cloud
computing provides a concise and versatile technique for
mining resources. It does, however, increase the potential of
privacy exposure. It is a clinically obvious fact in clinical
informatics. Subsequently, the importing and exporting of
massive amounts (petabytes) of data in medical data to
the cloud. Network capacity raises the cost of data while
limiting its mobility [137]. Data quality and data integration
used for analysis often outcomes from multiple sources and
they are not easy to analyze due to data being in different
formats. Data cleaning and preprocessing are required to
identify and correct errors and inconsistencies and they are
not ensured to analyze different types of data. Healthcare
data is sensitive and confidential and it is ensured that data
is accessed by not every individual besides practitioners and
data analysts, this requires robust data governance policies
and strict data security controls, such as encryption and secure
access controls.

B. OPPORTUNITIES FOR BIG DATA ANALYTICS
By conducting literature work of previous studies medical
sector gained potential in Big Data Analytics, some of the
following are mentioned below: [138].

1) MEDICAL DIAGNOSIS
A data-driven diagnostics may detect disease at its initial
stages and eliminate treatment complications [139].

2) ELECTRONIC HEALTHCARE RECORDS
Big Data Analytics may be utilized to extract useful
information from EHRs, which can enhance patient findings
and decrease healthcare costs [41], [140].

3) CLINICAL DECISION MAKING
Big Data analytics help healthcare professionals make
more informed decisions about patient care. For example,
by analyzing data from clinical trials, healthcare practitioners
can identify the best treatment option for different patient
populations, which can enhance patient findings and decrease
healthcare costs [141], [142].
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4) POPULATION HEALTH MANAGEMENT
Big Data Analytics identifies trends and patterns in health-
care data that can help to enhance population health
[143], [144], [145]. For instance, electronic health records are
analyzing and claim data, healthcare providers can identify
areas where patients are not receiving appropriate care, and
take steps to address those issues.

5) DETECTION OF FRAUD
In the healthcare system, identifying patterns in healthcare
data can indicate fraudulent activity. This can help reduce
healthcare costs by identifying and preventing fraud before
it occurs [96], [97].

6) PERSONALIZED MEDICINE
Big Data Analytics leverages healthcare providers to rec-
ognize data that can aid in tailoring treatments to the
specific needs of individual patients. This can improve
patient outcomes and effective treatments for their specific
conditions [146], [147].

7) PREDICTIVE ANALYTICS
Predictive analytics is utilized in the healthcare industry to
recognize individuals who are at high risk of developing
chronic diseases or readmissions. It might also be used
to forecast which patients would have the most complex
cases and which are the most at high risk of poor
outcomes [148], [149].

8) REMOTE MONITORING
Big Data Analytics are used to monitor patients remotely and
identify signs of deterioration in their health. For example,
by analyzing data from wearable devices, healthcare practi-
tioners can diagnose those who are at high risk of acquiring
chronic diseases and perform preventive or management
measures before the conditions become serious. Overall, Big
Data Analytics has the possibility to revolutionize healthcare
by providing healthcare facilitators with insights that can
help them make more informed decisions about patient
care, enhance patient findings, and decrease healthcare
costs.

9) COMMUNITY HEALTH
Authorities may adopt preventative actions in a community to
mitigate the danger of chronic disease [150] and contagious
disease epidemic [151].

10) HOSPITAL SURVEILLANCE
Real-time surveillance of hospitals can help government
officials preserve the highest level of service quality [152].

11) PATIENT CARE
Big Data Analytics enable personalized patient treatment
which can bring immediate relief [153] andminimize hospital
readmission rates [154]

C. BIG DATA ANALYTICS IN HEALTHCARE SYSTEMS
The Application of Big Data Analytics in healthcare poten-
tially confronts a variety of problems [155], [156]. In this
field, the challenges are usually mentioned.

1) INITIAL INVESTMENT
Implementing the infrastructure required to realize the
benefits of Big Data incurs large upfront costs for healthcare
sectors [157], [158].

2) DATA QUALITY AND ACCURACY
The scarcity of skilled manpower as well as make a change in
reluctance to change in organizational practices [159], [160].
The quality and accuracy of data can be inconsistent, which
can make it difficult to draw accurate conclusions from the
data.

3) QUALITY OF INSIGHTS
Poorly executed diverse healthcare data may lead to inade-
quate insight and inaccurate recommendations [161], [162].

4) DATA INTEGRATION
Data is often stored in multiple different systems and formats,
which can make it difficult to integrate and analyze.

5) LACK OF STANDARDIZATION
There are many standards to gather, record, and store data
which makes it hard to compare data from different sources
and make of it.

6) ANALYTICAL COMPLEXITY
Analyzing Big Data advanced skills and sophisticated tools,
which can be a barrier for many healthcare organizations.

7) HANDLING OF UNSTRUCTURED DATA
Healthcare data contains many unstructured data such
as images and medical notes, which can be difficult to
understand and analyze.

8) ACTIONABLE INSIGHTS
Extracting actionable insights from Big Data requires
advanced analytical and data mining techniques, which can
be time-consuming and resource-intensive.

9) PRIVACY AND SECURITY
Researchers caution against exposing patients to unautho-
rized data access during inter-system transfers due to their
privacy and security concerns [42], [163].

VIII. HEALTHCARE BIG DATA ATTRIBUTES AND
SOURCES
In today’s digital world, data is important to become a more
valuable asset than oil. Data is very valuable and effective as
many industries use it for their benefits [3], [164]. Big Data
in multiple domains like healthcare, education, agriculture,
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business, social media, and sports, produced large values
of data for testing and analysis purposes. Data generation
sources in different and multiple fields, like network sensors,
smartphone applications, social media, and financial matters,
particularly in healthcare [3]. Each person generated 1.7 MB
data in each second [13] on the internet, 1826 PB (petabytes)
data are processed in a day reported by the National Security
Agency(NSA) [165], [166]. Forecasts by global data experts
revealed that by the end of 2022, humans would produce and
consume about 94 zettabytes of data. Every two years the data
will double according to the International Data Corporation
(IDC) [21], [166].

Data production on a daily basis is astonishing.
Correspondingly, approaches for analyzing and understand-
ing this massive size of data are necessary, an incredible
source of important information. To convert Big Data into
useful data information using Big Data Analytics techniques
can be performed on critical data from datasets [167].
Researchers describe the concept of ‘‘V’’ using the term Big
Data [168], [169].

In 2001 [170], evolving Big Data characteristics were used
to identify the Variety, Volume, and Velocity in the three
V’s, [39], [169], [170], [171], [172], [173]. IDC defines Four
more V’s (Variety, Velocity, Volume, andValue) using the Big
Data’s characteristics in 2011 [166].

In 2012, a new characteristics name Veracity was added
as another Big Data characteristic [107], [166], [174], [175],
[176], 5V as presented as a patient data attribute in another
study [177]5V, according to Van and Algar, describe Big
Data and motivate its significance to healthcare data [176],
7 Vs [5], [178], [179] added( Variability and Visualization),
and 10Vs (Validity, Vulnerability, and Viability) [41], [97],
[180]. Few scholars have concentrated on the healthcare
sector and they explored the 5V characteristics to show the
properties of Big Data [168], [175]. It is presented as a
patient data feature in another study. 5V, according to Van
and Alagar, described Big Data and drove their applicability
to medical data [168], [176]. Although there are other Vs
present in literature, in this review only 10 Vs are discussed
below:-

A. VOLUME (SIZE)
It describes the massive quantity of data generated every
second, reflecting the dataset’s volume which is the main
challenge in developing general criteria for enormous data
size since the timing and kind of data may have an impact on
its definition [107], [163] (e.g. definition of ‘‘Big dataset’’).
Exabyte (ED) or Zettabyte (ZB)-sized datasets are currently
classified as ‘‘Big Data’’ but issues regarding small size range
datasets are still existing [39], [166], [181]. For example,
2.5 Petabyte (PB) is generated from more than a million
clients per hour by Walmart [166]. The community discusses
leveraging the majority of hospital records, by analyzing
datasets it is costly to obtain, and perception about is currently
restricted [39], [146], [182].

B. VELOCITY (SPEED)
It is the speed of data processing (defined as a streaming,
real-time, emphasizes the data processing in which speed
of data is created [39], [166], [183]. IoT devices receive
data from sensors regularly. If a delay occurs during data
processing using medical monitoring record devices, may
cause receiving late results to the physician’s harm and
death of the patient (e.g. notifying a doctor or institution of
emergencies) [184].

C. VARIETY (COMPLEXITY)
It means the different types of datasets, for example,
unstructured dataset, semi-structured dataset, and structured
dataset [31], [96], [107], [185].

(i) Unstructured datasets (for example, multimedia infor-
mation, and text) that have not been predefined struc-
tured [33], and in the healthcare industry, a different
kind of data including computed tomography diagnostic,
IoT sensors, laboratory examinations, patients records, and
findings. Every day, unstructured healthcare records such as
patient information, doctor notes, prescriptions, an image of
MRIs, CTs, radio films, clinical or official medical records,
and so on are generated. Furthermore, electronic apps,
actuarial data, automated database information, electronic
billings are accounting, and some clinical and laboratory
instrument reading observations are included in the structured
and semi-structured variations of EHS and EMS. Data
analytics provides several tools for covering unstructured data
into structured datasets, particularly NLP in healthcare [186].

(ii) Semi-structured data contains tags to divide data items
(such as in NoSQL databases) [107], [187], but it is up to
the database user to enforce this structure. Data generated
by sensors or other devices to efficiently monitor patient
behavior are examples of such data.

(iii) Structured dataset (e.g., a relational database is used
for data recording) is very particular and is recorded in the
specified format. In the healthcare domain, examples of such
data include hierarchical terminology of numerous diseases,
their diagnosis information, and symptoms, Results from
the laboratory, patient data such as admission records and
prescription histories, billing details for therapeutic services
provided [14].

D. VERACITY (QUALITY)
The quality of data is represented by its veracity [163].
For example, IBM bears very high expenses for this pur-
pose [188]. It is classified as horrible, outstanding, or ambigu-
ous since data can be noisy, undecided, inconsistent, and
imperfect. Data analytics accuracy is getting more challeng-
ing to establish as data source diversifies. When evaluating
millions of healthcare records from a dataset to discover and
predict illness patterns or to minimize an epidemic that may
affect several people, any inconsistencies and uncertainties
might be delayed and the analytics process’ accuracy will be
reduced [188]. Veracity in clinical practice typically results
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have accurate information about their patients, and they are
better able to make informed treatment decisions. This can
lead to more effective treatments and faster recovery times.
In addition, patients who receive accurate information about
their health and treatment are more likely to understand their
condition and follow their treatment plan, which can also
contribute to better outcomes. Ensuring veracity in clinical
practice also helps to build trust between healthcare providers
and patients, which is essential for a positive patient-provider
relationship. Overall, maintaining veracity in clinical practice
is crucial for providing high-quality healthcare and achieving
optimal patient outcomes. High-quality videos and streaming
platforms are some examples of massive data [189].

E. VALUE (EFFECTIVENESS)
The role in data characterization is used for decision making,
as opposed to the proceeding Vs, which is primarily con-
cerned with large data challenges [163] Amazon, Facebook,
and Google have all utilized analytics to maximize their
respective products. Big Data can bring value to healthcare
by improving the effectiveness of systems in healthcare.
Patient data which is analyzed by healthcare providers can
detect obstacles and inadequacies in the system. This can
result in improved patient outcomes and reduced costs.
To predict the future, data scientists can check trends and
make patterns such as the likelihood of a patient developing
a certain condition or the likelihood of a patient responding
to a particular treatment. This information can be used
to intervene with preventive measures, potentially avoiding
costly and complex treatments [190].

F. VARIABILITY (CHANGE)
Modeling changeable data sources is common in data science.
Models deployed into productionmay run across, particularly
erratic data [3].

G. VISUALIZATION (VISUAL CONTEXT)
Healthcare data must not only be reliable but they must
also be accessible clearly and aesthetically to the end
users. Complicated hospital reports must be represented
in a relevant and less time-consuming manner. Proper
visualization aids in the discovery of key ideas by
reflecting the information in an expressive and useable
manner [3], [191], [192].

H. VALIDITY (ACCURACY AND CORRECTNESS)
In [3], [5], [191], and [192], the validity of data is also
determined by its timeliness and if it was obtained using
acceptable scientific techniques and methodologies [193].

I. VULNERABILITY (SECURITY CONCERN)
In literatures, [3], [191], and [192] are concerned about
data breaches of critical data in healthcare, especially when
data is transported from several junctions and electronically
stored in the cloud. The patient’s sensitive and personal data

must be protected in the cloud from unauthorized users.
This includes personal identification information, medical
records, financial information, and other sensitive data. Data
breaches can occur due to a variety of factors such as weak
security controls, lack of employee training, and human error.
Hackers may also target healthcare organizations specifically,
as they often have the health of sensitive data that can be used
for financial gain or identity theft.

To prevent data vulnerabilities in healthcare systems,
organizations should implement robust cybersecurity mea-
sures such as encryption, secure data storage, and regular
security audits. They should also provide regular employee
training education on data security and have incident
response plans in place to quickly detect and respond to
breaches.

J. VOLATILITY (CURRENCY AND AVAILABILITY)
References [3], [5], [191], and [192] relates to the duration
of data validity and storage. Healthcare data is created and
altered at a quick pace. As a consequence, the data life is
comparatively short which is be analyzed [193].

IX. DISCUSSION
Big Data has revolutionized the healthcare industry, offering
specific approaches and solutions to improve individual
health outcomes and enhance the performance of healthcare
organizations. In order to continually advance the field’s
knowledge, sharing additional findings from past research
is of utmost importance. The integration of Big Data in
healthcare indicates the important progress of utilizing
vast datasets within the healthcare sector, made possible
by advancements in computer technologies like real-time
processing and cloud computing.

In addition, developers, researchers, and industry profes-
sionals are increasingly fascinated by the potential value of
Big Data in the healthcare industry. Despite various review
techniques addressing Big Data and its significance, the
findings remain fragmented, lacking comprehensive insights.
Expanding the scope of research is essential to identify
interconnections, enabling a comprehensive understanding
of Big Data research and addressing the research questions
previously posed. Consequently, future studies should strive
to bridge the gap among diverse Big Data domains in
healthcare. This review, to the best of our knowledge, is the
most comprehensive and extends the number of relevant
publications to be examined.

In this comprehensive review study, we discussed the
distinctive features of Big Data in the healthcare sector,
highlighting the specific challenges and opportunities that
arise from its unique characteristics. We then provide a brief
overview of the challenges encountered when integrating
Big Data Analytics into healthcare, shedding light on the
intricacies of deploying advanced data techniques within
this domain. Additionally, we explore the potential for
improved decision-making through real-world applications
of Big Data Analytics, offering insights into how these
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methodologies can empower informed and efficient decision-
making processes. Furthermore, we elucidate the various
tools and techniques commonly utilized for the imple-
mentation of Big Data Analytics in healthcare, offering
valuable insights into the technological landscape of the
field and facilitating a deeper understanding of its evolving
advancements.

X. CONCLUSION
The primary aim of this review article has been to explore
the significant implications of Big Data techniques and
technology on the performance and outcomes of healthcare
systems. It introduced the innovative concept of Big Data, its
evolutionary trajectory, and its essential characteristics such
as Volume, Velocity, Variety, Veracity, Value, Variability,
Visualization, Validity, Vulnerability, and Volatility. This
comprehensive review serves as a foundational step toward
conducting Big Data Analytics research work and expands
the understanding of its properties, attributes, and challenges.
Big Data Analytics has the potential to elevate the strategic
capabilities of healthcare organizations and improve the
quality of treatments. By implementing Big Data Analytics
in healthcare, organizations can enhance productivity and
reduce healthcare costs that may arise from not leveraging
the benefits of Big Data Analytics.
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