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ABSTRACT In order to meet the demands of diverse services within sixth-generation networks across a
range of industries, numerous approaches are being employed to address notable signal degradation resulting
from channel obstruction, particularly in the realms of millimeter wave and sub-THz frequencies. One of
these solutions is the utilization of reconfigurable intelligent surfaces (RISs), which can reflect or refract
signals in the desired direction. This integration offers significant potential to improve the coverage area from
a transmitter to a receiver. In this paper, we present a comprehensive framework for analyzing the secrecy
performance of an RIS-aided mixed radio frequency (RF)-free space optics (FSO) system employing in terms
of physical layer security (PLS). It is assumed that a secure message is transmitted from a RF transmitter
to a FSO receiver through an intermediate relay. The RF link experiences Rician fading while the FSO link
experiences Mdlaga distributed turbulence with pointing errors. Three different eavesdropping scenarios
are examined: 1) RF-link eavesdropping, 2) FSO-link eavesdropping, and 3) simultaneous eavesdropping
attack on both RF and FSO links. We evaluate the secrecy performance using analytical expressions to
compute secrecy metrics such as the average secrecy capacity, secrecy outage probability, probability of
strictly positive secrecy capacity, effective secrecy throughput, and intercept probability. Our results are
confirmed via Monte-Carlo simulations and demonstrate that fading parameters, atmospheric turbulence
conditions, pointing errors, and detection techniques play a crucial role in enhancing secrecy performance.

INDEX TERMS Physical layer security, reconfigurable intelligent surface, Rician fading, Mélaga fading,
pointing error.

I. INTRODUCTION

A. BACKGROUND AND LITERATURE STUDY

As the beyond fifth generation (B5SG) and sixth generation
(6G) of wireless communication have emerged, reconfig-
urable intelligent surfaces (RISs) to address the negative
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impacts of wireless channels have been explored as one
of the most crucial technologies [1], [2], [3], [4], [5].
To create a truly intelligent environment, there is a significant
strategy to control the wireless medium, i.e., signal reflection
direction, in an intentional way [6]. To address this need,
an RIS has been developed using passive components that
can be programmed and managed through an RIS controller
allowing it to reflect signals toward specific directions
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as required [7]. Furthermore, the mixed radio frequency
(RF)-free space optical (FSO) systems are considered poten-
tial structures for the next-generation wireless networks [8].
The use of RISs in both RF and FSO transmissions can
help solve signal blockage issues that arise in wireless
communication channels.

FSO communications are seen as a promising option that
can provide fast data transmission speeds and be applied
in a range of scenarios such as serving as a backup to
fiber, supporting wireless networks for backhauling, and
aiding in disaster recovery efforts [9]. However, they are
vulnerable to pointing errors and atmospheric conditions
and are not suitable for transmitting information over long
distances. Through the implementation of relaying strategy,
the dual-hop RF-FSO mixed models merge the strengths of
RF and FSO communication technologies [10], [11]. In [12],
the authors demonstrated how pointing errors, atmospheric
turbulence, and path loss affect a mixed FSO-RF system and
provided insights for improving the design and operation
of such systems. The authors of [13] derived analytical
expressions for the outage probability (OP), average data
rate, and ergodic capacity (EC) of the RF-FSO systems, and
assessed the performance in the presence of multiple users
with various data rate requirements. Recently, the authors of
[14], [15], [16], and [17] enhanced the dual-hop performance
by optimizing the system parameters and made it suitable for
space-air-ground integrated networks.

There has been a lot of research in the literature where sin-
gle RIS-aided systems have been investigated [18], [19], [20],
[21], [22], [23], [24]. In [18], the accuracy and effectiveness
of RIS-assisted systems in modifying wireless signals were
evaluated by assuming practical factors such as phase shift
and amplitude response that can affect their performance.
In [19], it was demonstrated that RISs could improve
system performance over a Nakagami-m fading channel by
examining signal-to-noise ratio (SNR) and channel capacity.
The findings of the study also provide insights into how
to optimize RIS-empowered communications in practical
scenarios. The system performance of an RIS-aided network
is assessed by the authors of [20] wherein they suggested
that the number of reflecting elements used in the network
does not affect the diversity gain. On the other hand, the
system performance of an RIS-aided dual-hop network was
analyzed in [25], [26], [27], [28], and [29]. For example, the
authors of [25] conducted a study comparing RIS-equipped
RF sources and RIS-aided RF sources, and suggested that
mixed RF-FSO relay networks utilizing these two types of
sources offer great potential for enhancing the performance of
wireless communication networks in various environments,
both indoors and outdoors. In [26], it was concluded that
incorporating RIS in mixed FSO-RF systems can greatly
enhance the coverage area. This is achieved by improving
the signal quality and reducing the signal attenuation that
may occur during transmission. However, it was observed
that RISs can help mitigate the impact of interference
from nearby channels in dual-hop communication systems
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with co-channel interference [27]. The authors of [28]
proposed a study on the effect of different system parameters,
including the number and placement of RIS elements,
on the performance of an RIS-assisted communication
system. Here, the authors concluded that the most effective
RIS configuration for optimal performance depends on the
specific communication scenario and network requirements.
In [30], a RIS-assisted FSO-RF mixed model with hybrid
automatic repeat request techniques was proposed where the
OP and packet error rate was derived in closed form to
evaluate the system performance.

Wireless communications face a significant challenge in
terms of protecting the privacy of information because their
inherent characteristics make them vulnerable to security
threats [31]. Till date, the security of wireless communi-
cation has relied on different encryption and decryption
techniques that take place in the higher levels of the protocol
stack [32]. Newly suggested physical layer security (PLS)
methods are now seen as a practical solution to stop
unauthorized eavesdropping in wireless networks by utilizing
the unpredictable nature of time-varying wireless channels
[33], [34], [35], [36], [37], [38]. Recently, extensive research
has been conducted to explore the secrecy performance of
mixed RF-FSO systems. The authors of [39] concluded
that using a mixed model offers better security compared
to using RF or FSO technology alone, and they empha-
sized the importance of implementing appropriate security
measures and techniques. Another study in [40] examined
the secrecy performance of a mixed RF-FSO relay channel
with variable gain while [41] provided insights into the
secrecy performance of a cooperative relaying system and
emphasized the significance of selecting suitable statistical
models and security techniques. In [42], the authors examined
the trade-off between security and reliability in a DF-based
FSO-RF system, demonstrating that employing receiver
diversity leads to improved secrecy performance. The refer-
ence [43] presents an analysis of the secrecy performance
in a scenario where an RF backhaul system is augmented
with a parallel FSO communication link to enhance data
transmission security. In [44], the authors demonstrated a
mixed FSO-RF cooperative system that takes simultaneous
eavesdropping into account. Their findings revealed that a
low pointing error and heterodyne detection (HD) at the
receiver results in improved performance. Additionally, the
authors in [45] evaluated the performance of the mixed
RF-FSO system with a wireless-powered friendly jammer
and analyzed the impact of different system parameters on
secrecy performance. On the other hand, some challenges
and limitations associated with the dual-hop model were
identified in [46] including the impact of atmospheric
turbulence on the FSO link’s performance and the importance
of accurate channel estimation. Finally, a new model for
the mixed RF-FSO channel was presented in [47] that takes
into account arbitrary correlation, and the results showed
that both correlation and pointing error could significantly
affect the secure outage performance of the model. Although
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a lot of research has looked into the investigation of PLS
analysis due to the RF-FSO mixed systems [39], [40], [41],
[42], [43], [44], [45], [46], [47], the potential of RIS to
improve confidentiality in wireless networks has not been
extensively studied in the context of RIS-assisted RF-FSO
systems. It is worth noting that recent research has explored
the RIS-aided model, even in the context of the single hop
only, which significantly differs from our proposed system.
Many of these studies have focused on utilizing Rayleigh
distributions [6], [48] and Nakagami-m distributions [49]
to assess secrecy performance. However, there are also
studies such as [50] that have investigated the PLS of
a non-orthogonal multiple access (NOMA)-based visible
light communication-RF mixed system where the authors
looked into the influence of RIS on secrecy performance.
Furthermore, a different perspective was taken in [51], where
the authors analyzed a high-altitude platform-based RF-
FSO model. In this case, they considered Nakagami-m and
Rayleigh distributions for the RF link, and they assumed a
Gamma-Gamma distribution for the FSO link.

B. MOTIVATION AND CONTRIBUTIONS

Although RIS-aided mixed RF-FSO systems are strong
contenders for upcoming BSG and 6G wireless networks
and their diverse applications, there has been limited
investigation into their capacity to maintain secrecy in the
available literature. The current literature mainly focuses on
mixed RF-FSO systems and does not fully investigate the
security performance of RIS-assisted RF-FSO systems from a
perspective of physical layer security (PLS) particularly when
RIS is used in both links [52]. In this paper, we conduct a
PLS analysis of the RIS-aided RF-FSO system configuration
and evaluate its secrecy performance under the simultaneous
influence of RF and FSO eavesdropping attacks, which, to the
best of the authors’” knowledge, has not been inspected before
for this type of configuration. In addition, since wireless
channels experience frequent variation over time, assuming a
Rician channel in the RF links would provide a more realistic
environment to model the wireless propagation perfectly [53].
Meanwhile, the Mdlaga fading distribution applied to the
FSO link in the system being examined produces reliable
results, particularly in challenging atmospheric turbulence
and pointing error scenarios [47]. Motivated by these
advantages, we introduce a secure wireless network over the
Rician-Mdlaga mixed RF-FSO fading channel model. The
key contributions of this research are as follows:

o In the past few decades, numerous studies have
investigated the secrecy performance of mixed RF-
FSO systems, such as [39], [40], [41], [45], [46], [47],
[54], and [55]. However, the secrecy performance of
dual-hop systems that incorporate both RF and FSO
links aided by RISs remains an open concept, with
no research conducted on this specific configuration
up to date. In this paper, we propose an RIS-aided
mixed RF-FSO network in the presence of two different
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eavesdroppers accounting for their ability to intercept
information transmitted through both RF and FSO links.
It is important to highlight that while there has been
a recent investigation into the secrecy performance of
the RIS-assisted model [6], [48], [49], [50], [51], their
studies are significantly different from our proposed
structure in terms of both the system model and the
statistical characteristics being considered.

« Firstly, we obtain the cumulative distribution function
(CDF) of the dual-hop RF-FSO system under decode-
and-forward (DF) relaying protocols by utilizing the
CDF of each link. Furthermore, we develop the new
analytical expressions of average secrecy capacity
(ASC), the lower bound of secrecy outage probability
(SOP), the probability of strictly positive secrecy
capacity (SPSC), effective secrecy throughput (EST),
and intercept probability (IP). These expressions are
novel compared to the previous works because the
proposed model is completely different from the existing
RF-FSO literature.

o The derived expressions are utilized to obtain numer-
ical results with specific configurations. Furthermore,
we confirm the precision of the analytical results through
Monte-Carlo (MC) simulations. This validation through
simulation strengthens the reliability of our analysis.

« In an effort to increase the practicality of our analysis,
we provide insightful remarks that shed light on
the design of secure RIS-aided mixed RF-FSO relay
networks. To ensure a more realistic analysis, we take
into account the major impairments and features of
both RF and FSO links. For instance, we incorporate
the impacts of fading parameters and the number of
reflecting elements for RF links, as well as atmospheric
turbulence, detection techniques, and pointing error
conditions for FSO links.

C. ORGANIZATION

The paper is organized into several sections. Section II
provides an introduction to the models of the system and
channel that are utilized in the study. In Section III, the paper
presents analytical expressions for five significant perfor-
mance metrics including ASC, SOP, and the probabilities
of SPSC, EST, and IP. Section IV provides enlightening
discussions and numerous numerical examples. Finally,
Section V serves as the conclusion to the paper.

Il. SYSTEM MODEL AND PROBLEM FORMULATION

As depicted in Fig. 1, we present the system model of
a RIS-aided combined RF-FSO DF-based relaying system
where a RIS-RF system forms the first hop and the
second hop is composed of a RIS-FSO system. Since a
source, denoted by S (ground control station, smartphone,
etc), and a relay, denoted by R (tall building), cannot
communicate directly due to obstructions, S link to R
through a RIS, denoted Zp, mounted on a structure. Similarly,
communication between R and a destination, denoted
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FIGURE 1. System model of a combined RIS-aided dual-hop RF-FSO system with source (S), relay (R), the destination user (D), and eavesdroppers

(£P and £Q)'

by D (satellite ground station, smartphones, drone, etc),
is established through another RIS, i.e., Zp). A RIS works
as an intermediate medium between S and R with a view to
ensuring a line-of-sight path between two nodes. In practical
applications, RF-FSO mixed systems offer versatile solutions
to address specific communication challenges and enhance
performance. The mixed models find use in industrial
sensor networks, aerial surveillance drones, secure military
communication, hybrid data centers, and internet-of-things
(IoT)-enabled smart buildings, showcasing the adaptability
and benefits of combining RF and FSO technologies to meet
diverse communication needs. The unauthorized users, which
are known as eavesdroppers, denoted by £ (smartphone,
drone, etc), attempt to intercept the confidential information
that is transmitted from S to D. Based on the position of
eavesdroppers, three different scenarios are considered where
the eavesdropper attempts to overhear the communication
between S and D via R.
e In Scenario-I (Fig. la), the eavesdropper, Ep,
utilizes the RF link for wiretapping and both
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R and &p attain analogous
from Zp.

o The Scenario-II (Fig. 1b) infers the eavesdropper, &g,
at the FSO link and both D and &y obtain the resembling
propagated signal from Zo.

o In Scenario-III (Fig. 1c), the eavesdroppers £p and g
both attempt concurrently to overhear the confidential
information from both the RF and FSO links.

This model describes a passive eavesdropping scenario
assuming that the RIS is oblivious to the CSI of eaves-
droppers. Herein, S and £ are equipped with a singular
antenna, while R acts as a transceiver. D comprises a single
photo-detector for optical wave reception, while Zp and Zgp
have \Vj and NV, reflecting elements, respectively. The surface
RF networks using S—Zp—TR and S—Zp—Ep links pursue the
Rician fading distribution. R serves to convert the obtained
RF signal and redirect it as optical signal to D in the presence
of £p. Both the FSO links, R —Zp — D and R — Zgp — &p
experience Malaga turbulence with pointing error aided by an
RIS, Zp.

signal propagated
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A. SNRS OF INDIVIDUAL LINKS

For Scenario-I, hs, (sp = 1,2, ..., N7) indicates the first hop
channel gain between S and Zp in both § — Zp — R and
S —Ip — Ep links. Similarly, 8sp and N, indicate the channel
gains of the second hop from Zp to R and Ep, respectively.
Hence, the signals at R and Ep are expressed by

Yo = Z hy d%gsp X+ wi, ey
sp_l

Vse = Z hy, v ng, | x +wy, @)
sp_l

respectively. For the channels of each particular link, we have
hs, = aspe/QSP
9,
8s, = ,Bs,,e] P
5,
ng, = nspe] r

where o, ﬂsp, and 15, are the Rician distributed random
variables (RVs), Osps ﬂsp, and (SSP are the resembling phases
of received signal gains. Moveover, ®;, and Wy, identifies
the phases emanated by the s,-th reflecting element of the
RIS. In this work, we consider ®;, € [0, 27), ¥, € [0, 27),
and the range of reflection on the assembled fortuitous signal
present at the s,,-th element is deliberated as 1. The conveyed
data from S is represented in this scenario by x with the
power S and w; ~ M(0,M,), wo ~ M(0,M,) are the
additive white Gaussian noise (AWGN) samples with M,.,
M, indicating the power of noise for the relevant networks.
Mathematically, (1) and (2) are expressed as

Vor =g ®hx+wi, 3)
Voo =nIWhx 4wy, )
where the channel coefficient vectors are denoted by

h=1[hh ... h\17,
g=lg1g...enm1",
n=I[nny... n/\/l]T
® = diag([/®1 2 ...
U = diag([¢/¥1 V2 ...

JENIY),
JYNY).
@ and W are the diagonal matrices containing the transitions

of phase employed by RIS components. The SNRs at R and
Ep are expressed as

2

y, = Zaspﬂs,, fven=tn) | 5 (5)
sp—

N _ 2
S agn, ) | )

Lsp=0

Ve, =

where the average SNR of the S — Zp — R link is denoted
by y, = 1\% and the average SNR of S — Zp — &p link is
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represented by y,, = A% Therefore, the ideal selection of
®@;, and Yy, are ®;, = o5, + Vs, and V5, = 05, + 6,
for obtaining maximized instantaneous SNRs. It is worth
noting that similar to the research conducted by [56] and [57],
we make the assumption of the most adverse eavesdropping
scenario, where the eavesdropper possesses strong detection
capabilities. Hence, the maximum possible SNRs at R and

Ep are given, correspondingly, as

2
Yr = Z Olvp,Bsp Yr @)
sp=0
2
Ve, = Z s, s, | Ve, (8)
sp=0

For Scenario-1I, the received signals at D and &£y are
represented in a form similar to the expressions in (1)-(4) and
utilizing the same procedures for optimization, the received
SNRs are given as

2
2
va= D &8, | 7a- ©)
rq=0
2
2
Veg = | D &gy | Ve (10)
rg=0

where &, o ﬂrq, and n, , are Mailaga distributed RV, y; and ¥, ”
are the average SNRs of the R —Zp—D and R—Zp—E links,
respectively. The received SNR at the destination utilizing a
DF relay is given by

Yeq = min{y,, va}. (11
B. PDF AND CDF OF RIS-AIDED RF LINKS

The probability density function (PDF) and CDF of y;, where
J € (r, ep) are respectively expressed as [53]

a;j—1
y J2 exp _i_
bin/7i
F(y) = oyl (12)
! 41 Y
’ [(aj + Dy, 2

y(%+1 i@)

T(aj+ 1)

; (13)

Fy(y) =

where y(:,-) is the lower incomplete Gamma function
[58, Eq. (8.350.1)], I'(-) is the Gamma operator, a; and b; are
constants related to the mean and variance of the cascaded
Rician random variable & computed as

E[g]
7 Var(s)) (14
b — er_(a) (15)
T E[g]”
126511
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where &, is the sum of i.i.d. non-negative random variables,

E[&] =E o5, E [15]. (16)

e (B, and Eag,] = 3/ FLijn (K1), Ehgy] =

SR (K), Var@) = AqVar(§), Ki and €
denote the shape parameter and scale parameter, respectively,
for the first hop of S — Zp — R link, for the other
hop those are expressed by K; and ;, correspondingly,
Li,2(-) denotes the Laguerre polynomial, i.e., Lipp(x) =
e[ =)l (F) — xI1 (3)]. and L) is the modified
Bessel function of the first kind and order v [58, Eq. (8.431)].
Further simplification of (16) gives

o~ L) Q19
4 K+ (Kj+1)

[(Kl + 1)1 (I; ) + K1l (1; )]
X [(K +1)1o (I;) + Kl (1; )} (17)

=K [asg] E [AY[,] €21 Q2;. The variance

E[g] =

Notice that £ [Ef]
is computed as

Var (5) = E |67~ E?[g] = 212~ E?[g].  (18)

C. PDF AND CDF OF RIS-AIDED FSO LINKS
The PDF of y,, where p € (d,e,), can be calculated
as [59, Eq. (17)]

1= [, (F) o)

The PDFs of R—1¢,Zp—

as [60, Eq. (10)]
mi~1, 3 [ ( i)

D and Zg— & links can be written

Sz +1
él 9alvml ’

(20)

52 Bi

f}/,' (yl) =

where i € {h, gy},

2aiai/2 cBi Bitai/2
cl+“i/2F((x,) (Cﬂz 4 Q/) ’

)

1) )
’ i~ (m; — 1)!
—(aj+m; )/2’

iBi/(cBi + 2]
B; = £2aifi(c + QD17 + D(chi + )],
Q' = Q + 2bop + 2¢/2bopS2 cos(pa — dp),

and ¢ = 2bgy (1 — p) indicates the average amount of power
received by off-axis eddies from the dispersive element,
o; and B; are the turbulence parameters, y; is the average
SNR, &; represents pointing error, 2 is the average power
of LOS component, by is the average power of the total

A &

[I>

bm; = amila
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scatter components, p represents the quantity of scattering
power coupled to the LOS component, ¢4 and ¢p are the
deterministic phases of the LOS and the coupled-to-LOS
scatter terms, respectively, r € {1,2} determines if the
transmission makes use of the heterodyne detection (HD)
approach (r = 1) or the intensity modulation/direct detection

ap ] is the

(IM/DD) techniques (r = 2) [60], and GI%:" [Z @
q
Meijer’s G function [58, Eq. (9.301)]. From (20), we get

_gh h 3.0 G+ 1
S (D= 7y Z bm, G |:Bh ()/h) Lh2,ah,mh:| ’

mp=1
(2D
v Agt &
gp P
fygﬂ ( t ) Z Mep
1
r 2
1
G| By, (- L L @
’ tygp 8p ’agp’mgp
where y, and yg, are the average SNRs. In (22), the

variable ¢ appears in the denominator. Utilizing the Meijer’s
G function’s reflection characteristic [61] in (22), we get

i ()
= Eg <

2&p oP gP
2y Z bmgp

mgpzl

1
- 5
.03 1 (ryg,,) ‘1—5&, ,1—a§p,1—mgp '
’ ng 14 _ggp

(23)

Substituting (21) and (23) into (19) then applying the change
of variable X = té = t = X% and df = aX* 'dX via
utilizing [62, Eq. (2.24.1.1)], we obtain the exact unified PDF
of end-to-end SNR as

b Vo )
‘gh " Eg,, B Pep

22}’), Z Z bmh bm&’p

mp=1 mgpzl

1
6,0 Y\

x Gy¢ | BpBg, | —
2,6|:h8n();p) Lh{

where y,= y1¥,,. The CDF of the end-to-end SNR can be
written as

2 2
2 ,
ap, mp, &g, Ag, . Mg,

Y
Fy,(v) =/0 Sy, (¥)dy. (25)
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By substituting (24) into (25), we obtain the CDF of y,, via
utilizing [63, Eq. (07.34.21.0084.01)] as

B B 8p

gh hé e ah+agp+mh+mgp—2
p P
Fy, (V)= — Z Z by, by, 27201
mp= ]mgpfl
By, 1,1 l
6r1 gp ' g ’ hl
x G — Pl , 26
2r+1,6r+1 |:( )7p ))/ lhz»lgpzvoi| ( )
where
(BiBy,)
hgp = r4r ’
14 £,2 1+&2+r—1
lé’m = p, s " ,
2 2 _
(1+$h 1+&“+r 1)
lhl = ey ,
r r
& 2 & 24r-1 « o, +7r—1
Y Sl .
8r2 r r r r
mg, mgp—i—r—l
malRREE " ,
52 2 _ _
( n %—h +r 1 oy ap+r 1
lhzz R L N R )
r r r r
my, my +r—1
r [EEICICIE) - .

D. CDF OF END-TO-END SNR FOR RIS-AIDED DUAL-HOP
RF-FSO LINK
The CDF of y,, is expressed as

Fy,(v) = Fy, () + Fy () — Fy,(¥)Fy, (). 27

Substituting (13) and (26) in (27) and carrying out algebraic
calculations, the simplification of CDF of y,, can be attained
as

n ar+1+4n 5
F ()=i b (” ﬁ) EhAhg:gszgd
veg \V Zinlar +1+mT (@ + 1) 22r

Br  Bea

x Z Z b’”hbmgd

pohtagytmptme, -2

27[207])
mhzlmgd=1
By, 1,1, 1
67’,1 gﬂ 2 “8d1° h
<t | (52) i

. i 1y (b ﬁ)ar+l+n

. (28)
:On!(ar+l+n)f‘(ar+l)

As per the comprehension discussed in the literature review
section, the combination of RIS-assisted RF-FSO framework
taking Rician and Mélaga distributions into account has not
yet been described in any current study within the literature.
As a result, the expression found in (28) can be demonstrated
to be unique. Also, the generalized depiction of both Rician
and Milaga distribution drives this endeavor towards the goal
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of unifying the many existing models by treating them as
prominent occurrences.

Ill. PERFORMANCE ANALYSIS

In this portion of the work, we attain the expressions
for the suggested RIS-assisted RF-FSO network’s metrics
of performance, namely ASC, the lower bound of SOP,
probability of SPSC, IP, and EST.

A. AVERAGE SECRECY CAPACITY ANALYSIS

ASC is the mean value of the instantaneous secrecy
capacity, which can be stated analytically as [35], [40], and
[64, Eq. (15)]

o0
1
I —_— — —
ASC' = /O e Fy, ) [1 = Fp, (] dy.  (29)
On substituting (26) and (28) into (29), ASC is derived as
Brn Pea

oo
ASC! = X, (Zul D xih— > > Ak
n=0

mp=1mg=1

oo B Pu
+> > > X2X3L{4), (30)

n=0mp=1 mgdzl

aep+n+1
n
=D (be,,ﬂ)

where

X = ,
n! (aep +n+ 1) (aep + 1)
ar+n+1
n
=D (bepwi)

T nl@4+n+ D@ +1)°

pohtagytmyptme, -2

A3 = by by, 2720—D ’

and four integral expressions U1, Us, Uz and Uy are expressed
as follows.

1) DERIVATION OF i,
U, is expressed as

aep +n+1

u /Oo” ~ d 31)
= T——ay.
o I+vy

With the fulfillment of identity [58, Eq. (3.194.3)], U is
attained as
ae, +n+3 ae, +n+3
U1=B(ep 7 ) (" 5 ), (32)

where B (., .) is the Beta function [58, Eq. (8.39)].

2) DERIVATION OF 4,
Us is expressed as

ar+agp+2n+2

U /V L 4 (33)
= 1+y
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Using an analogous method to the one used to derive U, U>
is closed in as
a, +a., +2n+4
=85 ( e 1

ar + ae, +2n+4)

2 o 2
(34
3) DERIVATION OF U3
Us is expressed as
0 aep+n+l B
14 2 or,1 hgp 15 ld s lh
Uz = G, — 1270
’ /0 L4y 2ot [( v )y Iny. lay O
(35)

The transformation of - mto Meijer’s G function is done

by utilizing the 1dent1ty [62 Eq. (8.4.2.5)] and solving the
integral upon utilization of [62, Eq. (2.24.1.1)], U3 is obtained
as

OO agytntl 61 Bhg
Us = / y TG 2,
A 21,6741 "
11] [0 Bg, \ ™!
<olipfo]ar=(5x)
l’l[ 0 V2

o G26r+1 2 | 0, —ay —Ip,, —ay —lg,, —a1
Or42.242| By 0, —ar — 1, —oy — lay, —ay — I |’

(36)

la ldla lhl
lhzv ldza 0

Ao, +n+3
where o] = 25—

4) DERIVATION OF Uy,
Uy is expressed as

ar+aep +2n+2
2
1+y y

By,
61,1 g
X Gyt 641 [(—ydp) 14

Using an analogous method to the one used to derive U3, Us
is derived as

o0 aep+n+l 6.1 Bhg
U4=/ 4 G — )y
0 2r+1 6r+1 »

—ar—1
1,1 0 (B, e
<oti]fo]ar=(52)

1, lay, I,
dy. 37
Iy 10,0 |97 GD

17 ld[v lh1 i|
l/’tzv ldzs 0

« G261 2| 0,—ar —lpy, —02 — gy, —2
6r+2,2r+2 Bhgp O —ay — 1’ —ap — ld“ —ay — lhl s
(38)
ar+ae, +2n+2
where @y = —%——.

B. SECRECY OUTAGE PROBABILITY ANALYSIS

1) SCENARIO-I (LOWER BOUND SOP)

In accordance with [65, Eq. (21)], the lower bound of SOP
can be stated as

SOP' =Pr{ye; < ¢ v} =/0 Fy @ )y, ) dy,
(39)
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where ¢ = 2% and R, denotes the target secrecy rate. Now,
substituting (12) and (28) into (39), SOP is expressed finally
as

MRy + MRy — M3R3

dep +1 )

SOP' =

(40)

1
26,7

where
~ (1"

T (ae, + 1)7e, *
¢l ar+1+n
2
M = )
! Z n!(ar + 1+ n) T(a, + 1) (bﬂ/—y,)
By

s,fAhsgd o o
D D bwbm,

mp=1 mg, =1

FOhTog  tmptimg, -2

x 2D

B PBe

i — AL A, By b,
d

mp=1n d_l

M MlSh

roch+agd +mptmg, -2

X 27201 ’

and derivations of the three integral terms R, R, and R3 are
expressed as follows.

2) DERIVATION OF R
R1 is expressed as

OO ap+tae,+n
e [
0 bep Ve,

R is derived by utilizing [58, Eq. (3.326.2)] as

| —ar—de,—n 2
= . (41)
bep vV 7/61) )

R1 = 2a, + ae, +n+ 1)!(

3) DERIVATION OF R,
R, is expressed as

oo aeI;+l 6r.1 Bhg¢
Ram [0 [ (P22)
0 2r+1,6r+1 »

—7
% ebé’pa/l;fp d)/

Now, through the use of a number of mathematical operations
utilizing [62, Eq. (8.4.3.1) and (2.24.1.1)], R, is derived as

o0 "EWrl 6r.1 Big, ¢ 1, lg,, Iy
R2 — / y —IG r, P ,y ’ 12 1
0 2r+1,6r+1 v

Ihys lay, O
 GMO VY ~ay
01N\ be,/7e, |1 O

2
1
J/z ( y )
3,67 bep A/ Vep

6r+1,2r+3 4Bhg ¢
P

lh23 ldzs 0

11 ldlv lh] ]

aep—i-l
2

e Iny, ld3,

s

0, ——5— 1d4,lh4

(42)
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aep-H

ep+1
where 2, = 72 (Bh):;)¢) ’ Sy =1— ap+ — Iy, gy =
e 1 e 1 € 1

1= 22ty = 1= 225 gy and Iy, = 1—“”+ ~lay.
4) DERIVATION OF R
R3 is expressed as

_— /oo yar+a2e,;+n G6r’1 Bhg,,¢ y 1, ld] s lh]

3 A 2r+1,6r+1 » Inys Ly, 0

V7
x e’ T dy.

Using an analogous method to the one used to derive Ry, R3
is derived as

S ar+aep+n 6r.1 Bhg (1)
e [ e [(529),
0 2r+1,6r+1 »

1,0 VY ’—
x G’ = dy
o |:(bep\/ VEP) 0:|

2
= 2,Gy% o]

lhzv ldz ) 0

lvld13lhli|

lhsald59 1 _Z3

6r+1,2r+3 4Bhgp¢ 2 0, _23’ ld()a lhﬁ
(43)
Z3
where Z, = 7[_% (Bh)f ) , 23 = w’ lh5 =1-
p
Zy—lpy lgs =1—23 =gy, Ing =1 — 23 — I, and lgy =

1 —2Z35—lg.

5) SCENARIO-I (ASYMPTOTIC SOP)

For a better understanding of our analytical method in high
SNR region, we derive asymptotic expressions of our lower
bound SOP by assuming the condition y» — oo. In general,
the asymptotic expression of (40) is presented as

SOPI® — MR + MRy — M3R5s

, (44)

dep +1

Ao, +1 _
2be,,p [(ae, + Dye, ’

Here, R4 is formed by transforming the Meijer’s G term
in (42) via utilizing [60, Eq. (19)] as

Ra = 21 D Tlay )T Uy y)

2
1
6r |:)/2 (m) }_ld4.)'_lh4,y

- 4Bhgp¢
H@ 1,04#y F(la’4 e — ld4,y)r(lh4,(':) - lh4,y)
1625 Tllay,0 — Lag )T Uny.0 — lhy.y)

(45)
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Similarly, R is found from (43) as

2
Rs =2, r(ld6,y>r<lh6,y>[—’]
y=1 4Bhgp¢

Ho 1,0+#y ['(lag.0

— lag T (g, 0 — lng,y)
l—[2r+3 F(ld5 :

— lag T (Uns,0 — lng,y)

(46)

6) SCENARIO-II (LOWER BOUND SOP)
The expression of SOP of RIS-aided combined RF-FSO

channel when the eavesdropper is at the FSO link can be
described as [11, Eq. (13)]

=Pr{Csc <R} = Pr{)’eq = ¢V€Q +¢— 1}

= / / fygq (V)fyeq ») dVequ
0 dy+op—1

sop"

- /0 Fpy @y +6—Dfy, (1) dy
X (1= Fyy@— D)+ Fy@—1. @)

where Cy. denotes the channel capacity for the S — R — D
link. Due to mathematical process of obtaining the precise
SOP closed-form formula being challenging, we deduce
the mathematical expression of SOP at the lower-bound
considering the variable gain relaying scheme as [11,
Eq. (14)]

SOP" > SOP" = Pr{yeq < $ve,}
=/0 Ey @V) fr, () dy
X (1 =Fypl@—1)+Fy,@—1. 43)

Substituting Egs. (24) and (26) into (48) and utilizing [62, Eq.
(2.24.1.1)] yields

B Bea Py

SOP" =81 > D> > Sibp, b, b

mp= lmgd_l mgeq_l

o GOrH1L6r Biya [l = lnys 1= lay, L Ly o Iy
8r+1,8r+1 )/ ¢ lhz, eay ,0,1 — lhl, 1— ldl
X (1 =Fy(p—1)+Fp@@—1), (49)

where

By, \"
By = ( ‘“) :
By,
4
Ehé Ege A’ AgdAgeq
22r ’

r2ah +og, +°‘geq +2mh+mgd +mgeq -5

]

&2 474D

. I +&,° L4&, 2 +r—1
eql— r 9 ey r k)
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2 2 _
i _ Sga’q égeq +r 1 age(I
qu - r LA r El r EECELRE)

ageq—i-r—l mg,, mgeq—i-r—l
r 9 r 90 r 9
ar+n+1 a,+n+1
= (=) @-D
_ be/7r
Fu@ =1 =2, nl(ar +n+1)

n=0

7) SCENARIO-II (ASYMPTOTIC SOP)

Applying some mathematical operations on the Meijer’s G
function in (49) by using [44, Eq. (29)], the asymptotic
expression of lower bound SOP for Scenario-II is obtained
as

B Bsa /3geq
1,00 _ )
SOPT =8 3" > > Siby,bug,bm,
mhzlmgd=1mge =1
& e TV = V1)
x Z 8rfi-ll . - .
v=I 1=6r+1 ra+ Vl,t - Vl,v)
Viy—1
H”“ FA4+Vo, = Vi) [Bimn | "
I TV — Vi | T ’
(50)
where Vi = (1 = Ipy, 1 = luy, 1, Ly Iny) and Vo =

(lhzv leqz’ O» 1 — lhl, 1— ldl)‘

8) SCENARIO-III
The lower bound of SOP for RIS-aided mixed RF-FSO

framework with simultaneous eavesdropping attack via the
RF and FSO links can be defined as

SOP! = 1 — (SOP; x SOPy), (51)

where
SOP; =1-— /Ooo Ey, (#¥) fr., () dy, (52)
sor, =1~ [ Ty @0, Dy (53

By placing (12) and (13) into (52) and utilizing [58, Eq.
(3.326.2)], SOP is expressed as

1

aep+l

SOPy=1-—

angrl

bc,, J/ep : F(ac,, +1)

1

1 ar+1+n -
0o (— 1)"(,,f) (bey /7o) T(T1)

x> 5 ,
n=0

(54)

nl(a +n+1)I'(a, +

where 71 = (a, + e, +n + 2). Plugging (24) and (26)
into (53), utilizing [62, Eq. (2.24.1.1)] to conduct integration
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and facilitating the expression, SOP; is obtained as

B Bea Ps eq

SOP, =1-§; Z Z z Szb%’lhbmgdbmgeq

mp=1 mgd=1 mge =1

6r+1,6r
XGg, 118741 |:Bl Ve, ®

lhzv ldzv l’lequlhl
lh27 eqy> 71_lh]vl_ld| ’

(55)

C. STRICTLY POSITIVE SECRECY CAPACITY ANALYSIS

The probability of SPSC serves to be one of the critical
performance metrics that assures a continuous data stream
only when the secrecy capacity remains a positive value in
order to maintain secrecy in optical wireless communication.
Mathematically, probability of SPSC is characterized as
[40, Eq. (25)]

SPSC = Pr{Cy. > 0} = 1 — SOP|z,—o. (56)

Formulation of probability of SPSC is readily obtained
through substitution of the SOP formula from (40), (49), and
(51) into (56). Hence,

SPSC! =1 — SOP!|g,—0, (Scenario-I) (57)
SPSC! =1 — s0P" g g, (Scenario-II) (58)
SPSC™ =1 — SOP™ g, —o.(Scenario-IIl)  (59)

D. EFFECTIVE SECRECY THROUGHPUT (EST)

The EST is a gauge of performance indicator that clearly
incorporates both tapping channel dependability and indem-
nity constraints. It essentially measures the mean rate at
which secure data gets transmitted from the source to the
destination with no interception. EST can be expressed
numerically as [10, Eq. (5)]

EST = Rs(1 — SOP). (60)

Formulation of EST is readily obtained through substitution
of the SOP formula in (60). Hence,

EST' = Rs(1 — SOP"), (Scenario-T) (61)
EST" = Rg(1 — SOP'"), (Scenario-II) (62)
EST™ = Rg(1 — SOP™). (Scenario-Ill) ~ (63)

E. INTERCEPT PROBABILITY (IP)

IP is another significant performance metric that offers
additional insights into the secrecy performance of a
communication system. It refers to the probability that an
eavesdropper successfully intercepts the data maintained at
the actual receiving device. In this situation, the eaves-
dropper’s chances of successfully intercepting the legitimate
message are notably high. Mathematically, it can be written
as [66, Eq. (33)]

IP = Pr{Cs. < C,}
= Pr{yeq < ve} = SOP|g,—0, (64)
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where C, defines the channel capacity for the eavesdropper
links. Similar to the probability of SPSC, IP can be
demonstrated by substituting the analytical expressions of
SOP from (40), (49), and (51) into (64). Hence,

IP! = SOP!|g,—0, (Scenario-I) (65)
1P = SOP! | —, (Scenario-II) (66)
1P = 5OP"™ g _o.(Scenario-IIT) (67)

F. SIGNIFICANCE OF THE DERIVED EXPRESSIONS

In this study, the derived expressions for metrics such as
ASC, SOP, SPSC, EST, and IP serve as quantitative indicators
of the system’s secrecy performance. These expressions not
only validate the proposed theoretical framework’s accuracy
but also offer a deeper understanding of the relationships
between secrecy metrics and system parameters. Through
these expressions, it becomes evident how factors like fading
characteristics, turbulence conditions, pointing errors, and
attack scenarios impact the system’s secrecy performance.
This analysis facilitates insights into the system’s ability
to maintain secure communication, aiding its practical
applicability. Additionally, the expressions provide valuable
guidance for network designers, offering clear directions for
design choices and optimization strategies.

IV. NUMERICAL RESULTS

In this section, we present some numerical results based on
the deduced analytical expressions of secrecy performance
indicators i.e. SOP, SPSC, IP, ASC, and EST. Our analytical
results are demonstrated for all three eavesdropping sce-
narios. To corroborate those analytical outcomes, we also
exhibit MC simulations via generating Rician and Maélaga
random variables in MATLAB. This simulation is performed
by averaging 100,000 channel realizations to get each secrecy
indicator value. Unless stated otherwise, all the analytical
results are obtained by considering K| = K, = K., = 2,
Q = @, = er =3, ap = 0y = g, = 2.296,
ﬁh = IBga' = ,ngq = 2’ éh = ég,z = é&ggq = 6.7, NI = 2a
Vo = va = 10dB, v, = ¥, = —5dB, Ry = 0.1,
(o, B) = (2.296, 2), (4.2, 3), (8, 4) for strong, moderate, and
weak turbulence, and r = 1. Due to the rapid convergence of
the infinite series, we opt to utilize only the initial 25 terms
to compute the values of the secrecy metrics.

The impact of average SNR on EST performance for a
selected range of target secrecy rate (Ry) is investigated in
Figs. 2 and 3. Both outcomes are analyzed through a range
of average SNR values for the RF main channel, denoted
as y,, ranging from —10 dB to 10 dB. In this context,
Fig. 2 depicts Scenario-I (EST'), while Fig. 3 corresponds to
Scenario-IIT (EST™). 1t is observed that both figures devise
concave down-shaped curves where EST rises to a certain
value of R; then declines afterward. Several reasons are
responsible for this event. A lower value of R, requires fewer
security maintenance resources, leading to increased EST.
Furthermore, larger R, exacerbates the channel condition by
introducing additional noise, interference, and fading in the
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FIGURE 2. The EST! versus Rs for selected values of .

o 7.=-10dB
A 7,=-5dB
o 7,=0dB

7,=5dB
© 7,=10dB

— Analysis

EST! (bits/sec)

2 3
Target Secrecy Rate

FIGURE 3. The EST!l versus Rs for selected values of y,.

system that has a notable impact on EST. Supposedly, the EST
vs R; relation in Figs. 2 and 3 demonstrate the optimization
between the secured transmission rate of the system and the
required resources for maintaining security.

The impact of the shape parameter (K) and scale parame-
ter (€2) in Rician fading distribution on secrecy performance
is investigated in Figs. 4 and 5. In Fig. 4, IP in Scenario-I
decreases when Q2 and 2, from S — Lp — R link are
increased from 2 to 4, therefore, the secrecy performance
improves. This behavior occurs because a higher scale
parameter value improves signal quality by reducing signal
attenuation, making the communication channel more reli-
able. For the same reason, secrecy performance downturns
when €2, rises from 2 to 4 as it declines security of the main
channel by strengthening S — Lp — Ep link. Additionally,
the channel with a larger shape parameter experiences a lesser
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FIGURE 4. The IP! versus yr for selected values of 2, @, Qep. and Yep-
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0 S \
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FIGURE 5. The IP'!! versus 7, for selected values of Ky, Kr, and Yep-

fading effect. This is because the line-of-sight signal is much
stronger than the scattered signal due to the higher value of K.
This phenomenon is also justified in Fig. 5 for Scenario-II1
where system performance improves due to the higher values
of K; and K,. Furthermore, it can be concluded from both
graphs that improved channel quality is attainable through
larger Rician fading parameters and lower v, .

Fig. 6 demonstrates a comparison between two detec-
tion techniques (i.e. HD and IM/DD) at the receiver for
Scenario-1. Conventionally, the HD technique has the ability
of frequency shifting in a high-frequency range. Thus, HD is
less susceptible to wiretapping and contains more secrecy
advantages than IM/DD for the secured wireless channel.
Fig. 6 upholds this agreement and our analysis supports the
results as testified in [40]. It can also be observed from Fig. 6
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FIGURE 6. The SOP! versus yr for selected values of Kep andr.
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FIGURE 7. The SOP! versus 74 for selected values of Kep and yr.

that a higher value of K, lessens the fading effectof S—Lp—
Ep link, thereby reinforcing wiretapping capability while
diminishing overall system performance. The saturation of
SOP at high SNR levels is readily apparent in the figure which
is to be expected. The observed saturation phenomenon is
primarily a result of the dominance of the weakest RF hop in
this proposed RF-FSO configuration. Similar outcomes also
observed in [41].

Fig. 7 shows the effect on SOP (Scenario-I) for different
values of the SNR of S — Lp — R link and shape parameter
of S — Lp — Ep link, ie., y, and Ke,. Outcome shows
that y = 25 dB exhibits better secrecy performance than
yr = 18 dB. However, system performance downturns while
K., is increasingly tuned from 3 to 5 in both SNR cases.
Evidently, both higher y, and lower K., not only increases
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the strength of S — Lp — R link but also lessens the impact
of S — Lp — Ep link, hence lower SOP results. Moreover,
the asymptotic expression explained in (44) is also implied
in this figure, and result shows that asymptotic values match
perfectly with analytical and simulation values in the higher
SNR region.

The impact of FSO eavesdropper for Scenario-II is
represented in both Figs. 8 and 9. It is observed that EST!
in Fig. 8 is higher for y,, = 0 dB compared to ., =
5 dB. Moreover, SOP" in Fig. 9 decreases when feq is
tuned from 5 dB to -5 dB. These results are obvious as

0.5

0.4

o
w

EST! (bits/sec)

o
N}

O Strong Turbulence

A Moderate Turbulence

0.1
O Weak Turbulence
— Analysis
0
-20 -10 0 10 20 30 40

Electrical SNR of FSO Channel (dB)

FIGURE 8. The EST" versus 74 for selected values of oy, ag, , By, Bgy s
and Yeq-

100 ——Analysis

<& Strong Turbulence
* ModerateTurbulence

N O Weak Turbulence
W - — Asymptotic

-20 -15 -10 -5 0
Average SNR of FSO Channel (dB)

FIGURE 9. The SOP" versus 74 for selected values of oy, agy» Bns Bgy»
and Yeq-
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higher SNR of R — Zp — &g link constantly increases
the wiretapping capability of £g that ultimately reduces the
secrecy performance. Itis also seen that the asymptotic results
in Fig. 9 reveal exact match with the analytical results in
higher y,. This outcome is evident as both analytical and
asymptotic results are theoretically bound to be equal while
investigating the channel at high SNR region.

O Strong Turbulence
35
A Moderate Turbulence
O Weak Turbulence
3
— Analysis
)
=
53
=
§ 25 §,=6.7,8,,=6.7
o
<)
5
- 2
(%Y
<<
1.5 &= 1.1, £,= 1.1
1

4 6 8 10 12 14
Average SNR of RF channel (dB)

FIGURE 10. The ASC/ versus yr for selected values of o, agg Bh»
Bgy,&p-and &gy,

The influence of the pointing error in the Malaga
distribution on secrecy performance is studied in Figs. 10-12
due to all three scenarios. The findings clearly demonstrate
that secrecy performance for three eavesdropping scenarios
upturns when the pointing error index (£) increases from
1.1 (severe pointing error state) to 6.7 (negligible pointing
error state). This outcome is consistent while varying both the
average SNRs of the RF link (Figs. 10 and 12) and FSO link
(Fig. 11). It is a notable fact that SOP! in Fig. 12 downturns
when N increases from 1 to 4. This occurrence serves as
evidence that having a larger number of reflecting elements
for the RIS-assisted fading model progressively enhances the
system performance.

The effect of atmospheric turbulence conditions on EST,
SOP, IP (Scenario-II), and ASC (Scenario-I) is investigated
in Figs. 8-11. It can be observed that regardless of the
different wiretapping scenarios, the secrecy performance of
the proposed model improves when the turbulence condition
of the FSO link shifts from strong turbulence to weak
turbulence as demonstrated in [65]. This is due to the fact that
the weak turbulence conditions allow for better control and
compensation of atmospheric effects, leading to improved
system performance in the FSO link compared to the more
challenging conditions of severe turbulence.

A comparative analysis of Scenario-I, Scenario-II and
Scenario-III for the proposed system model is presented in
Fig. 13-14. In Fig. 13, the probability of SPSC is plotted
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FIGURE 12. The SOP'" versus 7, for selected values of N7, & and g4

against the average SNR of R — Lo — D link, i.e., > uti-
lizing the derived expressions of (57)-(59). Conventionally,
an FSO link is more secure and has lower susceptibility to
eavesdropping compared to the RF link [41]. This can be
proved also from Fig. 14. From the figure, it is seen that
SOP for Scenario-I is higher than Scenario-1I. Our analysis
confirms the validity of this statement. Likewise, Scenario-1
is worse than Scenario-II since the RF link is usually more
vulnerable to wiretapping than the FSO link. However, from
the Fig. 13, it is seen that the worst case is displayed by
SPSCM (Scenario-III). The reason behind this case is both
Ep and Eg remain active simultaneously in Scenario-III that
eventually creates the strongest form of eavesdropping for the
channel.
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A. DESIGN GUIDELINES

In this section, some important guidelines that can be
utilized in the design of practical RF-FSO mixed systems are
provided.

o Fig. 12 demonstrates the notable performance enhance-
ment achieved by incorporating RIS in both RF and
FSO links, affirming their valuable contribution to the
practical design of a RF-FSO mixed model.

o Given the modeling of the FSO link with a Mdlaga-
distributed turbulent channel, employing the HD tech-
nique at the receiver side offers a superior estimation
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approach for RF-FSO systems, effectively mitigating
turbulence-induced fading while maintaining a high
SNR.

o The impact of pointing error is pivotal in RF-FSO
mixed systems, as demonstrated in Fig. 11. To mitigate
this effect, it is advisable to employ larger diameter
transmitters and receivers [67].

V. CONCLUSION

This study aimed at analyzing the security performance of
a DF-based RIS-aided RF-FSO communication system in
the presence of wiretapping attacks in both RF and FSO
networks. We derived closed-form expressions for various
performance metrics, such as ASC, EST, IP, probability
of SPSC, and lower-bound SOP, to efficiently evaluate
the impact of each parameter on the secrecy performance.
The study validated its analytical outcomes using MC
simulations. Numerical results reveal that fading severity,
pointing errors, and natural turbulence parameters have
a significant impact on secrecy performance. The study
also explores the trade-off between the target secrecy rate
and the resources required to maintain security via EST.
Moreover, the result highlights the superiority of HD over
IM/DD for optical signal detection. We also conducted a
comparative analysis of three proposed wiretapping scenarios
and concluded that simultaneous wiretapping has a more
detrimental effect on the secrecy performance than individual
wiretapping. Finally, it is claimed that the FSO link is less
susceptible to wiretapping than the RF link.
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