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ABSTRACT Stealthy zero-dynamics attacks are a subset of false data injection attacks (FDIAs) that are
especially dangerous, as they are designed to be undetectable by any intrusion detection mechanisms. This
paper shows that stealthy attacks can be more destructive on power electronic dominated grids (PEDGs) than
traditional power systems, by taking advantage of the low inertia property of PEDGs. The low inertia of these
power grids causes the system to be prone to frequency instability when disturbances occur, meaning that
an attacker can cause more harm to a system in a shorter amount of time. Another advantage to the attacker
is an increased amount of telecommunication devices in PEDGs which provides the attacker with a larger
attack surface. It is thus critical that we strive to design PEDGs in such a manner that we minimize their
susceptibility to stealthy attacks. We provide a small signal model for a PEDG system, along with the the
state space representation of the low-inertia part of the system, and we show that even without the state-space
model of the whole system, a stealthy zero-dynamics attack can be constructed and can be successful on a
PEDG. Results are also provided to show that strategically choosing model parameters in the design phase
of the system can prevent the existence of stealthy zero-dynamics attacks.

INDEX TERMS Cyber-intrusion, stealthy attacks, microgrids, zero-dynamics attack.

I. INTRODUCTION
A. POWER ELECTRONIC DOMINATED GRIDS
Traditional power systems are being reformatted by the
high penetration of renewable energy resources. An ever-
increasing penetration of renewable energy resources will
increase the global deployment of energy storage systems
as well [1], [2], [3]. Unlike traditional systems, which
relied mostly on synchronous generators, in the new power
electronic dominated grids (PEDGs) power electronics based
power generation will play an important role [4], [5].
A challenging impact of this new energy paradigm is related
to the total system inertia which is known as the total stored
energy in the synchronous machines in a PEDG and allows
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them to rotate continuously. This means that a high inertia
system is less prone to deviate from its point of operation and
will more likely return to an equilibrium point in response
to major and minor disturbances which is also referred to as
stability in the literature [6], [7], [8]. Moreover, the stability
of a PEDG could be classified into voltage, angle, and
frequency stability which requires the system to maintain
these characteristics within a certainmargin so that the system
could be considered stable [9]. Furthermore, another factor
to consider while encountering a PEDG is its short circuit
ratio which is an indicator of its reliability and grid strength
and represents the risks associated with high penetration of
renewable energy resources. Since a small short circuit ratio
is one of the characteristics of a PEDG, the system will
become unstable much faster and this means that an attack
on a PEDG will have a much greater impact compared to a

126312

 2023 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ VOLUME 11, 2023

https://orcid.org/0000-0003-0868-7727
https://orcid.org/0000-0002-7965-7480
https://orcid.org/0000-0001-6384-8146
https://orcid.org/0000-0002-3950-8640
https://orcid.org/0000-0003-4471-6425
https://orcid.org/0000-0001-7005-6489


S. Harshbarger et al.: Preventing Stealthy Attacks on Power Electronics Dominated Grids

FIGURE 1. A generic overview of the power electronics dominated grid, showing grid clusters with high penetration of renewable
resources, and how each renewable source is connected to the PCC via inverters. The local inverter control diagram is also
presented. The bottom part represents an equivalent state-space model of a sample cluster, to which the attacker has access.

non-PEDG system [10]. In this article we consider frequency
stability as the main focus to present the effectiveness of the
proposed method. According to the mentioned challenges in
the new energy paradigm, PEDGs should be equipped with
numerous advanced measuring infrastructures and intelligent
devices such as smart meters and inverters which are
able to enhance the grid observability and controllability.
These devices are highly dependent on telecommunication
infrastructures which unfortunately causes the power grid
to be more vulnerable to cyber-physical attacks. Therefore,
system stability and the availability of electrical energy may
experience numerous challenges due to the potential security
gaps [11].

B. STEALTHY ATTACKS
False data injection attacks (FDIAs) are some of the most
studied types of cyber attacks on power systems. FDIAs have
the potential to cause damage to hardware and even cause

blackouts [12]. A stealthy zero-dynamics attack is one of the
most serious types of FDIA, in which the attacker targets
the control signal of a system, in such a way that the attack
has no influence on the system measurements, while causing
some of the system states to diverge [13]. Stealthy attacks
are feasible in many real control systems, and are made
possible by either inadequate communication security [14],
or software vulnerabilities that allow attackers to gain access
to the system’s control boards [15].

Intrusion detection systems are generally deployed to
detect anomalies in measurements [16], [17], [18], can be
made redundant, and can be located in multiple places
within the power system, making them less susceptible to
be compromised by attackers. Zero-dynamics attacks are a
type of stealthy attacks, designed with the explicit purpose
of causing system instability while not influencing the
measurements in any way. As such – at least in theory –
any type of intrusion detection mechanism is theoretically
rendered completely useless.
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Even for theoretically-secure systems, [19] demonstrates
how zero-dynamics attacks may unexpectedly appear as a
result of discretization and robust controllers, and proposes
simple defenses by using generalized holds and samplers
(see also [20], [21]). These prevention methods have been
investigated in very specific power systems applications
in [22], [23], and [24]. Interestingly, [25] shows that
zero-dynamics attacks are possible even when the control
signals are encrypted with a fully-homomorphic encryption
scheme, such as LWE. An interesting line of defense against
zero-dynamics attacks is the use of plant-side auxiliary
systems (systems that are not susceptible to such attacks, and
consume the exact same input as the plant), as introduced
in [26].

The impacts on stealthy attacks of imperfect system infor-
mation were investigated in [27]. Other ways of generating
stealthy attacks in the absence of a system-wide state-space
model were proposed in [28], where a system model is
learned using a Chen-Fliess series, in [29], where a stealthy
attack is generated by a robust controller, and in [30], which
uses reinforcement learning.

Zero-dynamics attacks against multi-agent systems have
been investigated in [31] and [32]. In this context, optimal
sensor placement was investigated as a countermeasure
in [33].

Despite their theoretical efficiency, several practical
aspects of stealthy zero-dynamics attacks impose a set of
limitations on their capabilities. First, the control signals that
the attacker has to inject are themselves diverging, giving the
attacker only a limited time for causing significant disruption
of the system states, before physical system limitations
cause the effects of the attack to saturate. Second, zero-
dynamics attacks are extremely sensitive to imperfections
in the system model [27], [34], and even small deviations
from the real parameters may render the attack detectable.
Third, even when the attacker has perfect system information,
as the states move away from the operating point, the
state space model is no longer an accurate description of
the system, thus the attack will become detectable. The
zero-dynamics attack is therefore a race against time, aimed
at causing sufficient disruption before being detected or
reaching saturation. For this reason, slowing down the
attacker-caused state divergence, or speeding up the attack’s
detectability, can make a significant difference to the attack
outcome.

Due to the above limitations, in a realistic power system
running under normal conditions, it is nearly impossible for a
zero-dynamic attack to remain entirely stealthy. The attacker
hopes that they can make the attack stealthy for long enough
to cause damage to the system, and the system operator hopes
that the anomaly detector will catch the imperfections in a
stealthy attack before damage is done. Previous work shows
that this turns into a race of creating an attack that can beat the
current anomaly detectors [35], [36], [37], [38] and creating
anomaly detectors that can detect these attacks [39], [40],
[41], [42] before they are able to damage the system.

The consequences of stealthy attacks on power systems
can range from small service disruptions to the damaging
of very expensive hardware. Even when the power grid is
well protected by switches, stealthy attacks can be employed
to trigger these switches in a coordinated manner, with
the potential of causing significant instability, as shown
in [43] and [44].

Overall, stealthy attacks remain extremely dangerous, but
can often be thwarted by smart system design and by
an increased number of measurements. Previous work has
shown the impact of stealthy attacks on various power
systems models [34], [45]. In this paper, we make the
following contributions.

1) We show that even though we have access to the
state space model for only a small part of the
PEDG – the one modelling the cluster of PV arrays
interfaced with power electronics – and even though
this state space model depends on parameters from
the rest of the PEDG, like synchronous generators
and loads, we can still calculate a successful stealthy
zero-dynamics attack by using the steady state values
of these parameters.

2) We show that such a stealthy attack applied to the
inverters can causes the entire power grid to collapse

3) We then demonstrate how to design a PEDG in order
to make this system immune to this class of FDIAs.

We study a simple system, the state space model of which
is derived in Appendix A. The attack model is presented
in Section III, and is followed by the results provided in
Section IV. A discussion of attack prevention and detection
is presented in Section V, and a conclusion and future work
are provided in Section VI.

II. SYSTEM DESCRIPTION
Fig. 1 depicts the overall structure of a PEDG which consists
of various grid clusters along with an aggregated state-space
model of its subsystem. Each grid cluster contains a small
synchronous generator (SG) and multiple renewable energy
resources which are interfaced to the common AC bus via
inverters. To maintain the stable and resilient operation of
the entire PEDG a supervisory control layer is required
to monitor the behavior of the entire PEDG and provide
the necessary commands through the communication links.
As represented in the PEDG level, in each grid cluster,
multiple renewable energy resources exist and contribute to
supplying the local load as well as supporting the grid’s
voltage and frequency by providing the required active and
reactive power. As depicted by the DER level in Fig. 1, the
renewable energy resources are connected to inverters and
interfaced to the point of common coupling (PCC) via an
LCL filter. To ensure the correct injection of active (P) and
reactive (Q) powers, a double-loop PI-based controller is
utilized as the primary control layer of the grid following
inverter which compares the measured P and Q with their
reference values provided by the supervisory layer and the
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FIGURE 2. The sample cluster of PEDG under study illustrating the
interaction between renewable energy resources and synchronous
generator (SG).

difference is passed through the PI compensators to correct
any existing errors as presented by the local control section
of Fig. 1. Finally, a mathematical model of a sample cluster
in a PEDG consisting of a grid following and synchronous
generator is provided in Fig. 1 to represent the attacker’s
knowledge of the existing PEDG.

To further study the interaction of renewable energy
resources and the SG in a cluster of PEDG, a sample cluster
as depicted in Fig. 2 is considered. The system consists of
a three-phase grid-following inverter and an SG. The SG
provides and maintains proper grid voltage and frequency
by utilizing its excitation and governor control systems,
while the grid following inverter supplies the additional real
and reactive power introduced by non-critical loads via its
independent P, Q control system to ensure the stability of the
network in the presence of any disturbances. As presented in
Fig. 2, the inverter is connected to the PCC via a non-ideal
LCL filter where L1 and R1 are the inverter side inductor
and its equivalent series resistance (ESR), Cf present the
filter capacitor, and L2 and R2 are the grid side inductor
and ESR. Initially, the inverter supports the base load of
Rb with the value of 7000 W while the SG continues to
support the grid’s voltage and frequency. At t = 10s a step
load of 4000 W is introduced to the system as represented
by Rs in the diagram. As the step load is introduced to
the system the supervisory layer observes the frequency
behavior and assigns the new P and Q set points for the
primary controller of the inverter which is processed through
a double-loop PI-based controller to generate the desired
current reference and switching sequence accordingly to
derive the inverter’s bridge. To further analyze the operation
of the overall network along with the interaction between
SG and inverter, a state space representation of the inverter
is derived according to the dynamic model of individual
components of the grid, as shown in Appendix A. Next,
a MATLAB Simulink model is developed to verify the
accuracy of the state space model and compare the observed
outcomes with original circuit results as presented in Fig. 1.
The simulation results of our cluster of PEDG under normal
operating conditions are presented in Fig. 3. Specifically,
Fig. 3a represents the values of system states in the d-q frame
before and after the step load is introduced. Fig. 3b provides
the states that are observable and can be monitored by an
intrusion-detection system. The frequency behavior of the
cluster is presented in Fig. 3c, where the frequency is at its
nominal value of 60 Hz. However, a step load of 4 kW is
introduced to the system which results in the deviation of

frequency from its nominal value. To mitigate this deviation,
the supervisory layer increased the active power set point
of the inverter as depicted in Fig. 3d enabling the inverter
to contribute to frequency restoration and enhancing the
frequency stability of the cluster. The increase in the power set
point of the inverter also impacts its output current to increase
accordingly as presented in Fig. 3e while the SG ensures that
the PCC voltage stays at its nominal value which is illustrated
by Fig. 3f.

Since complex power systems like the one in Fig. 1
require communication infrastructure, the overall network
will become more susceptible to cyber-attacks. But to mount
a successful zero-dynamics stealthy attack, the attacker
requires perfect knowledge of the entire system – in practice,
this is unlikely to occur. However, it is very possible that
the attacker gains access to, or accurately estimates, the
model of a portion of the system. The attacker uses this
information to create a stealthy attack that could deteriorate
the performance of the entire system. As illustrated in Fig. 1,
the PEDG consists of various grid clusters. Each of these
clusters is equipped with numerous DERs and various loads.
Each cluster has the capability to go islanded. To prove the
severity of stealthy attacks, it is assumed that the attacker has
access to the state-space model of only one of the DERs. The
level of knowledge of the attacker is depicted in Fig. 1. The
attacker has access to the information at the point of common
coupling of the DER and uses this data to validate the leaked
model while using the validated model to create a stealthy
attack that could be applied to the control variables of the
three-phase inverter. This consideration helps to include the
most plausible attacks on the power system. The results of
this article prove that even with limited information on the
grid, a stealthy attack could be designed in such a way that
the frequency/voltage stability of the entire system collapses.

The state space model is constructed by writing ordinary
differential equations (ODEs) and linearizing them about the
operating points. By defining a global reference frame and
a transformation matrix, all system dynamic equations are
given in the defined reference frame and combined in a single
state space representation model, which is given by

d
dt
(x̂) = Ax̂ + Bû, (1)

ŷ = Cx̂, (2)

where x̂, and û are respectively the system state variables and
control signal, A is the system matrix, B is the input matrix,
and C is the output matrix defined by

C =

0 0 1 0 0 0 0
0 0 0 0 0 1 0
0 0 0 0 0 0 1

 . (3)

The state variables are defined by

x̂ =

[
vc iq id v

f
q v

f
d iLq iLd

]T
, (4)

where vc is the DC-line voltage of the inverter, iq and id are
the q and d components of inverter-side current, vfq and vfd
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FIGURE 3. Simulation results for normal operation of the PEDG cluster and the impact of a step change in loading on system’s
characteristics.

TABLE 1. Description of some commonly used symbols and notations.

are the q and d components of the filter’s capacitor voltage,
and iLq and iLd are the q and d components of the grid-side
current at the point of common coupling. For convenience,
the symbols and notation most used in this paper are listed in
Table 1.

The control signal is defined by

û =
[
vdc v

g
q v

g
d

]T
, (5)

where vdc is the inverter input voltage, while vgd and vgq
represent the filter capacitor voltage transferred to the d-q
frame.

A detailed derivation of A and B can be found in
Appendix A. This state space representation is then converted
from continuous to discrete time using a sampling time of
10µs, as the attacker model uses a discrete time model.
Simulation results of the system running under normal
operating conditions are shown in Fig. 3.
The novelty of applying a stealthy attack to this PEDG is

the fact that the state space model only represents a subset
of the whole system. Additionally, the state space model of
the inverters requires input from the the rest of the grid,
shown in Fig. 1. In our framework, the interaction between
the state-space model and the rest of the grid is captured by
the input vector uk of (6), as well as by some of the state
space model parameters (see Appendix A for more detail).
However, in order to calculate a stealthy attack, we need
a time-invariant state space representation. We solve this
problem by considering a fixed state-space model, computed
using the steady state values of the variable parameters,
derived from the circuit simulation – a sub-optimal approach,
but one that results in a successful attack nevertheless.

III. ATTACKER MODEL
With larger numbers of smart meters and inverters in smart
grids, we see a greater dependence on telecommunication
infrastructures. Smart grids incorporate many additional
sensors, as well as controllers at different layers of the system,
and thus require communication between these sensors and
controllers. The large number of communication channels
opens the door for numerous types of cyber attacks. Here,
we will show the impact that a stealthy attack can have on a
PEDG. The attacker model described in [13] is implemented
in our simulations.
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FIGURE 4. System states with an attack starting at 8s, denoted by the black vertical line. Note that the states being attacked
diverge significantly around 8.55s.

Formally, our attacker model can be described by the
following three definitions.

a: INTRUSION-DETECTION SYSTEM:
A system that has access to the attacked system’s outputs
(measurements), and raises an alarm whenever these outputs
reflect a behavior inconsistent with the expected system
functionality.

b: ATTACKER’S ALLOWANCES:
The attacker (1) has complete knowledge of the state-space
model of the inverter, and (2) can add arbitrary signals to the
attacked system’s input (control signal), in real-time.

c: ATTACKER’S GOAL:
The attacker is successful if they cause a subset of the
components of the system’s state to diverge from their
nominal values, by more than a certain threshold, before any
alarms can be raised by the intrusion-detection system.

We use a discrete time state space model to represent the
inverter of a PEDG. The states and observations at time k are
given by

xk = Axk−1 + Buk−1 + vk−1, (6)

yk = Cxk + wk , (7)

where xk , uk , and yk are the states, control signal, and
observations of the system at time k , while vk and wk are
the system and measurement noises, respectively, assumed
to be i.i.d. zero-mean white Gaussian. As defined above, the
attacker knows the system matrices A, B, and C , and at each
time step k , they can add an arbitrary amount to the control
signal uk . Equation (8) shows the states at time k+1 with the
attack signal ak being injected into the control signal:

xk+1 = Axk + B(uk + ak ) + vk . (8)

This attack vector ak is chosen such that the observations
of the system do not change, while the states of the system
diverge. For the attack to be stealthy, ak is chosen such that

ak = Fzk , (9)

where, F needs to be chosen such that (A + BF)V ∗
⊆ V ∗,

where V ∗ is the maximal output-nulling invariant subspace
[13]. The algorithm for calculating V ∗ is described in [46],
and one way to obtain F is provided in Appendix B. Finally,
zk is defined by a recursive equation, zk = (A + BF)zk−1,
where z0 is chosen to be the eigenvector corresponding to the
largest eigenvalue of A + BF (the Perron eigenvector). This
means that zk is in the kernel of C , for any value of k . From
(6) and (9), we can see that if the attack is made in the kernel
of C , then there will be no impact in the output of the system.
For a stealthy attack to be possible, the systemmust be of non
minimum phase, which is equivalent to having an unstable
eigenvalue of A + BF – otherwise it would be impossible
to make the system unstable [47]. This happens to be the
case with the PEDG system that we will be simulating in
Section IV, where the largest eigenvalue of A+BF is 1.0007.

IV. RESULTS AND DISCUSSION
Stealthy attacks can be very threatening for power system
stability–especially when the system inertia is comparatively
low [48], [49], [50]. Potential disturbances on a PEDG can
jeopardize the system’s supply-demand balance easily and
can negatively impact the system stability. This condition
could be even more critical if a stealthy attack occurs in
various grid access points. A successful stealthy attack can
be easily designed by utilizing an approximated state-space
model of a system. Here, a stealthy attack is implemented on
a cluster of a PEDG, and the control signals are modified
by employing attack disturbance signals into the system
controller. It is important to mention that the attacker has
designed the attack model according to the approximated
state space model of the system.

Fig. 4 shows the states of the system with an attack
starting at t = 8s. We can see that the states of the system
diverge significantly about 0.55s after the attack begins.
Fig. 5 shows only the observations of the system, during
the same attack. The observations start to diverge shortly
after 8.6s. This means that the attacker has about 0.05 to
0.1s to cause the system to collapse before the attack is
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FIGURE 5. System observations with an attack starting at 8s, denoted by the black vertical line. Note that observations begin
to diverge about 0.1s after the states begin to diverge.

detectable. The attacker is aided by the low inertia property
of a PEDG, as the states diverge rapidly and 0.65s is all the
attacker needs to cause irreversible damage to the system.
As depicted in Figs. 4 and 5, the stealthy attack begins at
t = 8s. However, the other states of the integrated system stay
unaffected for a duration of 0.65s. This could cause cascading
failures across a grid with high penetration of distributed
resources. By the time the local controller or the supervisory
layer and their designated observers detect these stealthy
activities, prior to any proper reaction, the physical system
is already experiencing the consequences. For instance, the
injected active and reactive powers are affected since DC-
link voltage, Vc, and iq (see Fig. 4b) start to diverge prior
to t = 8.65s. This yields unexpected changes in injected
active and reactive power into the system. According to the
standards for grid integration of DERs, i.e., IEEE 1547, the
frequency of the system and the PCC voltage of the DERmust
remain within pre-defined boundaries, otherwise, the DER
must go islanded. As illustrated in Figs. 4 and 5, the system’s
active and reactive powers start to change due to the changes
in the dq components of DC-link voltage and q component of
the current. Since these changes are stealthy in the other states
before the supervisory layer can observe them, the existing
relays are going to be activated, which means that the DER
will be isolated from the rest of the system. In this case,
the supervisory layer will not have sufficient time to adjust
the references for the nearby DERs and the overall balance
between the active power consumption and generation will
be lost, which yields cascading failures such as low-frequency
oscillations between different grid clusters or even large-scale
blackouts [51].

V. STEALTHY ATTACK PREVENTION
Considering recent advances in semiconductor character-
istics, the switching frequency capability of inverters has
increased significantly, which ensures the proper AC voltage
at the inverter’s terminal. However, the grid still receives
a significant number of harmonics, drastically affecting the
power quality. To address this hurdle, an appropriate filter is

FIGURE 6. The main eigenvalue of A + BF with varying values for C1 and
L1. A stealthy attack is impossible for C1 ∈ [0.000018, 0.139818]F and
L1 ∈ [0.0732, 0.1]H , shown by the red rectangle.

required to diminish the impacts of the injected harmonics.
As represented in Fig. 1, an LCL filter is considered to
achieve this objective. It is essential to understand the impact
that each parameter has on the state space representation,
as well as the impact on the overall system operation. This
may introduce limitations in the design stage of the filter
and the resulting state space model of the system when
determining the optimal parameter values that provide the
desired system operation as well as values that prevent
a stealthy attack. Since the LCL values appear in the
matrix A of the state space model, each value introduces a
unique impact on the voltage drop on the inductors and the
circulating reactive power created by the capacitor branch
[52]. A specific range of values for the system parameters
may be considered to reduce the impact of the stealthy attacks
while also considering design limitations. This provides
an acceptable range for the LCL filter values to improve
resiliency against such disturbances as represented in Fig. 6.
The impact of zero-dynamics stealthy attacks on PEDGs

can be catastrophic, as shown in Section IV. However, zero-
dynamics stealthy attacks have many limitations–including
that the state space model must be of non minimum phase,
meaning there must be an unstable eigenvalue of A + BF .
This is because the attack is made in the direction of the main
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FIGURE 7. The states and observations of the system with an attack starting at 8s, denoted by the black vertical line. Note
that the states do not diverge, as some of the system parameters were slightly modified in order to make the system
minimum phase.

eigenvector of A + BF , and without an unstable eigenvalue
the system will not diverge when it is attacked. Protecting a
PEDG from such attacks may include making stealthy attacks
impossible, making the attack detectable, or minimizing the
impact that the attack can have on the system.

In this paper, we show that zero-dynamics stealthy attacks
can be prevented in the system design phase by making small
changes to the parameters of the system in order to push
all of the eigenvalues of A + BF inside of the unit circle.
In order to calculate the values of parameters that prevent
a zero-dynamics attack from being possible, we consider a
range of possible values for the constant parameters, found in
Table 2, in the state spacemodel. In this paper, we simplify the
problem by modifying two parameters at a time. We consider
changing the DC link capacitor and the inverter side inductor,
C1 and L1, in order to prevent a stealthy attack. We consider
C1 ∈ [0.000018, 0.18]F and L1 ∈ [0.0001, 0.1]H, where
the desired values of C1 and L1 are 0.0018F and 0.001H,
respectively. From Fig. 6, we can see that keeping C1 ∈

[0.000018, 0.18]F and L1 ∈ [0.0732, 0.1]H renders all
eigenvalues of A + BF inside the unit circle. We choose
C1 = 0.0018F and L1 = 0.0732H, as these are the closest
to their actual values.

Fig. 7 shows the states and observations of the system
under attack with the modified values of C1 and L1 chosen
above. We can see that the attack is unsuccessful, as there
is no change in the states of the system. This means
that simply choosing alternative values for parameters in
the design phase of a system can completely eliminate
the possibility of a stealthy attack. Additionally, Fig. 8
shows that the frequency as well as Vpcc remains within
acceptable bounds after an attack begins. Thus, it should
be considered to design systems to be of minimum phase
in the future. Although the modified L1 and C1 mitigate
the impact of the stealthy attack in the theoretical aspect
of inverter design, compared to their typical values in a
real-life system, the manufacturing cost of such components
is considerable and the dynamics of the system may be
altered.

VI. CONCLUSION
The security of our critical infrastructure is of utmost
importance. A successful attack on a power system can cause
physical damage to the system or in a worst case scenario
a blackout. As PEDGs increase in popularity, various attack
scenarios must be studied in detail to mitigate the chances of a
successful attack. We provide a three inverter PEDG, as well
as the state space representation for the inverter of this PEDG.
Additionally, we show that even though the state space model
requires input from the rest of the system, using the steady
state values of these inputs for the calculation of the attack is
sufficient for the attacker to collapse the system.We show that
preventing a stealthy attack is possible when small changes
are made to the system parameters in the design phase.
With the low inertia property of a PEDG, as well as the
increasing number of telecommunication channels, a PEDG
is the perfect system for an attacker to mount a stealthy
attack. The impact of a stealthy attacks can be catastrophic,
and as PEDGs are increasing in popularity, we believe that
preventative measures should be considered in the design
phase of a PEDG.

APPENDIX A STATE-SPACE MODEL
The state-space model of a system including a synchronous
generator, the network connecting the SG to the inverters, and
an aggregated model of multiple inverters are generated. The
state variables are transferred to the d-q frame with respect
to a global d-q frame. State-space matrices A, B, and C are
driven from the dynamic equations of the SG and aggregated
inverter model.

The system matrix is given by

A =


A11 A12 A13 A14
A21 A22 A23 A24
A31 A32 A33 A34
A41 A42 A43 A44

 ,

where A11, . . ., A44 are defined as follows:

A11 =
−1
C1Rs

, A12 =

[
−

√
3m cosφ

2C1

−
√
3m sinφ

2C1

]
,
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FIGURE 8. The frequency and point of common coupling voltage of the system with an attack starting at 6s, denoted by the black
vertical line. Note that these parameters remain withing acceptable bounds, as some of the system parameters were slightly modified in
order to make the system minimum phase.

A13 =
[
0 0

]
,A14 =

[
0 0

]
,

A21 =

[√
3m cos(φ)
3L1

√
3m sin(φ)
3L1

]T
,

A22 =


−3R1 − Rf

3L1
−ω

ω
−3R1 − Rf

3L1

 ,

A23 =


−1
2L1

√
3

6L1
−

√
3

6L1

−1
2L1

 , A24 =


Rf
3L1

0

0
Rf
3L1

 ,

A31 =
[
0 0

]T
, A32 =


1

2Cf

√
3

6Cf
−

√
3

6Cf

1
2Cf

 ,

A33 =

[
0 −ω

ω 0

]
,

A34 =


−1
2Cf

−
√
3

6Cf√
3

6Cf

−1
2Cf

 , A41 =
[
0 0

]T
,

A42 =


Rf
3L2

0

0
Rf
3L2

 , A43 =


1
2L2

−
√
3

6L2√
3

6L2

1
2L2

 ,

A44 =


−3R2 − Rf

3L2
−ω

ω
−3R2 − Rf

3L2

 .

The input matrix B is given by

B =
[
B11 B12 B14 B15 B16 B17

]T
.

where, B11, B12, B13, B14, B15, B16, and B17 are defined as
follows:

B11 =

[
1

C1Rs
0 0

]
, B12 =

[
0 0 0

]
,

B13 =
[
0 0 0

]
, B14 =

[
0 0 0

]
,

TABLE 2. Values for the constants in the state space representation.

B15 =
[
0 0 0

]
, B16 =

[
0

−1
L2

0
]

,

B17 =

[
0 0

−1
L2

]
.

Values for the constants are provided in Table 2.

APPENDIX B CALCULATION OF F
Since matrixD is 0 in our case, we replace the solution in [46]
as shown below. We need a value of F2 that satisfies[

V B
] [
F1
F2

]
V = AV . (10)

Note that we shall also find a value of F1, but this value is not
relevant for our purposes. From this, we can easily obtain[

V B
]+ [

V B
] [
F1
F2

]
VV+

=
[
V B

]+ AVV+, (11)

where
[
V B

]+ and V+ represent the Moore-Penrose pseudo-
inverses of matrices

[
V B

]
and V , respectively.

If we choose
[
F1
F2

]
to be the right-hand side of (11), that is,

[
F1
F2

]
=

[
V B

]+ AVV+, (12)

then using one of the properties of the pseudo-inverse, that
states that for a general matrix M we have M+MM+

=

M+, we see that this choice of
[
F1
F2

]
satisfies (11). Now

substituting the same in the left-hand side of (10), and
using the property that for a general matrix M we have that
MM+M = M , we get[

VB
] [
F1
F2

]
V =

[
V B

] [
V B

]+ AV , (13)
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the right-hand side of which is equal to AV (meaning that

our choice of
[
F1
F2

]
satisfies (10)) whenever

[
VB

]
has linearly

independent rows. What remains is to simply set F = −F2.
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