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ABSTRACT Network-on-chip (NoC) is a critical on-chip communication framework that underpins
high-performance multicore computing and network system architectures. Its adoption has become
widespread due to the ongoing emergence of cutting-edge NoC technologies. However, the introduction
of wireless interfaces has expanded potential vulnerabilities, impacting confidentiality, integrity, and system
availability. While there is a growing body of research in NoC security, a comprehensive study of security
threats in wireless NoC is lacking. Our article provides an extensive review of recent advancements and
research in wireless NoC security. This encompasses examinations, summaries, comparative assessments,
and the constraints of existing studies. We conclude by delineating future research directions in this crucial
field.

INDEX TERMS Countermeasures, network-on-chip, on-chip security, wireless communication, denial-of-
service (DoS), eavesdropping, spoofing.

I. INTRODUCTION
System-on-Chip (SoC) contains various hardware elements
embedded into one integrated circuit [1]. An SoC may
integrate 200×300 diverse components such as micro-
processors, memory units, and communication interfaces
like Inter-Intergrated circuits (I2C), Serial Peripheral
Interface (SPI), and Universal Synchronous/Asynchronous
Receiver/Transmitter (USART). These different components
in an SoC were historically connected with a shared bus [2],
as shown in Figure 1. Bus architecturesmay face performance
limitations, particularly as the number of connected devices
and data transfer demands increase. As a consequence,
a groundbreaking technology, termed ‘‘Network-on-Chip,’’
surfaced, enhancing traditional System-on-Chip (SoC)
architectures by facilitating communication among numerous
cores [3]. This packet-switching technique used in NoC
provides optimal performance in a multicore environment by
segmenting packets intomultiple flits, thereby improving link
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utilization compared to circuit switching, which requires a
dedicated communication channel.

As depicted in Figure 2, a Network-on-Chip (NoC)
architecture comprises routers, each linked to a processing
core through a network interface. Additionally, each router
is interconnected with four adjacent routers. A data packet
from a source travels through one or more routers to
reach the destination, thus limiting the interconnection
wires between communicating modules. These integrated
circuits gained popularity due to their high performance
[4]. This has led to the development of several NoC archi-
tectures, such as wireless NoC, hybrid wireless NoC, and
photonics NoC.

Wireless NoC, the most predominant NoC technology,
facilitates low delay, high bandwidth, and long-distance
on-chip communication. In addition to the conventional
components of an NoC, such as links, routers, and network
interfaces, wireless NoCs also incorporate a wireless trans-
mitter to facilitate single-hop, long-range wireless links. The
placement of these wireless interfaces is crucial to minimize
network size and overhead [5]. A number of topologies that
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FIGURE 1. A sample system-on-chip (SoC) architecture.

FIGURE 2. A typical wired newtork-on-chip (NoC) architecture.

make use of wireless connectivity have been proposed, such
as fully wireless topology, hybrid wired-wireless topology
with a wireless interface assigned to a single node or shared
by multiple nodes, and small world-based wireless NoC
topology [6]. Since replacing every physical interconnection
with a wireless link consumes high power and offers poor
scalability due to channel limitation, a hybrid wired-wireless
NoC architecture is proposed, where the topology is divided
into multiple clusters, as shown in Figure 3. This architecture
is commonly adopted to attain an optimal tradeoff between
performance and power consumption. Each cluster contains
a cluster head and multiple nodes. Physical wires are used
to connect all nodes within a cluster, and inter-cluster
communication is carried out via the central nodes or cluster
heads through wireless transmission links, as explained
below.

Data packets within the cluster follow the commonly used
deterministic routing, specifically the XY routing algorithm
[7]. For inter-subnet communication, packets are directed
through single-hop wireless links situated at the central node
of the cluster. Although the Tera Hertz (THz) antenna is
proven to have high bandwidth and performance, it is prone
to high error rates. Therefore, antennas operating in the
millimeter wave (mm-wave) spectrum are the most preferred
technology [8], [9].

Over the past few years, there has been significant
research activity directed toward enhancing the performance
and energy efficiency of wireless Network-on-Chip (NoC)
systems. However, the adoption of wireless communication
in NoCs brings about the potential for cyber-attacks due to
the use of wireless channels. These malicious attacks have
the potential to interfere with the operation of the entire
NoC subsystem. Each component of a NoC is vulnerable
to a distinct type of attack. Managing security attacks,
as well as the identification and isolation of attackers poses
significant challenges within the NoC environment due to
its limited resources, as outlined in [10]. This situation
calls for an immediate and thorough response that includes
the development of strategies and the implementation of
solutions.

A. RELATED SURVEY AND PAPER SELECTION
Extensive surveys are presented in [2] and [11], provid-
ing a taxonomy of attacks based on security goals and
defenses for NoCs. While [11] categorizes the attacks under
confidentiality, integrity, and availability, [2] categorizes
attacks on the basis of six security services: confidentiality,
integrity, authenticity, availability, anonymity, and freshness.
These surveys conduct a thorough analysis of proposed
countermeasures and emphasize the limitations associated
with these countermeasures. Proposed countermeasures are
evaluated in terms of system overheads, which are critical for
assessing their practicality and impact on NoC performance.
Another such work is [12], where the security attacks
on wired NoC and their countermeasures are discussed.
However, this paper considers only a limited number of
security attacks, such as eavesdropping, spoofing, and denial
of service attacks.

This survey conducts a detailed examination of NoC secu-
rity on a component-by-component basis. It examines each
component in isolation, identifies potential attacks on each,
and provides a synopsis of various approaches employed
to counteract such attacks. A component-wise evaluation
of NoC allows for a detailed analysis of each module’s
security properties, focusing on specific vulnerabilities and
attack surfaces. This enables a more targeted and effec-
tive security assessment. Different components may have
different security requirements and challenges. Component-
wise evaluation enables the implementation of customized
countermeasures for each module, addressing their specific
security concerns. If a security breach or attack occurs, using
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FIGURE 3. A wireless NoC architecture.

this type of evaluation can aid in isolating and containing the
impact. By understanding which component is compromised,
it becomes possible to limit the spread of the attack to
other parts of the NoC. NoC architectures are often designed
with modularity in mind. This type of evaluation aligns well
with this approach, allowing individual components to be
replaced or updated without affecting the entire system’s
security. This approach is particularly crucial in wireless
NoCs, where the presence of multiple wireless interfaces and
the unique properties of wireless communication introduce
new challenges and attack vectors. To identify relevant
research studies, we conducted a comprehensive literature
search using IEEE Xplore, ACM Digital Library, and Scopus
to identify sources that are current, relevant as well as
authoritative. We also manually screened the reference lists
to look for articles that were overlooked in the initial search
process. Furthermore, we excluded various studies that were
purely theoretical which did not involve any experimental
evaluation. A thorough review of data collected from several
quality papers reflecting the latest research and novelty from
different perspectives further enhances this survey.

B. CONTRIBUTION
This paper aims to provide a thorough survey and analysis
of the current state of wireless NoC security. The key
contributions of this paper are outlined as follows:

• This paper introduces a component-wise review of
security attacks on wireless NoC, marking the first work
of its kind, with a thorough examination of various types
of attacks and their impact on the underlying network
infrastructure.

• This paper examines the feasibility and constraints of
proposed countermeasures within the NoC framework.
The aim is to support designers in crafting resilient
and scalable solutions capable of addressing the varied
requirements of future applications. Moreover, the

analysis offers valuable insights into security and per-
formance, empowering readers to make well-informed
decisions regarding the optimal mitigation strategy
tailored to their specific needs and requirements.

• This paper highlights open research issues and out-
lines possible research directions in this field: Despite
progress, several open challenges still remain in the area
of wireless NoC security. This paper identifies possible
research directions to address these open challenges in
wireless NoC, aiming to contribute to advancements and
innovations in the field.

The rest of this article is organized as follows. Section II
provides the preliminaries for the study of wireless NoC
security, and NoC security attack taxonomy is examined in
Section III. A survey on countermeasures implemented to
defend against those attacks in NoC and wireless NoC is
discussed in Sections IV and V, respectively. Finally, Sec-
tion VI provides some concluding remarks with suggestions
for future research.

II. PRELIMINARIES
The factors contributing to security attacks on NoC are
manifold, and consequently, attack detection, analysis,
and mitigation pose challenges that prevent a wide-scale
deployment of wireless NoC to support diverse applications
[10]. Even though restricting physical access to the system
minimizes physical attacks, malicious sources within the
NoC system could initiate attacks that are not physical in
nature. These attacks pose a high risk and require complex
methods of detection and defense. It is common for designers
to use third-party intellectual property (IP) when designing
NoC to save time and money. Due to this, vulnerabilities
that lead to security breaches are mainly introduced during
the integrated circuit (IC) design process. The following are
the scenarios where malicious sources are planted during the
manufacturing phase:
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• Design Stage: The process of developing application
software plays a crucial role in the design phase of
NoC. The primary aim during this phase is to create
models that depict the function and behavior of ICs
through the utilization of logic blocks, thus achieving
IC functionality. Within this stage, any potential design
flaws can act as vulnerabilities, providing opportunities
for the insertion of hardware trojans or authorized design
modifications, thereby introducing security risks [13].
These design adjustments have the potential to signifi-
cantly contribute to security breaches, and their detec-
tion can pose considerable challenges [13]. An obvious
example would be a case that involves the manipulation
of ‘‘don’t-care bits’’ in register-transfer level (RTL)
code, which can be exploited to gain access to restricted
states and compromise the confidentiality of sensitive
data.

• Synthesis and Layout Stage: Once the RTL blocks
are implemented, the synthesis stage involves converting
the high-level software into digital logic gates and
hardware. This is followed by the generation of a
physical representation and placement of components
and routing logic. Consequently, modeling the electrical
characteristics and timing requirements from the given
layout can lead to various side-channel attacks. Further-
more, since adversaries have unrestricted access to the
transistor gates and interconnections (netlist) through
synthesis tools, they can also bring about a change in
the functionality of these components by changing the
logic states of the established connections [14].

• Fabrication Stage: After all the design checks have
been carried out, the layout file is shared with the
manufacturer, who then proceeds to fabricate the IC
by assembling all the components. Various threats can
be introduced when manufacturing in an untrusted
facility, including Trojans, reverse engineering, and
IP privacy violations [15]. Furthermore, altering the
chemical concentrations during the fabrication can lead
to changes in electrical or electromagnetic properties,
which may, in turn, impact the performance and lifetime
of an integrated circuit.

While internal attacks can come from various sources,
as mentioned earlier, external attackers also present credible
threats. Although attackers within a subsystem can be
identified and prevented from launching further attacks, the
same does not hold true for malicious activity resulting from
external attacks, which can be detected but not prevented.

III. NOC SECURITY ATTACK TAXONOMY
Figure 4 shows a broad classification of NoC security attacks
based on three parameters [16]: attack vector, attack target,
and attack impact. An adversary can penetrate the system
through software or a hardware event by exploiting the
application or physical architecture.

Different attack vectors can be classified as follows:

• Side-Channel attacks: This is one of the most com-
monly occurring attacks, which is realized by exploring
NoC implementation through observation of hardware
properties such as operation time, power requirement,
or electromagnetic leaks. A timing attack, for instance,
exploits information leakage and data leakage within
AES-encrypted (Advanced Encryption Standard) traffic.
These attacks are discussed in [17] and [18], respec-
tively. Similarly, the work in [19] has explored how
circuit and packet switching techniques within NoC
can be exploited to launch timing and cache-based
attacks. Specifically, this research addresses a particular
attack where malicious routers intercept flits passing
through them to gather information about the nature
of network traffic and related timing data. To counter
this threat, circuit switching is recommended as a safer
alternative to packet switching. This is because this
technique makes it harder for the attacker to gain
information as it establishes a dedicated communication
path between the sender and receiver for the duration of
the session, preventing eavesdropping and interception
of data packets that are common in packet-switched
networks.

• Supply Chain Attacks: In the course of the fabri-
cation process, IPs, including specifications, source
code, or other essential data required for producing a
specific semiconductor or any software, are vulnerable
to compromise. This can occur through the introduction
of malicious files, theft of IP, or reverse engineering,
ultimately jeopardizing the integrity of the supply
chain. Although ICs use various obfuscation methods
to lock out external access, emerging de-obfuscation
technologies still pose a challenge. According to [20],
such attacks are prevented by exponentially increasing
the netlist cycles.

• NetworkAttacks:With the introduction of network-based
communication within the SoC platform, various novel
attacks have been introduced that target not just the
wireless interfaces but also the NoC subsystem as a
whole. Such attacks can track data, gain access to
sensitive information, or degrade network performance
by exhausting resources [21]. While computer network
security has been extensively studied over recent
years, the resource-constrained environment of NoC
poses various challenges in terms of area, power, and
performance requirements, previously not found in
traditional networks.

The support for diverse topologies and routing techniques
exposes NoC to different sets of vulnerabilities, as depicted
in Figure 5:

• Denial-of-Service (DoS):ADoS attack has the capabil-
ity to introduce redundant packets into a network, lead-
ing to the inefficient utilization of network bandwidth,
thereby degrading the performance of an NoC [21].
The DoS attack can further cause persistent jamming
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FIGURE 4. NoC attack taxonomy.

FIGURE 5. NoC network attack taxonomy.

on wireless interfaces, leading to collisions and thus
depriving legitimate use of the interface.

• Eavesdropping: A malicious eavesdropper can inter-
cept the network traffic and listen to all data commu-
nicated over the network to extract critical information.
In particular, the broadcast nature of wireless interfaces
makes them easy targets for eavesdroppers.

• Spoofing: An impersonation attack is an attempt by a
malicious party seeking unauthorized access to a system
to alter its configuration, causing inaccurate behavior or
system failure.

Furthermore, these attacks can be hardware or software-
based, or a combination thereof [11]. An example illustrating
the deployment of hardware trojans involves unauthorized
alterations to theNoC circuit during the design cycle. Usually,

it is triggered during the operation of the trojan-injected
module in order to alter the circuit behavior. Software-
based malware injections are a common type of attack on
SoCs, in which the device’s firmware is modified to cause
network disruptions to gain illegal access to resources or
to leak sensitive data. Consequently, both the security and
functionality of the entire system are compromised.

Irrespective of the attack type or its origin, an NoC
security attack aims to violate the CIA triad model of
information security [11]: (1) confidentiality, (2) integrity,
and (3) availability, as shown in Figure 6. Within the realm
of NoC, the role of the confidentiality service is to safe-
guard sensitive information from unauthorized extraction.
The integrity service is responsible for guaranteeing that
the content remains unaltered, and the availability service
ensures that system resources can be consistently accessed.
Compromising any of these vital services results in a decline
in NoC performance and functionality.

Moreover, each component and its implementation style
make it a target for particular attacks. As a result, future
research must emphasize more on a modular approach to
designing NoC security [12]. The following two sections
delve into the significant advances made in recent years
in countermeasures employed to safeguard wireless on-chip
interconnects, some of which are also generally applicable to
wired NoCs.
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FIGURE 6. CIA triad model of security.

IV. NOC SECURITY ATTACKS AND COUNTERMEASURES
On-chip interconnect security countermeasures usually com-
prise three stages: 1) detection of an attack, 2) tracking
the source of the attack, and 3) preventing the attack.
These countermeasures can be implemented through various
techniques, including the use of encryption for confidential-
ity, and security. Other techniques, such as secure zones,
offer a protective layer to ensure the security of data as it
travels through the network. A wired NoC typically consists
of processing elements, network interfaces, and routers.
An attack can target one or more of these components
or a combination of them. Due to this, the unit that acts
as the adversary and the unit in which the mitigation
technology is integrated become the two key factors of
security countermeasures in NoC.

A. PROCESSING CORE
NoC integrates various processing cores for multiple applica-
tions, all connected by the underlying communication fabric.
These processing cores are mainly procured from third-party
IPs to lower the cost and design cycle times of NoCs.
Hence, there is a high risk of inadvertently or intentionally
injecting hardware trojans (HTs) or software malware by the
manufacturer, consequently triggering malicious behavior,
which most likely seeks to access or tamper with the flits as
they move through the fabric.

The authors of [22] propose a packet validation technique
that combines algebraic manipulation detection (AMD) and
cyclic redundancy check (CRC) codes for error detection
to achieve enhanced data integrity and security. However,
as stated in [23], this proposed approach leaves the header
vulnerable, potentially risking the exposure of sensitive
information. Therefore, tunnel-based encapsulation is used
within an assumed trusted network interface to encrypt the
header flit, exposing only the destination address [23]. In this
implementation, the AES algorithm encrypts the data, and the
Siphash function authenticates its access. While AES offers
robust security, its application in a resource-constrained fab-
ric increases latency and processing overheads, rendering its
practical use unfeasible. Consequently, this implementation
restricts itself to securing the integrity of data flits in the

architecture through encryption, in exchange for incurring a
significant overhead due to the utilization of AES.

Due to the latency and overhead, many solutions opt for
a lightweight countermeasure. For example, arbitrary failure
like the Byzantine fault is addressed in [24], where these
faults are caused by HTs or DoS attacks, targeting the
network’s availability. In response to these potential security
threats, a novel approach is proposed which serves the dual
purpose of guaranteeing the dependable transmission of data
flits or packets and identifying anymalicious nodes within the
network. However, this incurs latency of 10-40%, leading to
performance overhead. In [25], a network traffic monitoring
technique is developed to address DoS attacks launched by
malicious sources, flooding the network with junk packets.
First, statistical analysis of communication patterns computes
congestion path information and packet latency information
within each router. Eventually, a broadcast alert mechanism
localizes the source of the attack, leading to 6% area
and 4% power overhead for each attack scenario. In [26],
a spiking neural network (SNN) is used to detect traffic
anomalies resulting from DoS attacks. The use of SNN is an
effective method for identifying patterns in data in real-time.
In this instance, the SNN classifies the attack by monitoring
the temporal duration of Request-to-Send (RTS) signals.
However, this method’s accuracy depends on the duration of
the attack in the temporal sample, as accuracy increases from
60% to 87% when the attack duration progresses from 30%
to 50%.

The secure zone concept, as shown in Figure 8, is another
widely employed mechanism in networking to provide
authenticated access. A ‘‘secure zone’’ refers to a designated
area or region that is isolated within the on-chip network to
ensure protection against unauthorized access or tampering.
Accordingly, an architecture preventing non-secure packets
from entering the protected area is presented in [27].
Moreover, the Diffi-Hellman protocol is utilized to generate
group keys by the secure zone’s border IPs, and these keys are
subsequently used to secure communication within the zone.

A zone-based architecture is proposed in [28], which uses
a single router in a cluster with four cores, memory, and a
bus. This architecture dynamically generates the secure zone
at run-time by isolating the communication resources. As a
result, malicious parties are prevented from accessing shared
resources. Consequently, sensitive data is kept confidential,
and DoS attacks are mitigated.

In [29], secure zones are established through the utilization
of multiple managerial cores, which are strategically dis-
tributed across various regions within the NoC. The creation
of secure zones for sensitive applications permits packets
from trusted and secure sources to enter the zone. Packets
that are not destined for sensitive applications are rerouted
to circumvent the zone. However, the placement of manager
cores at fixed locations imposes architectural limitations,
which could lead to hardware overhead because they may
not effectively adapt to changing traffic patterns or scalability

VOLUME 11, 2023 122881



L. Kondoth et al.: Wireless NoC Security Review: Attack Taxonomy, Implications, and Countermeasures

FIGURE 7. Packet validation using AMD encoder [22].

FIGURE 8. A sample secure zone isolation with two secure zones (Zone 1
and Zone 2).

requirements in the NoC. An approach similar to [28] is
proposed in [30], wherein sharing of resources is prevented
within the secure zone. As a result, only one application
can run in the region, and this application is given exclusive
access to the resources. Once a secure zone is formed,
wrappers are used to discard all the packets coming into
the zone, irrespective of from where they originate. Due
to the wrappers isolating the IP cores, packets within the
secure zone are not encrypted, resulting in faster execution.
In [31], a dynamic, secure zone CAESAR (Competition
for Authenticated Encryption: Security, Applicability, and
Robustness) NoC architecture is proposed, showing the feasi-
bility of CAESAR cores in amulticore environment.Manager
cores encrypt packets in this architecture, and network

firewalls within the network interface are used for packet
authentication. Nevertheless, the algorithms employed for
authentication and encryption introduce significant latency
and overhead to the NoC. A Secure zone implementation
offers a proactive solution for maintaining NoC security.
It involves various trade-offs concerning both area and
performance.

As shown in Table 1, despite implementing various attack
mitigation strategies, latency and performance overhead
remains a concern. The processing element (PE) demands
more resources compared to other NoC components. How-
ever, its constant access and generation of raw data render
it more susceptible, necessitating the implementation of
advanced data protection measures without incurring exces-
sive overhead.

B. NETWORK INTERFACE (NI)
Network interfaces connect various heterogeneous process-
ing elements and routers. Its primary function is to packetize
and depacketize the data, as well as to generate flits for
transmission within the network, as shown in Figure 9.
According to [32], buffer-based NI is predominantly imple-
mented using First In First Out (FIFO) scheduling due to low
latency and reduced complexity. The Advanced eXtensible
Interface (AXI) protocol (AXI) compliant NI architecture
is extensively employed in transaction-based designs due
to its compact footprint and minimal power consumption.
Furthermore, NI could establish a set of security rules to
function as a hardware firewall, as discussed in [33]. These
rules form a security map that delineates different regions
and their respective access permissions. Based on this map,
memory access is determined for a specific source. However,
NI is susceptible to various other attacks impacting flow
control, routing, and packet manipulation due to its full access
to the raw data.
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TABLE 1. Processing element security countermeasures.

FIGURE 9. A typical network interface microarchitecture.

As suggested in [34], static allocation of links is done
to ensure compliance with the principles of Confidentiality,
Integrity, and Availability (CIA) in NoC security. In a
statically allocated network, the routing paths for data
transmission are predetermined during the design phase. This
predictability means that different communication flows are
less likely to overlap and interfere with each other, as they
follow dedicated paths. This scheme allows uniform network
trafficwithout user interference, thus ensuring the availability
of the network. The NI employs a fixed bandwidth allocation
scheme based on Time Division Multiplexing (TDM), along
with temporal and data obfuscations, to enhance security
significantly. Static allocation has the advantage of low
overhead but lacks the efficiency of a dynamic allocation
scheme, which enables rerouting, power scaling, and runtime
configuration changes.

The work presented in [35] addresses duplication attacks
where an HT injected into NI manipulates the header pointer.
A header pointer is a crucial component used to manage
the order and transmission of packets in a circular flit
queue. When a flit is introduced by the packetizer, the tail
pointer undergoes an increment. Subsequently, when a flit is
conveyed to a router, the head pointer is raised to facilitate the
transmission of the following flit. As an integral component
of the proposed HT detection mechanism, the PE generates a
cryptographic key by incorporating the outgoing data count,
buffer ID, and destination ID into the header flit. Once the
header flit is received, the NI calculates its own key using
the same parameters and performs a cross-validation with
the received key. In scenarios where packets have either
invalid or duplicate destination addresses, the computed keys
will not correspond, leading to the automatic discarding of
such packets. This mechanism serves as a security measure
to identify and eliminate potentially malicious or erroneous
data packets within the network. Furthermore, the detector
module utilizes a digital and analog implementation to
monitor the ratio of incoming to outgoing packets over time.
This approach assists in identifying the source of the attack
and also serves as a preventive measure against reverse
engineering. However, it could take ∼2.5 days to detect such
an attack.

The work discussed in [36] examines an NI in which the
attack focus is on the Finite State Machine (FSM) control
unit. This control unit is targeted by exploiting its FIFO-based
queuing mechanism. Critical bits are added to the finite
state machine and dummy states are inserted to mitigate
tampering attacks. Any attacker targeting the FSM control
unit without the knowledge of the critical bits will make
the unit jump to these illegal states and cannot revert to a
legal state. Therefore, constant monitoring of state transitions
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TABLE 2. Network interface security countermeasures.

leads to the detection of HT, considering that the key remains
unextracted. Furthermore, the concept of partitioning the
NoC into secure and non-secure zones is explored [37].
An authenticated encryption mechanism is utilized within
the network interface of secure cores to prevent malicious
parties located outside the zone from engaging in inter-zone
communication. The authenticated encryption mechanism
uses Galois/Counter mode (GCM) [37] to verify the packet’s
source and prevents inter-zone communication, thus securing
access to core IPs and maintaining confidentiality.

Nonetheless, NI is completely exposed to raw data,
rendering it vulnerable to various forms of attacks that
can affect flow control, routing, and packet forwarding.
Furthermore, NI is responsible for the formation of flits
and the order in which they will be transmitted. As it
acts as a gateway for the PE to communicate with the
rest of the system, a failure or compromise of the NI
would have a detrimental impact on the PE’s functionality.
Incorporating the firewall functionality into the network
interface involves augmenting the existing infrastructure with
advanced security features and access control mechanisms,
as shown in Table 2, fortifying the network against potential
threats and unauthorized access.

C. ROUTERS
Routers in NoC play a critical role in managing the data
traffic and communication between different processing
elements within the system. These routers are responsible
for packet routing, ensuring efficient data transfer, and
maintaining the overall performance and connectivity of the
on-chip network. The traditional NoC router architecture
comprises a crossbar switch, input buffers, allocators, and
arbitration logic. Due to the efficacy of its channel utilization
model, virtual-channel (VC) flow control is the most widely
used flow-control technique in NoC routers [8] as shown
in Figure 10. By using VC flow control, each channel’s
flit buffers are divided into several lanes, and each lane

can allocate buffers independently. This provides a flexible
method for channel assignment, enhancing both channel
utilization and throughput within the system.

Routers within a NoC system employ a pipelined architec-
ture [38], and contemporary research primarily concentrates
on optimizing various stages to minimize latency and
hardware overhead, thus bolstering overall performance [39].
However, routers’ functionality to store, route, and forward
data flits enables them raw access to all packets passing in
the network. The work presented in [40] examines a black
hole router attack that initiates a DoS attack wherein packets
are intentionally discarded at a rate ranging from 5% to
34%, contingent upon factors such as the infected router’s
location and the number of infected routers. Furthermore,
routers hold the routing table and routing logic. Through the
insertion of a hardware trojan into the router, an attacker gains
the capability to manipulate routing table entries, leading
to routing anomalies and network disruptions. The outlined
reasons provide a compelling rationale for investigating
router security in NoC environments.

Attacks that specifically target the packet header by
altering the destination address are discussed in [41].
Therefore, a trojan-aware 3-phase routing process is proposed
in [42]. As part of the first phase, a detector module monitors
input ports for violations of XY routing rules. Upon detecting
a malicious router, other routers in the neighborhood are
made aware of it through update messages, thereby shielding
them from this compromised router. This way, the malicious
router can be bypassed. The proposed bypass algorithm
reroutes packets in network communication, addressing the
risk of network deadlock due to deviations from XY routing.
It introduces the concept of intermediate destinations.
When a packet is rerouted, an intermediate destination is
assigned, ensuring that it adheres to XY routing guidelines.
By temporarily ejecting and re-injecting packets at these
intermediate points, XY routing integrity is maintained,
effectively eliminating the risk of network deadlocks. The
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FIGURE 10. A router microarchitecture based on VC flow control.

work in [17] considers timing attacks initiated by multiple
malicious routers to exploit information leakage. NoC
monitors the bandwidth and generates alert messages if
an attack is detected. Upon receiving the alert message,
an alternate route is selected i.e., instead of XY, YX, is used.
The same countermeasure is used for AES traffic leakage
in [18]. However, this is done under the assumption that
the malicious router is not aware of the alternate route.
Furthermore, the countermeasures discussed in [17] and
[42] are limited to XY routing only. Similarly, in [19],
an obfuscation block is proposed to change the response
time and add arbitrary delays to mask the intended behavior.
However, area and power overheads incurred are 16% and
18%, respectively, which is relatively high compared to
baseline NoC.

Encryption is the most widely used method to ensure
integrity in NoCs. An encryption algorithm scrambles
plaintext into incoherent text so that only authorized parties
with the key can decipher the original text. Some of the most
commonly used encryption algorithms in network security
are AES, Triple Data encryption standard (3-DES), RSA,
and Elliptic curve cryptography. Despite these conventional
encryption methods, parts of the packet remain unencrypted,
like the source, destination address, or prefix. A malicious
node may sniff this information from the headers to launch
various attacks. The work in [43] proposes a novel routing
mechanism in which secure packets traverse through a
pre-computed path. The destination address is encrypted
so that it remains anonymous to the router. To ensure
correct packet forwarding, path information such as XY
direction and the number of permissible turns is encoded
within the secure packet. A lightweight on-the-fly encryption
mechanism is proposed in [44] in which the key, generated
by the destination node, is split into two halves, enabling
a key exchange with the intended source. While the right

half of the key is sent using XY routing, the left half is
sent via YX routing. Consequently, the source node sends
acknowledgment two times for each half of the key through
XY routing. For the proposed encryption architecture, DES,
a symmetric key algorithm is proposed. The use of this
algorithm ensures confidentiality and integrity of sensitive
data at the expense of increased latency stemming from
multiple key exchange rounds, which comes along with
a 19% expansion in area and a 16.4% growth in power
overhead.

Alternatively, a machine learning-based approach is pro-
posed in [45] to detect eavesdropping (ED) attacks. The
proposed scheme uses probes that are attached to the
router to gather NoC traffic-related data. Subsequently,
all data that is gathered is transmitted to a dedicated
processing core, referred to as the decision unit, for further
analysis. This analysis incorporates the implementation of
an ED-sensing algorithm to discern the occurrence of ED
attacks. Furthermore, the scheme, through the use of multiple
instances of ML models that are deployed in all routers,
facilitates a collective decision-making process to determine
the occurrence of an ED attack. Although this approach
achieves high accuracy within a very short time frame, the
adoption of multiple ML models to identify a singular attack
instance may introduce high latency, adversely impacting
overall system performance.

In [46], a run time protector is proposed for each row
in the 2 × 4 mesh topology to monitor routers and the
acknowledgment packets they generate in response to the
packets sent from the secure to the non-secure zone. Another
approach described in this work uses a restart time protector,
which pre-computes the time taken to reach the destination
route and uses it to compute a counter threshold. A security
auditor is alerted if no acknowledgment is received within
the threshold. This security auditor gathers the routing
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TABLE 3. Router security countermeasures.

table data from the malicious router to conduct a more
thorough examination. Although these methods show a
promising result, the increase in area overhead compared
to a conventional router is significantly high, along with
a corresponding increase in startup time. A mechanism
to prevent packet tampering against malicious routers is
proposed in [47]. This approach employs an integrity check
with appropriate permutations on the flit to achieve the
desired objective. Error control coding (ECC) encodes a
packet’s required fields, and permutation scrambles the flits,
where each router operates a physically unclonable function
(PUF) to select unique permutation patterns. In this case,
additional modules are required to decode the incoming
packets, resulting in a 39% increase in area and a 13% rise
in power overhead.

Malicious routers can affect the processing element they
are attached to and the packets that are routed through
them. Consequently, routers themselves become sources from
which malicious content is generated and spread throughout
the network. Notably, XY routing is the most widely used
routing algorithm, so most of the countermeasures are
restricted to XY routing only, as shown in Table 3.

V. WIRELESS NOC SECURITY ATTACKS AND
COUNTERMEASURES
Conventional NoCs are typically vulnerable at the processing
core, network interface, and router. Furthermore, with
wireless NoCs, wireless interfaces open up an additional
attack point. Although all the countermeasures mentioned in
the previous section also apply to wireless NoCs, security

FIGURE 11. A wireless interface architecture.

for wireless interfaces, in particular, requires careful con-
sideration. While ECC improves communication reliability
[6], it does not provide any guarantee to prevent attacks on
wireless interfaces. Moreover, the implementation topology
and features, such as broadcast capability, token-based
channel access, etc., can be vulnerable to various attacks as
well.

A. WIRELESS INTERFACE (WI)
In wireless NoCs, wired links are used for short-distance
communication, while single-hop wireless links are used
for long-distance communication [9]. The use of wireless
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FIGURE 12. Prometheus microarchitecture [54].

interfaces bolsters energy efficiency improvements and
provides an attractive high bandwidth alternative for
long-distance communication [5], thereby eliminating most
of the performance bottlenecks of wired I/Os. Figure 11
shows the wireless interface architecture. On-off keying
modulation and medium access control (MAC) are the most
popular techniques to ensure simple circuit and collision-free
wireless communication. Token-based MAC is frequently
used to allocate WI slots, making it an easy target for attacks
that aim to disrupt communication through unauthorized
access to data or tokens [48], [49]. The use of error control
coding in wireless interfaces can improve communication
reliability [50], but this does not prevent attacks from taking
place. Although recently, the use of many new adaptive
algorithms which are traffic aware has been considered
to improve efficient utilization of underlying wireless
bandwidth [51], [52], NoCs are still falling short of providing
robust and reliable communication due to significant data loss
and other pressing security related issues.

According to [53], the small-world topology is the most
suitable network for wireless NoCs as it offers resistance to
DoS attacks, resulting in high network availability. A ‘‘small-
world topology or network’’ refers to a type of network
topology that is characterized by short average path lengths
between nodes, which means that most nodes can be reached
from any other node in a relatively small number of steps.
Simultaneously, small-world networks display a level of clus-
tering, where nodes tend to have connections only with their
nearby neighbors. This work explores network disruptions
caused by hardware trojans, caused by the injection of junk
packets into an IP core. As a result, to mitigate the impact
of DoS attacks, the network setup is followed by simulated
annealing (SA) heuristics. Subsequently, a metric quantifying
the impact of the DoS attack is computed and then optimized
to create a revised network configuration. Hence, a small-
world network, characterized by an optimal average metric,

is iteratively formed until the metric average nears zero.
Despite achieving a high throughput, this approach does
not take into consideration diverse traffic patterns and
communication priorities of different application types.

FIGURE 13. Ranking table and security flag generation [48], [49].

In [54], a secure wireless NoC architecture is proposed
in which the underlying Operating System (OS) is equipped
with robust security features to provide superior defense
against spoofing, eavesdropping, and DoS attacks. As shown
in Figure 12, a hardware module named Prometheus is
designed to work in conjunction with a wireless interface. It is
strategically located between the wireless network interface
(wNIF) and the physical layer (PHY) of the network to
monitor collisions. It derives an unfairness index by utilizing
throughput and back-off delay as the two metrics to identify
a selfish node. However, the threshold against which the ratio
is compared must be optimized for each architecture. The
architecture is additionally protected against spoofing and
eavesdropping by RF analysis which is used to verify the
packet ID and Py-based encryption, respectively.

Broadcast-capable wireless interfaces are considered in
[55], which use Express Coherence Notification (ECONO)
protocol to manage cache coherence. The proposed archi-
tecture performs an authentication check by comparing the

VOLUME 11, 2023 122887



L. Kondoth et al.: Wireless NoC Security Review: Attack Taxonomy, Implications, and Countermeasures

FIGURE 14. Proposed security framework [59], [60].

sender’s and receiver’s keys. A counter is used to track the
number of transmissions, ensuring freshness. Additionally,
to maintain integrity, the lightweight hashing algorithm
SPONGENT is used. The name ‘‘Spongent’’ is derived
from the contraction of ‘‘SPONGE’’ and ‘‘SUBSTITUENT,’’
the two primary functions of the algorithm. Although
these countermeasures prevent data modification by imper-
sonation, eavesdropping, and replay attacks, they do not
consider flooding caused by the repeated malicious injection
of packets into the network, which incurs a performance
overhead of 30%.

Apart from the traditional encryption algorithms, var-
ious other mechanisms have evolved to protect NoCs
against various types of attacks. For example, in [56],
the threat of spoofing is detected using the received
signal power of wireless interconnections. However, this
technique enforces placement limitations for nodes with
wireless interfaces/antennas due to the constraints imposed
by the equidistance algorithm. These placement limitations
introduce considerable challenges in terms of performance,
power, and area.

Wireless interface-based availability and integrity attacks
are tackled in [48] and [49]. Shared single channels and
allocation of slots using a token-based scheme are also
considered here. By deploying a distributed channel ranking
controller andmajority voter within NI, a security mechanism
to safeguard against DoS and spoofing attacks is conceived.
Figure 13 illustrates the ranking table formed by the
controller with the required channel access time of each
WI. When access time is violated, the WI monitoring the
transmission generates attack flags for notifying other NIs.
TheWIs examine the ranking table to confirm the correctness
of the flag and, in response, generate a support flag. This
mechanism operates as a form of a voting process. Through
the collected responses, the controller identifies the malicious
wireless interface and subsequently issues instructions to
disable it. Similarly, spoofing is detected by monitoring

the channel against a threshold idle time. In [57], various
novel attacks, namely, Malicious threshold configuration
attacks, Disruptive token passing attacks, Data stealing by
broadcast attacks, and Hybrid attacks in wireless interfaces,
are described. These attacks involve tampering with the
router, NI, and wireless hub configuration (HC) registers to
create various security vulnerabilities. The authors propose a
defense mechanism against malicious configuration attacks,
which involves implementing distance checks in routers to
determine the shortest transmission path, along with using
token-wait counters to check for the number of clock cycles
without a token. In addition, packet transmission/reception
counters in wireless hubs are used to maintain a tally of
transmitted and received packets. Finally, threshold values are
used to cross-check these counters and detect DoS and token-
passing attacks. The hubs are deactivated when an attack
is detected through the previously described mechanisms,
and local cluster hub connection routers are informed of
their unavailability. Using the wired NoC, packets in the
hub connection routers waiting for wireless transmission are
redirected to their destination node using a detour-based
routing mechanism, as shown in Figure 15. However, these
mitigation technologies are limited to a particular wireless
architecture, such as a token-passing mechanism commonly
used to regulate channel access.

Machine learning is another attractive solution which is
capable of detecting attacks with a relatively high accuracy.
Even though machine learning (ML) is widely employed
in the framework of NoC designs for traffic congestion
awareness [58], it has seldom been used for securing wireless
NoCs. DoS attack based on persistent jamming has been
discussed in [59] and [60] for wireless NoC interconnection.
This work assumes that in the event of continuous jamming,
the medium may no longer be available for legitimate
use, thereby causing disruptions resulting in severe network
performance degradation. These research studies aim to
detect burst errors and then employ an ML classifier to sense
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TABLE 4. Wireless interface security countermeasures.

the attack as shown in Figure 14 and switch off wireless
communication in wireless NoCs, using wired links instead
of wireless interface. In contrast to earlier research efforts,
the approaches here also consider external jamming attacks
by transferring packet transfer control to the underlying
wired NoC, thus withstanding attacks on wireless network
communication. Additionally, external eavesdroppers are
prevented from listening in by a data scrambler, and internal
eavesdroppers are prevented by an address checker, followed
by turning off the malicious WI. Nevertheless, broadcast
packets would cause the network to get overloaded and
eventually fail, as mentioned in [11].

A similar approach is taken in [61] and [62] for securing
Network-in-Package (NiP). The architecture consists of
wired mesh-based NoCs communicating with each other
using wireless links. However, instead of switching off
all WIs in the case of external jamming attacks, Code
Division Multiple Access (CDMA) is utilized along with
pseudo-random noise to encode the data. This filters out
external jamming signals at the receiving end, prevent-

ing eavesdropping and thereby ensuring confidentiality.
However, the proposed countermeasure assumes only one
attacker, while multiple attackers could be involved. Table 4
summarizes all the countermeasure techniques employed
in securing wireless interfaces against various types of
attacks.

While there are multiple defense mechanisms in place to
counter the attacks mentioned above, such as encryption,
channel assessment, and burst error detection, there is a
significant scarcity of all-encompassing solutions designed
for the detection, mitigation, and pinpointing of wireless
interface attacks.

VI. FUTURE DIRECTIONS AND CONCLUSION
The rapid development of silicon technologies is leading to
the emergence of Network-on-Chip (NoC) as a promising
on-chip communication infrastructure. Furthermore, the use
of single-integrated antennas for intra-chip communica-
tion has led to the design of wireless NoC architecture.
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FIGURE 15. Detour-based routing mechanism [57].

Nonetheless, even with the growing attention on enhancing
the security of wireless NoCs in recent times, devising
effective countermeasures remains problematic due to the
network’s diverse nature, resource limitations, and dynamic
attributes. This section summarizes various countermea-
sures discussed in this paper and provides future research
directions.

A. SECURE ZONE
Although secure zoning offers a promising solution to NoC
security by ensuring confidentiality, some challenges are
associated with it. An example is the hardware overhead
a static security zone adds to an architecture [27], [29],
[46]. Although the hardware overhead in an NoC system
may be minimal, the need for added security in interzone
communication using shared resources results in a limitation
of communication routes and an augmentation of processing
overhead. A dynamic, secure zone overcomes this limitation
[28], [30], [31]. However, this approach tends to introduce
delays as secure zone allocation is done at run time. In this
context, it is imperative to find a balance between perfor-
mance and security using encryption and trust. Consequently,
there is significant scope for further research in the secure
zone field of NoC design.

B. ENCRYPTION AND DECRYPTION
The research results of [23] and [37] reveal that the use of
encryption techniques has an impact on the system bandwidth
since the available bandwidth decreases with a corresponding
increase in encryption key size. However, the use of such
encryption techniques is necessary to achieve the desired
levels of integrity and confidentiality. Many schemes, such
as those outlined in [44] and [47], divide encryption keys and
data scrambling to minimize overhead. Even though these are
lightweight encryption methods, they could also add several
rounds of key exchange and handshakes. Consequently, the
suitability of these techniques for use in NoC must be
carefully studied and examined.

C. MACHINE LEARNING
In recent years, Machine Learning algorithms and techniques
for detecting various security anomalies have gained some
traction. Continuing with this trend, ML-based approaches
are found to be especially useful for detecting abnormal
traffic patterns in NoC architectures, and many approaches
employ machine learning-based techniques to detect DoS
attacks [26], [58], [59] and eavesdropping [45]. However, the
accuracy of such techniques is achieved at the cost of memory
and processing time since such techniques normally tend
to aggressively consume limited resources at a phenomenal
rate. One possible future research direction would be to
develop resource-aware ML algorithms that are specifically
designed to address the underlying NoC limitations and
requirements.

Various countermeasures are used as defense mechanisms
to safeguard NoC from malicious attacks, and yet only a
handful of these can be used to accurately identify the
attacker, especially when the attack originates from multiple
sources concurrently.

In summary, this article provides a detailed examination
of various different security vulnerabilities and attacks on
NoC architecture. In particular, the article examines novel
types of attacks that specifically emanate in a wireless
NoC environment and explores the current state-of-the-
art countermeasures that are employed to detect, prevent,
and mitigate these attacks. Some countermeasures that are
common to both wired and wireless NoC links are also
included in this study. However, despite these countermea-
sures, several challenges still exist. This survey brings to
light the prevailing security-related challenges in this area,
which need to be urgently addressed for the wider adoption
of wireless technology in NoC in the near future.
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