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ABSTRACT Due to the resource limitations of Internet of Things (IoT) terminals and the distributed char-
acteristics of edge computing architecture, trustworthy services management in dynamic edge computing
is a very large challenge. A general and extensible blockchain-based multidimensional trust management
(BMDTM) model suitable for edge computing is proposed in this paper. First, probabilistic linguistic terms
sets (PLTSs) are adopted as a trust scaling method to integrate the multicriteria evaluation data of the
whole domain to measure the performance of the service provider, and the stability degree of each attribute
performance is calculated based on information entropy theory, which enables us to measure the dynamic
performance accurately and precisely. Second, the dual characteristic of the associated criteria is utilized to
filter out malicious or unprofessional evaluation information of requesting nodes and avoid malicious user
collusion, ensuring the credibility of trust management. Third, blockchain technology and smart contracts
(SCs) are adopted to store trust evidence, share trust information across domains, and execute multisource
trust fusion automatically, avoiding the problems of information opacity and the single point of failure of the
traditional centralized trust model. The experimental results demonstrate that our model can well manage
trust problems in a dynamically hostile edge computing environment. The first finding is that the introduction
of the domain trust value significantly improves the quality of service (QoS) compliance ratio due to an
accurate description of the dynamic performance of services. The second finding is that our model performs
better in attack resistance by leveraging blockchain technology and the dual characteristic of the associated
criteria.

INDEX TERMS Blockchain, edge computing, trust evaluation, smart contract, probabilistic linguistic terms
set.

I. INTRODUCTION

In the era of 5Ga and with the rapid development of IoT tech-
nology, the number of terminal devices has sharply increased,
and the types have also become diversified, reflecting the
characteristics of great dispersion [1]. The application of
cloud computing technology to the IoT inevitably leads to
service delays and potential concentration risk. To solve these
issues, edge computing is proposed as a new paradigm, where
the processing is completed at the local edge computing layer
without handing over to the cloud [2]. This will undoubtedly
greatly ameliorate the processing efficiency and alleviate the
load on the cloud. However, the security protection mea-
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sures of edge computing are not as strong as those of cloud
computing, increasing the security risk and privacy exposure
of access terminal nodes [3]. Therefore, trust management
in edge computing has become a key focus to achieving a
secure and trusted resource-sharing computing environment,
and is also the critical factor to promote edge computing from
concept to application [4].

The existing trust evaluation model [5], [6], [7], [8] can
be divided into centralized and decentralized models. In the
decentralized trust evaluation mechanism, terminal devices
evaluate the trust value of the nodes they interact with,
increasing the burden on resource-constrained nodes. The
centralized trust management model usually relies on a
third-party trust management center to assess and store the
trust value of end nodes in the whole network, which may
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lead to delay, congestion, and even a single point of failure.
In addition, the evidence of trust is not open to all users, and
trust evaluation results are not fully trusted by all participants
due to a lack of transparency and traceability in a central-
ized trust framework. To circumvent this issue, blockchain,
as a new distributed computing paradigm, provides a com-
pletely decentralized platform, which provides tamper-proof,
verifiable, and traceable functions [9], [10]. For example, dis-
tributed storage can help persistently record user behaviors,
encryption/decryption algorithms can help protect user pri-
vacy data and ensure data ownership, and the SC mechanism
can help realize various automatic evaluation and authentica-
tion services. However, blockchain integrated with the SC can
only ensure the security, autonomy, and integrity of the data
on the chain executed by the business logic defined in the SC,
and it cannot guarantee the QoS performance of the target ser-
vice providers [11]. In the edge computing environment, the
terminal node can request low-latency services from service
providers in the vicinity [12]. Nevertheless, service providers
may not maintain committed QoS due to various factors,
such as dynamic network environment, service cost, energy
usage, application characteristics, and malicious behavior of
other entities. Thus, it is essential to construct a multifaceted
trust evaluation model based on blockchain, specifically, the
trustworthiness of a service provider can be evaluated on
various facets, such as QoS, competence, integrity, honesty,
and benevolence.

Due to the resource restrictions of terminal nodes and the
dynamics of the network environment, trust management in
edge computing is not well implemented [13], [14], [15].
The authors in [16], [17], and [18] proposed novel trust
evaluation methods suitable for the IoT edge computing envi-
ronment, but they did not measure the dynamic performance
of the service providers, so they cannot accurately evalu-
ate the trust value of the service providers. The researchers
in [19] utilize probabilistic linguistic elements (PLEs) to
measure the overall performance of the trustee, which is a
very suitable tool to depict the trustor’s feedback information
when they are uncertain about their judgments and prefer to
describe their evaluation information using several linguistic
terms with corresponding probability. We adopt the PLTS
method to integrate the evaluation data of the requesting
nodes in each domain, which utilize the linguistic terms
with the corresponding probability to measure the dynamic
performance of the service provider in each domain. Many
researchers have proposed a blockchain-based trust evalua-
tion model in the IoT or vehicular environment, where the
trust value corresponds to a binary experience, (i.e., either
positive or negative), which may produce unrealistic and
inaccurate results in many instances, ad does not account for
the dynamic network environment [20], [21], [22]. Therefore,
building a multidimensional trust evaluation model suitable
for the dynamic edge computing environment is a huge chal-
lenge under the condition of accurate trust requirements and
resource constraints, which is of great significance for risk
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prevention, service selection, recommendation, and decision-
making.

In the edge computing environment, different types of
services lead to the diversity of evaluation attributes, which
is a huge workload to build a trust evaluation model covering
multiple attributes. To fulfill these challenges, the terminal
nodes with similar locations are divided into a domain, and
the domain is taken as a whole to evaluate the trust value
of the service provider in the BMDTM framework. Each
domain selects a node with strong resource capability as
the domain administrator (DA), who is responsible for col-
lecting subjective and objective feedback information from
the requesting nodes within the domain, and then converts
them into a vector of PLEs that simultaneously considers the
qualitative variables and their distribution property. On this
basis, we calculate the corresponding performance degree
and stability degree, which can better reflect the dynamics
and uncertainty of service performance. Then, the trust value
of the service provider in each domain is fused to obtain
the reputation value. Four different SCs on the blockchain
are employed in the BMDTM framework: (1) identity reg-
istration smart contract (IRSC), (2) QoS capability smart
contract (QCSC), (3) reputation evaluation smart contract
(RESC), and (4) data integrity smart contract (DISC) for stor-
ing identity information and QoS capabilities and realizing
automatic calculation of reputation value and verification of
data integrity. In addition, the concept of associated criteria
that possess dual characteristics is introduced for filtering
malicious subjective feedback of the requesting nodes to
avoid inaccurate results caused by malicious user collusion.

Due to the accuracy requirement of trust assessment, insuf-
ficient security protection of edge nodes, limited resources
of terminal nodes, and dynamic instability of a large-scale
network environment, this paper studies the optimization
problem suitable for the actual constraints in an edge comput-
ing environment, focusing on the realization of an accurate,
lightweight, traceable and tamper-proof multidimensional
trust evaluation optimization model.

The main contributions of the proposed model are as fol-
lows:

eBMDTM takes the domain as a whole to evaluate the
service provider, and the trust evidence data collection, pro-
cessing, and fusing are handed over to each DA to ensure
accuracy and reduce the workload of the terminal nodes.

eThe dual characteristic of associated attributes is
employed to filter out malicious or nonprofessional eval-
vation information and avoid malicious user collusion.
Furthermore, each DA endows each attribute weight accord-
ing to the attribute feedback proportion of users within the
domain to accurately reflect the performance of the service
provider.

eMeasuring the trust of service providers in terms of per-
formance degree and stability degree, and adopting PLTS
as a trust scaling method enabled measuring the dynamic
performance of the service providers in the whole domain.
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eFour different smart contracts are introduced to store the
trust data and related evidence data, and multisource trust
fusion is executed automatically.

The remainder of this paper is organized as follows:
Section II outlines works related to trust management.
Section III introduces essential knowledge and system
design. Section IV provides a detailed introduction to our
proposed trust management based on blockchain technology.
Section V provides technical solutions and implementation,
and verifies the effectiveness and accuracy of our proposed
model. Section VI provides a general summary of the whole

paper.

Il. RELATED WORKS

This section reviews existing works on trust management in
the edge computing environment and blockchain-based trust
management framework.

A. TRUST SYSTEM IN EDGE COMPUTING

Edge computing aims to provide services in a trustless
environment, where neither party can be fully trusted [23].
Obviously, this faces complex security and trust issues. End
users may communicate with dishonest or malicious nodes.
Under this circumstance, trust becomes crucial because it
facilitates subsequent service selection and decision-making.
Owing to the mobility and resource-constrained character-
istics of terminal nodes, it is very difficult to evaluate trust
accurately and establish trust relationships among nodes in
the IoT edge computing environment. The authors in [24]
proposed an architecture pattern that supports trusted orches-
tration for edge clouds which describes the basic processing
of choreography activities and is supported by blockchain to
achieve trusted choreography management. The architecture
coordinates communication between sensors and cloud ser-
vices by introducing fog and edge architecture, and addresses
the data from sensors and clouds. The authors in [5] noted
that cloud computing cannot provide effective and direct
management for end nodes due to the relatively large distance
between them. In addition, we presented a trust evaluation
model based on trust transitivity on a chain assisted by mobile
edge nodes, which can ensure the reliability of nodes in the
IoT and resist malicious attacks. The authors in [ 18] proposed
a reputation-based trust evaluation management method in
mobile edge computing networks, which combines identity
trust, capability trust, and behavior trust to ensure that the
edge nodes that join the network system for service interac-
tion are qualified, capable, and reliable. The authors in [13]
considered the (QoE) of requesting nodes to optimize the
edge computing system, and realized the indicator mapping
from QoS to QoE, Meanwhile, they presented that the com-
prehensive trust evaluation system should include the identity
trust, behavior trust, and capability trust to support resource
sharing and scheduling. The researchers in [25] proposed
a trust evaluation model suitable for the edge computing
environment in which the complex and huge trust relationship
between edge devices was abstracted into a directed weighted
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graph. However, it cannot perform accurate multiple attribute
evaluation and does not solve the problem of node load
balancing. Therefore, trust evaluation optimization issues
suitable for the actual constraints in the edge computing
environment are studied in this paper.

B. BLOCKCHAIN-BASED TRUST MANAGEMENT
FRAMEWORK

In the trust evaluation model of edge computing, there is a
lack of a centralized party to perform information collec-
tion, data aggregation, and trust calculation. For this reason,
trust evaluation in edge computing should be conducted in
a decentralized way without relying on any trusted parties.
The authors in [26] proposed an Al-enabled trust manage-
ment system for vehicular networks using the blockchain
technique, which utilized a deep learning method to evalu-
ate the trust of nodes (including both vehicles and roadside
units (RSUs)) as well as data (such as messages) automat-
ically and dynamically, and applied blockchain technology
to ensure that both the identity of both vehicles and RSUs
and the authenticity of messages sent in the vehicular net-
works could be validated, thereby remarkably enhancing the
security of vehicular networks. The authors in [21] presented
a novel distributed trust management mechanism combining
the advantages of active detection and blockchain. Active
detection can filter the surrounding malicious nodes, and
blockchain technology can ensure the consistency of trust
data in different regions. The authors in [27] noted that trust
awareness can reduce the risk of violating QoS, improve
the confidence in operating QoS across multiple domains,
develop QoS compliance verification and trust quantification
mechanisms, and efficiently leverage the tamper-proof and
decentralized properties of blockchain to store and exchange
different kinds of trust information required to provision and
verify E2E QoS compliance of the domains.

Therefore, blockchain has emerged as a new and promising
technology that will change the way we share information.
Its unique features regarding operating rules and traceability
of records ensure the integrity, undeniability, and security of
transaction data. The security of blockchain mainly relies on
a consensus mechanism rather than the trust of the centralized
party. With the motivation to address the above-discussed
problem, the specific objective of this work is to present an
accurate blockchain-based trust evaluation model suitable for
the edge computing environment.

lll. PRELIMINARIES AND SYSTEM DESIGN
A. PRELIMINARIES
The definitions of probabilistic linguistic term set (PLTS) are
shown as follows.
Definition 1 ( [28]): Let S = {sqla =1,2,...,7} be a
linguistic term set (LTS). A PLTS is defined as: L(p) =
Sphisl e S, pl = 0,1=1,... . #L(p), TI pl < 1},

where s’ (p) is the linguistic term s’ associated with the

probability p!, and #L (p) is the number of all the different
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linguistic terms in L (p). For convenience, L(p) is also called
the probabilistic linguistic element (PLE).

Definition 2 ( [28]): § = {sqla=1,2,---,7} be an
LTS, for a PLTS L (p) = {s'(p®)|s* € §,1 = 1, .#L(p).the
expected value function of L (p) is

wp) (f ()
ELOo)=D (;p( )) /Zl JACN (Y
where £/ is the subscript of the linguistic term s'.

Definition 3: Trust value is a metric that measures the
trust of the service provider in each domain by verifying
its objective QoS compliance and other subjective attribute
performance.

Definition 4: Reputation value is an overall measure of the
service performance of a service provider, which denotes a
weighted sum of the service provider’s trust value in each
domain.

B. SYSTEM DESIGN

1) BLOCKCHAIN HIERARCHICAL STRUCTURE

Considering a distributed IoT edge computing architecture,
there are many terminal devices and a limited number of edge
servers. Nodes communicate with each other through overlay
network protocols or underlying network protocols. In addi-
tion, multiple domains are defined based on geographic
location. As shown in Figure 1, the BMDTM framework
mainly consists of two layers, namely, the edge server
layer and the domain node layer, including four elements
(i.e., edge servers, domain nodes, domain administrator, and
blockchain). The role of each component is described below.

a: DOMAIN NODES

also known as requesting nodes, refer to fixed or mobile nodes
that request services within a certain domain. Due to resource
restrictions, these domain nodes act as the clients of the
blockchain. Each domain node is equipped with monitoring
devices that can monitor the actual performance of service
providers during the interaction process. After interactions,
the domain node provides the subjective feedback ratings and
monitored QoS performance of the service provider to the
DA, and submits the corresponding digests to blockchain for
storage and verification.

b: DOMAIN ADMINISTRATOR (DA)

refers to a fixed node in the domain that has strong computing
power and storage capacity. As the administrator of the whole
domain, it periodically collects the feedback information
and objective QoS value within the domain, then handles
this information and submits it to the blockchain for further
processing. It also acts as the full node of the blockchain,
responsible for mining blocks and maintaining the normal
operation of the blockchain. It is assumed that each DA is
a trusted authority in this paper.

¢: EDGE SERVERS

also known as service providers. Oftentimes, these servers are
located at the edge of the network, which can provide services
to other requesting nodes. Meanwhile, they are responsible
for submitting QoS capabilities negotiated with the request-
ing node to the QCSC and the corresponding hash value to
the DISC.

| Blockchain

2

Domain 1

e -
W aw
B

Domain i

Domain I

Domain node layer

FIGURE 1. The system architecture.
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smart contract

Query the blockchain to get
the last reputation value
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FIGURE 2. The BMDTM framework.

d: BLOCKCHAIN

blockchain possesses the advantages of high security and
reliability due to its consensus mechanism and identical
distributed-storage copies, and has been extensively stud-
ied and deployed. Blockchain is leveraged to achieving the
functions such as identity registration, QoS capabilities, auto-
mated evaluation, calculation and storage of reputation value,
and data integrity verification.

2) HIGH-LEVEL ARCHITECTURE OF BMDTM

The BMDTM framework is shown in Figure 2. Trust man-
agement of BMDTM is divided into two sub-modules, one
is intra-domain trust evaluation, consisting of performance
degree and stability degree calculation, and the other is inter-
domain trust data fusion and reputation evaluation.

Specifically, we fuse the trust value of the service provider
in each domain in the hth time window T"(i,j),(i =
1, -- -, I), query the blockchain to obtain the reputation value
R;’fl , and subsequently calculate the reputation value R]}-’. The
details of the major functionalities of BMDTM are illustrated
as follows:

Local Trust Calculation: Each DA adopts probabilistic
linguistic term sets (PLTS) as a trust scaling method to inte-
grate multicriteria evaluation data of all requesting nodes in
the domain, which enables evaluation from two perspectives:

122740

performance degree and stability degree. The attribute weight
is set based on the preference of user feedback attributes in the
domain. Then, we obtain the local trust value of the service
provider in the current time window.

Reputation Calculation: The local trust value of the ser-
vice provider in the current time window is aggregated.
It is worth noting that the weight of each domain is pos-
itively related to the number of interactions of the service
provider in the domain. Then, the blockchain is queried to
obtain the reputation value of the service provider in the
last time window and they are aggregated to obtain the
reputation value of the service provider in the current time
window.

Trust Evidence Data Storage and Verification: The
requesting node submits the subjective feedback ratings and
monitored QoS performance of the service provider to the DA
after interactions and submits the corresponding hash value
signed with its private key to the DISC to avoid malicious DA
tampering. The service provider submits the QoS capabilities
to the QCSC and submits the corresponding hash value signed
with its private key to the DISC.

Identity Registration: When the fixed or mobile node in the
domain requests service for the first time, it needs to call the
IRSC to implement node identity registration, node address,
and public key distribution, and determines which domain the
node belongs to.
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TABLE 1. Symbol definition.

Symbol Definition Symbol Definition
es; The jth edge server dm; The ith domain
st Feedback rating s p The proportion of s' to all feedback ratings in the
whole domain
w,'; The weight of the gth attribute in the hth time window i(k) The kth node in dm;
St The weight of dm; in the reputation calculation in the A The actual QoS level of the gth attribute
hth time window
QT Monitored QoS value of the gth attribute Qg The promised QoS value of the gth attribute
ap™ (i, ) Attribute performance vector of es;in dm; in the hth apg(i, N The gth attribute performance of es; in dm; in
time window the hth time window
pdg @5 The gth attribute performance degree of es; in dm; in stg(i, ) The g th attribute stability degree of es; in
the hth time window dm; in the hth time window
T"(i, /) The trust value of es; in dm; in the hth time window R™ () The reputation value of es; in the hth time
window

| Calculate the local trust value

d

Obtain the performance degree and e .
stability degree of each attribute The adaptive attribute weight
1
‘l Be converted into PLTS I€

Subjective feedback
ratings from honest nodes

—

Y
]

N

Delete malicious
subjective ratings

| Associated criteria rating

Associated criteria level |

I ]

Subjective feedback ratings |

[ '_

| Actual QoS level

A

|

QoS complianc
l_ 1

) Commited QoS
| Monitored QoS capabilities

T A

Request nodes

QCSC

FIGURE 3. The procedure of intradomain trust calculation.

IV. BMDTM SYSTEM DESIGN

Trust management in the BMDTM framework is divided
into two submodules, intradomain trust evaluation and inter-
domain trust data fusion, and reputation evaluation. The
symbols and their definitions in this paper are shown in
Table 1.

A. INTRADOMAIN TRUSTN CALCULATION

To measure service performance more accurately, in addi-
tion to the performance degree evaluation, the stability
degree evaluation is introduced, which focuses on mea-
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suring the dynamics and stability of each attribute’s per-
formance. Therefore, two indicators were constructed to
evaluate the trust of service providers. The first is the per-
formance degree, which can measure the performance of
each attribute. The second is the stability degree, which
can measure the dynamics and uncertainty of each attribute.
The procedure of local trust value calculation is shown in
Figure. 3

Due to the diversity of service types and the difference in
users’ attribute preferences, it is inappropriate to adopt the
same attributes to evaluate different services.
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IEEE Access

Y. Wang, Z. Wu: Blockchain-Based Multidimensional Trust Management in Edge Computing

In the BMDTM framework, the requesting node can submit
feedback information about their preferred attributes. The
DA assigns the corresponding weight to each attribute which
is positively related to the attribute feedback times of the
service provider in the domain. In addition, to avoid the
requesting nodes providing malicious subjective feedback
ratings, the associated criteria with dual characteristics are
proposed, which can filter malicious or biased subjective
feedback ratings.

1) FILTERING MALICIOUS OR BIASED SUBJECTIVE
FEEDBACK RATINGS

In the traditional trust evaluation model, attributes are gen-
erally divided into subjective and objective attributes. For
example, attributes such as honesty and privacy protection
are subjective attributes, while attributes such as throughput,
response time, and task failure rate are objective attributes.
The researchers in [29] proposed the definition of associ-
ated criteria and noted that some subjective attributes and
objective attributes can be regarded as the same performance
aspect under some circumstances. For example, the through-
put of the service can be quantitatively measured through
monitored tools, and thus can be considered objective criteria.
Meanwhile, consumers can also present their subjective rat-
ings (e.g., “good”, “bad” and “‘perfect’’) of the throughput
performance of the service and thus are deemed subjective
criteria. Those that can be considered both subjective crite-
ria and objective criteria are defined as associated criteria.
Assume that there are Q subjective and objective criteria,
and b associated criteria. Figure. 4 illustrates the relationship
between these criteria.

‘ Subjective criteria | ‘
[ Associated criteria |

Ci|eoe | Cql Cqr | oo+ | Cqv |-+~ | Co

‘ Objective criteria

FIGURE 4. The relationship between subjective, objective, and associated
criteria.

After the interaction with the service provider, the request-
ing node provides subjective feedback ratings (i.e.,1-5) to
the DA. The objective evaluation data are used as a bench-
mark to eliminate the subjective feedback information of the
requesting nodes whose subjective ratings are inconsistent
with the objective evaluation data concerning an associated
criterion. The auditability of objective QoS implementation
results forms an important source for verifying QoS com-
pliance and subsequently evaluating the credibility of the
service provider. The DA queries the service commitment
performance in the QCSC and compares it with the monitored
QoS performance to obtain the actual QoS level. The equation
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is shown as follows.

0y /Q; postive attribute
oA
5 diff, (i) =2

1< diff , ) <2

0.8 < diff , (ij) < 1 3)
0.5 < diff , (i)) < 0.8

diff , (ij) < 0.5

Q’; denotes the monitored value of the gth attribute of the

service provider in the interaction with the requesting node.
Qf] indicates the gth attribute value promised by the service

@

negative attribute

dﬁﬂw={

~
I
—_— N W A

2) CALCULATE MULTIATTRIBUTE PERFORMANCE DEGREE
AND STABILITY DEGREE

Each DA integrates the feedback information to obtain each
attribute performance of the service provider in the whole
domain, which is expressed by PLEs. PLEs simultane-
ously consider the qualitative variables and their distribution
property, which can effectively aggregate the feedback infor-
mation of each requesting node within the domain. For
example, suppose that ten requesting nodes in a domain pro-
vide 10 feedback records on the ““Availability” attribute of the
target provider, with three good performances, five medium
performances, and two bad performances. The performance
degree using the PLEs method is denoted as

L (p) = {good(0.3), medium(0.5), bad(0.2)},

which better reflects the performance of the service provider
in the whole domain. Therefore, each attribute performance
of the service provider in the whole domain is expressed as

=5
— (d(nD 0 _ _
Lp)={s@ )|§l:1p =1, [=1,...5
] |Sl|

- ZIS:I |Sl|

|sl | represents the number of feedback rating s in the domain
in terms of a certain attribute performance of the service
provider.

p =1,...5. )

a: CALCULATE THE ATTRIBUTE PERFORMANCE DEGREE

The attribute performance vector of es; (j = 1,2,...,J) in
dm; in the hth time window is

ap" .j) = (ap} o) aph i) - aply i) ) (5)

apg i,p = {sl (pl)} , I = 1,...,5. represents the gth
attribute performance of es; in dm; in the & th time window.
For the convenience and simplicity of the subsequent aggre-
gation process, we convert the linguistic terms in the PLEs to
a crisp number in the range of [1, 0] based on eq. (1). The
expected value of apg(i, J)is

pdl (i) = E (apy i) (©)
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b: CALCULATE ATTRIBUTE STABILITY DEGREE BASED ON
INFORMATION ENTROPY
We utilized information entropy as the measurement tool
because it is suitable for measuring the uncertainty of the
evaluation information formulated in terms of the probability,
and the information expressed in PLTS happens to satisfy
such conditions exactly. Information entropy denotes a mea-
sure of the degree of system order. The greater the uncertainty
of the variables, the greater the information entropy.
Definition 5: Suppose a PLTS is denoted as: L (p) =
sO@EOY=1,2.. %L (p), 1P p® = 1},
The information entropy of L (p) is defined as follows.

#L(p)
H(L (p) = ~logz " (p) 10g () )

=1

where z is a constant that is set to 1.28.
Afterward, the stability degree can be obtained through

st(L(p)) =T+ (1 —H (L (p))) ®)
EL@p)-1
t=p+U—-p)xe 2 ©))

where 7 is an adaptive adjustment factor depending on the
value of E(L(p)), which can prevent some services with a high
stability degree but poor performance degree from obtaining
higher trust values. 0 < B < 1 is utilized to control the
minimum value of t. When S is fixed, the closer E (L (p))
is to 1, the greater the value 7 is. A > 0 denotes the preset
constant that is utilized to adjust the falling rate of the function
curve of t. Therefore, we obtain stz(i, J) which denotes the
stability degree of the gth attribute of es; in dm; in the hth
time window.

3) CALCULATE THE TRUST VALUE OF THE EDGE SERVER IN
EACH DOMAIN

The trust value of es; in dm; in the hth time window is
calculated by equation (10)

0 0
"G j) =01 ) &) pdl(i.j) + (1 —01) D st (i j)
q=1 q=1
(10)

o1, 1 — oy denotes the weight of the performance degree and
stability degree respectively. wZ denotes the weight of the gth
attribute, which is calculated by eq. (11). The basic idea is that
the more times the requesting nodes in a domain evaluate a
certain attribute, the higher the importance of the attribute.

h P
L K

o = 1 (11)
tOX KiG))

ké’(i, j) indicates the number of evaluation data for the gth
attribute of es; by dm; in the hth time window.
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B. INTERDOMAIN TRUST DATA FUSION AND REPUTATION
EVALUATION

The reputation value of es; in the ith time window is calcu-
lated using the following equation.

1
h __ hee - h h—1
Ri=mi D T'ij)-8! +1—p) R (12)
st — j— il
i = 1 . . h
Z,-: 1 i — i
where 65‘ denotes the weight of dm; in the hth time window
and |j — i|" denotes the number of interactions between
dm; and es; in the hth time window. u1, 1 — wj represent
the weight of the trust in the current time window and the
weight of the reputation value in the previous time window,

respectively. The interdomain trust data fusion and reputation
evaluation algorithms are shown in Algorithm 1.

13)

Algorithm 1 Interdomain Trust Data Fusion and Reputation
Evaluation

Input: Previous reputation value R"~1(j).
Interaction times |j — ilh ,i=1,---,m).
The trust value of es; in each domain
Thi, ), Gi=1,---,1).
Output:
Reputation value R"(j).
Preset parameters
RO(j) = 0.5; In case there is no prior transaction, R*~1(j) is
set to RV(j)
ming(j) = 0; maxg) = 1; Reputation value is normalized in
the range [0-1].
Begin:
whilei </
doK+=|j— i Ih;
end while
whilei </
do g} =1~ il"/K;
end while
Obtain the reputation value : R*(j) = u; Zﬁ:] ', j) - 8? +
(1 —u)-R"'G)

V. IMPLEMENTATION AND EXPERIMENTS

This section provides a real-world demonstration for the
proposed decentralized blockchain-based trust system, and
conducts experiments. It is mainly divided into three parts.
The first part introduces the blockchain data structure. Tech-
nical solutions and implementation are provided in the second
part. Finally, the third part conducts the experiment evaluation
to assess the performance of our trust management model.

A. BLOCKCHAIN DATA STRUCTURE

The requesting node encapsulates the trust source data
according to the canonical data format, sends transactions to
the blockchain, and then transmits the transaction to any full
node for verification. If it is legal, it will continue to broadcast
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to nearby full nodes; otherwise, propagation will be stopped.
After receiving the transaction, each full node puts it into a
transaction waiting queue. After receiving all transactions in
the Ath time window, they will be packaged into a block and
the block will be broadcast to the whole network, where the
full nodes will verify the legitimacy of the block. If it is legal,
add the block to the tail of the local blockchain; otherwise,
stop propagation.

The structure of a block is exhibited in Figure. 5, which
consists of the block head and block body. The block-
head contains the hash of the previous block, difficulty,
timestamp, nonce, and the state root. The block body con-
sists of trust evidence records, SCs, and some related trust
data.

— Blockhead 1
Prev Blockhash Nonce
Difficulty
Timestamp State Root
Blockbody

Local trust value
Smart contract
update
Identity information
Hash of

trust evidence QoS capabilities

FIGURE 5. The structure of the block.

B. TECHNICAL SOLUTIONS AND IMPLEMENTATION

The proposed decentralized trust evaluation system is
deployed on Ganache, which is a private Ethereum-based
blockchain system. Ganache is a customizable blockchain
that utilizes Node.js and Web3 to operate the inter-
actions between the blockchain and the clients. Many
researchers utilize ganache to test and develop the proposed
blockchain-based application model. In our implementation,
four SCs are programmed in Solidity language which is the
primary language on Ethereum.

1) REPUTATION EVALUATION SMART CONTRACT (RESC)
Necessary information about service providers’ reputation
value and trust value in each time window are perma-
nently recorded on-chain using two state variables repv
and trvalueh, which are defined in RESC. These two state
variables act as a public distributed ledger that can per-
manently record the complete history of the trust state
transition of service providers. It is convenient to obtain
the latest trust information of service providers because
Ethereum supports key-value pair format storage. The
RESC fuses the trust degree of service provider es; in
each domain and subsequently queries the blockchain to
obtain the previous reputation value R"~1(j). Then, the rep-
utation value R” (j) can be obtained by calculating their
weighted sum.
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2) QoS CAPABILITY SMART CONTRACT (QCSC)

The QoS capability SC defines the service provider’s QoS
commitments to the requesting nodes. The state variable
QoS_capabilities acts as the role of a public distributed ledger
that can permanently record service providers’ commitment
to QoS performance. The DA needs to query the blockchain to
obtain the QoS performance commitments when calculating
the difference degree diff , (ij) between the monitored and
promised performance of service providers.

3) IDENTITY REGISTRATION SMART CONTRACT (IRSC)

The identity registration smart contract implements the func-
tions of node identity registration, node address, and public
key distribution, and determines which domain the node
belongs to. The state variable node_values serves as a pub-
licly distributed ledger for recording the node’s identity
information.

4) DATA INTEGRITY SMART CONTRACT (DISC)
DISC can realize data integrity verification, which prevents
malicious nodes from tampering with trust evidence informa-
tion. Ensuring the authenticity and reliability of the source
data and the accuracy of subsequent trust evaluation. For
example, the requesting node can provide feedback informa-
tion to the DA and submit the corresponding hash value to
DISC for storage. Similarly, the service provider can also pro-
vide QoS capabilities to the DA and store the corresponding
hash value in DISC.

The smart contract source code is publicly available at
“https://github.com/panggeda/sc_test”.

C. EXPERIMENTS

BMDTM requires a time-series QoS dataset to measure
the dynamic service performance more accurately. There
is no appropriate edge computing QoS dataset supporting
BMDTM. Therefore, we process the existing real-world
web QoS dataset [30] published by the Chinese Univer-
sity of Hong Kong (CUHK) to generate a new dataset to
meet the characteristics of the edge computing environment.
This dataset consists of QoS data of service invocations on
4532 services from 142 users around the world in 64 times-
lots. We select 60 services randomly, extracted 12 QoS values
for each service, and constructed a 142x60%12 user-service-
time submatrix to verify the performance of BMDTM.
To capture the characteristics of the edge computing envi-
ronment, users with similar time-series QoS are regarded
as domain nodes from the same domain by employing the
K-means method. In addition, 60 services are identified as
services from 30 edge servers. We configure the location of
the service provider according to the following principles,
that is, the shorter the average response time of the service
provider in the domain, the closer it is. We use NetLogo soft-
ware to simulate and verify our model and then export the data
to MATLAB for data analysis. NetLogo is a programmable
modeling environment used to simulate natural and social
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phenomena and is particularly suitable for modeling complex
systems evolving. We build a simulation environment con-
sisting of 10 domains and 30 edge servers covering an area of
1.9 square kilometers. Each domain contains an average of
12 terminal nodes, among which the node with strong capa-
bilities is selected as the DA. Suppose there are four common
criteria, including 3 objective criteria, namely, response time,
throughput, and task failure rate, and 2 subjective criteria,
namely, confidentiality and response time. Among these,
response time is an associated criterion.

1) REPUTATION VALUE COMPARISON
In this experiment, the impact on reputation value is veri-
fied by setting the ratio of malicious services provided by
the service provider. Malicious service refers to the service
provider failing to meet the service quality specified in the
agreement when providing services. We divide 30 service
providers into three groups, with 10 providers in each group.
The services provided by the first group always comply with
the service commitment. The services provided by the second
group are 30% malicious and the other 70% comply with
the service commitment. The services provided by the third
group, 50% of the services are malicious, and the other 50%
of the services comply with the service commitment. It is
worth noting that complying with the service commitment
mean V, is assigned as 4 or 5 by equal opportunity, and the
malicious services means V, is assigned as 1, 2, or 3 by equal
opportunity. In addition, we randomly generate the subjective
ratings for the target service concerning ‘“‘confidentiality™.
To ensure the consistency of the experiment, each group
employs the same feedback data concerning ‘‘confidential-
ity”. After 10 rounds of interactions, the average reputation
value under different malicious service proportions is shown
in the figure below. It can be seen from Figure. 6(a) that
the average reputation value of different groups changes with
the number of transaction rounds. In the first group, it rises
slowly with the increase of the transaction rounds, in the
second group it rises and falls while presenting an overall
upward trend, and it shows a slow downward trend in the third
group. This illustrates that BMDTM is feasible and effective
in dealing with malicious attacks from service providers.
Compared with most other trust evaluation models,
we introduce the concept of stability degree, which is an
indicator to measure service dynamics and uncertainty. In this
experiment, we will test the impact of the stability degree on
the reputation value in our model. We simulate the stability
of service performance caused by busy network status or
random malicious behavior of service providers. The experi-
mental parameter settings are the same as those in Experiment
1. Figure. 6(b) and Figure. 6(c) demonstrate the comparison
curves of the reputation value with and without considering
the stability degree when the malicious service ratio is 0 and
30%, respectively. The weight o7 is assigned as 0.5 when
considering the stability degree. g is set to 0.5 by default.
It can be seen that when the service providers do not provide
malicious services, the two curves are essentially close to
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FIGURE 6. (a) The impact of malicious service rate on reputation value.
(b) The impact of stability degree on reputation value when the malicious

service ratio is 0. (c) The impact of the stability degree on the reputation
value when the malicious service ratio is 30%.

whether or not stability is considered. However, when the ser-
vice providers provide 30% malicious services, considering
the stability degree can inhibit the growth of reputation value
to a certain extent.
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FIGURE 7. QoS compliance ratio comparison curves.

2) QoS COMPLIANCE RATIO COMPARSION

In the BMDTM framework, two indicators are introduced
to measure the trustworthiness of service providers, namely,
reputation value R"(j) and domain trust value 7" (i, j). We ran-
domly selected some service providers from group 1 and
group 2 for testing, and compared the QoS compliance ratio
in the following cases.

Case 1 (BMDTM): The requesting node considers both the
reputation value and domain trust value when selecting ser-
vices. Suppose that when the requesting node selects a service
provider, it follows two principles. First, the reputation value
of the service provider should be higher than the threshold.
Second, the average local trust values of the service providers
in the past 3 time windows in the domain where the requesting
node is located are sorted, and the one with the highest trust
value is selected.

Case 2 (Without Domain Trust): Only consider the reputa-
tion value in service selection. The requesting node prioritizes
selecting service providers with high reputation value.

Case 3 (CLMTM): The overall trust is designed as the
minimum of the capability trust and the weighted summation
of the direct trust and indirect trust in this model [16]. The
requesting node prioritizes selecting service providers with
high overall trust value.

Case 4 (RLTC): The authors in [17] argued that the
proposed trust scheme significantly outperforms existing
approaches in both attack resistance and reliability, where the
global trust of the node is aggregated by the two trust factors,
namely, D-to-D direct trust and B-to-D feedback trust. The D-
to-D direct trust is a subjective evaluation after the interaction
with the service provider, and the B-to-D feedback trust is an
aggregation of subjective evaluations of the service provided
by other nodes in the domain. The requesting node prioritizes
selecting service providers with high global trust values.

Case 5 (RTEM): The authors in [18] proposed a three-tier
trust evaluation framework (identity trust, capability trust,
behavior trust) to ensure the edge nodes participating in the
network system for service interaction are qualified, capable,
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and reliable, and put forward the local reputation calculation
model and overall reputation calculation model. The request-
ing nodes prioritize selecting service providers with high
local reputation value.

The comparison curves of the QoS compliance ratio are
demonstrated in Figure. 7. It can be seen that the QoS com-
pliance ratio of the BMDTM model is the best, because our
trust management model can measure the dynamic perfor-
mance of services more accurately and precisely, and the
dual characteristics of the associated criteria can filter mali-
cious or biased feedback ratings effectively, ensuring that the
trust evaluation results are more reliable. Although dynamic
time series evaluation information is considered in the RLTC
model, the QoS compliance ratio is relatively low because
the evaluation data only contains subjective feedback infor-
mation which cannot comprehensively reflect the service
performance. The QoS compliance ratio in Case 2 is the
worst because it only involves reputation value and does not
consider the domain trust value. The domain trust value is
obtained by aggregating the evaluation information of nodes
with the same context as the requesting node, which has a
great reference value for the service selection of the request-
ing node.

3) THE INFLUENCE OF MALICIOUS FEEDBACK RATIO ON
THE DOMAIN TRUST CHANGING RATE

In this experiment, the influence of the malicious feedback
ratio on the domain trust changing rate is tested and compared
with the other two methods. (1) The overall trust value is
designed as the minimum of the capability trust and the
weighted summation of the direct trust and indirect trust
in the CLMTM framework, coupled with a dual filtering
design based on the K-means clustering algorithm, which can
effectively filter feedback with low similarity in the current
task context and feedback from malicious devices, making
the trust evaluation mechanism more reliable [16]. (2) The
authors put forward an adaptive trust model based on the
recommendation filtering algorithm for the IoT environment,
which divided the nodes into multiple groups and each group
selects a trusted third party (TTP) responsible for assisting the
trust evaluation in the ATM model [31]. The TTP utilizes the
feedback and its trust evaluation module to evaluate the direct
trust, recommendation trust, and synthesis trust of the trustee.
It is worth noting that the trust value calculated in the above
two methods is equivalent to the domain trust in the BMDTM
model.

The comparison curves of the domain trust changing rate
are demonstrated in Figure. 8. It can be seen that compared
with the other two models, the domain trust value changing
rate of our model is lowest under different malicious feedback
ratios. This is because the dual characteristics of association
attributes are utilized to filter out malicious or unprofessional
evaluation information of the requesting nodes by compar-
ing subjective and objective data in our model, which can
effectively avoid malicious user collusion and ensure the
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credibility of trust management. While, the other two models
filter malicious data by comparing evaluation data provided
by the requesting node with the data provided by the nodes
with the same text or neighboring recommenders, lacking
certain accuracy.

'ghae influence of malicious feedback ratio on the domain trust changing rate

—&— BMDTM
—&—ATM

095 1 —<—CMLTM

0.1

domain trust changing rate

005~

0 L . L . . . .
10% 15% 20% 25% 30% 35% 40% 45% 50%
malicious feedback ratio

FIGURE 8. Domain trust changing rate comparison.

4) ROBUSTNESS OF BMDTM AGAINST GENERIC ATTACKS

In this paper, defending against generic attacks mainly con-
siders two methods: one is the trust evaluation model, and the
other is the traceability and tamper resistance of blockchain.

a: BAD-MOUTHING BY MALICIOUS FEEDBACK NODES
Bad-mouthing by malicious feedback nodes means that the
nodes are dishonest and provide malicious or biased feedback
ratings to the trustee. In our model, the associated criteria
are introduced to filter out malicious subjective feedback
ratings. In this experiment, we test the malicious node detec-
tion success rates of different models. The first comparison
model [32] employs the K-means method (labeled KM) to
filter malicious subjective feedback information, and the sec-
ond comparison model [33] (labeled AM) argues that the
opinions of dishonest or malicious users are usually less
consistent with the majority of the other users’ opinions
than those of honest users. The comparison figure is shown
in Figure. 9.

It is seen that BMDTM maintains a relatively high detec-
tion success rate with the increase in the proportion of
malicious nodes, whereas the other two models show a sig-
nificant downward trend. This is because as the proportion
of malicious feedback nodes increases, it becomes increas-
ingly difficult to distinguish between normal and malicious
nodes using KM and AM methods. When the proportion
increases to a certain extent, the evaluation data of normal
nodes will even be overpowered. While BMDTM utilizes
objective attribute performance as the benchmark to identify
malicious subjective feedback ratings, it is not affected by the
proportion of malicious nodes.
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b: BAD-MOUTHING BY MALICIOUS SERVICE PROVIDERS
Bad-mouthing by malicious service providers refers to the
service providers submitting mendacious QoS capabilities to
the DA. This is entirely avoidable. The DA can calculate its
hash value, and then query the hash value of QoS capabilities
in DISC for comparison and verification, or ask domain nodes
for the hash value of the QoS capabilities negotiated offline
by both sides for comparison.

c: IMPERSONATION ATTACK

An impersonation attack refers to an attacker stealing the
identity of edge servers or domain nodes and attempting to
update information (i.e., QoS capabilities, trust evidence data,
or trust value) to the blockchain. Our proposed model can
effectively prevent this attack because all the transactions
implemented using its blockchain account address are offi-
cially signed by its private key. Generally, as a property of
systems involving blockchain, private keys are considered
highly secure and difficult for attackers to steal.

VI. CONCLUSION

In this paper, we propose multidimensional trust manage-
ment in edge computing based on blockchain technology.
The BMDTM differs from existing work in several ways.
First, take the domain as a whole to evaluate the service
provider and adopt the PLTS method as a trust scaling method
to integrate the evaluation information within the domain,
which can describe the dynamic performance of services and
avoid information loss to a certain extent. Second, the asso-
ciated (objective) attribute value is taken as a benchmark to
filter corresponding subjective evaluation information; sub-
sequently, two indicators are utilized to evaluate the trust
of the service provider in each domain. Third, blockchain
technology is combined to realize automated reputation value
calculation, trust evidence storage, verification, and data shar-
ing. The experimental results demonstrate that our model
can well manage trust problems in dynamically hostile edge
computing.
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