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ABSTRACT The traditional Know Your Customer (KYC) procedure used by banks is deemed unreliable
and costly. Therefore, the adoption of emerging technologies is essential for banking firms’ future prospects.
One such technology that has gained widespread acceptance is Blockchain, which is known for its
reliability and security across various fields. This study aims to investigate how the implementation
of Blockchain technology can modify the existing banking business, particularly the KYC document
verification process, by storing and monitoring of information. The current need for an optimized KYC
system is paramount; one that is coupled with a secure and trustworthy technology like Blockchain that can
withstand fraudulent activities while also overcoming scalability and privacy challenges. The article analyzes
previous relevant works, which highlight how the implementation of Blockchain technology eliminates the
need for intermediaries, thereby reducing the possibility of malicious activities and errors that may occur
when there are multiple manual tasks involved.

INDEX TERMS Blockchain, decentralization, distributed ledger technology, know your customer (KYC),
verification.

I. INTRODUCTION
Both researchers and professionals have identified blockchain
as a viable solution to address various concerns in the banking
industry [1]. This technology operates as a distributed ledger
structure where decentralization is introduced. In other
words, data is stored across a network of nodes that
are chained together by peer-to-peer connections [2].
Consequently, the chances of data manipulation are sig-
nificantly reduced. Blockchain technology offers numerous
benefits to the banking industry, such as making KYC
documents immutable and allowing accurate customer
data [3].

The use of blockchain technology will not only solve many
document verification problems but also assist banks and
customers in tracking their outcomes [4], [5]. Identity veri-
fication is crucial for building trust between businesses and
their customers. The process is the first step in establishing
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a business relationship. In the beginning, banking industries
follow the KYC procedure to complete their verification
process, then they move forward to other steps [5]. The KYC
process may vary from country to country; however, it is
mandatory in the investment industry. The process verifies
an individual’s information, such as name, address, utility
bills, and more. In the investment industry, KYC ensures
employers have access to detailed information about their
clients’ financial knowledge and investment activities [6].
This crucial step is often cumbersome and inconvenient for
both clients and banks.

The current KYC process requires physical attendance at
banks to provide personal information such as identity cards,
photos, utility bills, and more. The system has weaknesses
and vulnerabilities as it is time-consuming, repetitive, and
prone to error [7]. Significant financial institutions must use
the current centralized KYC system for their application
and authentication processes, despite its flaws [8], [9].
This procedure aids in combating money laundering and
suppressing the financing of terrorism. Many nations have
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made it essential to undergo this process, ensuring that the
clients are who they claim to be [1].

In the conventional KYC process, banks gather customer
information as the first step in opening an account. However,
the second step poses a significant disadvantage to the
customer, as they may not be fully aware of who has access
to their data [10]. Insufficient information leads to less
informed choices [1]. As a result, any relevant information
that banks would like to include in their analysis of a potential
customer’s identity must have been acquired with consent.

In recent years, the field of blockchain for KYC has
seen the emergence of several survey papers, each offering
unique contributions and areas of focus. The article [11]
presents a systematic literature review (SLR) focusing on
blockchain-based e-KYC systems in the financial services
industry. The paper investigates the intersection of blockchain
and e-KYC, analyzing various research perspectives and
implementations. In this research, the authors examine the
effectiveness of various blockchain based systems in terms
of storage, cost, technology stack, etc. By using the PRISMA
model, the article aims to provide future recommendations
for enhancing e-KYC processes through blockchain technol-
ogy, considering its rapid adoption in the banking sector.
In another systematic review [12], the use of Blockchain
technology for KYC and its research application areas since
2014 are explored. The authors categorize researchworks into
three types: framework, case study, and review. Framework-
based works are further classified into storage-based and
encryption-based approaches. The study suggests that profit-
based organizations may not significantly benefit from a
completely decentralized KYC system, while academic and
non-profit organizations may find value in such systems.

The survey article in [13] highlights the growing signifi-
cance of blockchain technology, particularly in the banking
sector. It emphasizes that blockchain’s foundational role in
Bitcoin and cryptocurrencies contributes to its importance
in the financial industry. The paper introduces blockchain
as a secure ledger for data transfer, eliminating the need
for intermediaries. It distinguishes three main types of
blockchains: public, private, and consortium (federated),
and discusses various use cases in banking, including KYC
procedures, clearing and settlement, trade finance, payments,
smart contracts, and syndicated loans. The main objective of
this survey is to showcase the potential benefits and impact
of adopting blockchain technology in banking operations.
On the other hand, the paper in [14] presents a systematic
literature review focused on the current state of blockchain
technology in the finance sector. It highlights the potential for
blockchain to provide a competitive advantage and identifies
various dimensions of its application in finance, including
its benefits and challenges. However, this review does not
specifically delve into the application of blockchain in areas
like e-KYC, data security, and integrity.

The existing surveys on blockchain-based KYC lack
certain critical elements that would enhance their effec-
tiveness. For instance, [11] lacks a detailed analysis of

e-KYC solutions for standardized comparisons and insights
into blockchain effectiveness, while also needing uniform
performance metrics for blockchain-based e-KYC systems.
Similarly, [12] would benefit from a deeper examination
of framework-based works to understand their practical
applicability. On the other hand, [13] fails to address specific
challenges and limitations in implementing blockchain-based
KYC systems, and [14] lacks a comprehensive analysis of
challenges and recommendations for regulatory compliance,
interoperability, scalability, and data privacy.

The study conducts a comprehensive review of articles on
KYC and blockchain in the banking and finance industries,
contributing significantly to the advancement of knowledge
in KYC document verification. It provides valuable insights
that can lead to future enhancements in the KYC process.
The key contributions of this research are highlighted below,
setting it apart from existing studies:

• Comprehensive Analysis: The study conducts an in-
depth exploration and analysis of various KYC methods
currently used by banks. It takes into account the unique
characteristics and challenges associated with KYC in
the banking industry.

• New Performance Metrics: This research introduces
innovative performance metrics to assess the efficiency
of KYC procedures. These metrics focus on evaluating
both the accuracy and reliability of KYC processes,
enabling a standardized comparison across different
approaches.

• Performance Analysis Based on the Metrics: The article
thoroughly evaluates the strengths and limitations of
existing KYC procedures, utilizing the newly introduced
performance metrics. By doing so, it provides a
comprehensive understanding of the effectiveness and
shortcomings of various KYC methods.

• Identification of Open Research Areas: The study
identifies and highlights potential research gaps and
areas for improvement in KYC practices. It offers
insights into the aspects of KYC that require further
attention and exploration to enhance the overall process.

The rest of this article is structured as follows: In Section II,
the prospects of blockchain in KYC are examined, shedding
light on the technology’s potential to revolutionize the KYC
process in the banking and financial sectors. Section III refers
to the literature review of KYC approaches, blockchain-based
KYC approaches, and non-KYC approaches. Section IV
discusses the description of relevant parameters for this
domain. Section V is devoted to further explanation of
existing works explained in Section III. The article provides
a discussion of open research areas, presenting opportunities
for future exploration and improvements in the integration of
blockchain and KYC processes in Section VI. And finally, the
paper is concluded in Section VII.

II. PROSPECTS OF BLOCKCHAIN FOR KYC
The prime objective of policies toward KYC is to prevent
financial fraud through financial institutions. Failing to
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follow the regulations may result in significant additional
costs for the KYC process [15]. Other organizations, on the
contrary, consider KYC as an opportunity since it allows them
to try and understand customers, analyze their needs and
patterns, deliver customized goods, and build customer loy-
alty, all of which result in greater profitability [4]. The KYC
procedure has been split into two categories: the traditional
KYC procedure and the eKYC procedure for digital modes.
eKYC and KYC appear to have very similar processes. KYC
onboarding begins with a prospective customer requesting
the opening of an account, followed by completing a
registration form, identification card verification, and logging
into a financial services dashboard to obtain the desired
account [16].

A. THE TRADITIONAL KYC
The traditional KYC (FIGURE 1) is a face-to-face approach.
Branch offices carry out the entire procedure on paper without
any technology used [15]. In this approach, customers have
to go directly to the nearest branch office of any financial
institution. In the beginning, customers will send the institute
a copy of the required paperwork [17]. After that, they will fill
out the paper registration form and wait for the verification
process to complete [18].

FIGURE 1. Traditional KYC process.

B. eKYC ONBOARDING PROCESS
In order to help with the onboarding process, eKYC
(FIGURE 2) converts repetitive manual steps into digital
steps. Through this digitization, eKYC is able to revolutionize
many financial service business models, such as digital
banking, electronic money, fintech lending, and so on [19].
The process increases scalability and provides a concise user
experience, even providing instant verification.

FIGURE 2. eKYC onboarding process.

Regardless of the advantages financial institutions provide
to complete the KYC process, they both maintain the papers
in a centralized manner such that the customer has no
awareness of the status of their documents. The lengthy and
repeated registration process at several banks also contributes
to the less-than-optimal user experience for corporate cus-
tomers of banks. The re-usability of a customer’s KYC data

across multiple banks is particularly limited by the absence of
common protocols and institutions’ unwillingness to disclose
customer information to competitors [1]. Considering the
limitations and drawbacks of centralized systems, banks have
begun to explore alternatives, one of which is distributed
ledger technology [20].

FIGURE 3. Traditional KYC process (without blockchain).

The process shown in FIGURE 3 demonstrates how the
current KYC system is implemented in every financial
sector. In this system, each financial institute independently
confirms the user’s identity. For instance, if you intend to
open accounts with multiple banks, each bank will carry out
its own identity check. The core issue of current KYC systems
is that each verification must be tested from the bottom up,
which takes time andmoney. Furthermore, this strategy raises
security problems because personal data is transferred from
the client to the server with each inspection and can be
confiscated.

FIGURE 4. Blockchain approaches for KYC.

In the bank example from FIGURE 4, the identity
confirmation algorithm will work like this: In order to get any
service provided by the bank, a user must submit the neces-
sary paperwork to one of the banks for the KYC procedure.
If everything is in order, the bank verifies and confirms that
KYC has been completed. The user’s information is entered
by the bank into the blockchain platform, which is accessible
to other banks.When a user requests the services of a different
bank, that second bank connects to the system and verifies the
user’s identity, reducing all the risks and hassles that occur
during this process. You can use blockchain architecture
to combine data from multiple financial institutes into a
single, cryptographically secure, and immutable database,
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eliminating the requirement for a third party to certify the
data’s accuracy. As a result, a system can be developed
whereby a user only needs to go through the KYC process
once before using this platform to verify his identity. In this
system, access to the user’s data will only be permitted with
his or /her own consent.

FIGURE 5. The blockchain process.

In FIGURE 5, a peer-to-peer network with many peers
that replicates all data and a linked key agreement run by
particular nodes to validate state transactions and synchronize
all copies are vital ingredients of the DLT [1], [21], [22], [23].
Distributed ledgers are resistant to crashes and malicious
behavior by a small set of nodes, giving them a highly
accessible and decentralized digital infrastructure. However,
DLT has several downsides regarding scalability and privacy.
Blockchains are a subset of DLT and are likely the most
extensively utilized [22]. The main feature of the blockchain
is that transactions are bundled into blocks, and each block
of data carries the hash value of the preceding block [21],
[23]. As a result, the blocks create a chain with the objective
of creating a tamper-resistant record [3]. A blockchain-
based, unbiased platform for banks to collaborate on eKYC
appears highly tempting because it eliminates the prospect of
intermediaries [3].

III. EXISTING WORKS
This section of the paper consists of two parts: The initial part
is related to existing works of KYC with the implementation
of Blockchain, and the latter part is about KYC without the
involvement of Blockchain.

A. KYC RELATED EXISTING WORKS
The ongoing KYC process is tedious and heavily reliant
on manual documentation. It lacks a system to monitor
the entire process end-to-end, resulting in the potential for
deceptive practices. The following example demonstrates the
drawbacks of the current KYC system. In the current financial
system, banks are obligated to verify their customers’
identities. This is an unavoidable and necessary method
to prevent illicit practices, known as the KYC process.
Financial institutions must undergo this process to verify the

identity and credibility of the documents, ensuring that the
customer provides no illicit data. Various attempts have been
made to address privacy and security concerns associated
with confidential documents. The latter part of this section
discusses some recently developed systems that propose
solutions to the existing problems.

In [24], the authors proposed working with the IPFS
protocol and Gpg4win on the Kleopatra platform for privacy.
The IPFS system is a peer-to-peer file-sharing protocol that
connects computer devices to share files. The main focus
of the authors is the implementation of a KYC blockchain
system with the help of the IPFS protocol and Gpg4win to
solve the system’s scalability issues. The authors of the paper
have shown results for a scenario in which the bank encrypts
the customer’s verified documents, uploads them to the IPFS
network, and with the help of the hash keys, customers can
open another bank account without the repetitive hassle.

The authors in [15] demonstrated the architecture of
centralized and decentralized blockchain KYC solutions,
with the division of processing expenses among multiple
institutions. The authors first collected feedback from senior
executives in the banking sector. Their feedback emphasized
the importance of interbank interaction and cooperation
with the government, as well as the need to begin the
process in a specific, relatively small country and ensure
the system runs smoothly. After presenting the problems
and analyzing related work from other papers, the authors
presented a new DLT-based scheme to reduce the cost of core
KYC verification while improving the user experience. They
primarily focused on proportionality, irrelevance, privacy,
and non-minting. The authors’ concept was effective, but they
did not address the fact that block data would expand over
time and increase expenses.

In [25], the authors recommended implementing regtech
(regulatory technology) in the banking industry to lessen the
burden of the KYC procedure on both financial institutions
and regulatory institutions. According to [25], the scope and
business model of Regtechs differ from those of Fintechs.
Instead of competing with financial institutions, they provide
solutions to them. Tax reporting can also be done using this
method. This procedure requires banks to identify the client’s
tax status concerning the country in which they are a financial
resident. The client will provide this data to the bank as part
of their identification information. However, the author did
not reveal the full deployment of blockchain and the costs
associated with the process.

The authors began by analyzing [26] comparable works,
illustrating the various outcomes and platforms employed.
This paper addresses the trust issues that arise during
transactions between banks. The authors have planned an
effort to ensure anonymity and accountability between
parties by reducing the inconvenience for customers and
staff due to unnecessary repetitive procedures. Both have
used mathematical tools to describe their planned tasks.
Bhatti Pralhad Rankhambe and Dr. Harmeet Kaur Khanuja
have developed an approach using Blockchain and smart
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contracts to enable financial organizations to enhance their
anonymity. Following an extensive investigation, they have
decided that the system should be divided into two parts: the
application layer and the code base. The application layer is
concerned with the user interface, through which documents
are submitted by the customer. To improve confidentiality, all
programming takes place in the code base, which begins with
the local database of each bank and is saved on the Blockchain
network of the system.

The paper [27] analyzes the challenges and opportunities
of integrating Blockchain technology across the banking
industry and providing food. The article highlights two
weaknesses: the large-scale energy usage and expensive hard-
ware costs. The effective Bitcoin system practice assesses
the network’s hash rate and electrical power over time.
The authors have identified three quantities addressing the
Bitcoin system’s drawbacks and Blockchain’s consequences.
The quantities are Economic Efficiency (EE), operational
efficiency (OE), and efficient service (ES). Due to the
popularity of Bitcoin and the network’s power consumption,
which is currently increasing as a result of the rise in the
value of bitcoin, EE, the ratio of the number of bitcoins
generated to the power consumed per kWh, is defined by
significant variation. The growth of OE shows fees are
becoming increasingly crucial to ensuring the sustainability
of the Bitcoin system. In reality, mining operations won’t be
paid out until there are 21million bitcoins in circulation. ES is
the ratio between the number of transactions validated by the
power consumption of 1 kWh. It describes the amount of
electricity the network spends to perform its principal service,
i.e., to transfer bitcoin. The number of transactions per block
is constrained due to the size restriction on transaction blocks
(1 MB), and the ES is unable to expand.

The article [16] has used the Hyperledger Composer to
test the performance of the proposed system. The experiment
result confirms the proposed system can speed up KYC
clearing transfers, challenge inefficiencies caused by the
duplicated performance of similar tasks, secure data sharing,
be cost-effective, and ultimately bring transparency to the
traditional KYC system due to the robust and identity
features of Hyperledger Fabric. The authors in [16] have
suggested a Blockchain Hyperledger Fabric network for
client KYC optimization. The global difficulty is shouldering
the regulatory costs paid by all financial institutions as a result
of the KYC verification process. Besides, KYC demands
can also delay transactions, with the customer verification
procedure lasting 30 to 50 days. Blockchain technology
would enable banks to implement a decentralized KYC
system. All KYC archives created by smart contracts could
be encrypted and stored on distributed ledgers.

KYC is a verification process used to authenticate
customers and verify their identity. Institutions examine
users’ information through KYC in various ways. Reference
[28] demonstrated the advantage of KYC with blockchain
technology and explained with mathematical reasoning
how institutions benefit from blockchain implementation.

In every application, the smart contract design of blockchain
technology reduces the verification cost of identification
documents from c × n to c

n−1 . However, the blockchain-
based system returns cost c

n(n−1) to the institutions. So, the
blockchain-based verification system costs

c
n− 1

−
c

n(n− 1)
=
c
n

(1)

Here, in (1), c defines cost; n defines the total number
of institutions, and 1 is for the first institution that verifies
customers’ documents for the very first time. The traditional
process does not return any amount for verifying the same
identity documents multiple times. The system emphasizes
the impact of KYC document verification with blockchain
in financial institutions and gives a clear sense of the work
behind blockchain implementation in a system. Moreover,
it analyzed the Accreditation, Verification, revocation, pri-
vacy, and Accessibility parameters presented in the context
of specific schemes.

Authors of the paper [29] showed that medical reports
are sensitive. In most cases, medical reports are partially
accessible in the research and insurance sectors. Users
share their data to get medical services. Users provide
necessary documents to insurance companies. Insurance
companies investigate and provide services accordingly. The
process between medical service and user reports is complex.
A Blockchain-based hyper-ledger framework is a solution
to the hassle. Integrating the system into the service creates
trust and transparency. User-centric Blockchain technology
for personal health data is highly interoperable and com-
patible with current systems. Access control policies might
have privacy issues in the system. Requesting healthcare
providers and health insurance companies to insert data
in the Blockchain network makes personal healthcare data
accountable.

The authors of the paper [30] highlight the risks of KYC
in a country with a large population. Instead of approaching
Blockchain technology, Anurag Soni and Reena Duggal have
experimented to reduce the risk with the help of big data
analysis. Both authors identify several problems that might
be considered to be fraud-related activities. For instance,
a customer could report multiple addresses, resulting in the
creation of multiple identities. Due to this, banks are having
a very difficult time tying together the various accounts
and services that a customer has used while doing business
with them and offering a truly unique customer code. The
customer is responsible for linking every account. Thus, big
data analysis was conducted by them, where it first performs
the KYC process, then compares ID proof of consistency,
and after that, compares address proof for a customer by the
addresses of different cities and keeps tabs on scores. The
authors then used the fuzzy matching technique to generate
a key-value pair to compare easily. After analyzing each
method, the MapReduce technique has been used to execute
massive amounts of data into chunks and compare big data
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according to names, addresses, cities, and phone numbers as
well.

The paper presents ‘‘Casper,’’ a novel blockchain-based
system designed to enhance the efficiency and security of
customer credential verification processes [31]. In response
to challenges such as data breaches and inefficiencies in
traditional verification methods, Casper leverages blockchain
technology to create a decentralized and tamper-resistant
platform. Furthermore, smart contracts in Casper automate
the verification process, ensuring the integrity and immutabil-
ity of customer credentials stored on the blockchain. The
system’s reputation-based consensus mechanism incentivizes
honest participation and enhances efficiency by encouraging
resource contribution. Furthermore, privacy features, includ-
ing zero-knowledge proofs and data encryption, safeguard
sensitive information during the verification process. The
paper has also highlighted that comprehensive simulations
and experiments demonstrate Casper’s better performance
compared to existing centralized and decentralized systems.
Casper’s versatility enables applications in various domains,
such as healthcare, banking, and governmental organizations.
It serves as an inter-bank KYC platform for banking
customers, providing them control over their data and
enabling secure sharing of identity information with other
entities. The evaluation studies show that Casper is scalable
and can provide high transaction throughput. The authors
further claims that the proposed system exhibits increased
efficiency, lower costs, and enhanced security.

This study explores the implementation of a decentralized
energy datahub [32]. The authors propose a blockchain-based
platform to facilitate secure and transparent communication
of energy data among stakeholders in the energy sector.
Emphasizing the importance of a robust business ecosystem,
the paper further discusses governance frameworks, incentive
systems, data privacy and security, interoperability, and
stakeholder cooperation. The Model introduces a semi-
open ecosystem where participants, especially end-users, can
actively engage and monetize their data on the blockchain.
To meet regulatory requirements, a Hybrid Permissioned
blockchain approach is employed, enabling KYC protocols
and addressing scalability challenges. According to the
article, control is distributed across different levels, with
government or regulators orchestrating at the control level to
address issues like regulation for monopolistic players. Fur-
thermore, Consensus among blockchain participants governs
the system at the business model level, ensuring decision-
making is decentralized and driven by the participants’
protocols.

The article [33] explores implementing KYC processes
using blockchain technology, focusing on the e-KYC solu-
tions. The authors have highlighted the challenges in the
traditional KYC methods, such as time-consuming manual
processes and data redundancy across institutions. The
article later proposes leveraging blockchain’s decentralized
and secure nature to create a single, cryptographically
protected database for KYC data, enabling verified financial

institutions to share and access information efficiently.
The proposed system aims to use blockchain to enhance
compliance outcomes, efficiency, and customer service.
As blockchain gives systems transparency, immutability, and
data privacy in the KYC process, the authors claim that
the proposed system supports a user-centric, decentralized,
and blockchain-based solution for quick and safe consumer
identification verification in financial institutions.

The study [34] analyzes the use of blockchain technology
to enhance the KYC procedure, in particular the Ethereum-
based Optimized KYC Blockchain system with Fully
Homomorphic Encryption (FHE) and other cryptographic
techniques. The manual KYC process is deemed time-
consuming, costly, and less secure, which the proposed
solution aims to address through blockchain’s characteristics
like consistency, security, and geographic variety. In the
article. KYC is described as a regulated practice used
by banks to gather customer information, verify identities,
and prevent service abuse. The proposed solution aims
to streamline the KYC identification process, reducing
costs, time, and improving client satisfaction. The use of
FHE enables secure processing of sensitive information
without exposing it in plaintext, enhancing transparency in
the customer transport network. Additionally, the Vickrey
auction on the Blockchain ensures honest bidding based on
assessed worth, while Smart Contracts facilitate fair and
confidential bidding among participants.

CODE is a decentralized blockchain-based solution or
compliance with FATF recommendations. Reference [35]
CODE uses Corda to provide safe data exchange and storage
within essential parties as the underlying blockchain tech-
nology. The system proposes an address-search technique
without involving all VASPs in information sharing. The
technique fastens beneficiary’s identification confirmation
and gives the reliability of elimination intermediaries, which
enable the secure administration of personal information
for compliance with travel regulations. The authors intend
to undertake a performance evaluation to align with the
expectations.

B. EXISTING WORKS WITHOUT KYC
The use of blockchain technology is increasing over time
for building secure, scalable, efficient, and reliable sys-
tems. KYC is giving the technology extra advantages in
authentications. Besides finance industries, this technology
is also getting popular in other sectors. Various sectors have
integrated Blockchain technology; however, not all systems
have KYC advantages.

The article [36] focuses on the shortcomings of the
previously offered approaches. To begin with, it commenced
with an overview of Blockchain’s qualities and characteristics
that cannot be overlooked. The authors are primarily
concerned with authentication, authorization, confidentiality,
ownership, and privacy. The author prepares a comparison
table based on related work to the KYC area and highlights
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the shortcomings of each solution offered. Based on the
findings, the authors have proposed a better and more
efficient approach for certifying educational certificates
using Hyperledger. As per the authors, Hyperledger would
provide greater security because it is a private Blockchain
framework that keeps records locked. With the support
of the Hyperledger Fabric Framework and the benefits of
Hyperledger, authors have come up with a proposal for a
Blockchain-based framework to verify educational degrees
depending on some specific parameters.

The authors of the article [37] have proposed a blockchain-
based document verification system for job applicants. The
authors proposed a consortium blockchain in which univer-
sities, businesses, law enforcement, doctors, and certifying
organizations have the ability to upload information to the
blockchain. All of these papers will be reviewed by an
administrator node before the hash values are calculated and
saved to the blockchain. Once the transaction is accepted, the
hash value of the document in the transaction, as well as the
hash value of the identifier, are determined and then sent to
the consensus mechanism to update the blockchain. When a
job candidate presents his documents to the hiring manager
during the recruiting process, the hiring manager uploads
the documents to the blockchain-based hash verification web
application and compares both hash values for a match. If the
results come otherwise, then it would be obvious for the
recruiter whether the job applicant is suitable for the post or
not.

This paper [38] talks about the Value Added Tax system
that is still centralized and is at high risk to be hacked. The
authors of this paper proposed a better and more secure sys-
tem using Blockchain. Their proposed system authenticates
the transactions, calculates the VAT, and approves payments
too. They planned to use the decentralized storage system
network amalgamated with smart contracts. Their system
runs on a host PC for encrypting and decrypting data. The
smart contract works on the Ethereum platform to increase
privacy. They have used the Remix IDE which helps in
scripting, compiling, and debugging the smart contract with
solidarity language.

The authors in [2] have attempted to solve the problem
of manually forged educational documents, which has
increased the anticipation of paper load. As millions of
students graduate each year, such issues arise. The proposed
framework consists of a multi-node private Blockchain
built on the Ethereum platform and an off-chain storage
system such as IPFS. On open stock, they have carried the
Ethereum network using Geth. The proposed system also
demonstrated the impact of load, network size, and difficulty
in analyzing node stability, complexity level, and consensus
mechanism.

The article is about the complications and safety issues of
the existing payment method. The authors [39] have proposed
an automatic gas payment system using Blockchainwhere the
bitcoin transaction platform will ensure safety. Additionally,
the authors’ experiment result shows the feasibility of bitcoin

gas payment and better performance using a hardware crypto
chip instead of a software crypto library.

Electric vehicles require charging to operate properly. The
analysis of the article [40] shows a chance of owner location
rather than the user who charges the electric car. It will be
charged when an electric vehicle is charged from a power
source at a location other than the user’s house. Furthermore,
charging in public areas makes it much more difficult to
track down the person who has charged the electric car,
making the situation even more complicated. As a result, the
present international standard for mobile issue charging for
electric cars is inadequate and includes several unresolved
problems that must be resolved. For example, deciding on
how to apply the billing to real users is one of them. Relying
on financial institutions, people may suffer from the trust-
based model’s fundamental flaws. Findings the authors of
the paper proposed a mobile charger billing system using
lightweight Blockchain for business dealings that take place
directly between trade partners and do not involve a reliable
third party.

This article’s [41] discussion centers on switching manual
learning systems to digital ones. The authors have shown
the problem of manual certification that can be forged easily
and shown to anyone, anywhere. Given the importance
of certificates in education and professional growth, it’s
essential that the records be secure and always accessible.
In this study [41], the authors discuss the Blockchain for
education platforms as a potential method for creating,
exchanging, and authenticating certificates. The platform
prototype is constructed on the Ethereum Blockchain, and
along with this, two solidity smart contracts are created.
The IdentityMgmt contract is for access control managed
by the accreditation authority. The CertMmgt contract is
for storing records in the Blockchain and is managed by
the certification authorities. The Interplanetary Filesystem
(IPFS) is utilized as a public, distributed read-only storage
system for certifying authority profile information. Finally,
the certificate is stored and validated by the Basic Support for
Cooperative Work (BSCW) document management system.
However, themissing part in the authors’ proposal is that even
though it’s Blockchain-based, it still follows the hierarchical
centralization model where the accreditation authorities are
the main source. Thus, if the private key is somehow
compromised, then the whole system would be affected.

The authors in [42] displayed that in most cases, third
parties steal original audio and music files, images, and
video/movies and releases before productions release. This
situation causes a significant loss for distributors, producers,
and artists. Furthermore, unauthorized release hampers
privacy. Multimedia relies upon and permits sharing of data
with third parties to maintain their publicity in multimedia.
As insertion from the user end is vital, a media person
should have the authority over controlling his data. In this
case, a user has to be aware of accessing his data and when
it is happening. A Blockchain-based Data Lake framework
proposal can ensure data privacy and control without
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compromising authenticity to third parties. Additionally,
once the Blockchain network verifies data, it can be used
in sales and distribution without concern over security and
copywriting.

NovidChain, introduced in [43], is an innovative
blockchain-based platform aiming to enhance the security
and privacy of COVID-19 test and vaccine certificates. The
proposed system utilizes blockchain technology’s character-
istics of immutability, transparency, and decentralization to
ensure the integrity and privacy of health data by eliminating
the need for a central authority, reducing data tampering and
unauthorized access risks. The platform prioritizes privacy
preservation through advanced cryptographic techniques
like zero-knowledge proofs and homomorphic encryption,
enabling verification without compromising personal data.
The proposed system comprises a smart contract layer,
distributed ledger, and user interface, with a consensus
mechanism ensuring transaction validity. Therefore, the
platform offers potential benefits such as reduced fraud,
streamlined verification processes, and improved data
interoperability in healthcare systems. Nonetheless, chal-
lenges like scalability, adoption barriers, and regulatory
considerations are acknowledged in this article. According to
the article, this proposed system offers a promising solution
for secure and privacy-focused management of COVID-
19 test and vaccine certificates, empowering individuals,
healthcare providers, and authorities during the pandemic.

This study proposes a Proof of Transaction (PoTx)-
based traceability solution for the agricultural supply chain
[44]. A decentralized and transparent network for following
agricultural products from their point of origin to consumers
has been created by the system using the blockchain
technology. The solution ensures real-time data collection,
secure data exchange, and automated transaction verification
by combining smart contracts and cryptographic methods.
The article claims that this improves supply chain account-
ability and transparency while addressing the drawbacks of
current tracing solutions. The design and implementation
of the PoTx system using smart contracts and blockchain
components form the core technique of the proposed trace-
ability solution. By leveraging these technologies, the system
ensures real-time data collection, secure data exchange, and
automated transaction verification, enabling a decentralized
and transparent network for tracking agricultural products
in the supply chain. This approach enhances supply chain
accountability and transparency, providing stakeholders with
reliable and dependable information. Thus, it improves
the overall trust and efficiency of the agricultural supply
chain.

The article introduces a framework for blockchain-based
multi-level marketing (MLM) platforms that prioritizes
privacy [45]. The proposed framework aims to enhance
privacy and security within the MLM sector by leveraging
the blockchain technology. The paper also highlighted that
the proposed system employs various methods, includ-
ing encryption, pseudonymity, and selective disclosure, to

safeguard participant data, transaction data, and confiden-
tial company information. The framework for blockchain-
based multi-level marketing (MLM) platforms prioritizes
openness and accountability while protecting sensitive data
by leveraging the decentralized and transparent nature of
blockchain. The system enforces automated regulations
through smart contracts, ensuring a trustworthy and secure
MLM environment. To tackle scalability challenges, the
platform adopts techniques like sharding and off-chain
solutions, optimizing performance and accommodating a
growing user base. This comprehensive approach enhances
privacy, security, and efficiency in the MLM platforms.

The paper introduces SmartDID, a decentralized identity
system aimed at addressing privacy issues in IoT applications
[46]. The authors identify shortcomings in current identity
management systems used in the Internet of Things and
propose SmartDID as a privacy-preserving alternative. The
system leverages blockchain technology and cryptographic
methods to ensure tamper-proof identity data storage and
privacy protection. Notably, it incorporates key features like
zero-knowledge proofs, user-centered control, and selective
attribute disclosure. The paper delves into the architecture,
components, and applications of SmartDID, providing a
comprehensive understanding of how this decentralized iden-
tity system can be integrated seamlessly within diverse IoT
ecosystems. By implementing SmartDID, IoT applications
can benefit from heightened privacy and security measures,
fostering greater trust and confidence among users, service
providers, and stakeholders.

The paper introduces a blockchain-based healthcare plat-
form designed to securely and efficiently manage elec-
tronic health records (EHRs) [47]. The system utilizes
smart contracts for automated and tamper-proof record
management, ensuring the integrity and reliability of health
data. To address scalability challenges, off-chain storage is
employed, enhancing the platform’s ability to handle a large
volume of records. Emphasizing data privacy, user-centricity,
and access control, the platform enables secure and regulated
exchange of health information among various healthcare
professionals and patients. By placing a high priority on
these aspects, the system fosters trust and confidentiality in
healthcare data sharing.

IV. PERFORMANCE METRICS
Blockchain technology is a combination of many different
technologies, including distributed consensus algorithms,
cryptography, and mathematics [15], [36]. Certain require-
ments must be met for KYC document verification and
insertion into the blockchain network, including,

A. AUTHENTICITY
The capacity to verify requesters’ identities before granting
access to critical information [36]. With blockchain authen-
tication, the block’s hash containing personal data must
confirm a person’s identity, such as a unique identification
number.
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B. ANONYMITY
Anonymity has lackings in identifying recognizable identi-
fiers for an entity to identify a user [48]. For instance, the bank
can examine the anonymous user’s online behavior, such as
transactions, without identifying personal information.

C. ACCOUNTABILITY
A person or a business can be subject to an audit and held
accountable for any improper action [49]. Accountability is a
concept that establishes a ‘‘relationship of duties’’ between
two or more entities [50], [51]. Accountability reflects a
concept that affects organizations, individuals, and society in
general, [52].

D. AVAILABILITY
Enables blockchain nodes to check whether data for a
proposed block is available without downloading the entire
block [53]. In other words, it is the assurance that a block
applicant released all transaction data for a block and that the
data is accessible to other network participants [7].

E. CONFIDENTIALITY
Private information about the consumer is covered by
confidentiality standards, and financial institutions can keep
this data safe. Here, the client is in charge of disclosing
information to third parties (banks) for verification as
necessary [39], [53].

F. CONSENSUS BASE
All nodes are qualified to transfer and update data safely, pro-
viding a consensus basis for the system. This is because nodes
are publicly connected on blockchains and modifications can
only occur when a majority of nodes accept the change [39].

G. DATA AUDITING
Audit logs can be used when conflicts emerge as evidence to
hold requestors responsible for their interactions with KYC.
Some systems use blockchain technology and smart contracts
to maintain records for audibility. The blockchain ledger
saves all transactions and requests, which can all be retrieved
at any time [53].

H. IMMUTABILITY
By using a one-way cryptographic hash algorithm, it is
extremely challenging to delete or edit any entry in any
block within the blockchain [39], [48]. This feature displays
the ability of a blockchain ledger to preserve a lasting,
irreversible, and unchangeable record of data [54].

I. SYSTEM COMPLEXITY
The interaction between a system and an observer results in
the dependent property of system complexity. It is a quality
revealed only through the interaction of one system with
another. Complexity is not an inherent feature of a closed
system; it is only manifested by the system’s interaction

with another, typically during the measurement and control
process [55], [56].

J. NON-REPUDIATION
Participants cannot dispute the transaction and behav-
ior within a transaction in a blockchain due to non-
repudiation. Non-repudiation technology serves the objec-
tive of gathering, preserving, providing, and confirming
irrefutable proof of transmissions from the transmitter to the
recipient [22].

K. OFF-CHAIN
Users can quickly locate KYC data and escape the storage
restrictions of the blocks by exchanging data between
multiple banks [57]. Off-chain transactions are those verified
away from the central blockchain system, typically resulting
in a cheaper and faster transaction for the user.

L. PSEUDONYMITY
The identity of a user is unknown in a transaction; however,
it is possible to identify and track the individual behind every
action they take [58]. In this case, the banks are pseudonyms
as their names will be unknown to other banks, but their
transaction history will be available and linked to the same
individual.

M. PRIVACY
Personal details will be used in confidence, and therefore,
only individuals with consent may access the required
information [53]. Blockchain technology allows individuals
to own data by using private and public keys. When private
information is stored on the blockchain, the owner has control
over when and how a third party can access it.

N. ROBUSTNESS
If a blockchain is resilient, it can sustain the network
and its nodes, running smoothly. All nodes should be
running effectively and doing transactions without inter-
ruption in order to maintain the overall blockchain’s
health [59], [60].

O. SCALABILITY
A network is said to be scalable if it can expand in response
to user demand [53], [61]. In the case of banking, it shows
how well the system can manage the increasing number of
data like the number of bank accounts [62].

P. LIGHTWEIGHT SOLUTION
A lightweight solution is a simplified algorithm that reduces
data size and stores them within the blockchain network
without sacrificing users’ data privacy. This algorithm
provides significant efficiency enabling quick and direct
access to the blockchain network. Besides that, the solution
has the advantage of simplifying unparallel symmetric digital
solutions [63].
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Q. TRANSACTION LATENCY
A blockchain performance metric evaluates the time frame
of completing the transaction in a blockchain network and
is measured in milliseconds (ms) or microseconds (µs). The
total time of adding a transaction in a block and blockchain
by mining is Transaction Latency [64].

R. TRANSACTION THROUGHPUT
A critical blockchain performance metric to measure the
total successful transaction within a period of time that
measures in transactions per second (TPS) or transactions
per minute (TPM) unit. [65] Other factors such as block
size, block time, consensus mechanism, network latency, and
scalability solution influence transaction throughput for a
better outcome [66].

S. BLOCK CREATION TIME
the average time of creating a block for traction in a
blockchain is referred to as the block creation time. The block
generation time may differ for its consensus mechanism and
design choice. The shortest period of time is the best for the
best performance. The unit of it is measured in s [67].

T. CONSENSUS ALGORITHM EFFICIENCY
Blockchain consensus algorithm efficiency describes how
quickly and efficiently a network obtains consensus on
transactions. To ensure optimal blockchain performance,
it involves speed, scalability, resource utilization, and secu-
rity. Different algorithms, like Proof-of-Work (PoW) and
Proof-of-Stake (PoS), try to find the ideal balance for various
networks [68].

U. DATA STORAGE EFFICIENCY
Blockchain data storage efficiency entails optimizing storage
to reduce redundancy and overhead while maintaining
scalability and sustainability. Blockchain data storage effi-
ciency involves optimizing storage to reduce redundancy
and overheadwhile maintaining scalability and sustainability.
Techniques like pruning, compression, and sharding are
essential for achieving this. Off-chain solutions and incentive
systems also enhance efficiency. Balancing scalability, secu-
rity, and decentralization is crucial for maximizing storage
effectiveness [69], [70], [71].

V. PERFORMANCE ANALYSIS
Existing works have been reviewed in Section III. This
section refers to a thorough investigation of Section III.
The study of this section provides a clear sense of the
advantages and disadvantages of existing work having
specific parameters, as defined in Section IV.

A. KYC RELATED EXISTING WORKS
Considering system complexity, [24], banks have integrated
Blockchain into their system to reduce privacy violations and
ensure transparent user data. Data sharing accessibility allows

one bank to access another’s data with limitations, and private
information is shared according to users’ requirements for
service. Smart contracts of Blockchain eliminate third parties
and ensure privacy. On the other hand, KYC confirms the
identity of financial institutions associated with the system.
The IPFS protocol and Gpg4win in the Kleopatra platform
can be used to maintain privacy. The verification system
confirms the encryption mechanism for verifying customer
documents and uploading verified documents to the IPFS
network. Once the information is verified, private keys make
data visible without the repetitive hassle. Anonymity makes
data visible in the system without exposing information.
In contrast, the system’s Pseudonymity makes the transaction
process anonymous in the stage when it is necessary. The
lightweight solution feature ensures data transactions without
compromising privacy. Additionally, off-chain technology
ensures external data is shared with concern. In a bank,
various types of transactions occur, and end users need
a clear understanding of them. Blockchain technology is
transparent and requires a high demand in society; trans-
actions may have user-centric accountability. The banking
system’s immutability feature keeps data transparent with
transaction history. Edition and deletion of data are only
allowed with validators’ concerns. IPFS and Blockchain
Technology used in banking employ consensus mechanisms
and PoW to insert information into the Blockchain. Data
auditing assures the confirmation of validity before inserting
it into the blocks. The article [24] lacks an examination
of the system performance in key aspects of a blockchain
network, such as transaction latency, transaction throughput,
block creation time, consensus algorithm efficiency, and data
storage efficiency. Without precise performance measures,
evaluating and improving the system becomes challenging.
It remains unclear whether the network can support real-time
transaction processing or if delays may arise due to a lack of
visibility into transaction latency. Additionally, the absence
of transaction throughput data hinders analyses of scalability,
preventing us from understanding how many transactions
the network can handle concurrently. Moreover,the lack
of information on block creation time further complicates
assessing the overall network efficiency and transaction
confirmation speed. Moreover, without metrics for consensus
algorithm efficiency, it is difficult to evaluate the security
and effectiveness of the consensus protocol. Lastly, the
absence of assessments on data storage efficiency makes
it harder to estimate the blockchain network’s scalability
and sustainability, potentially leading to inefficient resource
utilization and restricted accessibility.

KYC without blockchain is costly, and 89 percent of
customers do not have a good experience with this process.
However, KYC is fundamental to building trust between
customers and businesses. The current KYC process requires
the same document to verify individuals multiple times
when financial institutions need to work with individuals for
multiple purposes. As a result, financial institutions must deal
with the same document when customers need any service.
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Distributed Ledger Technology (DLT) allows KYC to track
down which documents customers have submitted, which
saves KYC from redundancy [15]. System complexity is
low for integrating DLT technology into the existing KYC
process. Data sharing and access control are ensured using a
private blockchain in the proposed system of [15]. The total
KYC verification cost (2) of an institution without DLT is c×i
where i ≥ 1. Here, c refers to the cost of verification, and i
refers to the number of institutions. An Ethereum-based smart
contract design reduces the verification cost for institutions
up to c

i−1 where i ≥ 3, and i− 1 refers to the institutions that
have already worked with the same customers. As a result,
an individual has to pay c×i

i for his verification, where i ≥ 1.
The advantage of optimizing KYC with DLT returns money
to each financial institute c

i(i−1) where i ≥ 2 refers to the
number of institutions in the system being more than 1. As a
result of this, the cost of verification against each financial
institution is

c
i− 1

−
c

i(i− 1)
=
c
i

(2)

The off-chain facility gives the system the advantage of
inserting verified data from the ‘home bank’ into the local
document package. The process also stores the verified hash
value in the blockchain later. The lightweight solution helps
the system not to compromise any data while managing
regulators, such as regtech (a combination of Regulation and
Technology). The feature of user-centric design presents a
seamless interface between the user and the user management
module. Pseudonymity allows the system to identify trans-
actions without revealing complete information about the
verifier, which is not considered. The anonymous document
transaction gives financial institutions more control over
the system regarding verification. The immutability feature
works as a reference for trustworthiness among financial
institutions and helps execute interbank transactions. The
privacy of the system serves as a center of confidentiality,
and concern is required for data sharing. Cluster analysis over
the network helps the system authenticate and find potential
customers. The system’s structure allows for the advantage
of accountability by giving feedback to KYC practitioners.
Confidentiality ensures the privacy of financial institutions,
their customer transactions, and personal data. Financial
institutions do not agree to share all financial information
available in the network. The proposed system of authors
moves the verified hash value of documents from the local
database to the DLT first. Then the available information
helps to sort out unnecessary occurrences quickly.

The scalability of the system can perform with the
growing transaction list, a feature that is absent in the
system. DLT gives the system transparency, an advantage
of reliance for both customers and financial institutions.
As a result, financial institutions can track down ethical
and unethical transactions and protect themselves from Anti-
Money Laundering (AML), external hacking, and terrorist
attacks. Instead of PoWand PoS, a different type of consensus

mechanism is used in the system to build trust, security, and
transparency. Data auditing helps verify the authenticity and
root of transactions over the network and increases its effec-
tiveness. Non-Repudiation provides undeniable evidence
for every transaction from the transmitter to the receiver.
The robustness of DLT helps the system operate properly.
Additionally, the feature notifies of imbalances inside nodes
and keeps transactions unhidden. The article lacks precise
numerical data on block formation time, consensus algorithm
efficiency, transaction throughput, and data storage efficiency
[15]. This hampers the comprehensive evaluation of the
DLT-based KYC solution’s effectiveness and efficiency. The
absence of specific metrics restricts our understanding of
transaction speed, capacity, responsiveness, and data storage
capabilities.

The current KYCprocess is time-consuming and becoming
a burden for financial institutions. REGTECH can offer a
solution to this issue. Additionally, it can verify identity and
monitor transactions [25]. The system complexity is low for
the implementation structure of REGTECH. Data sharing
and access control are highly maintained for individual
identity verification and tracking down against tax calculation
by the government. The pre-defined program, designed
with contractual conditions, enables the system to operate
individual identification and verification effectively. Apart
from financial documents, many other types of information
may be shared regarding tax calculation, which only needs to
be shared with some entities. The off-chain facility allows the
system to do so. A lightweight solution is not considered in
the system from the perspective of government involvement
in the financial sectors of the proposed approach. The user-
centric design of REGTECH provides the advantage of utiliz-
ing the system within the context of society. Pseudonymity is
not available due to no necessity for anonymous transactions
in tax reporting. Anonymity is strictly ensured in terms of
the verification process. Besides organizational verification,
sometimes the leaders of an organization might have to
verify on behalf of the organization. Exceptional cases
can occur when significant transactions happen against
an individual. The REGTECH solution scans individuals’
financial transactions and checks them against their regu-
lations, making the system immutable. In terms of privacy
assurance, blockchain compliance gives the system extra
security for professional entities (KYC). The digital signature
ensures the authentication of individual identity verification.
Accountability is maintained in REGTECH integration with
Blockchain because regularity is the main priority. Tax
and other financial sectors have confidential documents of
their own. The system manages high confidentiality against
individuals’ financial statements. REGTECH integration on
Blockchain gives authorities the advantage of investigating
individuals’ statements with the help of availability. Scala-
bility ensures the whole system’s performance, measuring
processing demand and non-parallel transaction growth.
The transparency of REGTECH on Blockchain increases
the system’s reliability by providing real-time financial
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transaction records. The consensus mechanism gives the
system the advantage of operating successfully without third
parties involved, which needs to be more noticed in the
system. The data auditing feature gives the system the
advantage of account on the transaction against individual
accounts. The Non-Repudiation feature of the system refers
to regular users’ specific access to detailed financial data.
Robustness analyzes the performance by measuring system
error and cost-effect variation and reports the issues to be
resolved for better performance. The absence of numeric
results for transaction latency, transaction throughput, block
creation time, consensus algorithm efficiency, and data
storage efficiency in the paper hinders the ability to quantify
and assess the performance of regulatory technology and
blockchain solutions. Efficiency gains, cost reduction, and
customer satisfaction, identify bottlenecks, compare different
solutions, and make informed decisions are harder to make
for improving regulatory reporting and KYC requirements in
the financial industry.

IoT-based smart devices utilize prepaid cards or mobile
devices as a payment medium [26]. The system complexity’s
availability identifies the problems and challenges in the
payment medium for the system. In most cases, Blockchain-
based smart contracts help remove third parties from com-
pleting payment procedures. This feature increases privacy
over the internet in payment mediums. However, the system
does not offer off-chain capabilities, resulting in the system
only being able to execute the payment procedure with an
internet connection and an external connection. The system
is not user-centric, meaning it is not dependent on the
user, and the development process is no longer reliant on
the user. Anonymity allows the user to keep their infor-
mation anonymous in the network, whereas the absence of
pseudonymity exposes users’ information. The Blockchain-
based transaction process is nearly impossible to alter or
change, ensuring privacy and trustworthiness. As a result,
the system provides confidentiality. The hardware application
might hamper security; however, a conscious mechanism
must be implemented to maintain security. The absence
of accountability does not consider who is responsible for
any occurrence in the system. Non-repudiation maintains
undeniable evidence of verification of the micropayment
system, and robustness deals with unwanted exceptions in
micro-transactions. The paper [26] lacks numeric results for
transaction latency, transaction throughput, block creation
time, consensus algorithm, and data storage efficiency rate.
This absence of specific data limits our understanding of
the system’s speed and feasibility. The lack of transaction
throughput data makes it challenging to assess data transfer
efficiency over time. Additionally, without block creation
time, we cannot determine the time taken to generate a
block. The absence of an efficient consensus method hinders
quick transaction validation and overall network efficiency.
Moreover, the paper does not provide numeric values for
data storage efficiency, which impacts data retrieval and
access speed while also affecting costs. The absence of these

numerical metrics limits a comprehensive evaluation of the
system’s performance.

Integrating Blockchain into an existing system can be time-
consuming and complex [27]. System complexity ensures
the assessment of challenges and threads in integrating
Blockchain technology. Controlling data in a system and
maintaining limited access to data are essential for security.
Data sharing and access control features maintain accessi-
bility based on predefined permissions, enhancing security.
Smart contracts help reduce unwanted third parties and build
data more securely between users and banks. Blockchain
maintains user privacy and confidentiality when sharing
information initially provided by the user. A Blockchain-
based framework may have an off-chain feature to share
information with a limited number of individuals externally
from the Blockchain network. However, in this situation,
banksmay face threats to privacy. Blockchain provides secure
transactions over the internet in payment by ensuring user
or validator information remains anonymous. In banking,
authorities often keep their information private, relying on
anonymity. Pseudonymity partially enables anonymity at
specific stages to maintain system security. The Blockchain-
based banking system can be user-centric or non-user-
centric, depending on the banking procedure. It may
provide a demo for users to understand the underlying
processes. Authenticity ensures users’ information is pro-
tected and updated in the Blockchain network. The system
does not prefer data deletion and keeps records with
timestamps.

Confidentiality is maintained according to a bank’s rules
and regulations. Accountability is also maintained in the
system regarding data sharing with third parties, who
sometimes play the role of guarantor. Data can undergo
an investigation process with the data auditing feature. The
document on integrating Blockchain in banking also provides
non-repudiation to collect, provide, verify, and maintain
undeniable evidence about user transactions and behavior.
Moreover, the document demonstrates robustness to deal with
unwanted occurrences and resolve issues.

The system in [27]utilizes the PoS consensus mechanism,
offering benefits like energy efficiency, environmental friend-
liness, decentralization, and security compared to PoW. PoS
reduces the carbon footprint and promotes decentralization
by not favoring players with expensive mining gear. The
block creation time plays a crucial role in the system’s
cost, energy efficiency, and scalability. Optimal block
formation time leads to faster transaction confirmation,
higher throughput, and resilience to forks, minimizing delays
and potential chain divergences. Blockchain systems may
encounter challenges related to transaction delays, high
throughput, and data storage efficiency. Instant confirmation
raises the risk of double-spending attacks, and a lack of
transaction throughput limits scalability, resulting in costly
and delayed transactions. Ineffective data storage can lead
to inflated blockchain sizes and synchronization delays,
impacting network users.
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Blockchain implementation in KYC explores various
features in the context of KYC verification. The system
complexity of [28] is medium for implementation on a private
blockchain. The data sharing and access control feature
ensures a secure data sharing process and protection. Two
different types of smart contract design help the system share
verified information through the public key of the ‘Home
Bank.’ TheHomeBank verified data storage process provides
the advantage of an Off-Chain facility, and the lightweight
solution allows for storing validated data smoothly without
compromising real data privacy.

The system does not refer to any user-centric design
for providing conceptual information about blockchain
integration in the system [28]. The theoretical concept
of the authors’ proposal does not mention pseudonymity
for delivering fundamental concepts. However, blockchain
technology offers the advantage of executing transactions
anonymously, leaving a connectable link against transactions.
On the other hand, a financial institution gets anonymous
compensation with the feature of anonymity.

Transactions within blockchain maintain undeniable evi-
dence, and any insertion of information in the chain is
impossible due to the feature of immutability. This feature
helps a system to be trusted. Blockchain provides security
and ensures user privacy with a pair of keys. Confidentiality
is maintained through the key pair’s privacy, preventing
third parties from revealing personal information. Blockchain
helps to identify individuals’ authenticity by verifying their
identity. The accountability of a blockchain system allows it
to perform better by investigating flaws in various areas. The
feature of blockchain provides the advantage of information
availability in the blockchain, depending on the blockchain
type and its execution to verify the information. The system
does not have scalability for the theoretical application;
however, blockchain requires scalability to measure system
performance.

Transparency adds value to the system by maintaining
transaction records in the peer-to-peer network, enabling
users to track those records. The consensus mechanism
depends on the project requirement and application of
how the system would approve a newly validated request;
therefore, the consensus mechanism is not present in the
article [28]. Data auditing is a crucial part of finding
flaws and improving performance by addressing issues for
national regulation. Non-repudiation in the system works as
evidence against the sender’s information and confirmation
of the deliverance of that sent message. Robustness ensures
the proper functioning of nodes inside the blockchain
network. Without proper numeric results, it is challenging
to evaluate and optimize the system’s performance because
the transaction latency does not provide a proper value to
make the system difficult to assess the network’s ability
of real-time transaction performance. On the other hand,
how many transactions are being handled simultaneously can
not evaluate for the absent data of transaction throughput.
The system hampers the transaction confirmation process

along with network efficiency for having no value of
block creation time. The security and effectiveness of the
consensus protocol employed are harder to evaluate without
information on consensus algorithm efficiency. Without data
storage efficiency, it is complicated to optimize and estimate
scalability.

In medical health applications [29], the system complexity
has a sensitive role. Medical health applications have a
numeral of branches. Technical difficulties in this sector
are vital issues. Having the feature in the system helps
reduce issues in specific branches. Smart-contract removes
third parties from medical documents and provides data
security for a person. Besides, access control and data
security benefit users who want to share their medical history.
The off-chain feature has the advantage of sharing data
through a third party as a guarantee. Off-chain is absent
in the system; however, having a Smart Contract feels like
something other than an off-chain necessity. The user-centric
system also has lightweight solutions that help the system
not compromise data. Pseudonymity hides user identity for
privacy and anonymity and exchanges data anonymously
among parties in the network using a secure algorithm that
is not needed in the system. Immutability in the system keeps
data unalterable without a top portion’s action in the network.
Blockchain keeps data transparent, and the user has authen-
ticity over the network. Non-Repudiation keeps transaction
undeniable evidence between users about the transactions
and behavior. The robustness facility handles exceptions
and the functioning of nodes. The lack of transaction
latency data hinders optimizing real-time performance and
responsiveness, potentially impacting transaction continuity.
Additionally, the absence of transaction throughput figures
makes it challenging to assess the system’s capacity to handle
high transaction volumes, leading to potential bottlenecks
and performance issues. The unknown mining time for
consecutive blocks complicates evaluating the efficiency of
the consensus mechanism and transaction confirmation time.
Moreover, the system’s storage capacity is not mentioned,
making it difficult to assess scalability constraints, cost-
effectiveness, and storage allocation efficiency. This lack of
information raises concerns about potential inefficiencies and
overutilization of storage resources.

In recent years, users’ data has been flooding from
various sources. KYC is the primary process to identify
these flooding data. Regarding Big Data Analysis, the KYC
verification system is costly and risky without blockchain
technology [30]. Besides, integrating blockchain into a
system is a complicated process because of erasing users’
previous data from the system and inserting verified data
against users’ locations. Data sharing and access control are
significant issues for the system considering the system’s
structure and purposes of use. The Smart Contract design
can eliminate the third parties for identity verification against
users’ information by defining a set of rules, which feature
is not considered for the discussion. The off-chain feature
can collect data manually and helps in the processing phase.
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Generalizing multiple types of identification methods into
one can provide the system to verify users faster with the help
of an off-chain feature. A nation of developing countries with
a large number of people might have multiple verification
methods such as birth certificates, driving licenses, passports,
and national identity cards.

The lightweight solution can help the system in an
environment of no-compromising data share, which is not
explained in the system. It is hard for a big populated
country to bring all nations together under the same system.
Only a user-centric design can encourage nations to do
so. This feature’s benefit should consider in the context of
Big Data Analysis. The authors did not cover the study of
pseudonymity, anonymity, and authenticity in KYC using
big data analytics. Pseudonymity should consider from
the end of the authors to verify users’ identity without
revealing complete information. Standardization of addresses
of users can be excellent cooperation for the verification
process and national database. Anonymity can give the
government more flexibility and control over its national
identity without revealing any information. KYC without
blockchain cannot make the system immutable for not
keeping transaction records. Additionally, having no nonce
in the authors’ discussion does not give KYC immutability.
KYC itself can give privacy by ensuring consumers’ privacy
laws. The measurement of Big Data Analysis and its
relevance; authenticity can be identified. The study on
KYC from the perspective of Big Data Analysis gives the
system accountability for performing better by comparing,
correlating, and comparing provided present and permanent
addresses on different sets of identity verification cards. KYC
does not guarantee confidentiality because consumers do
not know how and where their data will be used. Public
information on social media makes them available. In this
case, taking unavailable information from consumers can
solve the current problem.

Scalability provides an onboarding solution for KYC by
giving authentic verification, notifying threads, and helping
in thread reduction. Transparency is highly maintained in
KYC by giving security to personal data. The KYC process
does not need a consensus mechanism for varying user
information appropriately. Data auditing is a significant part
of KYC. A regular audit helps identify internal issues and
gives ideas on how to solve them [30]. Non-Repudation
gives the advantage of non-deniable evidence transactions of
consumers with digital signatures. The robustness of KYC
ensures verification accuracy and identifies the profiles’
risks. The concept of KYC in the context of BigData Analysis
study helps authentication, verification, and reducing threads
in business. The article [30] lacks numerical values for trans-
action latency, transaction throughput, block creation time,
consensus algorithm efficiency, and data storage efficiency.
This absence hinders assessing the real-time transaction
processing speed, scalability, and overall performance of
the system. Additionally, it limits our understanding of
transaction confirmation time and record storage efficiency

within the blockchain. The absence of data storage efficiency
values makes it difficult to optimize the system’s storage
capacity, leading to potential inefficiencies and increased
costs.

Casper, proposed in [31], aims to enhance the speed
and security of client credential verification procedures.
It leverages blockchain technology to create a decentralized
and secure platform for securely storing and verifying
consumer credentials. The verification process is automated
through smart contracts, ensuring data integrity and reducing
the risk of unauthorized access or tampering. With a
reputation-based consensus approach, Casper incentivizes
participants to validate consumer credentials accurately,
enhancing overall efficiency. The Casper system encourages
network users to contribute processing power, enhancing
effectiveness and overall security by detecting and excluding
malicious nodes. Transaction throughput remains relatively
consistent, ensuring predictability, reliability, and a positive
user experience. Query transaction throughput exceeds
invoke transactions, making Casper suitable for various use
cases, including finance, supply chain, and IoT sectors. The
system’s quick search processes reduce computing overhead,
making it a valuable choice for blockchain implementation.
However, block generation time increases with additional
peers.

Numeric data on transaction latency, throughput, block
creation time, consensus algorithm efficiency, and data
storage improves clarity, evidence-based decision-making,
and system performance optimization. The Casper plat-
form’s transaction throughput is measured, allowing for a
precise and quantitative assessment of its performance and
scalability. The evaluation shows that each platform peer
achieved a significant throughput, indicating the system’s
capacity to handle concurrent operations. Numeric results
help identify bottlenecks and improvement areas, such
as transaction scalability evaluation showing linear query
transaction growth after specific nodes but saturation due to
ledger write operations. Numeric values enable comparison,
benchmarking, performance target setting, and data-driven
decision-making to optimize systems’ efficiency and effec-
tiveness.

The article [32]explores different performance and func-
tionality metrics for blockchains, specifically in the con-
text of a decentralized energy datahub. It addresses the
complexities of creating and executing such a datahub,
focusing on secure data-sharing techniques, data-sharing
policies, permissions, and encryption protocols to ensure
privacy and data protection. Additionally, the role of smart
contracts within the energy datahub ecosystem is examined,
highlighting their ability to automate rules and enable safe
communication among stakeholders. The article discusses
approaches to enhance scalability and performance, including
exploring off-chain data storage or computing techniques
while maintaining system integrity and security. The con-
cept of a ‘‘lightweight solution’’ is likely used to refer
to resource optimization strategies. The paper adopts a
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user-centric perspective, emphasizing intuitive interfaces and
user empowerment to promote stakeholder involvement.
It may explore methods for preserving participant identities
and traceability while ensuring data immutability on the
blockchain. Availability, authentication, accountability, and
confidentiality safeguards are considered to ensure continu-
ous access to the system and protect sensitive information.
Scalability strategies such as sharding, sidechains, or off-
chain scaling are likely discussed to accommodate an
expanding participant base and increasing data quantities
within the energy datahub ecosystem.

The proposed system utilizes blockchain to enable trans-
parency in the energy sector, making transactions public and
auditable. However, consensus mechanisms like PoW, PoS,
or Practical Byzantine Fault Tolerance could be explored.
Techniques for data audits to ensure integrity, spot irregular-
ities, and guarantee accurate data on the blockchain may be
covered, along with non-repudiation mechanisms like digital
signatures. The paper may also address countermeasures for
system failures and attacks, ensuring the energy datahub’s
robustness and resilience. To optimize the DenHub model,
concrete values for transaction latency, throughput, block
creation time, consensus algorithm efficiency, and data stor-
age efficiency are crucial. Numeric metrics enable accurate
performance measurement, informed decision-making, and
scalability enhancements for the system.

The proposed system in [33] has a medium-to-high
complexity, integrating blockchain technology and crypto-
graphic techniques. It enables verified financial institutions
to securely access and share customer KYC data, reducing
duplication and enhancing compliance outcomes. Smart
contracts automate certain KYC process steps, reducing man-
ual intervention and potential errors. On-chain immutabil-
ity ensures data authenticity and enhances trust. Privacy
measures safeguard customer identities, and authenticity
verifies data by authorized financial institutions, fostering
confidence. Transparency allows all stakeholders to access
and verify KYC data, promoting trust and accountability.
Consensus mechanisms ensure agreement on data validity,
eliminating the need for central authorities. However, the
absence of an off-chain solution in e-KYC can limit data
management flexibility for sensitive client information,
compromising privacy and data protection requirements.
A lightweight solution is necessary for reduced computa-
tional requirements and faster processing times. A user-
centric design facilitates the safe exchange of personal data,
but complete anonymity may hinder regulatory compliance
and increase fraud risks. Explicit accountability measures are
needed to address concerns about the validity and reliability
of KYC data on the blockchain.

Inadequate confidentiality safeguards may risk third-
party access to private customer information, compromising
the credibility of the e-KYC system and endangering
user privacy. Availability and scalability are essential to
efficiently handle high volumes of KYC verification requests,
avoiding processing delays and customer frustration. Data

auditing and non-repudiation mechanisms are necessary for
data authenticity verification and regulatory compliance.
Robustness is crucial to withstand potential attacks and
ensure data security. However, the article lacks information
on transaction latency, throughput, block formation time,
consensus method performance, or data storage performance.
This may result in longer wait times and slower response
times for customers and banks during KYC transaction
processing. Insufficient transaction throughput can hinder
system scalability due to network congestion. The article
focuses on setting up and engaging with the blockchain
for KYC applications rather than discussing the efficiency
of the local blockchain network’s consensus technique.
To ensure smooth operations and address performance
concerns, practical consensus algorithms and data storage
systems are vital for a blockchain-based KYC system.

The blockchain system in [34] may have drawbacks or
restrictions if a user-centric, lightweight solution is absent.
Weaknesses can arise from system complexity, data sharing
and access control issues, lack of lightweight solutions,
poor user experiences, pseudonymity and anonymity con-
cerns, immutability challenges, accountability, confidential-
ity, availability, data auditing, and non-repudiation. Without
appropriate data sharing and access control, sensitive client
data may be exposed to unauthorized parties, impacting sys-
tem effectiveness and security. Additionally, inadequate con-
fidentiality safeguards can jeopardize the system’s integrity.
Insufficient availability measures can affect the system’s
reliability, leading to downtime or service interruptions. Non-
repudiation methods may complicate establishing transaction
authenticity and hinder dispute resolution. Data auditing is
essential for maintaining data integrity on the blockchain.

The system gains advantages from the presence of
smart contracts, off-chain processes, privacy measures,
authenticity verification, scalability, transparency, consensus
mechanisms, and robustness. Smart contracts enable fair
and transparent bidding procedures without intermediaries.
Off-chain processes, including encryption and computa-
tions, lighten the blockchain network’s processing load,
increasing scalability. Fully homomorphic encryption (FHE)
ensures privacy in processing sensitive data securely without
exposing the plaintext, enhancing authenticity verification.
By reducing computing burden andmaximizing resource effi-
ciency, off-chain processing and smart contracts contribute
to increased scalability. Transparency is achieved through
blockchain technology, recording all transactions and data
on an unchangeable public ledger. Consensus algorithms
ensure network participants’ agreement, enhancing security
and dependability. Decentralization through blockchain tech-
nology and cryptographic methods improves data integrity
and resistance to attacks. Faster transaction confirmation
and improved user experience are enabled by reduced
transaction latency, facilitating quicker KYC authentication
and Vickrey auction completion. Faster block creation leads
to quicker verification and transaction processing, boosting
system responsiveness and overall performance. However,
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low transaction throughput can result in slow processing,
delay time, and network congestion, affecting user experience
and efficiency. Ineffective consensus algorithms may lead
to longer confirmation times, increased resource usage, and
decreased system performance. Data storage efficiency is
essential for controlling and storing data on the blockchain
to avoid unnecessary bloat and increase storage costs and
retrieval times. Addressing these challenges is crucial to
enhance the system’s overall efficiency and effectiveness.

The secure data exchange and the address-search method
feature raise the system complexity at least medium to high.
[35] CODE enforces FATF compliance criteria that require
VASPs. VASPs share personal information limiting unnec-
essary information exposure during virtual asset transfers.
The secure P2P communication of Corda ensures that. Corda
network securely maintains transaction-related data. CODE’s
organized design, smart contract, and data maintenance
enforce only travel rules. Data exchanged between VASPs
is assumed to be accurate and unaltered. The smart contract
ensures rules and data sharing between VASPs to confirm the
availability of necessary data before executing a transaction.
VASP with blockchain technology, ensures immutability and
makes CODE a scalable and strong travel solution. CODE’s
smart contract automates travel rule compliance, data sharing
policies between VASPs, and expediting operations. Non-
repudiation makes travel data permanent and tamperproof,
holdingVASPs accountable. The lightweight data storage and
communication architecture helps CODE being effective and
benefits network size. Data redundancy improves availability
and fault tolerance, while consensus algorithmsmaintain data
integrity and dependability by avoiding duplicate spending
and contradictory information. These attributes make CODE
more dependable. Although CODE guarantees data integrity
but may have an impact on scalability. The absence of off-
chain may hamper higher processing and storage needs.
Although CODE guarantees data integrity but may have an
impact on scalability. The absence of off-chain may hamper
higher processing and storage needs; compliance concerns
may occur for the absence of user-centric design. FATF
requires identity verification ahead of pseudonymity and
anonymity; data could reveal users’ identities. There’s a need
to balance identity verification and user privacy.

Transparency for outsiders has not maintained that impact
visibility of travel rule data share while CODE prioritizes
transparency among VASPs for compliance with travel regu-
lations. That may raise system integrity. For the appropriate
sharing of travel rule data and regulatory compliance, data
auditing is essential. Without strong capabilities, the CODE
system may have trouble confirming correctness and com-
pleteness, which might result in information exchange faults
or disparities. Even while Corda’s blockchain technology
provides some resilience, it isn’t further strengthened, which
might make it more vulnerable to security breaches or other
interruptions and jeopardize the integrity of travel rule data.
CODE performance has not been evaluated yet. It is complex
to analyze its performance. The absence of performance

results does not give a proper sense of scalability and further
enhances CODEs capabilities and overall user experience.

B. EXISTING WORKS WITHOUT KYC
The verification of documents is a sensitive issue for
ensuring authentication. Countries need help with verifying
original certificates [36]. The system complexity of document
verification is highly observed for ensuring the identity
of users. Companies find suitable employees by analyzing
the skill set of the applicant’s CV. The process is lengthy
and time-consuming. In this situation, Blockchain-based
controlled access users are a solution. Data sharing and
access control features give necessary data access to specific
companies and concerns. The existing prototype implements
micro-credentials in Blockchain that offer the smart contract
facility to remove middle media. The absence of an off-
chain facility does not allow external verification over the
internet. Besides, the lightweight solution’s absence does not
cover complete security and protection of users’ information.
Certificates are the identity of users’ skills which is the
advantage of sharing information in a network. User-centric
advantage gives the user the facility of real-time experience
of inserting information. The feature controls the user on
what information the user wants to share or not. The
absence of Pseudonymity does indicate any issue in the
system due to the agenda of the system. Anonymity offers
the advantage of certificate verification of users without
revealing validator information. Immutability ensures users’
certificates validity authentication by the 51 percent stake of
the network. Using the hyper ledger framework of Blockchain
gives accountability in the system by identifying the duplicate
information availability in the network. The system gives
the public key of certificates to all users in the network,
and the cryptographic private key ensures security in the
system. The system provides scalability with the features
of a hyper ledger framework by supporting increasing
information blocks in the network. The feature notifies
immediately every time of any changes with a customized
access level.

The article highlights the advantages and characteristics of
the Hyperledger Fabric blockchain framework for academic
certificate verification without providing specific numeric
values for Transaction Latency, Transaction Throughput,
Block Creation Time, Consensus Algorithm Efficiency,
or Data Storage Efficiency [36]. The absence of these
concrete values hinders the evaluation and optimization of
the proposed framework, potentially leading to inefficiencies
and difficulties in setting performance targets. Specific
numeric data is crucial for measuring the system’s behavior,
performance accuracy, and effectiveness, identifying poten-
tial bottlenecks, and making data-driven decisions. Without
concrete values, it becomes challenging to assess data storage
effectiveness and scalability within the system, hindering
informed decisions on optimal storage mechanisms.

The hiring process is hectic and critical for a company. As a
result, CVs have a vital role in the job market. In most cases,
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recruiters have to invest separately in the verification process.
[37] has shown that the obstacle of verifying documents
is time-consuming and a hassle. The paper’s authors have
proposed a consortium blockchain to ensure the system’s
complexity. The authors have also proposed using hyper
ledger fabric for their use case diagram. The feature provides
access control over their shared data. The system proposal for
smart contracts architecture has the compatibility to reduce
cost and decrease data loss attacks. Besides, a hyper-ledger
fabric network will allow the system to verify the applications
manually through the verifier organization. The lightweight
solution ensures data sharing without sacrificing information
security.

The architecture of the proposed method [37] provides a
friendly and easily operatable interface for users. As a result,
users get an organized interface to operate with low energy
waste. On the other hand, verifiers’ justified information
will help recruiters find applicants’ identities in terms of the
requisition process. Anonymity does not need in the system
because the verifier information is highly required for sterling
verification. Using a blockchain mechanism in the system
confirms the immutability of transactions. Immutability helps
the system to maintain transparency of applicants’ data
transactions. A person’s identity and academic information
are confidential. Blockchain technology maintains the high
security of these credentials. The confirmation of privacy
and security develops the authenticity of the system over
the blockchain-based CV verification system. Having no
accountability in the system can reduce participation. In this
situation, productivity might decrease, and turnover can
go higher. The assurance of transparency and immutability
of the system helps maintain the confidentiality of users’
given information in CVs. The system shares the applicant’s
information in the peer-to-peer network, which makes data
available in the network. Authentic Recruiters can access and
verify the given data from the network. The growing list
of records against applicants’ CVs can easily be supported
by scalability. The consensus protocol helps the proposed
system prevent unauthorized verification of CVs using
its mechanism, except for verifier interaction. The main
advantage of feature data auditing is the reliability of the
system. It provides a non-parallel transaction record. As a
result, the transactions’ authenticity and validity can be
verified. The non-Repudiation feature ensures a secure and
quickly updatable data storage mode. For its advantage, the
feature provides the system with authenticity, integrity, and
evidence of the origin of data. The maintenance of the hyper
ledger network and its proper functioning for the feature
Robustness.

The proposed Hyperledger Fabric-based consortium
blockchain for academic certificate verification [37] lacks
quantitative data for ‘Transaction Latency,’ ‘Transaction
Throughput,’ ‘Block Creation Time,’ ‘Consensus Algorithm
Efficiency,’ and ‘Data Storage Efficiency,’ which presents
significant drawbacks. The absence of transaction latency
data hinders assessing real-time processing capabilities,

while the lack of transaction throughput values raises
uncertainty about the system’s ability to handle verification
efficiently. Additionally, the inaccessibility of block creation
time data hampers analyzing block generation efficiency and
its impact on transaction speed and scalability. The potency
of the chosen consensus algorithm cannot be assured without
numeric measurements of transaction validity. Moreover,
the lack of numerical values for data storage efficiency
prevents identifying optimal storage strategies and potential
challenges. This deficiency in performance metrics limits
informative discussions, optimization, and scalability of the
academic certificate verification process.

Technological development is increasing day by day.
Currently, many projects are being executed to reduce global
warming. Everything is getting digitized simultaneously to
cope with the industrial revolution. Recent work shows that
digital invoice reduces exchange costs by up to e6.7 in terms
of exchange. Concerning global and economic developments
[38] proposed digital invoice and VAT payment management
using blockchain technology. The proposed system has a high
system complexity for full infrastructure development. For
the project’s development, every sector must be developed
from the root. In the proposed system, data sharing and
access control feature gives the advantages to whom data
access can be shared. The value-added tax and vat approval
can maintain by the smart contract. Every person’s initial
data of VAT has to insert into the blockchain manually
that ensure the off-chain feature. The lightweight feature
helps the system maintain VAT information against the
population without sacrificing their data. The system is also
designedwith a user-friendly interface that helps users use the
system in a cooperative environment. Pseudonymity helps the
proposed system provide a verifier and the users’ transaction
information partially visible to the network. As a result, the
user can see who is verifying their VAT-related information.

The system’s anonymity feature absence cannot ensure
online attacks from unknown, harassment, and false informa-
tion in the blockchain network because of the low privacy of
transaction information [38]. The transactions in the network
are unchangeable except for external attacks that ensure the
immutability feature. VAT information against every ID is
highly confidential. The privacy feature maintains that and
allows the system to be highly secure. Transparency against
every transaction can help build reliability among users.
Authentication of the system is established by maintaining
Ethereum-based smart contracts. Having no accountability
in the system might decrease the system’s performance.
The system should have accountability to maintain system
performance, and verifiers should be more involved. The
scalability feature increases transparency and maintains
non-parallel transactions in the network. The availability
of information in the blockchain network assures users
accessibility of their VAT information easily. The consensus
mechanism helps the system verify and includes updated
information in the chain that does not apply to the proposed
system. The system will update automatically at that time
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when users make payments. The data auditing feature helps
the system helps to grow assurance among users. The non-
Repudiation feature gives the system the main advantage
of authenticity, integrity, and root of data. Besides, the
feature also rejects the non-verified data from the insertion.
The robustness of the system provides healthy and proper
functioning to execute properly.

The absence of concrete values for transaction latency,
transaction throughput, block creation time, consensus
algorithm efficiency, and data storage introduces several
disadvantages. These metrics are crucial for evaluating a
blockchain system’s performance and scalability. Accu-
rate values enable effective measurement of the system’s
efficiency and effectiveness. Transaction latency measures
the time for a transaction to be confirmed and added to
the blockchain, impacting overall speed and effectiveness.
Transaction throughput indicates the system’s processing
capability with the number of transactions processed per unit
of time. Block creation time affects the blockchain’s speed
and fairness. Data storage efficiency influences resource
utilization and cost. Having specific values for these metrics
allows for better performance optimization, identifying
bottlenecks, and making informed decisions for scalability
and resource allocation, thus preventing inefficiencies and
suboptimal resource utilization.

Educational documents are confidential and sensitive to
a person. In recent days, researchers have been working
on securing education documents [2]. The securing process
of an educational document is costly and time-consuming.
Besides that, the system has to be implemented from the
root, which indicates the high system complexity. Education
documents should be available in the proposed system’s
private blockchain. The shared education document must
ensure the availability feature and makes it accessible to all
in the system network. The private blockchain-based secure
system eliminates third parties from verifying the authenticity
of educational documents. Ethereum is used for building
Smart Contact design. The system does not have the off-chain
feature. However, specific admins confirm the first injection
of verified data in the blockchain, which provides the
authenticity feature of the system. The lightweight solution
feature provides security for users’ educational data without
sacrificing data. The system’s user-centric design makes the
system more compatible and user-friendly. Users can verify
the authenticity quickly and cheaply through the network.
Pseudonymity does not belong to the system. However, the
feature provides indirect information about verifiers that do
not need in the system.

The availability of immutability gives the system the
advantage of notification of sudden changes in the chain. The
feature helps to track down the changing root. Privacy of each
individual’s data is highlymaintained, which gives the system
an extra advantage. Having the accountability feature boosts
the performance of participation of the validator. As a result,
participation helps the verification process be more updated
and less time-consuming. Scalability supports the system

by giving transparency about non-parallel transactions of
documents. The PoA consensus mechanism is used in the
system to identify the known validator of the educational
documents more efficiently. Data auditing gives the proposed
system the advantage of relying upon the users against the
security of users’ educational documents. Robustness ensures
healthiness against attacks and proper functioning of the sys-
tem’s execution. Non-Repudiation gives the proposed system
the advantages of origin of the distribution location of edu-
cational documents and their authenticity. Non-Repudiation
also ensures the integrity of the educational documents.

Evaluating the performance of a multimode private
Ethereum blockchain setup and a private IPFS network
offers valuable insights into various system aspects [2].
In the Ethereum blockchain, transaction latency is influenced
by the difficulty level, leading to longer processing times
that enhance security and prevent fraud. The efficiency of
the blockchain system is impacted by the network size
and load, resulting in higher transaction latency due to
increased node propagation time in larger networks. Private
IPFS networks experience longer retrieval times due to file
fragmentation and distribution, affecting upload and retrieval
latencies. Transaction throughput is a critical metric for
assessing a blockchain system’s efficiency and scalability,
measuring the number of transactions processed within
a given time frame. Higher throughput indicates greater
transaction volume, providing benefits like scalability, faster
confirmation times, improved user experience, and lower
transaction costs. High transaction throughput demonstrates
robustness and resilience in handling surges in transaction
volumes and contributes to the widespread adoption of
blockchain technology.

However, the test results depict that the performance
impact of various factors on transaction latency, transac-
tion throughput, and consensus algorithm efficiency. PoA
outperforms PoW in terms of transaction latency, as it
requires less computational power and time. The text provides
numerical values for transaction latency but lacks quantitative
data for block creation time and data storage efficiency in
the IPFS network. The use of IPFS for distributed peer-
to-peer file storage is highlighted, with potential higher
retrieval latency than upload latency due to network frag-
mentation and distribution. Numeric results help stakeholders
compare system configurations, assess transaction latency
and throughput, and identify suitable configurations for
specific use cases. It aids in resource allocation decisions
and enables targeted optimizations. Numeric data is crucial
for validating hypotheses, conducting in-depth analysis,
and making informed decisions on upgrades and new
technology adoption. Additionally, numeric results enhance
reproducibility and transparency in the study.

The power Grid is currently an area of concern [39].
System complexity ensures secure systematic ways by estab-
lishing compatible relations among elements at PacificNorth-
west National Lab (PNNL). The smart-contract facility offers
faster speed, scale, and security among energy resources in
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the system. The application of limited data sharing access
and control helps the system from third-party threads and
information leakage. Besides, the execution process without
compromising user information gives the Blockchain-based
system extra benefit with multiple-layer security in the power
grid. User-centric features help building-up a mindset of
users and vendors to participate in cryptographic signing. The
outcome shows a positive impact on trusting a system.

The absence of anonymity and pseudonymity do not
hamper the system due to the behoof of complete grid
exchange information. It does not require an external
facility for power grid transactions at Pacific Northwest
National Lab (PNNL), which makes off-chain unnecessary
for the system. Blockchain technology integration ensures the
security of electricity infrastructure. The integration increases
the reliability of authentication and encryption. Immutability
property stores all electric energy distribution and buildings-
to-grid connections information with the timestamp. The
authentic validator, PNNL’s buildings-to-grid cybersecurity
test-bed, requires fifty-one percent to alter transactions.
However, the removed data transaction also stores in the
system. The application of Blockchain in the power grid
maintains transparency that makes the system trustworthy,
and the availability of a consensus mechanism helps the
system verify the authentic provider of the power grid
system. Confidentiality provides the transaction between
providers are users of the power grid. Smart-contract feature
use in the power grid omits the necessity of a third party
to be a guarantee. The allowance of data auditing in
Grid Modernization supports multiple transactions based
on predefined rules. Non- Repudiation collects, maintains,
provides, and verifies the undeniable evidence between
distributed energy providers and customers. Additionally,
robustness handles exceptions and functioning of nodes of
Grid Modernization path and Cyber Resiliency.

The absence of numerical values for transaction latency,
transaction throughput, block creation time, consensus algo-
rithm efficiency, and data storage efficiency in the proposed
system leads to various disadvantages. Without these values,
it becomes challenging to accurately measure the system’s
performance and scalability. The uncertainty in transaction
latency affects real-time data operations and verification
times, hindering responsiveness. Specific information about
transaction throughput is crucial for understanding the
system’s capacity to handle a high volume of transactions
concurrently, ensuring scalability and efficiency. The lack
of block creation time data makes it difficult to assess
the average time to create a new block in the blockchain,
impacting overall transaction speed and system responsive-
ness. Evaluating the efficiency of the consensus algorithm
becomes challenging without relevant metrics, which affects
the system’s resilience against attacks and its ability to
maintain consensus. Furthermore, the absence of data storage
efficiency results hampers understanding of the effects of
optimization and resource utilization in the blockchain
network.

The Blockchain-Based Hyperledger Fabric Network sys-
tem complexity for KYC Optimization [16] has multiple
sectors. Financial institutions must maintain the system
complexity for transactional procedures for various purposes.
Financial institutions focus on technical difficulties and
challenges by identifying system complexity. Financial
institutions use Smart Contracts for securely executing trans-
actions without relying on third parties. Besides, data sharing
and access control advantages with limited data shares
and user control. As a result, users partially access data
with the concern. Sometimes off-chain helps transactions
execute externally securely in terms of money laundering.
Financial statements are highly confidential. In this case,
a lightweight solution provides a transaction facility without
compromising privacy. Although all information is not
user-centric in the financial category, they have limited
accessibility to see a demo of the execution process from
the user end. Anonymity offers transactions in the network
hiding user information, and Pseudonymity offers a state to
maintain users’ information private in the whole network.
Regarding KYC optimization, Immutability helps keep data
unalterable so that financial statements have authenticity
over the network. Besides, significant changes in financial
statements require a 51 percent stake in the whole network.
The system provides privacy over the system with safer and
faster bank transactions. Financial insertion in a node requires
authenticity and has to be proven through the validators.
Having the facility of accountability, customers of a bank
have the right of accountability to the bank. Confidentiality
of user data is required. In this case, a bank must maintain
confidentiality to achieve a few services, such as vehicle
insurance. Blockchain-based KYC optimization makes data
available to the network, but the person with access to visible
data can only see the data. Blockchain strictly maintains
this. The Scalability of financial institutions must require
real-time updates over the network and support the system
with increased nodes that contain information in the network.
The unavailability of Conscious may occur unreliability of
the system. Its absence makes the system questionable. Its
availability ensures the conscious mechanism in the network
and helps achieve trust. The presence of non-repudiation
collects, maintains, provides, and verifies the undeniable
evidence about financial transactions and behavior between
users. On the other hand, robustness handles exceptional
transactions and unwanted occurrences in the network. The
advantage of having transaction latency within the Hyper-
ledger Fabric is that it provides a relatively quick registration
process with low latency for data access. However, the
system does not provide specific information about block
creation time, consensus algorithm efficiency, and data
storage efficiency. The duration for generating a block is still
being determined, and it is unclear if the system measures
the time between mining consecutive blocks. The evaluation
should include an assessment of the consensus algorithm’s
efficiency in reaching consensus quickly and securely. While
Docker, Composer, and Oracle VirtualBox are mentioned,
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there needs to be a specific mention of evaluating data
storage efficiency. The system should analyze the efficiency
of data storage on the blockchain network to provide a
comprehensive evaluation of its performance.

Blockchain-based mobile charger billing system [40] has
the system complexity of whom to share data and whom
to not. System complexity gives the best requirements
analysis for executing the system and which angle might
give the best result. The system is facilitated with data
sharing and access control over the system. The system is
user decentralized, with access to a group of people that
ensure security. Additionally, the system removes the third
party, reducing the unnecessary verification cost between
users and the billing procedure. Off-chain facilities offer
external transaction facilities to a group of people without
compromising any privacy that is absent in the system. As a
result, the system information is available and public to
the network. In the billing system, where the vehicle is
charged is hardly identifiable. The presence of the feature
is challenging and has technical difficulties. Pseudonymity
is vital in this situation. Anonymity offers the billing
transactions anonymous. Additionally, immutability requires
data unalterable. Blockchain technology is more secure
and safe. The system gives the advantages of it. The
billing transaction is transparent, which makes the system
trustworthy. Authenticity gives trustworthiness and reliability
to the billing system.

Absent accountability removes the questionable medium
that has control over the user’s private key. The system does
not maintain confidentiality due to not necessity of a third
party. The integration of Blockchain technology provides
availability and scalability in the system. Availability ensures
data after verification in the network. Scalability supports
the increasing number of nodes with transactional data
in the network. The non-existence of consciousness occurs
the lackings of trust in the system. The situation might
create complications in the system, believing the currency
belongs to the system. In some cases, data auditing can
have a manual process by the validator to ensure the
system information is valid; or invalid. The absence of it
does not support the high-value transactions in the system.
The presence of non-repudiation and robustness investigates
the evidence of transaction data and behavior between
users and handles exceptions among numerous recharge
transactions.

The proposed solution [40] focuses on the proposed system
architecture and functionalities related to mobile charg-
ers, billing, and lightweight blockchain data management.
However, more specific quantitative data is needed on key
performance metrics for mobile charges in the proposed
lightweight blockchain system. Transaction latency, transac-
tion throughput, block creation time, consensus algorithm
efficiency, and data storage efficiency are crucial for
measuring the system’s efficiency and effectiveness. The
absence of these quantitative data points may hamper the
ability to assess the system’s responsiveness, scalability,

and efficiency. It becomes challenging to identify potential
bottlenecks, optimize transaction processing times, and
manage storage costs effectively. Furthermore, the lack of this
data creates difficulty in evaluating the algorithm’s security
and effectiveness and making informed decisions concerning
the system’s feasibility and practicality.

The current educational certificates have built-in secu-
rity features to identify originality. Besides that, several
attachments are there, along with educational certificates,
depending on requirements. The certificate verification
system follows a hierarchy. In this sector, the accredited
certification authority belongs at the top, whose sign refers
to the authenticity of a certificate holder. On the other hand,
it requires considerable effort to ensure the security of Digital
Certificates and certificate registration because a standard
digital signature must be used in verification [41]. As a
result, the complexity of the system is high. The system
offers individual features to share certificates to verify. It also
offers data-sharing features to specific audiences and controls
access over the system. The advantage of two different types
of smart contract design gives the system an immediate
outcome of verification. Moreover, this system allows a
third-party ‘Certification Authority’ to verify certificates
through its smart contract design. The system allows learners’
certificate verification applications from their end to reduce
the manual insertion of previous certificates that have
already been issued. This process does not require off-
chain verification. The simplified blockchain algorithm’
Lightweight Solution’ ensures reliability on the system
without sacrificing data security, such as certifiers’ identity
information and certificate holders’ additional information.

The simplified algorithm also maintains verified informa-
tion. The user-centric design provides a web interface where
learners can easily understand what and how to apply for
verification. The advantage of pseudonymity is that it allows
communication between learners which is not required in the
blockchain-based education certificate verification system
because of no necessity of having the feature. Learners must
have the right to know the accredited certification authority
that is verifying their certificates. The anonymity feature
gives the advantage of reducing the system’s accountability
by keeping the privacy of employers to learners working
behind the scenes. Any transaction record in a blockchain-
based system is unchangeable, which gives the system the
advantage of reliability. Privacy preservation is the primary
concern of blockchain and digital certificates as well. The
system with blockchain ensures the privacy of certificates;
however, it costs a massive amount of work. Authenticity
allows learners to store their educational certificates in the
peer-to-peer network. Besides that, the expiry period of
the certificates can quickly identify the authenticity of the
verified certificates.

Accountability is a vital part of the system where
learning certificates and their performance are evaluated
throughout the process. The analytical result is used to
help perform better, giving security and authenticity [41].
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Confidentiality gives the advantage of sharing learners’
information within the institution and organization in the
chain unless sharing the certificate. In terms of verification
from the blockchain network, the availability of learners’
information gives the advantage of the identification process
faster and low cost. There is a high risk of maintaining
regulation and securing processes for the current context.
Besides that, efforts in registry securing are questionable.
In the present context, the system’s scalability is needed
to inspect the global verification process. Redundancy of
certificate allocation and distribution channels along with
accreditation authority signature gives the system the advan-
tage of transparency. However, certificate expiration periods
and storing cryptographically signed certificate processes
are not on the spot. The system does not mention the
consensus mechanism for securing a network from external
attacks for validating certificates; however, the validation
process should be considered. Performance of the system
boosts for continuous monitoring of certificates validatory
period. Keeping track of certificate verification transactions
gives the advantage of non-deniable evidence from learners’
applications to the compilation of verified certificates from
accreditation authorities. The robustness of the system needs
to be executed correctly in the system. The process of
verification is complicated and can have external threats.
Besides that, forged authentication of certificates for the
maximum number of nodes can hamper the system from
proper functioning. The article discusses the Blockchain
for Education platform but lacks specific performance
metrics. Transaction latency, throughput, block creation time,
consensus algorithm efficiency, and data storage efficiency
data are essential for system evaluation and scalability
planning. The absence of these metrics hampers performance
assessment, optimization, and real-world implementation
readiness. Including key metrics enhances transparency and
reliability.

Recently, multimedia has been unauthorized audio and
music files, images, and video/movies and releases issues
before productions release [42]. As a result, multimedia
has vital system complexity to protect against unauthorized
release and ensure authenticity. Multimedia has to rely on
third-party for promotion and publicity; however, third-
party involve hampers and steal data. The Smart Contract
application reduces third-party engagement and keeps data
secure. On the other hand, the absence of third parties helps to
get benefit distributors, producers, and artists. The reliance on
third parties is a part of publicity and promotion. As a result,
the user has to focus on data sharing and access control. The
limited and authorized data sharing and access control facili-
ties with the authentic user and third party. Confidentiality is
a sensitive part of multimedia. Confidentiality in the system
includes private information of distributors, producers, and
artists. Maintaining confidentiality helps the accountability
of the system.

Blockchain application in multimedia makes it transparent
over copywriting. The system provides authenticity-verifying

distributors, producers, and artists through the network. This
way helps the system control user data keeping it user-
centric. This facility ensures data privacy and control without
compromising authenticity to third parties. The off-chain
facility is not available in the system for no necessity of
sharing information outside of the Blockchain. As the system
has a lightweight solution, the system does not require any
compromise with data; however, the system depends on
third-party verification. Users in multimedia do not require
any hides for their identity. Therefore pseudonymity is
not necessary for the system. Anonymity represents any
transaction without revealing user information. Anonymity
is highly used in financial transactions that do not need
to use in multimedia. Non-repudiation advantage ensures
undeniable evidence of producers, artists, and distributors
that validate the necessary content of multimedia, and
Immutability ensures all records regarding productions and
their release.

In terms of changing transactions or altering information,
maximum stacks allowance in the system. Conscious is a part
of a Blockchain-based framework. Consciousness adds value
to distributors, producers, and artists’ profiles as currency,
not in the system. The robustness handles the exceptions of
the system and the publicity information of nodes within the
network. The scalability of the system ensures the increasing
number of nodes of information that is not available.
The absence of scalability in the system can not support
the increasing number of nodes and transactions in the
network. Data Auditing validates multimedia information.
As multimedia is a proposed scope of Blockchain, data
auditing is highly required for the system. Data auditing can
also be verified manually.

The article [42] lacks specific numeric values for trans-
action latency, transaction throughput, block creation time,
consensus algorithm efficiency, and data storage efficiency.
Further analysis and measurement are needed to obtain
these metrics, which could impact the system’s functionality,
security, and user experience. Transaction latency and
transaction throughput are crucial metrics for evaluating the
speed of multimedia data transactions on the blockchain.
High latency can cause data access and retrieval delays,
affecting multimedia applications’ responsiveness. There
needs to be more transaction throughput to avoid a backlog
of pending transactions, leading to congestion and reduced
user satisfaction. Block creation time, the interval between
consecutive block additions, can also be challenging in
estimating transaction finalization and security. Long block
creation time can cause slower data storage and retrieval
processes, impacting the system’s real-time capabilities. The
consensus algorithm is crucial for blockchain security and
integrity, ensuring network participants agree on transaction
validity and order. However, it is easier to assess the reliability
and withstand potential attacks by measuring its efficiency.
Inefficient data storage practices compromise multimedia
privacy, user trust, and system performance, causing higher
costs, slower access, and potential scalability issues. This
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hinders the system’s ability to handle large multimedia data
volumes effectively.

The paper [43] introduces NovidChain, a blockchain-
based platform designed to address privacy concerns and
enhance the security and efficiency of COVID-19 test
and vaccine certificates. The system utilizes cryptographic
techniques, smart contracts, and a distributed ledger to
prioritize privacy preservation and enable selective sharing
of health data. NovidChain adopts a user-centric approach,
empowering individuals to control their data while ensuring
privacy. Smart contracts automate certificate verification and
management operations. The platform ensures immutability,
authenticity, and accountability through blockchain technol-
ogy, preventing unauthorized modifications to health records
and enabling traceable transactions. While scalability is
acknowledged as a challenge, potential solutions like off-
chain data storage are considered. Transparency is achieved
through the distributed ledger, allowing participants to
validate transaction integrity. The paper does not explicitly
define consensus but mentions data auditing and non-
repudiation facilitated by the blockchain’s transparent and
immutable nature.

The evaluation assesses the NovidChain platform in
comparison to academic works like SecureABC, CATCApp,
and the commercial solution ImmuPass. It focuses on key
security properties, financial cost, and scalability using
performance metrics. The findings reveal that NovidChain,
CATCApp, and ImmuPass satisfy crucial security properties
like forge resistance, tamper-proof certificates, binding
between the certificate and the holder, uniqueness of
certificates per user, peer-indistinguishability protecting user
information, and revocation mechanisms. However, Secure-
ABC is considered less secure in this context. NovidChain
stands out with its improved transaction latency for issuing
and verifying COVID-19 credentials. It demonstrates an
impressive average transaction latency and efficient block
generation capacity, making it well-equipped to handle
a substantial number of users per block. The platform’s
average block production time is noteworthy, highlight-
ing its efficiency in processing transactions. Additionally,
by leveraging exclusively IPFS hashes, NovidChain achieves
enhanced data storage efficiency, leading to significant cost
savings compared to direct data storage on the Ethereum
Blockchain.

The transaction latency of NavidChain ensures a quick
response at the time of accessing and verifying COVID-19
credentials, which confirms data retrieval and verification
almost instantly with the user experience and reduces delays
in critical situations. The high throughput capacity allows
NovidChain to handle a large number of transactions con-
currently, accommodating a substantial number of users and
healthcare providers. The higher the transaction throughput,
the more efficient the system is at processing multiple opera-
tions simultaneously. NovidChain’s high throughput capacity
enables the concurrent handling of large transactions, accom-
modating numerous users and healthcare providers, resulting

in increased efficiency in processing multiple operations.
Blockchain’s frequent updates and regular data addition
enable quick block creation, resulting in an efficient system
with faster formation times, enabling faster transaction
inclusion and validation. NovidChain greatly lowers the cost
of data storage by using IPFS storage to store COVID-
19 credentials off-chain and hashes on-chain. The system
becomes more effective and cost-effective because of this
method’s reduction in the size of on-chain data. NovidChain
ensures quick transaction latency, facilitating instant data
retrieval and verification for COVID-19 credentials. Its high
throughput capacity enables efficient concurrent handling of
multiple transactions, accommodating numerous users and
healthcare providers. The system’s fast block creation allows
for quicker transaction inclusion and validation. Utilizing
IPFS storage reduces data storage costs, making NovidChain
more effective and cost-efficient byminimizing on-chain data
size.

The research in [44] proposes a PoTx-based traceability
system for the agricultural supply chain using blockchain
technology. It aims to address data exchange, access
management, and supply chain accountability issues. The
article should provide detailed insights into the challenges
associated with implementing the PoTx traceability system,
including infrastructure setup, network configuration, and
blockchain integration. It should describe the mechanisms for
controlled data sharing, privacy protection, and access control
within the system, including authentication, permissions, and
protocol techniques. The incorporation of smart contracts is
a crucial part of the traceability system, and the paper should
elaborate on their functionalities and logic, showing how
they enforce rules, automate verification, and enable self-
executing agreements. Any off-chain elements or procedures
used in the traceability system should also be explained, high-
lighting their role in improving performance and scalability.
The user-centric nature of the traceability system must be
emphasized, considering the requirements and perspectives
of different stakeholders. User-friendly interfaces, simple
interactions, and accessibility features should be included to
enhance usability and adoption.

Focusing on user-centric design highlights the system’s
potential for widespread participation and acceptance. The
paper should elaborate on privacy-preserving measures, such
as pseudonymity and anonymization, to enable traceability
and accountability while safeguarding private information
within the supply chain. To ensure a secure and reliable
environment, the system must guarantee data immutabil-
ity, privacy, authenticity, and confidentiality. Mechanisms
for accountability, availability, and robustness, including
auditability, fault tolerance, redundancy, and disaster recov-
ery, need to be thoroughly discussed to demonstrate the
system’s resilience and ability to withstand potential attacks
or failures. Scalability is a critical aspect that should be
extensively covered in the article, considering growing net-
work sizes and transaction volumes. The chosen consensus
method’s impact on scalability and transparency should be
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examined to ensure efficient data audits within the supply
chain.

The system’s capacity to achieve non-repudiation, pre-
venting denial of involvement in transactions or data
manipulation, should be highlighted using cryptographic
proofs like digital signatures. The study should emphasize
how each criterion is applied and handled in the proposed
PoTx-based traceability system for the agricultural supply
chain. By addressing system complexity, data sharing, smart
contracts, off-chain solutions, user-centric design, privacy,
authenticity, scalability, transparency, consensus, data audit-
ing, non-repudiation, accountability, and robustness, the
paper lays a solid foundation for understanding the technical
and operational efficacy of the proposed traceability system.

The article discusses implementing an agriculture product
traceability system using blockchain technology, empha-
sizing the advantages of the Proof of Transaction (PoTx)
consensus algorithm over traditional ones like PoW and
PBFT. However, it lacks specific data on important per-
formance metrics, such as transaction latency, throughput,
and block creation time. The absence of these metrics
makes it challenging to assess the system’s processing speed,
leading to uncertainty about real-time product movements
and data accuracy. Delayed transactions can compromise
traceability and supply chain response, potentially causing
product recalls or quality control issues. Additionally, the
system’s handling of high transaction volumes is unknown
without transaction throughput metrics. Sufficient throughput
is crucial to avoid backlogs and delays in tracking product
movements during peak periods. Block creation time is
essential for maintaining an up-to-date and tamper-resistant
ledger. Unpredictable block creation times can affect data
integrity and efficiency, leading to discrepancies in product
traceability records. Monitoring and optimizing these metrics
are crucial for ensuring efficiency, reliability, and seamless
supply chain management in agriculture product traceability
systems.

The article [45] presents a framework for blockchain-based
multi-levelmarketing (MLM) networks that prioritize privacy
and security. Through the use of encryption, pseudonymity,
and selective disclosure, the framework protects participant
information, transaction data, and confidential company
details. Blockchain’s transparency and decentralization are
leveraged to maintain openness and accountability while
safeguarding sensitive data. Smart contracts automate and
enforce MLM regulations, ensuring participant confidence
and fairness. Scalability concerns are addressed through
methods like sharding and off-chain solutions. The article
provides a comprehensive approach to enhancing privacy
in blockchain-based MLM platforms. To further enhance
understanding, the study should detail the specific functions
and logic built into smart contracts, demonstrating their
role in regulating the MLM system. Additionally, the
integration of off-chain components and their contributions
to performance, scalability, and privacy optimization should
be explained. The article highlights the lightweight nature

of the framework and any resource optimization strategies
implemented to improve productivity. By addressing these
aspects, the research showcases its knowledge of resource
optimization requirements in MLM systems and offers a
streamlined solution.

The article focuses on user-centric design, prioritizing user
demands and preferences to improve adoption and usability.
It emphasizes pseudonymity and anonymity methods for
privacy in the MLM system, ensuring participant privacy
while maintaining accountability and traceability. The paper
highlights immutability, privacy, authenticity, and confi-
dentiality, detailing encryption methods and cryptographic
protocols for data protection. Procedures for availability,
robustness, and accountability are discussed, covering fault
tolerance, redundancy, auditability, and disaster recovery.
The framework demonstrates scalability solutions to handle
growing network sizes and transaction volumes.

Data auditing strategies and consensus methods are
explained to maintain transparency and integrity. The
system’s non-repudiation capacity is highlighted, ensuring
participants cannot deny transactions or alter records. The
cryptographic procedures for transaction integrity and non-
repudiation are outlined. The article provides a compre-
hensive analysis of each parameter within the privacy-
preserving MLM framework, covering system complexity,
data sharing, access control, smart contracts, off-chain
solutions, lightweight design, user-centricity, privacy, authen-
ticity, accountability, confidentiality, availability, scalability,
transparency, consensus, data auditing, non-repudiation, and
robustness. This establishes a strong technical foundation
for implementing the framework in blockchain-based MLM
platforms.

The article [45] describes the process of rewarding active
users in the MLM system using Enc and Signcrypt algo-
rithms. The CID (company id) transaction latency represents
the time taken for the company to process and complete
reward payments for active users. Finalizing rewards on IDi
or UIDx sites requires executing the Unsigncrypt algorithm
for ADU (Active Direct Users) times. The IDi side of rewards
is fast, while users with UIDx must execute the Unsigncrypt
algorithm for ADU times, taking a specific period of time on
the UIDx side. Transaction throughput for finalizing rewards
on IDi or UIDx depends on the execution of the Unsigncrypt
algorithm by ADU users, enabling them to receive rewards
from lower layers. Each user can execute the algorithm
to claim rewards. The given information emphasizes the
importance of throughput as the number of transactions
(rewards finalized) processed within a specific timeframe
in the BB-MLM framework. However, details about block
creation time and the specific consensus algorithm used are
not provided, hindering a comprehensive evaluation of the
system’s performance.

Additionally, the framework utilizes cryptographic
schemes like IBE, IBSC, and IB-PRE, which may impact
data storage requirements and efficiency. To fully assess the
system’s scalability, security, and overall efficiency, more
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information on block creation time, consensus algorithm
efficiency, and data storage efficiency is required. These
metrics are crucial for understanding how the BB-MLM
framework performs in real-world scenarios and ensuring its
effectiveness and reliability. Providing specific data on these
aspects would enhance the evaluation and understanding of
the system’s technical capabilities.

The article [46] provides a technical overview of
blockchain-based identity management for the IoT, empha-
sizing the challenges of implementing the SmartDID system
in a complex IoT environment. It highlights the importance
of access control techniques and secure data exchange to
protect identity-related information. Smart contracts play a
crucial role in the SmartDID system, ensuring accurate and
transparent identity processes within the blockchain network.
The article details the creation and use of smart contracts
and their significance in identity management. Off-chain
solutions are explored to improve scalability and efficiency
while maintaining the accuracy of identity data stored on the
blockchain.

The paper describes the ‘‘lightweight solution’’ strategy
used in SmartDID to minimize resource needs and maximize
system effectiveness in resource-constrained IoT environ-
ments. User-centric design empowers individuals to manage
their identities and provide attribute information selectively.
Cryptographic methods like zero-knowledge proofs or selec-
tive disclosure mechanisms are employed to maintain user
privacy while using IoT applications. Privacy, anonymity, and
immutability are addressed through cryptographic protocols
and privacy-preserving techniques in SmartDID.

The paper also covers responsibility, authenticity, and
secrecy aspects, discussing the use of cryptographic tech-
niques and digital signatures to ensure integrity and veracity
of identity-related transactions and safeguard private data.
Availability and scalability are considered, with redun-
dancy, fault-tolerant methods, sharding, or off-chain scaling
strategies as potential solutions. The paper emphasizes
transparency and auditable records of identity-related trans-
actions achieved through blockchain technology. Consensus
mechanisms like PoW or PoS are discussed in terms of
obtaining agreement and validating transactions within the
blockchain network.

Robustness, non-repudiation, and data auditing strategies
are considered to ensure the correctness, integrity, and
security of identity data. Performance metrics of SmartDID
are analyzed, including block generation time and transaction
processing time, as well as the time for creatingDecentralized
Identifiers (DIDs) and verifying credentials. Data storage
efficiency is not explicitly mentioned, but SmartDID’s
performance metrics suggest better efficiency compared to
other systems.

The proposed system [47] utilizes smart contracts to
automate and secure the execution of predefined rules and
conditions, enabling patient registration, update permissions,
data sharing permissions, and viewership permissions. These
contracts promote trust, transparency, and enforceability

without the need for intermediaries, resulting in reduced
administrative overhead and accurate healthcare transactions.

To enhance efficiency, cost-effectiveness, and scalability,
the system employs IPFS storage for off-chain storage
of COVID-19 credentials, effectively reducing on-chain
data size. This approach enables the blockchain to handle
larger volumes of data without compromising performance.
The system demonstrates its scalability by accommodating
various patient groups of different sizes. Through strategies
like off-chain storage and efficient block creation, it ensures
smooth performance even with increased data volumes and
growing numbers of patients and healthcare providers.

Blockchain technology indeed offers several benefits for
keeping medical information due to its immutability, data
sharing, access control, privacy protection, and transparency
features. These aspects ensure that sensitive health data is
securely stored, only accessible by authorized individuals,
and transactions are validated and authenticated, increasing
trust and accuracy in healthcare data. However, the lack of
specific information and numeric values in the assessment
of system complexity, lightweight solution, user-centric
design, pseudonymity, anonymity, privacy, confidentiality,
availability, consensus mechanism, and data auditing makes
it challenging to comprehensively evaluate the system’s
performance and effectiveness.

Without knowledge of the system’s complexity, it is
difficult to assess its manageability and understand its
inner workings. The absence of details on a lightweight
solution suggests that resource optimization and efficiency
may not be prioritized, potentially leading to increased
resource usage and decreased performance. A user-centric
approach is crucial for user adoption and satisfaction.Without
information on how the system caters to user preferences and
needs, there could be reduced user uptake and suboptimal
user experiences. Pseudonymity and anonymity are important
for protecting users’ identities and promoting privacy. The
lack of information on these characteristics might limit users’
ability to remain anonymous and raise privacy concerns.
Privacy and confidentiality protections are critical for safe-
guarding patient information and ensuring data availability.
The absence of specific details on these aspects might
compromise patient data and healthcare services. Ethics
play a crucial role in healthcare systems, and data auditing
is essential for maintaining data integrity, traceability, and
regulatory compliance. Without data auditing, it can be
challenging to identify and rectify data issues, leading to
potential biases and inequitable treatment for patients and
stakeholders.

Transaction latency is a critical factor as it directly impacts
the speed of processing, user experience, and real-time
decision-making in healthcare systems. Specific numeric
values on transaction latency, such as average transaction
processing time or confirmation time, would provide valuable
insights into the system’s efficiency and responsiveness. Data
storage effectiveness, especially with the implementation of
off-chain storage technologies like IPFS, is essential for

121036 VOLUME 11, 2023



N. Mansoor et al.: Review of Blockchain Approaches for KYC

TABLE 1. Comparison of literature review.

efficient scaling and cost reduction in healthcare systems.
Providing specific information on data storage efficiency,
such as the reduction in on-chain data size achieved by using
off-chain storage, would allow for a better understanding of
the system’s scalability and cost-effectiveness. Furthermore,
numeric values on data retrieval times from off-chain storage
and the impact on overall system performance would be
valuable for assessing the system’s ability to quickly update
and retrieve medical records.

VI. OPEN RESEARCH AREAS
Integrating Blockchain into existing systems can be complex,
yet it offers significant advantages, especially in Know
Your Customer (KYC) processes within the banking sector.
Traditional KYC procedures are often time-consuming,
costly, and paperwork-intensive. In contrast, Blockchain-

based KYC brings decentralization, enhanced security, and
efficiency. While existing solutions have illuminated various
aspects of incorporating Blockchain into KYC, there still
remains areas that requires further exploration. Therefore,
this section aims to identify and discuss a range of open
research areas and design challenges related to Blockchain
in KYC.

A. CONSENSUS MECHANISM AND SCALABILITY
• Designing a decentralized blockchain is more complex
than designing a similar centralized system. Moreover,
a mechanism for approving data depends on the
consensus algorithm. The consensus algorithm may
follow PoW, PoS, Delegated Proof of Stake (DPoS),
or Byzantine Fault Tolerance (BFT). Mining in the
blockchain is a simultaneous process of the PoW
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algorithm, and multiple miners attempt simultaneously
to solve the same puzzle. Therefore, much work is
executed for the same result.
Use Cases for Consensus Algorithms
– Litecoin is akin to Bitcoin’s PoW mechanism for

quicker confirmation times and lower fees. PoS
application in DeFi platforms and NFTs is akin to
Ethereum 2.0’s might uphold higher TPS. DPoS-
based EOS.IO’s dApp might boost transparency
and reliability in the social media ecosystem. PBFT
of Hyperledger brings integrity to the trade finance
process.

– PPoS-based Algorand blockchain applications like
SOV meets fast and reliable digital currency. Car-
dano’s Ouroboros PoS allows parallel processing to
speed up the environmental impact of cryptocurren-
cies like Bitcoin. MoneyGram is akin to Ripple’s
XRP Ledger - Consensus Protocol for cross-border
payments and quick currency exchange settlements.

• Scalability improvement can enhance the performance
of PoW. PoS depends on full node acceptance among the
total nodes of a network. This consensus mechanism can
be vulnerable to attacks by malicious actors. Security
should be improved to ensure the efficiency of PoS.
DPoS is a consensus algorithm with majority control
over the network. Decentralization improvement can
increase security and stability. BFT can be inefficient
in its current performance, such as slow updates and
loading compatibility. By improving efficiency, the
performance issue can be solved.

B. STORAGE AND REGULATION
Regulation and storage are two related concepts with big
significance for many different sectors. Regulations give
directions and standards for carrying out storage activities,
whereas storage entails the administration and preservation
of assets. These laws guarantee lawful actions, compliance,
safety, and security. For enterprises to reduce risks, protect
integrity, and uphold ethical norms, storage requirements
must be followed. By adhering to regulatory regulations,
organizations can promote confidence, safeguard priceless
assets, and support a secure and long-lasting working
environment.

• The integration of IPFS with blockchain technology
presents a robust solution for KYC data storage within
a decentralized and peer-to-peer (P2P) network. This
synergistic approach thrives within a private IPFS
network, leveraging the emerging technology of IPFS
document storage. However, it’s essential to recognize
that the efficiency of data transfer within IPFS depends
on network conditions, stability, and data transfer speed,
raising concerns about its scalability. Furthermore, the
decentralized nature of IPFS, while advantageous, intro-
duces security risks, such as the potential for malicious
data injection. As IPFS is still in its early stages of
development, it grapples with technical complexities

surrounding maintenance, access control, monitoring,
and data auditing, all of which require ongoing attention
and refinement.

• The secure e-KYC landscape has evolved through a
combination of symmetric and public key encryption,
ensuring the protection of customer identity documents
in the cloud and sensitive transaction data within the
blockchain [73]. This approach utilizes lightweight
cryptographic protocols for IPFS and integrates smart
contracts for consent collection. It is worthwhile to
mention that such fusion offers promising prospects
for enhancing blockchain-based KYC systems, includ-
ing user-initiated data updates and dynamic access
control. Examining the scheme’s performance under
high e-KYC registration and verification volumes and
exploring methods for enabling batch verification of e-
KYC transactions within the blockchain are important
open research areas. Additionally, further exploration
is required into implementing searchable encryption
features to advance privacy-preserving e-KYC systems.
These research avenues offer the potential to signifi-
cantly enhance the security and efficiency of identity
verification processes through the synergies between
IPFS and blockchain-based e-KYC developments.

• Regulators are pivotal in the world of Blockchain,
overseeing its development, deployment, and ensuring
security, data integrity, and privacy compliance. They
establish the legal and regulatory framework, issue
licenses, and closely monitor operations, particularly in
the financial sector. Their role is critical in upholding
safety, security, and reliability standards. Regulators
enforce legal compliance, investigate validators, and
set rules for consumer-facing blockchain applications,
fostering trust and confidence in the technology’s adop-
tion across industries. Their responsibilities encompass
jurisdiction-specific roles, case-driven variations, and
diverse blockchain types, all aimed at safeguarding
consumer interests and maintaining the technology’s
integrity. Few open regulation challenges are as follows,
- - The convergence of cutting-edge technologies rep-

resents a paradigm shift in how we approach
identity verification and customer authentication
in various sectors, particularly within the financial
industry. The integration of blockchain’s secu-
rity and transparency features, the adaptability of
humanoid robots, and the power of deep neural net-
works have collectively opened up unprecedented
possibilities [74]. Moreover, the fusion of these
technologies empowers us to reimagine the very
essence of Know Your Customer (KYC) processes.
This innovative approach empowers customers with
control over their KYC identity while maintaining
privacy and security in inter-bank ecosystems.
A fundamental challenge inherent to this approach
lies inmeeting the current banking standards, which
require an impeccable 100% customer satisfaction
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rate, compelling the need for continuous human
supervision of the automated system. Furthermore,
it’s essential to highlight the formidable challenges
that regulators face when attempting to craft com-
prehensive regulations within the swiftly evolving
domain of blockchain technology. This underscores
the critical importance of adopting a balanced
approach that harmonizes the imperative of inno-
vation while safeguarding consumer interests in the
dynamic and intricate landscape.

- - Furthermore, the implementation of regulations by
regulators in the context of international standard
blockchain encounters several formidable chal-
lenges. These challenges arise from the intricate
technical nature of blockchain systems, the dif-
ficulties related to ensuring interoperability with
established system infrastructure, and the essential
requirement of upholding uniform and cohesive
regulations across diverse countries and jurisdic-
tions. The hurdles and complexities faced by
regulators when crafting regulations for blockchain
technology underscore the imperative of adopting
a balanced approach that carefully weighs the
advantages of innovation and growth against the
paramount need for ensuring consumer protection
and safety.

C. BLOCKCHAIN PLATFORMS
• Ethereum; As a leading platform for smart contracts,
Ethereum is a purpose-built ecosystem which uses the
Solidity programming language] [72]. Its robust network
effect, supported by active communities, leads to a
rich ecosystem of tools and libraries. Decentralization
is ensured through PoW, transitioning to PoS with
Ethereum 2.0 for better scalability and energy effi-
ciency. Ethereum remains popular due to its acceptance,
durability, and cutting-edge ecosystem. The EVM and
Solidity are vital for smart contracts, enabling flexible
function creation and execution of arbitrary code.
Token standards like ERC-20 and ERC-721 enhance
compatibility and promote a robust token economy.
Ethereum’s open community governance fosters contin-
uous improvement.
- - A decentralized and open-source blockchain

platform is Ethereum. Ethereum enables the
deployment and creation of decentralized Applica-
tions (dApps) that provide a decentralized virtual
machine (EVM) to execute scripts by a global
network of public nodes with Smart Contract
features. The public ledger contains history and
cannot be deleted from the network. Besides, the
Ethereum network uses PoW for validation, where
miners solvemathematical puzzles to validate block
transactions, and miners earn rewards in the form of
Ether. The environment has the potential for supply
chain management. The Ethereum environment

can be vulnerable to hacks and malicious attacks
that can hamper sensitive data. Its implementation
strongly impacts limited transactions per second,
slow confirmation, and higher transaction costs.

- - On the other hand, a certain level of technical
expertise is needed to implement Ethereum, which
can be difficult to adopt and may not be compatible
with other blockchain systems. As a result, it limits
interaction between other technologies and faces
regulatory uncertainty in many countries. The PoW
mechanism consumes a lot of energy, leading to
concerns about sustainability. Addressing these
challenges and refining the Ethereum platform
can help facilitate its adoption and integration
with existing systems while maintaining security,
privacy, and efficiency.

• Corda: FATF contributes to the finance industries’ fight
against crime in their AML/CFT framework, which
incorporates cross-border threats. FATF’smember coun-
tries are manually evaluated with a Grey and Black list.
The implementation and advancement of VASP on a
blockchain-based finance platform can be improved by
setting rules for better performance through ICOs or
token sales. Integration of VASP in FATF can automate
the system as well.

• Hyperledger Fabric: HyperLedger Fabric is getting
popular for protecting digital keys and sensitive data.
It plays a vital role in the financial industry, especially
in the customer verification procedure. However, its
implementation depends on specific programming lan-
guages. The hyperledger fabric network can be modified
with cross-chain interoperability protocols focusing on
the consumer’s criteria, which can enable customer
identification to detect illegal activities.

VII. CONCLUSION
This survey article conducts an in-depth exploration of the
application of Blockchain technology within the banking
sector for Know Your Customer (KYC) processes. It compre-
hensively examines the adoption of blockchain in KYC and
evaluates various recently developed blockchain-integrated
KYC systems. Moreover, this article introduces a set of
performance metrics aimed at evaluating the effectiveness of
these blockchain solutions in the context of KYC processes
within the banking industry. These metrics encompass
crucial aspects such as data integrity, privacy, security, and
scalability. While existing research has illuminated various
facets of blockchain-based KYC, there are still some areas
that necessitate further exploration. Therefore, this article
also identifies the open research areas in the integration of
blockchain for KYC, with a primary emphasis on consensus
mechanisms, scalability, storage solutions, regulatory con-
siderations, and the enhancement of blockchain platforms.
These research directions are intended to address challenges,
strengthen security and efficiency, and drive the evolution of
KYC processes within the banking sector.
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