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ABSTRACT The manufacturing industry comprises various departments, and the supply chain is crucial in
ensuring uninterrupted commodity flow during production. However, traditional supply chain systems face
transparency, data visibility, and security challenges. This scientific article presents a Proof of Concept (PoC)
that explores integrating IoT devices with blockchain technology to address these issues. Our PoC focuses on
enabling IoT devices to autonomously sign transactions to the blockchain using IoT devices’ authenticated
private keys, eliminating the need for external wallets. This approach offers scalability, efficiency, and
real-time responsiveness benefits. Leveraging the devices’ transaction processing capabilities enhances
scalability, allowing for a higher transaction volume. Automation of transaction signing streamlines the
process, improving efficiency and eliminating delays caused by human interaction. Real-time responsiveness
is ensured, eliminating any latency introduced by external wallets. We provide a detailed workflow of
the use case and simulation results, making our research findings more accessible. Through this work,
we demonstrate the feasibility and advantages of this method in scenarios where continuous, automated
interaction with the blockchain is required through IoT devices. The PoC code is publicly available on
GitHub.

INDEX TERMS Accessibility, blockchain, Internet of Things (IoT) devices, real-time responsiveness,
supply chain management.

I. INTRODUCTION
The manufacturing industry is divided into four main
departments: sales and marketing, information technology
and finance, supply chain management, and research and
development. The supply chain, however, serves as the
foundation of enterprises since it ensures the continuous
flow of commodities throughout the production process.
The phrase ‘‘supply chain’’ is more comprehensive, includ-
ing cross-departmental communication and back-and-forth
between suppliers and clients [1]. It may be used to define
every process step, from raw materials to final products
with added value, including post-sale support, logistical
challenges, and reversal logistics. These procedures include
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need and supply planning, forecasting, production, and
product delivery [2].
Even while many big businesses have transitioned to

IT-based technical infrastructures from utilizing physical
ledgers, electronic mail, and spreadsheets, the main difficulty
of ensuring that goods flow properly and can be scrutinized at
every level has not been resolved [3]. Since these technologies
use centralized database management systems, they are also
subjected to tampering and safety risks. Another problem
with these systems is that none of the stakeholders in the sup-
ply chain have relationships or data visibility. For instance,
the extension of the supply chain system due to factors like
globalization and increased intermediaries between produc-
ers and consumers has decreased transparency concerning
product origins and shipping information [4].
Transporting hazardous materials and other items requires

special precautions to protect human health and the natural
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environment [5]. This is a descriptive and scientific issue.
Poor business results have been attributed to a lack of
communication among supply chain partners [6]. The current
supply chain and transportation challenges may be summed
up in one phrase a dearth of trustworthy data and data
visibility. It is crucial to manage the material movement
across all of the participants in a supply chain with the
necessary transparency and dependability because of the
complex nature of the chain itself. Accurate demand and
stock projections, scheduling ofmaterials andmanufacturing,
and better inventory management rely heavily on this
information [7].

The COVID-19 pandemic highlighted the supply chain’s
vulnerability. The semiconductor shortage, once a small
inconvenience, has become a worldwide problem affect-
ing consumer goods, motor vehicles, healthcare devices,
electricity, and practically all industries. It highlighted the
frail supply chain networks of several huge, well-established
enterprises. Any big supply chain interruption may derail an
organization and hurt revenue and profitability. The supply
chain network collapse impacted organization of all sizes,
sectors, and locations, revealing their inefficient procedures.
Even well-known enterprises lack reliable supply chain
data [8]. For large corporations that employ a variety of
global vendors and suppliers to reduce manufacturing costs,
transparency and integrity are essential.

The expansion of commodities and the global network of
suppliers has increased the production chain’s complexity
and the logistics chain’s length, leading to many points of
failure [9]. This made businesses recognize how important
it was to digitize their supply chains and transportation
infrastructure and to use cutting-edge technologies like
blockchain and the Internet of Things (IoT) to improve data
security and visibility. Modern systems can swiftly respond
to unanticipated events based on real-time monitoring of
transport parameters using sensors. While sensor data may be
helpful, proof will still be required to back up security claims,
and costs will need to be expended just as with any other
liability insurance [10]. Promoting data privacy and integrity
while encouraging interoperability across technologies and
stakeholders is essential. Updating infrastructure, integrating
old systems, and adhering to regulations are difficult but
necessary jobs. To achieve success, all key stakeholders must
collaborate efficiently [11].

For logistics, which is the science and technology of
administering all kinds of processes (materials, knowledge,
funds, and activities), Blockchain is a tool for a certain kind
of digital business management. With this description, IoT
possibilities, and smart goals, a fresh wave of systems and
technology for operations and the supply chain could bemade
in the future [12], [13].

The external wallet is essential for signing transactions
and interacting with the blockchain. It offers an extra
layer of security by keeping private keys separate from
online platforms and applications, decreasing the risk of

unauthorized access to confidential information [14]. When
users start a transaction, their external wallet is secure
storage for their private keys [15]. The user’s wallet
software generates the transaction and signs it with the
private key linked to their account. Afterward, the signed
transaction is sent to the blockchain network for validation
and inclusion in the ledger [16]. However, it is imperative
to note that external wallets require human interaction to
confirm transactions. This manual confirmation process can
introduce significant delays, as it relies on individuals to
review and authorize each transaction [17]. This poses a
significant challenge in the context of IoT devices, which
are designed for autonomous operation, as they cannot seam-
lessly integrate with external wallets that necessitate human
confirmation. IoT devices are often programmed to perform
tasks automatically without human intervention, making
relying on external wallets with automatic confirmation
impossible [18].

Our Proof-of-concept (PoC) aims to solve the challenge
of integrating IoT devices with blockchain technology.
It empowers IoT devices to autonomously sign transactions
to the blockchain using their authenticated private keys.
As a result, it eliminates the need for external wallets
to sign transactions, ensuring real-time responsiveness and
avoiding potential delays. This approach demonstrates its
practicality and advantages, especially in scenarios requiring
continuous, automated blockchain interaction through IoT
devices. We seek to unlock new possibilities for a more
efficient, scalable, and responsive digital ecosystem by
bridging these technologies.

This paper presents a PoC that examines the combi-
nation of IoT devices and blockchain technology. Our
PoC concentrates on eliminating the need for external
wallets and enabling IoT devices to automatically sign
transactions to the blockchain through their authenticated
private keys. This innovative method provides scalability,
efficiency, and real-time responsiveness benefits. By allow-
ing devices to handle transaction processing, scalability
is improved, enabling more transactions to be processed.
Automating transaction signing streamlines the process and
lowers overhead, enhancing efficiency. Furthermore, real-
time responsiveness is guaranteed, eliminating any delays
external wallets may cause. Our research aims to showcase
the feasibility and advantages of this method in situations
where continuous, automated interaction with the blockchain
is required through IoT devices.

The paper is organized as follows: a comprehensive litera-
ture review (Section II), overview of blockchain technology
and related information to the architecture (Section III and
IV), blockchain implementation using the presented method-
ology (Section V and VII) and, case study and application
development (Section VI), and simulation demonstrating
the effectiveness of this method (Section VIII), followed
by discussion (Section IX). Finally, Section X provides
concluding remarks for the paper.
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II. RELATED WORK
The integration of blockchain and the Internet of Things (IoT)
has garnered significant attention due to its advantages in
terms of resiliency and security [19]. Businesses utilizing a
unified server-based network structure for transaction acqui-
sition and delivery benefit from this integration, particularly
those with moderate transaction volumes. However, the
lack of privacy compromises ledger consistency and safety,
especially when tracking users’ internet activity. To address
this issue, many firms are employing blockchain technology
to prevent interference and forgeries, developing strategies
and procedures that ensure immutable record security for
storage and peer-to-peer network communication within and
outside the network [32].
To ensure security and transaction efficiency,

Huang et al. [33] propose a consensus technique for
connected components that reduces legitimate energy
expenditure while increasing processing difficulty for
malicious actors. The benefits of integrating blockchain and
IoT can be summarized in seven aspects: decentralization,
scalability, identity, autonomy, reliability, security, and the
services market. One area where the lack of transparency is
exposed is the agriculture supply chain, which is susceptible
to consistent fraud [34]. Several studies have explored
the potential uses of blockchain technology in various
fields, focusing on its application in IoT systems and
associated properties such as privacy, scalability, and record
governance [35].

There is a consensus that blockchain technology can
enhance visibility throughout the supply chain for agri-
cultural commodities. Businesses are leveraging blockchain
and IoT to provide consumers with safe, sustainable, and
progressive food production methods. The combination of
blockchains, data science, and sensor technologies has led to
new ideas for improving resilience in agricultural food supply
chains [36]. To address the challenges in conventional agro
supply chain networks, Bhat et al. [37] propose the Agri-
SCM-BIoT architecture, which also categorizes security
risks associated with IoT infrastructure and reviews current
blockchain-based defenses.

Minoli et al. [38] discuss various safeguards for
blockchains, highlighting the ability of networked devices to
gather information, process it, and make sound suggestions.
The goal of IoT is to equip a large number of itemswith digital
intelligence for tracking and regulation using algorithms and
computational tools [39]. However, challenges related to
storage capacity, security, data privacy, and smart contracts
have been identified in the blockchain-IoT connection,
particularly food traceability.

A ledger solution for energy-efficient IoT streaming
devices is proposed to address these challenges, enabling
data transfer in independently verified, encrypted, and trust-
worthy chunks without compromising security, traceability,
or trustworthiness [40]. The solution incorporates a proxy
re-encryption network to safeguard the data IoT devices

transmit. IoT utilizes the Interplanetary File System (IPFS)
for file storage and exchange to handle the constant data
stream. A security analysis is also conducted on smart con-
tract code to ensure its resilience against vulnerabilities [41].
In transportation, the blockchain and IoT in storage

containers promise to improve efficiency and reliability.
By utilizing smart contracts and Internet-connected contain-
ers, the prototype aims to examine the long-term viability of
this technology in transportation.

The architecture proposed by Bahga and Madisetti [42]
focuses on the Industrial IoT (IIoT), where blockchain
enables sensors to connect and interact with each other. This
architecture allows for data storage, analysis, and execution
of smart contracts on cloud-enabled single-board computers.
The authors demonstrate the potential applications of this
platform in machine upkeep and intelligent monitoring.

Angrish et al. [43] propose a decentralized platform called
FabRec for sharing information about product construction
in a trustworthy network. By using blockchain and smart
contracts, this platform enables transparency and direct
inspection of manufacturing capabilities. It provides a
reliable way for companies to collaborate and share data in
the context of mass customization.

Papadodimas et al. [44] present a market infrastructure for
trading weather sensor data over the Ethereum blockchain.
This infrastructure utilizes smart contracts to record details
of each weather sensor and enables the data owner to decide
where it will be stored. Using tokens, IoT data can be bought
and sold securely and transparently.

Bora et al. [45] present a system, TPPSUPPLY, for
supply chain traceability that uses smart contracts to protect
users’ privacy from intruders. In TPPSUPPLY, off-chain and
on-chain smart contract integration uses ECDSA protocol
cryptographic methods to enable digital signature and
verification. The system can be readily incorporated into
any industry, from the food and drug supply to many other
application areas that protect privacy.

Hasan et al. [20] suggest integrating blockchain and IoT
to improve the agricultural supply chain in Bangladesh. The
research recommends using Hyperledger Sawtooth API for
product tracking and mobile banking for digital payments.
This model aims to increase transparency, prevent delays,
reduce errors, and prevent unethical actions. The study intro-
duces an Integrated Agri-Food Supply Chain (IASC) Model
to benefit all stakeholders, especially small-scale farmers, and
consumers, while providing a roadmap for further research.
Oudani et al. [21] propose a green blockchain framework
for safely transporting hazardous materials. It includes two
models for efficient energy management during transactions,
optimizing computing tasks, and reducing CO2 emissions.
The prototype shows feasibility in a simulated IoT-based
supply chain, promoting sustainable blockchain transactions
while ensuring secure transportation of dangerous goods.
Chandan et al. [22] suggested that blockchain, AI, and
IoT can combined to create a sustainable information
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TABLE 1. Comparison table of literature reviews.

system.However, their implementation and integration can be
challenging for SMEs, requiring expert knowledge. Effective
training platforms are essential for non-specialists to use
these technologies. Nanda et al. [23] proposed a new
approach called NAIBHSC that combines Blockchain with
IoT to create a smart health supply chain management
system that ensures security, privacy, trust, and tracking of
medical products. It prevents counterfeit drugs and damage
to medical components, reduces costs, and offers real-time
status updates during shipment. The experimental results
showed that it outperformed existing approaches regarding
response time, with an average TPS of 100 milliseconds for
a group of 500 users.

Overall, these studies demonstrate the potential of
blockchain technology in enhancing various aspects of IoT
applications. They address challenges such as transaction
processing, data sharing, transparency, and collaboration,
paving the way for widespread implementation of blockchain
in IoT domains. IoT research studies mostly focus on
sensors responsible for gathering information. However, our
proposed Proof of Concept (PoC) takes a step further by
actively writing data directly to the blockchain. This signifies
a device that collects information and performs actions
based on it. Table 1 summarizes and compares the existing
work.

III. SYSTEM MODEL
In this section, we provide a comprehensive introduction and
definition of the key components that form the foundation of
our system model.

A. BLOCKCHAIN TECHNOLOGY
Blockchain, also known as distributed ledger technology,
is a decentralized system that stores data across multiple
servers worldwide. Its origin can be traced back to Satoshi
Nakamoto’s whitepaper on Bitcoin in 2008 [46], which
introduced the concept of using blockchain in financial appli-
cations. Initially, blockchain technology was predominantly
utilized in the financial sector to create a trustworthy and
secure environment without a central authority. It addressed
issues such as preventing double-spending attacks, where
digital assets like cryptocurrencies played a significant
role [47]. Over time, the potential of blockchain technology
has extended beyond finance and has found applications in
various sectors such as supply chain management, healthcare,
andmore [48], [49]. A blockchain consists of chronologically
linked blocks containing cryptographically linked data to the
previous block, forming an immutable chain. Any attempt to
modify data in a previous block would result in changes to
subsequent blocks, allowing the detection and rectification of
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FIGURE 1. Decentalised application (DApp)’s architecture.

tampering [50], [51]. This property ensures the security and
immutability of the blockchain.

Cryptocurrencies have a safeguard that prevents attackers
from taking control of a blockchain network. This is because
they would need to acquire at least 51% of the network’s
computing power, which is practically impossible [52].
This protection ensures that other miners can continue
creating new blocks without disruption. Blockchain-based
applications are highly secure, trustworthy, cost-effective,
and transparent [53], [54], [55]. Therefore, blockchain
technology is a promising solution for many scenarios.

1) ETHEREUM AND DECENTRALIZED APPLICATION
Following the emergence of Bitcoin, numerous alternative
cryptocurrencies, commonly referred to as altcoins, have
emerged. Ethereum has gained significant popularity as
the second most prominent cryptocurrency. Ethereum has
introduced a unique platform that enables the development
of blockchain projects on top of its blockchain infras-
tructure [56]. As an open-source, decentralized software
platform, Ethereum revolutionized the blockchain landscape
by introducing the concept of smart contracts and decentral-
ized applications (DApps) in 2015 [57].

By leveraging the Ethereum Virtual Machine (EVM),
developers can build and deploy DApps, digital applications
that operate on the blockchain, or a peer-to-peer network
of computers without needing a central authority [27].
Smart contracts, a fundamental aspect of Ethereum, define
the terms, conditions, and functionalities that govern the
execution of agreements on the blockchain [26]. For instance,
a smart contract can facilitate a payment transaction between
two individuals by programmatically enforcing predefined
conditions. This eliminates intermediaries and enables secure
and transparent transactions within the Ethereum ecosys-
tem [58]. The DApp (Fig. 1) is connected to a blockchain
network, which enables users to perform actions based on the
smart contract. Users interact through a front-end interface
to transactions of a smart contract to communicate with the
blockchain to process and record these actions securely and

transparently. Users who interact with a DApp to perform
activites follow the same actions.

Essentially, Ethereum functions as a vast global network
of interconnected nodes, each maintaining a copy of the
Ethereum blockchain [59]. These individual computers
form a decentralized infrastructure, providing a robust
and distributed computing environment. Transactions within
the Ethereum network are disseminated through replicated
nodes, ensuring information propagation [60]. This decen-
tralized architecture underpins the security and resilience of
the Ethereum blockchain, enabling participants to engage in
trustless interactions and transactions worldwide [61].

B. INTERNET OF THINGS
The Internet of Things (IoT) is a highly advanced network of
physical objects with the remarkable ability to communicate
and connect seamlessly over the Internet [62]. These objects
are designed to expertly gather valuable data from their
surroundings, ultimately leading to more efficient processes,
cost savings, and improved product quality. The physical
devices are at the core of an IoT system, often equipped
with sensors and actuators [63]. These devices range from
everyday objects like thermostats, lights, and appliances
to more advanced devices like industrial machinery and
vehicles. Each device is assigned a unique identifier and
is connected to the internet through wireless or wired
connections [64].

The advanced microprocessors integrated into the IoT
devices make them fully equipped to connect, gather
data, and make smart decisions autonomously, resulting in
unprecedented productivity and convenience [29]. Sensors
embedded within the devices capture information to perform
specific actions based on received instructions. The use of
blockchain technology for digital currency transactions has
become common. Recent developments in sensor technol-
ogy (Internet of Things) have also shown indications of
optimism [28]. People who might not otherwise be able to
exchange content can do so through blockchain technology.
Without IoT optimization of the distributed ledger, businesses
risk significant inefficiencies and the need for significant
processing capacity.

C. MICROPROCESSOR
IoT systems depend on microprocessors, crucial in executing
numerous tasks [65]. These tasks encompass data acquisition,
actuator activation, device-to-device communication, oper-
ating system (OS) management, program execution, power
management, and beyond. The Raspberry Pi is a favoured
choice among the available microprocessors for consumer
applications [66]. Its compact size and cost-effectiveness
make it highly suitable for development purposes. It features
an ARM architecture that allows users to build applications
on established operating systems like Linux [67]. In enter-
prise usage, notable microprocessor manufacturers such as
Intel, AMD, and Qualcomm offer prominent solutions. It is
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vital to recognize that without these fundamental compo-
nents, the IoT industry as we know it would not be feasible,
as they form the backbone of IoT device functionality and
enable the realization of its vast potential [25].

D. MICROCONTROLLERS
Microcontrollers are pivotal in the Internet of Things (IoT)
by providing control and monitoring capabilities for various
devices and systems. These devices offer cost-effective, com-
pact, and energy-efficient solutions, making them well-suited
for performing specific tasks across various gadgets [24].
A standard microcontroller encompasses components such
as the processor, memory, serial ports, and peripherals,
including timers and counters. In our research, we have
selected the Arduino Uno microcontroller as our preferred
choice for prototyping purposes. The Arduino Uno stands
out due to its seamless communication capabilities via a
virtual serial port with computer systems [68]. This enables
effortless control and coordination of various input-output
devices, enhancing the overall efficiency and functionality of
IoT applications.

1) INPUT DEVICES
A connection is established between the Arduino Uno and
different input devices to obtain information. These devices
serve as crucial tools for gathering data and can be classified
into the following categories:

1) Sensors:
• Temperature and humidity: Sensors, such as
DHT11 or DHT22, enable the monitoring of
ambient temperature and humidity levels.

• Motion: Passive Infrared (PIR) or ultrasonic
sensors detect motion or presence, enabling appli-
cations such as security systems or occupancy
detection.

2) Buttons and Switches:
• Push Buttons: Simple momentary pushbuttons
provide user input for various applications, includ-
ing user interfaces or menu navigation.

• Toggle switches: These switches have two stable
states and are commonly used to control system
functionalities or modes.

3) Potentiometers:Variable resistors enable users to input
analogsignals by manipulating a physical knob or dial.
By precisely adjusting the position of the knob, users
can finely tune and modulate the desired output or
response, enhancing the flexibility and customization
of various electronic systems.

2) OUTPUT DEVICES
While the data is being retrieved, the Arduino Uno can
be connected to various output devices to display the
information or perform programmed actions based on the
input received. Below are some output devices that are
compatible with the Arduino Uno:

FIGURE 2. IoT integration with Raspberry Pi for blockchain
communication.

1) LEDs (Light-Emitting Diodes): are great for visual
or status indications in applications. RGB LEDs offer
even more possibilities by displaying a wide range of
colours, making them perfect for visually engaging
displays and colour-coded visual cues in IoT systems.

2) Buzzers: are sound-producing devices that can gener-
ate basic audio tones or be used for audible alerts and
notifications.

IV. IoT SYSTEM DESIGN
Fig. 2 shows the full IoT device communicating with the
blockchain network. We interface Arduino with Raspberry
Pi such that the sensor’s value from Arduino sends values
to Raspberry Pi through a simple serial communication [69].
As per our use case, we use one-way communication, i.e.,
the information is sent from Arduino to Raspberry Pi. The
Raspberry Pi’s GPIO pins are digital pins that set outputs or
read inputs to high or low. To read the value of the analog
input devices such as potentiometers, one might use an ADC
chip (Analogue-to-Digital converter) likeMCP3008 [70].
In our system design, we used Arduino instead of IC

MCP3008 because, for the proof of concept, we usedArduino
for the analog inputbecause it fullfilled the same criteria of
our requirement, i.e., getting analog input from the sensor.

The Adruino (setup described in section IV-A) one-
way communicates by sending values to raspberry pi,
which interacts with the blockchain in writing and reading
information directly (detailed description in section V-A).

A. ARDUINO SETUP
Fig. 3 shows Arduino’s circuit architecture. We used Arduino
Uno R3 because it is popular, has good documentation to get
started, and is quite easy to use. The circuit consists of the
following:
• Arduino Uno to load the program that will take input
from the 10 k� potentiometers and, based on input
range, will give output signal through different LEDs.

• LEDs of different colors indicate the analoginput range
from the potentiometer. The LED that should illuminate
is coded and loaded. The algorithm 1 describes the
output range.

• 10 k� potentiometer is used as input. It is a
three-terminal adjustable variable resistor to alter the
resistance via a knob or dial. The potentiometer’s
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FIGURE 3. Arduino schema.

rotation changes the amount of resistance, giving a
different analoginput. The shaft’s rotation varies from
0 to 5V , giving an analogread from 0 to 1023. This range
is proportional to the voltage applied to the pin.
We use the potentiometer as input to demonstrate how by
manually simulating the input (using the knob), we can
alter the input value to make a desired environment.
For example, using a humidity sensor or temperature
might not have been a good choice because controlling
the environment as per our input would have required
an external environmental setup, making the experiment
comparatively expensive and difficult to control.

• Jump wires of different types are used for communica-
tion among different entities.

B. RASPBERRY PI SETUP
Our prototype utilizes the Raspberry Pi 3 Model B+, a low-
cost computer that is about the size of a credit card. It can
be connected to input devices such as a keyboard and mouse
and can be displayed on external devices like monitors
or televisions. The device is powered by a BCM2837B0
System-on-Chip (SoC) that includes a 1.4 GHz quad-core
ARMv8-A 64-bit processor.

1) ACCESS OVER SSH
To get started, we must ensure that our device is connected
to the local network and to wifi on our Raspberry Pi. We will
need the device’s local address to proceed. For added security,
SSH is disabled by default to prevent unauthorized access
from hackers. A private key is stored in the device to ensure
maximum protection. To access the device, we will need to
enter a password added is set up on the Raspberry Pi. It’s
recommended that we change the default password for added
security.

Algorithm 1 Arduino Setup
1: GREEN ← 10
2: YELLOW ← 9
3: RED← 8
4: ANALOG_IP← A0
5: function SETUP()
6: pinMode GREEN ← Output
7: pinMode YELLOW ← Output
8: pinMode RED← Output
9: end function
10: loop
11: value← analogRead(ANALOG_IP)
12: if value ≤ 600 then
13: digitalWrite GREEN ← HIGH
14: end if
15: if 601łvalue ≤ 800 then
16: digitalWrite YELLOW ← HIGH
17: else
18: digitalWrite RED← HIGH
19: end if
20: Print value
21: end loop

We connect to the device via a remote desktop for a
seamless and easy experience.

2) DEVICE REGISTRATION
The administrator manages the Internet of Things (IoT)
devices within a supply chain scenario. The administrator
registers the IoT device on the smart contract, associating
it with a specific product ID. This registration formally
acknowledges that the IoT device is authorized to participate
in the supply chain operations. The IoT device is physically
installed on a transport vehicle, allowing it to engage with
the blockchain network actively. The IoT device maintains
a continuous connection with the blockchain throughout
transportation, enabling it to commit transactions to the
distributed ledger. These transactions typically pertain to
various stages of the product’s journey, such as location
updates, temperature monitoring, or other relevant data
points.

The IoT device is authenticated with a private key and
the corresponding address associated with its registration on
the smart contract. This authenticationmechanism guarantees
that only the authorized IoT device can interact with the
blockchain network and commit transactions on behalf of its
associated product.

Once the product associated with the IoT device reaches its
intended recipient, the device is reset, marking the completion
of the product delivery. It signifies that the IoT device’s role in
the supply chain for that specific product has concluded. The
reset process may also involve deregistering the IoT device
from the smart contract. This step prevents any unauthorized
use or tampering with the IoT device once its purpose in

VOLUME 11, 2023 121179



Y. Madhwal et al.: Enhancing Supply Chain Efficiency and Security

Algorithm 2 IoT Contract Communication
Required: Smart Contract Address, ABI
Required: Blockchain API URL
Required: Dotenv with privatekey
Required: timeGap← From Smart Contract
1: Import required libraries
2: Establish Connection with Network
3: productID← ID of Product
4: iotc← contractInstance(Address,ABI)
5: function inject_Transaction(value)
6: Broadcast transaction passing productID and value
7: end function
8: Import PrivateKey
9: Connect to Arduino Port

10: starting_time← currentTime
11: tranaction_value← 0
12: while True do
13: sensorValue← Read Sensor Value
14: if sensorValue > 0 then
15: sensorValue← Value from Arduino
16: if sensorValue > tx_value then
17: tx_value← sensorValue
18: end if
19: if currentTime ≥ starting_time + timeGap then
20: INJECT_TRANSACTION(tx_value)
21: starting_time← currentTime
22: tx_value← 0
23: end if
24: end if
25: end while

the supply chain is fulfilled. If required, the device can be
reauthenticated with new key pairs for a new product .

This device is a connected vehicle communicating with a
smart contract within a designated timeframe. Users can view
information from the device through a user interface. Figure 4
outlines the steps for a product with a specific identification
number or serial number, including Initialization, where
the product is initialized with important information such
as its source and destination. In the Transfer phase, the
device updates the data at regular intervals of approximately
20 seconds. Once the product is received, the device stops
updating the blockchain with information. Figure 4 shows the
device’s integration with a transport vehicle. In this example,
the IoT device monitors the temperature of a refrigerator. The
IoT device communicates with the blockchain remotely.

C. SECURITY
The device is connected to the local network for configuration
to a secureWi-Fi network, ensuring that the device can access
the internet and communicate with other devices within
the network. The device is protected from unauthorized
access through a secure connection, and various measures are
implemented in Raspberry Pi’s setup. Additionally, SSH is

FIGURE 4. IoT device fitted to transport communicating with the
blockchain.

enabled by default to prevent hackers from gaining access
to the device and its private key, which contains sensitive
information. Additionally, the Rasppi is password protected
and requires a separate login using the password associated
with the Raspberry Pi. Adding an extra security layer ensures
that only authorized individuals can access the device and
its resources. While a default password is initially set,
changing the password to a unique and strong one is strongly
recommended to enhance security further.

1) SMART CONTRACT ACCESS INFORMATION
The smart contract incorporates a verification mechanism
to determine whether the required time for executing the
contract has elapsed. The transaction will be rejected and not
broadcasted if the designated time passes. However, the smart
contract will broadcast the transaction for further processing
if the required time has elapsed. This time-based validation
ensures that transactions are executed per the specified
timeframe specified in the contract, promoting transparency
and adherence to temporal constraints.

In addition to the time checks the smart contract performs,
we introduce an additional layer involving a Raspberry Pi.
The Raspberry Pi is programmed to verify the required time
in the smart contract before broadcasting at its level. It ensures
that the necessary time has elapsed before proceeding with
the broadcast.

2) SSH FOR PUBLIC KEY AUTHENTICATION
To improve the convenience and security of storing and
accessing private keys, using the dotenv library is rec-
ommended. This library allows the creation of a separate
‘.env‘ file. This approach centralizes the storage of private
keys in a secure and easily accessible location, making it
easier to manage and deploy scientific applications. The
‘.env‘ file stores private keys in key-value pairs, ensuring
confidentiality. With the help of dotenv, accessing private
keys becomes more straightforward and secure [71].
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FIGURE 5. IoT device consisting of Potentio meter, LED lights,
microcontroller Arduino UNO, and microprocessor Raspberry Pi.

V. METHODOLOGY
Our approach involves creating an architecture that combines
IoT and Blockchain technology. This architecture will
be used to develop and test an IoT layer that collects
sensor data and communicates with the blockchain network.
To collect data, we will use an IoT device (See Figure 5)
that interacts with the application deployed on the private
blockchain network. The microcontroller reads information
and executes virtual scripts based on the input, which is
later injected into the blockchain. The device periodically
sends updates to the blockchain with the sensor’s value.
However, continuous communication over the blockchain can
be expensive, therefore the device will update the blockchain
value at a specified interval determined by the smart contract.
We thoroughly tested the system to ensure its functionality,
security, and reliability. Any bugs or issues identified during
the testing were addressed, and necessary refinements were
made (section VII-E).

A. DEVICE TRANSACTION SIGNATURE
Every transaction added to the blockchain will be approved
by an IoT device, i.e., without using decentraliszd external
wallets such as MetaMask.

External wallets like Metamask and Wallet Connect
allow users to interact with DApps and smart contracts on
blockchains. These wallets are integrated into EVM-based
applications like Ethereum, Binance, Arbitrum, Polygon,
etc. They enable users to access their EVM accounts
and interact with smart contracts. Users manually approve
transactions signed, for example, by Metamask using their
private key to ensure authenticity and integrity. The signed
transaction is then broadcasted to the Ethereum network via
the Metamask provider, which includes relevant details such
as the recipient address, transfer amount, and additional smart
contract data. Metamask streamlines the transaction signing
and broadcasting process, offering a user-friendly interface
for managing Ethereum accounts and engaging with smart
contracts and DApps on the Ethereum network [72].

The IoT device is designed to sign transactions without
manual intervention automatically periodically. It is pro-
grammed to allow it to interact directly with the smart
contract and use the authenticated private key for transaction
signing (refer section IV-C). Algorithm 2 describes the
device’s interaction with the smart contract on the blockchain
to sign and broadcast the transactions, thus ensuring the
integrity and validity of the transactions it initiates. This auto-
mated transaction signing capability enhances the efficiency
and reliability of the IoT device’s involvement in the supply
chain or any other relevant application where its autonomous
interaction with the smart contract is required.

VI. WORKFLOW
Section IV provided the solution of an IoT-based device
integrated with the smart contract.

Workflow of the system:
1) In deploying a smart contract on a blockchain network,

a wallet address is associated with the role of the
contract owner.

2) The smart contract owner grants access to the item’s
producer, who must verify access with the smart con-
tract before performing actions. The contract processes
or reverts actions based on access verification.

3) The producer, with granted access, creates a product
by providing relevant information such as destination,
recipient, and the integrating IoT device known as
the Transporting Entity. The Transporting Entity con-
tinuously communicates over the internet, updating
the transport status. The device periodically updates
the blockchain with sensor values within a specified
interval to minimize costs read from the smart contract.

4) The IoT device interacts with the smart contract,
following an algorithm 6 that interfaces with device
actions and internal smart contract actions. The device
sends sensor values to the contract, storing them and
comparing themwith previous values at the end of each
time frame. The value is broadcastbased on specified
criteria (higher or lower) at the end of the time frame.
The following are the off-chain steps that IoT device
carries out:
a) Sensor every second notes the value and stores the

variable.
b) Depending on the time frame to broadcast the

transaction, every second the value read is com-
pared and with the preceding value, comparing
higher or lower (depending on the requirement),
is stored in the variable broadcasted at the end of
each time frame.

5) The previous step is repeated until the package is
received. Once the package is received, the sensors
can still read values, but the transaction cannot be
committed to the blockchain. (Algorithm 5).

Figure 6 represents the sequence workflow of the proposed
IoT model. The transport entity interacts directly with the
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blockchain whereas other entities interact with blockchain via
DApp (explained at III-A1)

VII. BLOCKCHAIN BASED IoT SOLUTION
This section will demonstrate the practical application of
IoT-based solutions in a blockchain and their integration with
a basic supply chain scenario.

A. USE CASE
Imagine an object needing to be transported from its source
to a specific destination while complying with certain
requirements to guarantee its optimum effectiveness. If the
object is exposed to harsh or unfavorable conditions during
transportation, its efficiency may be compromised. However,
the individual receiving the object at the destination may
not know the transportation conditions and may still accept
the object as if it had been transported under favorable
conditions. To avoid this issue, Blockchain technology can
monitor and report the object’s progress from its origin point
to its ultimate destination, ensuring its requirements are met
throughout the journey.

We define a simple scenario where a producer sends an
item to a receiver through a transport company, and here, it is
important to emphasize that we are solely focusing on a single
transport company for the delivery of an item from a producer
to a receiver.

B. ACTORS
The scenario involves the following participants:

1) Admin: The administrator must ensure the producer is
authorized to create items and a smart contract based
on the specific use case. In our proof of concept,
the administrator is responsible for the following
activities:
a) Grant Access: The administrator can permit

specific wallet addresses, assigning them the
producer role. This role authorizes them to create
a package on the blockchain.

b) Revoke Access: The admin can also revoke
producer access.

2) Producer: To facilitate the production process, the
authorized Producers can utilize the function within
the smart contract and input the required parameters.
Among these parameters is the designated transporter’s
wallet address, which will be responsible for physically
transferring the item to its intended destination.

3) Transporter: The notion of a transporter may vary
depending on the situation. In this instance, we allude
to a platform where an IoT device is incorporated to
gauge particular conditions. To clarify, it could be a
moveable refrigeration unit that gauges temperature or
a freight vehicle that consistently relays data on its
whereabouts.

4) Receiver: The receiving entity that will receive the
item.

C. BACKEND: SMART CONTRACT DESIGN
Blockchain technology offers a high level of security, and
access control is a crucial feature that ensures its integrity.
This is achieved through smart contracts, which enable
transactions to be signed by the intended recipient. We used
the EVM test network Binance and the Hardhat framework
to develop and deploy our smart contract [73]. The latter
provides several benefits, including Solidity debugging,
testing, and comprehensive documentation, which make it
easier for new users to learn and use the platform. Deploying
our smart contract on the Binance test network was strategic
since it offers low fees and fast transaction processing
times. Furthermore, using a test network allows us to make
enhancements to the blockchain independently of the main
network without any capital involvement. Utilizing these
resources has allowed us to create a robust and secure system
that benefits our users.

1) ACCESS CONTROL
System actors operating within the system are granted the
ability to input information by accessing the smart contract.
Following the system’s architecture, the smart contract owner
is held accountable for providing producers with access to
create packages or products. It is presumed that the individual
who deploys the smart contract is the initial owner, though
ownership has the potential to be transferred. Algorithm 3
details the process for granting or revoking access, which the
smart contract owner or the system administrator can execute.

Algorithm 3 Granting/Revoking Access
Input: address_user
1: Initialization: userAccess(address_user)← bool
2: function _toggelAccess(_address,_value)
3: userAccess(_address)← _value
4: end function
5: if (msg.sender = address_owner) then
6: currentState← userAccess(address_user)
7: if (grantAccess) then
8: if (currentState ̸= True) then
9: _toggelAccess(address_user,True)
10: else
11: Revert: ‘‘Already has access’’
12: end if
13: else
14: if (revokeAccess) then
15: if (currentState ̸= False) then
16: _toggelAccess(address_user,True)
17: else
18: Revert: ‘‘No access’’
19: end if
20: end if
21: end if
22: else
23: Revert and show error ‘‘Only Owner’’
24: end if
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FIGURE 6. Workflow sequence diagram.

Algorithm 4 Initializing Product
Input: destination, recipient, transport
1: Initialization: currentID← ID
2: if (userAccess(address_user) = True) then
3: map[currentID].destination← destination
4: map[currentID].recipient ← recipient
5: map[currentID].transport ← transport
6: ID++
7: else
8: Revert and show error ‘‘Only Producer’’
9: end if

2) INITIALIZE PRODUCT
Once a producer receives access to the system, they can
start initializing (producing) package items.. We consider
product serial numbers in incrementation (starting from 0)
for simplicity. The function Initialize Product passes the
following parameters:
• destination: Destination of the item from origin.
• recipient: The recipient’s address, i.e., the package
receiver.

• transport: Here, we mean the IoT device integrated
into a vehicle. The vehicle is communicating with the
blockchain via the IoT device.

3) RECEIVE PRODUCT
After the product reaches its destination, the smart contract
returns the recipient’s address of the product with passed
productID as the parameter. The algorithm 5 verifies that the
receiver is correct as intended. The product’s received status
is marked true if verified.

Algorithm 5 Receive Product
Input: productID
1: if (Product_recipient ̸= msg.sender) then
2: if (Product not received) then
3: map[productID].received ← True
4: else
5: Revert with error: ‘‘Product received’’
6: end if
7: else
8: Revert with error: ‘‘Only Recipient’’
9: end if

4) TRACK PRODUCT
The IoT device communicates with a blockchain network
to update sensor values or conditions at specific intervals
defined in a smart contract algorithm 6. The IoT device has
a package serial number that enables it to accurately assign
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values to specific products . The smart contract verifies that
the signer is the authorized entity for the required package.

A time constraint is enforced to ensure the integrity of
the data and prevent consecutive transactions from being
committed prematurely. If the required time has not elapsed
since the previous transaction, an error is thrown, thereby
necessitating the implementation of a layer-2 solution. This
layer-2 solution safeguards, preventing the device from
broadcasting a transaction before it is deemed permissible
(Described at IV-B). To address this requirement, Algorithm 2
has been devised as the proposed solution, effectively
ensuring that such untimely transactions are prevented and
maintaining the reliability and accuracy of the data recorded
on the blockchain.

Algorithm 6 Track Product
Input: productID, value
Input: timeGap from contract
1: if (Product_recipient ̸= msg.sender) then
2: if (Product not received) then
3: currentTime← block.timestamp
4: previousTime← previousTime(productID)
5: if currentTime ≥ previousTime then
6: previousTime(value)← value
7: previousTime(productID)← currentTime
8: else
9: Revert with error: ‘‘Required time not

passed’’
10: end if
11: else
12: Revert with error: ‘‘Product received’’
13: end if
14: else
15: Revert with error: ‘‘Only Transport’’
16: end if

D. FRONTEND: USER INTERFACE APPLICATION
Blockchain networks offer blockchain explorers [74] as
interfaces to interact with deployed and verified smart
contracts. The usability of these explorers can be challenging.
This is because they provide standardized solutions across the
network for all smart contracts, which may align differently
with the specific needs of each application. Therefore,
developing a user interface can significantly enhance the
application workflow and improve the overall user experi-
ence. Customizing the interface to fit the application’s needs
can enhance user experience. It enables them to interact more
smoothly and efficiently with the smart contracts.

We created a decentralized application with various
components allowing different users to interact. Frontend
development is crucial in displaying data and enabling
user interactions. We utilized the Vue framework [75],
a JavaScript framework known for efficiently constructing
dynamic and interactive web interfaces, to achieve this.
Vue’s reactivity and component-based architecture make

development more straightforward. Additionally, we inte-
grated Tailwind CSS, a utility-first CSS framework, to further
enhance the application’s frontend design.

In decentralized applications (DApps) and blockchains,
communication often occurs through Remote Procedure
Calls (RPC) [76]. RPC enables DApps to interact with the
blockchain by calling smart contract functions, obtaining
data, and carrying out transactions. This approach allows
DApps to benefit from the blockchain’s security and trans-
parency while maintaining compatibility and scalability with
external systems and real-time data sources.

The application consists of the following pages:
1) Admin Page: is where the Admin can grant or revoke

a producer’s access to produce packages/items. The
Admin can also check the producer’s status to see if
they have access to the network. Depending on the
blockchain’s response to the status of the producer’s
wallet, the Admin will be shown the next possible
action. For instance, if the wallet does not have
access, the Admin can grant access and vice versa
(Algorithm 3).

2) Producer Page: Authorized producers can create
items by providing the required parameters, such as
destination, receiver, and transportation, as outlined in
the example workflow. Once all the necessary steps are
completed, the producer will receive a package serial
number (or tracking number) from the blockchain. The
transaction will be committed to the blockchain before
the serial number is returned. An error message will
be displayed if the wallet address is not authorized to
create packages (Algorithm 4).

3) Receiver Page: After the authorized receiver receives
the packages, they must enter the package serial num-
ber to confirm receipt of the product. The algorithm 5
describes the specific actions the receiver should take.
An error message will be displayed if the wallet address
is not authorized to receive the package.

4) Track: To keep track of a package’s condition, one
must have its serial number and can check its status
at specific intervals. The package’s sensors provide
information on its condition (Algorithm 6).

The application requires a connection to an external wallet
to perform any write actions. While it is possible to sign
transactions on the smart contract using a private key similar
to the proposed IoT device, we integrate using an external
wallet for integration with decentralized applications.

Figure 7 demonstrates how a blockchain smart contract
interacts with an IoT device. However, if the intended
recipient has already received the product, the following
transaction, emitted from an IoT device, cannot be committed
to the blockchain. A status check can be implemented
before broadcasting the transaction to avoid incurring gas
fees. Verifying the status beforehand can prevent failed
transactions from being executed and associated gas fees.
This proactive approach optimizes transaction efficiency and
reduces costs in the blockchain network.
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FIGURE 7. Actions of IoT device’s interaction with the blockchain’s smart contract. (From bottom to up) Product Initialise, Product transportation phase,
Product is received, and transactions not broadcasted once the product is marked received.

FIGURE 8. Solidity code coverage.

E. TESTING SMART CONTRACT
We utilized the Hardhat testing framework to evaluate
our smart contract’s functionality and security thoroughly.
Hardhat provides a robust and efficient testing environment,
allowing us to test different scenarios and cases. Through this
testing process, we identified and addressed potential vul-
nerabilities, validated our workflow’s integrity, and improved
overall quality. Our testing considered numerous real-world
conditions to ensure our system could deliver reliable and
secure performance in practical deployment scenarios.

We assess the effectiveness of the test by determining
how much of the code is executed during test runs. Figure 8
provides the coverage report of the proposed smart contact
solution.

The code with instructions is available here [77].

VIII. WORKFLOW SIMULATION
We conducted testing using test cases to evaluate the security
of the smart contract (Described in section VII-E). Here,

the simulation focuses on assessing the performance of gas
consumption.

Measuring gas consumption allows for analyzing and
assessing computational resources used by smart contracts.
By monitoring gas usage, the effectiveness and efficiency
of smart contracts can be improved, leading to increased
scalability and cost-effectiveness.

In our simulation, we consider a scenario where a
package of cream cheese is transported from New York to
California via truck, with multiple stops and drops along
the route. The cream cheese requires constant refrigera-
tion to prevent spoilage caused by bacterial growth [78].
To ensure the integrity of the product, the truck is equipped
with a specialized refrigeration system that maintains
the temperature within the optimal range throughout the
journey.

It is essential to have proper ventilation when trans-
porting cheese to ensure that its quality is maintained and
spoilage is prevented. This is especially important during
longer trips, especially in tropical regions with cold storage
facilities. To maintain the flavor and texture of cheese,
it should be loaded in new and aged conditions. However,
it is crucial to control ventilation carefully to avoid mold
growth.While sufficient airflow is necessary, excessive drafts
should be avoided as they can cause damage. Balancing
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TABLE 2. Gas used in setting the environment.

proper ventilation to protect the cheese from unfavorable
environmental conditions is a key consideration in achieving
successful cheese transportation [79].

A. SYSTEM SETUP
The table 2 displays the amount of gas (measured in Wei)
utilized during the system setup to deploy the contract.
Additionally, this process defined temperature zones to
ensure proper storage conditions. Access rights to authorized
wallets, such as Cream Cheese Enterprises, were also granted
or revoked.

As of 2023, there are 436 cheese production businesses in
the US, which is a 0.9% increase from the previous year.
The number of businesses has steadily risen over the past
few years, with 408 in 2020, 417 in 2021, 433 in 2022,
and 436 in 2023 [80]. We register the 417 address wallet
by calling grantAccess function and take the average gas
used. We infer that one Ethereum block can fit approximately
641 registrations. Despite an overall increase in the number of
cheese businesses in the US, for our experiment, we assumed
that 50% of these businesses would not continue. As a result,
their address wallets must be deregistered through the use of
the revokeAccess function, and the average gas used must be
calculated. It has been inferred that one Ethereum block can
accommodate approximately 1208 deregistrations, almost
double the previous amount. This is because the sstore()
opcode is used when updating the wallet mapping to true or
false. If the wallet is true, we store 1; if it is false (i.e., 0),
we revert to the original state [81].

B. SUPPLY CHAIN WORKFLOW
Once registered, the Producer can create products that will be
recorded on the blockchain. The package can be produced by
inputting the parameters Destination, Recipient, Transport.
The product is created, returns package ID: 1, and updates the
blockchain accordingly. The transportation time to California
from New York is approximately six days, assuming the
journey takes 43 hours of non-stop driving or 6-7 days with
stops. The package’s temperature is constantly monitored and
updated every 24 hours, indicating the maximum temperature
reached. When the package arrives, the recipient receives it.
Table 3 summarises the gas used in this process. From the
table, we infer that the number of supply chain actions that

TABLE 3. Gas used in the workflow. Tracking transport shows the
cumulative gas that is used in transportation.

can fit in 1 Ethereum block is approximately 24 transports,
whichmay be independent of the size of the package.

IX. DISCUSSION AND FUTURE WORKS
The smart contract architecture allows the simultaneous
management of multiple products without having separate
contracts for each product. This design promotes par-
allelization, allowing multiple products to be processed
simultaneously within a single smart contract. The ability
to handle multiple products within one contract enhances
scalability and efficiency. The concurrent execution of
transactions related to different products optimizes resource
utilization and improves overall system throughput. This
approach eliminates the complexity and potential bottlenecks
associated with individual contracts for each product.

When an IoT device has poor signal coverage, it may
have trouble communicating and go offline, which makes it
unable to connect with the blockchain network. However, this
problem has a solution: temporary memory storage can be
added to the IoT device. This storage allows the device to
monitor its condition and maintain its value. The IoT sensor
reads and stores the value in a loop; if the value is higher
than the previous one, it replaces it. This ensures that only
the highest sensor value is recorded on the blockchain during
the offline period, which avoids unnecessary data overload.
Timestamps of previous and current transactions can detect
when the device is offline and when it is reconnected to
the blockchain network. By comparing timestamps, it is
possible to determine when the device lost communication
and regained connectivity.

Manual data entry can be automated with a scanner like a
QR code or barcode reader to simplify product initialization.
This approach reduces human error and improves efficiency
by automatically capturing relevant data such as product
ID, batch number, manufacturing, and expiration dates. This
improves traceability and saves time throughout the supply
chain [82].

There is a risk of fake favourable conditions for sensors.
One way to reduce the risk of fake sensor data is to use multi-
sensor consensus. This involves cross-referencing readings
from multiple sensors to identify and discard any outliers or
falsified data. Regular calibration and validation processes
are also crucial to ensure sensor accuracy. Trusted hardware
components or secure enclaves can provide an extra layer
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of security against tampering or unauthorized access, further
enhancing the integrity and trustworthiness of sensor data.

X. CONCLUSION
IoT and blockchain can enhance supply chain security,
transparency, and data visibility. We created a PoC that
integrates IoT with blockchain to address supply chain
challenges, illustrating the potential and advantages of
allowing IoT devices to autonomously sign transactions to the
blockchain using authenticated private keys, thus eliminating
the need for external wallets.

Through the automation of transactions and integration of
IoT devices, the PoC significantly enhances effectiveness,
eliminates delays, and ensures real-time responsiveness.
This approach confidently showcases IoT devices’ secure
communication and interaction with the blockchain network,
allowing for continuous and automated transaction broadcast-
ing. The detailed workflow of the use case and simulation
results presented in this article make the research findings
more accessible and showcase the practical implementation
of the proposed method. This PoC demonstrates its suitability
in scenarios where continuous, automated interactionwith the
blockchain is required through IoT devices.
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