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ABSTRACT The banking and financial sector has always been a prime target for cyber threats due to the
critical nature of the information they handle. With the increasing dependence on technology and digital
transformation, the sector is facingmore complex and sophisticated threats from cybercriminals. The banking
sector serves as the backbone of a country’s economy, interlinked with various other sectors like petroleum,
mining, health, and industry. Any significant damage to the banking sector can send shockwaves through
the entire economic landscape. Therefore, cyber threat classifications play a crucial role in risk management
and provide a valuable framework for understanding and responding to cyber threats. Understanding the
potential impact of a cyber-attack helps organisations assess the risks they face and develop appropriate
risk mitigation strategies. The purpose of this research paper is to provide a comprehensive analysis of
cyber threats in the banking and financial sectors, including identifying common threats, their nature and
character to help in classification. One of the significant contributions of this research paper is to classify
cyber threats to the banking and financial sectors based on their severity and technicality. This classification
helps to identify the appropriate countermeasures required to mitigate the risks of each type of threat.
Furthermore, the paper explores the technical, non-technical, organizational countermeasures and the legal
and regulatory measures used to protect financial transactions from cyber threats. This research work delves
into the challenges and limitations of cyber threat classifications, focusing specifically on those confronting
the banking and financial sector in their pursuit of robust cybersecurity. Additionally, it analyses recent
trends and developments in the field, highlighting the evolving nature of cyber threats to banking. The most
significant challenge is the rapidly evolving nature of cyber threats, making it challenging to keep up with
the latest trends and technologies.

INDEX TERMS Cyber threats, banking and financial sector, threat classification, risk management, cyber
attacks, countermeasures.

I. INTRODUCTION
The banking and financial sector is a critical infrastructure
that plays a crucial role in the global economy. The sector
has undergone a significant transformation in the last decade,
with technological advancements leading to the digitisation
of banking services. As a result, the sector has become more
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dependent on technology, and this has brought about new
challenges and risks. Cybersecurity is one of the most signif-
icant challenges facing the banking industry today [16], [17],
with cyber threats becomingmore sophisticated and frequent.
Cyber threats in the banking sector can have a significant
impact, including financial loss, reputation damage, and legal
consequences. Therefore, it is essential to understand the
nature and character of these threats and develop effective
countermeasures to mitigate their impact [19]. However, the
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digitisation of banking services has brought about many
benefits, including increased accessibility, convenience, and
efficiency, and has also made the sector more vulnerable to
cyber threats. The increasing use of online banking, mobile
banking, and other digital services has created new avenues
for cybercriminals to exploit [20], [21]. In addition, hack-
ers have become more advanced in technology, making it
challenging for banks to stop cyber threats at the same time.
Cybercrimes have become very prevalent in the financial
sector, and it is now believed to be one of the industry’s
greatest risks. Cybercriminals are constantly devising new
methods of attack, and the banking sector must keep up with
these evolving threats to protect itself and its customers.

There have been several instances of cyberattacks on banks
and financial institutions in recent years. Some examples
include a ransomware attack on Flagstar Bank in the USA
in 2020, a DDoS attack on a network provider that forced
the New Zealand Stock Exchange to shut down operations in
2020, and a data breach on the online stock trading platform
Robinhood in 2021 where the personal information of 7 mil-
lion customers was accessed by a cybercriminal [92]. The
impact of cyber-attacks on the banking industry can be severe,
including financial loss, reputational damage, and legal liabil-
ities. For example, a recent report revealed that the average
cost of a data breach was USD 3.86 million in 2020 [8].
Furthermore, the number of ransomware attacks worldwide
increased by 148% between February andMarch 2020, while
phishing attacks increased by 510% between January and
February 2020 [9]. In the baseline case, some other reports
stated that average losses due to cyberattacks for countries are
around $97 billion or 9 percent of bank net income [34]. In the
severe scenario-where the frequency of events is twice the
peak observed in 2013-average losses would amount to USD
268 billion (26 percent of net income) and risk indicators
would range between USD 352 and 539 billion (34 to 52 per-
cent of net income) [34]. According to a report by Fortunately,
the cost of cyber-attacks on banks reached $18.3 million in
2021. The potential economic damage from a cyberattack
on the financial sector is significant, with estimates ranging
from $50 billion to $120 billion [15]. Financial institutions
are 300 times more likely to experience cyberattacks than
other institutions, and the risk of bank failure from a major
cyberattack is not far-fetched [10]. Cyber-attacks can also
lead to losses of up to $100 billion for financial institutions
[13]. Therefore, it is crucial for banks to take cybersecurity
seriously and implement effective measures to protect their
data and systems [11].

The banking and financial sectors require robust cyberse-
curity measures due to the myriad of cyber threats that have
evolved over the years. Therefore, detecting and mitigating
cyber threats in the banking sector requires a comprehensive
approach that involves a combination of methods, techniques,
workflow, and tools [16]. Methods and techniques include
intrusion detection and prevention systems, antivirus soft-
ware, firewalls, network security monitoring, and security
information and event management systems. The workflow

involves identifying and prioritising threats, analysing their
impact, and developing appropriate response plans. Under-
standing and addressing the complex landscape of cyber
threats is critical to ensuring the security and stability of these
essential institutions. By examining the various types of cyber
threat and their consequences, along with the technical, legal,
and organisational countermeasures that can be implemented,
this research aims to provide a comprehensive overview of
the current state of cybersecurity in the banking sector and
contribute to the development of more effective strategies and
solutions for protecting against cyber threats. This research
seeks to answer the following questions.

- What are the common cyber threats faced by the banking
and financial sector and how can these threats be classi-
fied based on their severity and technicality?

- What are the specific technical, nontechnical, and organ-
isational countermeasures that can effectively mitigate
the risks of each type of cyber threat in the banking and
financial sector?

This paper is organized as follows: The Introduction out-
lines the research problem and its relevance in the field
of cyberbullying. The ‘Literature Review’ section reviews
existing research and identifies gaps. The ‘Recent Trends
and Developments’ section discusses current trends in cyber-
bullying. The ‘Characteristics of Cyberbullying’ section
explores specific characteristics of cyberbullying. The ‘Tax-
onomy of Cyberbullying’ section presents a comprehensive
taxonomy of cyberbullying. The ‘Cyberbullying Classifica-
tion’ section analyzes different types of cyberbullying. The
‘Challenges and Limitations’ section discusses the challenges
in addressing cyberbullying. The ‘Implications and Recom-
mendations’ section presents recommendations for future
research. Finally, the ‘Conclusions’ section summarizes the
research findings and their implications.

II. LITERATURE SURVEY
Several studies have been conducted to identify and classify
cyber threats in the banking and financial sectors. Shkodinsky
[12] conducted a critical review of the domestic and for-
eign scientific literature and practical recommendations to
ensure the protection of the banking institution from cyber
threats in the digital economy. Yevseiev et al. [27]. proposed
an advanced classification of threats to bank information
resources. Tsvetanova and Stefanova [28] presented popular
cyber threats targeting the financial and banking sectors. Best
et al. [39]. made a comparative analysis of the most common
threats to the banking sector based on bank reports and cyber-
security companies. Boitan [97] classified cyber-attacks into
four main categories and emphasised that any attack on the
critical components or services of the financial system could
threaten the stability of the financial system or the finan-
cial security of its participants. Nobles [98] highlighted the
vulnerability of the financial industry to sophisticated cyber-
security threats, human factors, social engineering, credit
card fraud, and online banking schemes. Jakovljevi [100]
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identified mobile applications and Web portals as the most
significant sources of cyber threats in the banking industry.
To counter these threats, various countermeasures have been
proposed. Dubois and Tatar [99] discussed the importance of
training and test beds to better prepare against cyber threats.
Al-Alawi and Al-Bassam [101] proposed a combination of
recommended factors as factors relating to cybersecurity
awareness in the banking sector. Other literature classi-
fied cyber threats as targeted or non-targeted [91], external,
or internal [42]. Targeted attacks are usually directed at spe-
cific organisations or individuals and are typically carried out
by experienced cybercriminals. Nontargeted attacks, on the
other hand, are aimed at any vulnerable system and are often
carried out by less experienced attackers using off-the-shelf
attack tools. External threats are usually caused by hackers
that attempt to breach the security of the banking system.
Internal threats, on the other hand, are caused by employees,
contractors, or partners who have authorized access to the
system.

Ali et al. [102] critically analyzed and discussed the effects
of cyber threats when dealing with online banking services.
Lin andWang [103] highlighted the growing cyber threat that
has created an uncontrollable financial mess for the global
banking industry. Al- Somogyi and Nagy [104] observed
an increasing trend in the number of cyberattacks in the
banking industry, which demonstrates the importance of
information security in this sector. Many literatures classified
cyber threats in the banking sector into many groups [22]
like malware, phishing, distributed denial of service (DDoS),
and insider threats. Malware is a type of malicious software
designed to infiltrate a system and disrupt its operations
[23]. Malware can be used to steal sensitive information,
such as user credentials, banking details, and personal infor-
mation. Phishing is a type of attack that involves sending
fraudulent emails or creating fake websites to trick users
into divulging sensitive information. Phishing attacks can be
highly sophisticated and difficult to detect, and often rely
on social engineering to manipulate victims into revealing
information [24], [30]. DDoS attacks are designed to overload
a system with traffic to disrupt its operations [26]. DDoS
attacks can be targeted at specific organizations or systems or
can be nontargeted attacks that affect any vulnerable system.
Insider threats involve employees, contractors, or partners
who misuse their access privileges to steal or damage data.
Other key threats include vulnerability exploitation attacks,
trojans, ransomware, spoofing, SQL injections, local file
inclusion, and cross-site scripting [4], [5], [6], [7].

Zahoor et al. [30] delves into this emerging crisis, metic-
ulously analysing the various challenges that banks face in
an increasingly digitized landscape. His work underscores
the importance of identifying the security mechanisms cur-
rently employed by banks and suggests countermeasures
to foster a safer banking environment. However, it also
raises fundamental questions about the adequacy of exist-
ing security practises and the need for innovative solutions

to address evolving threats. Complementing Zahoor’s work,
Sheehan et al. [33] challenge the sufficiency of traditional
qualitative methods for assessing cyber risk. They propose
a comprehensive set of criteria that include threat actors,
threat events, vulnerabilities, safeguards, and consequences.
It offers a promising direction for quantifying cyber risk,
enabling more effective risk mitigation strategies. To further
improve our understanding of cyber risk, Bouveret [34] and
Kaffenberger and Kopp [32] each provide frameworks for the
assessment of cyber risk. Bouveret explores different types
of cyber incidents, such as data breaches, fraud, and busi-
ness disruption, and identifies patterns of cyberattacks. His
quantitative framework offers a tractable tool for institutions
and supervisors to assess cyber risk in the financial sector.
Kaffenberger and Kopp, on the other hand, broaden the scope
of analysis to the national level. Their conceptual frame-
work presents a method for assessing systemic cyber risk by
analysing cyber risk exposures, assessing cybersecurity and
preparedness capabilities, and identifying buffers available
to absorb cyber-risk-induced shocks. On the strategic front,
Akinbowale et al. [36] introduce the Balanced Scorecard
(BSC) as a strategic management tool to mitigate cyber fraud.
Their approach stands out in its emphasis on the importance
of nonfinancial measures in the banking sector’s cyber fraud
mitigation efforts. Highlights the need to consider a broader
range of factors, beyond financial metrics, when formulating
effective cybersecurity strategies. However, the prevention
of cyberattacks is not solely the responsibility of banks.
Varga et al. [36] argue that a common operational picture
is essential for effective awareness of cyber situations and
risk management. Their study of the Swedish financial sector
found that despite having a well-developed crisis manage-
ment concept, there’s a systemic failure to collect, analyze,
and utilize information about rational adversaries causing
prolonged disturbances. This gap underscores the need for
better data utilization and the integration of such data into the
sector’s crisis management frameworks. Complementing the
perspective of Varga et al. [36], Kiwia et al. [38] offer a gran-
ular understanding of cyber threats through their proposed
taxonomy of banking Trojans. This threat intelligence-based
taxonomy provides a stage-by-stage operational understand-
ing of a cyber-attack and can be instrumental for security
practitioners in designing effective detection and mitigation
strategies. Navigating the realm of systemic cyber risks,
Doerr et al. [41] and Crisanto et al. [73] tackle the issues from
the viewpoint of central banks and regulatory bodies, respec-
tively. They reveal the intensified focus on technical security
control and resiliency and underscore the need for regulatory
authorities to adopt a risk-based approach to enhance banks’
cyber-security frameworks. Collectively, these studies weave
a comprehensive tapestry of the current state of cyber security
in the banking sector, elucidating its many facets. However,
gaps remain to be in depth explored, particularly in the realms
of threats classifications and countermeasures, indicating rich
avenues for future research.
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III. RESEARCH DESIGN AND FRAMEWORK
DEVELOPMENT
This section outlines the research design adopted to develop
a framework for Cyber Threats Classifications and Counter-
measures in the Banking and Financial Sector. The design
process followed [105] which incorporates various steps to
identify key components, define criteria for classification,
explore threat intelligence sources, develop a taxonomy,
determine granularity, assign threat severity levels, or risk
scores, and continuously assess and refine the framework
based on feedback, real-world incidents, and threat landscape
updates.

The framework development process involves a series
of iterative steps, including identifying key components,
defining classification criteria, exploring threat intelligence
sources, developing a taxonomy, determining granularity, and
assigning threat severity levels or risk scores. Each step is
guided by the literature review findings. The framework will
be designed to be comprehensive, practical, and adaptable to
the unique characteristics of the Banking and Financial Sec-
tor. FIGURE 1 shows the framework development process,
which comprises the following steps:

FIGURE 1. Framework development.

A. IDENTIFYING KEY COMPONENTS
The initial step in the framework development process
involves identifying the key components that form the basis
of the framework. This is achieved through an extensive
review of existing frameworks, drawing upon scholarly lit-
erature, industry reports, and best practices in the field. The
identified components may include threat categories, attack
vectors, vulnerability types, impact factors, and mitigation
strategies.

B. DEFINING CLASSIFICATION CRITERIA
Once the key components are identified, the subsequent step
is to define the classification criteria. These criteria establish
a set of attributes or characteristics that enable the categoriza-
tion of cyber threats within the framework. The classification
criteria are designed to be specific, measurable, and aligned
with the research objectives. They serve as a foundation for
effectively classifying threats based on their distinct charac-
teristics, potential impact, and relevance to the Banking and
Financial Sector.

C. EXPLORING THREAT INTELLIGENCE SOURCES
Enhancing the framework’s effectiveness requires explo-
ration of various threat intelligence sources and data feeds.
This step entails evaluating a range of external sources,
such as threat intelligence platforms, security vendors, gov-
ernment agencies, and industry-specific information sharing
groups. These sources provide valuable insights into emerg-
ing threats, attack trends, and indicators of compromise.
By leveraging diverse threat intelligence sources, the frame-
work can capture a comprehensive view of the threat
landscape in the Banking and Financial Sector.

D. DEVELOPING A TAXONOMY
This step involves creating a logical and coherent arrange-
ment of threat categories, subcategories, and associated
attributes within the framework. Taxonomy should provide a
flexible framework that can accommodate new threat types
and evolving attack techniques, while maintaining consis-
tency and clarity in the classification process.

E. DETERMINING GRANULARITY
This step involves establishing the level of detail at which
threats should be classified. The granularity should be based
on the specific needs and capabilities of the Banking and
Financial Sector, considering resource constraints, the com-
plexity of the threat landscape, and the requirements of
decision-making processes.

F. ASSIGNING THREAT SEVERITY LEVELS OR RISK SCORES
To effectively prioritize response efforts and allocate
resources, a robust process for assigning threat severity levels
or risk scores is integrated into the framework. This step
entails defining a set of criteria and measurement scales to
assess the potential impact, likelihood of occurrence, and
overall risk associated with each identified threat category.
The process adheres to principles of consistency, trans-
parency, and alignment with industry standards or established
risk management frameworks.

The framework development process is iterative, allow-
ing for continuous refinement and improvement. As new
threats emerge, lessons are learned from real-world incidents,
and updates in the threat landscape occur, the framework
will be adapted and updated to maintain its relevance and
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effectiveness in addressing cyber threats in the dynamic con-
text of the Banking and Financial Sector.

IV. CYBER THREATS FRAMEWORK
FIGURE 2 outlines the various parts of the framework in this
section. Additionally, issues including the nature, character,
and classification criteria for cyber threats will be covered.

FIGURE 2. Cyber threats framework.

A. IMPACT OF CYBER THREATS
Cyber threats can have significant impacts on the banking and
financial sectors, due to the sensitivity and confidentiality of
financial information posing risks to the stability, security,
and integrity of these institutions. Understanding the impact
of cyber threats is crucial for comprehending the potential
consequences and implications they pose to the Banking and
Financial Sector. In this section, we delve into an analysis of
the impact of cyber threats, examining the various dimensions
that encompass their potential effects. Through a meticulous
process of organization, we have classified the impact of
cyber threats into distinct categories, providing a compre-
hensive framework that elucidates the potential ramifications
faced by the sector. The process of organizing the impact of
cyber threats involved a systematic evaluation of the potential
consequences across multiple dimensions. We considered
the immediate and direct impact on critical infrastructure,
financial loss, and disruption to operations. Additionally,
we explored the secondary and indirect effects, such as repu-
tational damage, loss of customer trust, legal and regulatory
consequences, and long-term financial implications.

The classification of impact was achieved through a com-
prehensive analysis of real-world incidents, expert opinions,

and relevant industry reports. By synthesizing these diverse
sources of information, we were able to identify and catego-
rize the impact into key areas. These areas include financial
impact, operational impact, reputational impact, regulatory
impact, and legal impact. Each impact category is accom-
panied by a detailed description, highlighting the potential
consequences and significancewithin the Banking and Finan-
cial Sector. This approach not only provides a comprehensive
understanding of the impact but also enables stakeholders
to prioritize their mitigation efforts and allocate resources
effectively. Organizing the impact of cyber threats in a struc-
tured manner, to enhance the sector’s ability to assess and
manage the risks associated with these threats. Recognizing
the multifaceted nature of their impact allows organizations
to develop robust incident response plans, establish effective
risk management strategies, and implement targeted mea-
sures to mitigate the potential consequences. TABLE 1 shows
the ranking of some of the key impacts of cyber threats.
The ranking is based on the potential severity and general
implications. The threat to financial stability is considered
the most severe as it could impair the solvency of a finan-
cial institution and have a spillover effect on other banks.
Financial losses and reputational damage are also considered
serious impacts of cyber threats on banking and financial
services. Data breaches, operational disruption, compliance
and regulatory issues, and increased costs are other impacts
that can negatively affect the operations and reputation of
banking and financial services. Competitive disadvantage is
considered the least severe impact as it does not necessarily
affect the financial stability of a financial institution.

B. THE NATURE OF THE THREATS
It is essential to comprehend the nature of cyber dangers
in order to develop efficient techniques for their detection,
prevention, and mitigation. In this subsection, we explore
an in-depth analysis of the characteristics and attributes that
define the nature of cyber threats. By following a meticu-
lous process, we have examined and categorized the various
dimensions that encompass the nature of these threats,
providing a comprehensive framework to enhance our under-
standing and response to cyber risks. Through this process,
we have categorized the nature of cyber threats into distinct
dimensions. These dimensions include the technical sophis-
tication of attacks, the level of persistence exhibited by threat
actors, the range of targets and sectors affected, and the
motives driving cybercriminal activities. By examining these
dimensions, we aim to provide a comprehensive understand-
ing of the diverse nature of cyber threats faced by the Banking
and Financial Sector. Each dimension is accompanied by a
detailed description that captures its significance and impli-
cations within the sector.

TABLE 2 lists the ranking of the nature of the threats
and the description of each threat’s nature. The ranking is
based on the general implications and potential severity of
the nature of threats on banking and financial services. The
adversarial nature of cyber threats is considered the most
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TABLE 1. Summarize some of the key impacts of CYBER threats in
banking and financial sectors.

severe as cybercriminals intentionally target banking and
financial services to gain financial benefits. Rapidly evolv-
ing character of cyber threats is also considered serious as
cybercriminals frequently update their tactics and techniques
to bypass cybersecurity measures. The covert nature of cyber
threats is another nature that poses a risk to banking and
financial services as cybercriminals may remain undetected
for a long time. Collaboration in addressing cyber threats is
crucial as it helps to mitigate the risks of cyber threats by
sharing knowledge and resources. Impact of cyber threats on
banking is considered the least severe nature of threats as it
is a consequence of other natures of threats, such as financial
losses and reputational damage.

C. THE CHARACTERISTICS OF THE THREATS
The character of cyber threats refers to the attributes, motiva-
tions, and goals of the threat actors involved. Understanding

TABLE 2. The nature of the threat’s dimensions with description.

these characteristics can help institutions better prepare for
and respond to cyber threats. The ranking of the main char-
acteristics of cyber risks in the banking and financial sectors
is shown in TABLE 3. The character of cyber threats plays a
critical role in understanding their behavior, capabilities, and
potential impact. In this section, we delve into a comprehen-
sive analysis of the character of cyber threats, exploring the
distinct attributes and traits that define their nature. By fol-
lowing a rigorous process, we have examined and categorized
the key characteristics that shape the character of these
threats, providing a framework to enhance our understanding
and response to cyber risks. Through this process, we have
categorized the character of cyber threats into distinct dimen-
sions. These dimensions include the level of sophistication
displayed by threat actors, the complexity of attack tech-
niques employed, the degree of organization and coordination
among threat groups, and the adaptability and agility demon-
strated by cybercriminals. By examining these dimensions,
we aim to provide a comprehensive understanding of the
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diverse character of cyber threats encountered within the
Banking and Financial Sector. Each dimension is accom-
panied by a detailed description that sheds light on its
significance and implications within the sector.

The ranking is based on the factors of motivation, sophisti-
cation, persistence, adaptability, collaboration, geographical
distribution, target selection, insider involvement, multi-
vector attacks, and use of legitimate software or tools. Insider
involvement is considered the most impactful threat to bank-
ing and financial services as it poses a risk to sensitive data
and financial transactions. Multi-vector attacks and sophisti-
cation are also considered serious threats as cybercriminals
use multiple attack vectors and advanced techniques to
bypass cybersecurity measures. The use of legitimate soft-
ware or tools is another threat that can make it difficult to

TABLE 3. Threats’ characteristics.

detect and prevent cyber-attacks. Adaptability, persistence,
geographical distribution, target selection, collaboration, and
motivations are other factors that can impact the character of
threats on banking and financial services.

D. CRITERIA USED TO CLASSIFY CYBER THREATS.
In this section we will explore in depth to explore criteria
used to classify cyber threats with some examples for each
criterion. The specific characteristics of the threat, which in
turn can help in determining the most appropriate response
strategies. Understanding the various criteria used to classify
cyber threats is vital for developing effective countermea-
sures. By analyzing the threat vector, attack surface, attack
type, threat severity, threat origin, threat impact, attack objec-
tive, frequency, attack complexity, and threat actor can gain a
better understanding of the cyber threat landscape and tailor
their response strategies accordingly. By employing these
criteria, we aim to create a comprehensive and well-rounded
classification framework that captures the diverse dimensions
of cyber threats. Each criterion is accompanied by a detailed
description that clarifies its significance and applicability
within the classification process. In TABLE 4, we classify
various criteria of cyber threats into different dimensions.

The awareness of the examples provided for each crite-
rion helps to develop a comprehensive understanding of the
various threat scenarios. This knowledge will allow orga-
nizations to prioritize cybersecurity investments, implement
appropriate security controls, and continuously monitor and
adjust the defenses in response to the ever-evolving cyber
threat landscape. Ultimately, a comprehensive understanding
of these criteria and examples will enable to maintain the
security, confidentiality, and integrity of their systems and
data, protecting both their organizations and their customers
from the detrimental effects of cyber threats. Establishing
a set of criteria for classifying cyber threats is paramount
in developing a comprehensive understanding of the threat
landscape. In this section, we delve into an in-depth analysis
of the criteria employed to classify cyber threats, enabling
a systematic and structured approach to threat categoriza-
tion. We have identified and defined the key criteria used to
classify these threats, providing a framework that enhances
the ability to assess, prioritize, and respond to cyber risks
effectively. Through this process, we have established a set
of criteria that guide the classification of cyber threats. These
criteria encompass technical factors, such as the nature of the
attack, the vulnerability exploited, and the level of sophis-
tication exhibited. Additionally, non-technical factors, such
as the motives of threat actors, the scope of impact, and the
potential for financial loss or reputational damage, are consid-
ered. Employing these criteria aims to create a comprehensive
and well-rounded classification framework that captures the
diverse dimensions of cyber threats. Each criterion is accom-
panied by a detailed description that clarifies its significance
and applicability within the classification process. In TABLE
4, we classify various criteria of cyber threats into different
dimensions.
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The classification criteria for cyber threats are shown in
Table 4 ranked based on severity, their importance and poten-
tial impact. Threat Impact is ranked as the most important
criterion because it measures the potential damage that a
cyber threat can cause to banking and financial services.
Threat Severity is ranked second because it measures the
seriousness of a cyber threat in terms of its potential impact.
Attack Type is ranked third because it measures the method
used by cybercriminals to launch an attack. Threat Vec-
tor is ranked fourth because it measures the path used by
cybercriminals to reach their target. Threat Origin is ranked
fifth because it measures the source of the cyber threat.
Threat Actor and Threat Motivation are ranked sixth and
seventh because they measure the identity and motive of
the cybercriminals behind the attack. Vulnerability Type and
Targeted Assets are ranked eighth and ninth because they
measure the specific weaknesses and assets that are targeted
by cybercriminals. Detection and Response Capabilities are
ranked tenth because they measure the ability of banking
and financial services to detect and respond to cyber threats.
Attack Complexity, Attack Surface, and Attack Objective are
ranked eleventh to thirteenth because they measure the level
of difficulty, scope, and goal of the cyber-attack. Countermea-
sure Effectiveness is ranked fourteenth because it measures
the effectiveness of the countermeasures used to prevent or
mitigate cyber threats.

TABLE 4. Dimensions of cyber threats criteria.

Threat Lifecycle is ranked fifteenth because it measures
the different stages of a cyber threat, from reconnaissance to
exploitation to exfiltration. Indicators of Compromise (IoCs)

and Tools and Techniques are ranked sixteenth and sev-
enteenth because they measure the specific indicators and
tools used by cybercriminals to launch an attack. Frequency
is ranked eighteenth because it measures the frequency of
cyber threats. Geographical Distribution is ranked nineteenth
because it measures the geographic scope of cyber threats.
Emerging Trends and Technologies are ranked twentieth
because they measure the potential impact of new and emerg-
ing technologies on cyber threats.

E. TREATS CLASSIFICATION
In this section, we present a comprehensive classification of
threats in the context of the Banking and Financial Sector.
The classification framework is organized into two main
categories: technical threats and non-technical threats. Each
category is further subdivided into specific threat types, pro-
viding a detailed taxonomy that facilitates a systematic and
holistic understanding of the threat landscape. By classify-
ing threats, we aim to enhance the effectiveness of threat
analysis, incident response, and risk management strategies.
In this section, we present a table summarizing the threat
categories, their descriptions, and relevant examples, shed-
ding light on the diverse range of threats that the Banking
and Financial Sector faces. Effective classification of cyber
threats is essential for understanding and mitigating risks in
the ever-evolving landscape of cybersecurity. In this section,
we present a systematic and comprehensive approach to clas-
sifying threats in the context of the Banking and Financial
Sector. The classification process entails a meticulous anal-
ysis of various threat dimensions, allowing for a nuanced
understanding of the diverse range of threats faced by the
sector.

The classification framework is structured into two main
categories: technical threats and non-technical threats. Tech-
nical threats encompass malicious activities that exploit
vulnerabilities in technological systems, such as network
breaches, malware attacks, and distributed denial-of-service
(DDoS) attacks. Non-technical threats, on the other hand,
include social engineering tactics, insider threats, and regula-
tory non-compliance, which focus on human factors, policy
violations, and legal aspects. Within each category, threat
types are further delineated to capture specific manifestations
of threats. For example, under technical threats, subcate-
gories may include network-based threats, application-based
threats, and infrastructure-based threats. Similarly, non-
technical threats can be categorized into social engineering
attacks, physical security breaches, and legal and compliance
violations. The classification process draws upon a multidi-
mensional analysis of threat characteristics, impact factors,
and attack vectors. Each threat category is accompanied by
a description that elucidates its nature and potential implica-
tions for the Banking and Financial Sector. Additionally, rel-
evant examples and detailed descriptions of notable incidents
or attack scenarios are provided to enhance understanding and
contextualize the threats within the sector. In the subsequent
sections, we present the detailed classification framework,
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TABLE 5. Classification criteria for CYBER threats. TABLE 5. (Continued.) Classification criteria for CYBER threats.
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TABLE 5. (Continued.) Classification criteria for CYBER threats.

including the taxonomy of technical and non-technical threats
TABLE 7 and TABLE 9 respectively, along with comprehen-
sive descriptions and examples for each threat category.

1) TECHNICAL THREATS
Technical threats are those threats that involve the use of
technology, tools, or techniques to exploit vulnerabilities in
a system, network, or application. The technical threats are
classified into distinct dimensions based on their characteris-
tics and areas of impact as mentioned in TABLE 6.

TABLE 7 presents a prioritized list of technical threats,
arranged according to their severity and potential impact on
the banking and financial services sector. Advanced Per-
sistent Threats (APT) is considered the most severe and
impactful threat as it involves a sophisticated, long-term
attack on a specific target, such as a financial institution,
with the goal of stealing sensitive information. Phishing and
malware are also considered serious threats as they can lead
to unauthorized access to sensitive information and financial
transactions. Distributed Denial of Service (DDoS) attacks,
supply chain attacks, web application attacks, mobile banking
threats, and cloud security threats are other technical threats
that can impact banking and financial services. Internet of

TABLE 6. Dimensions of technical threats.

Things (IoT) threats, account takeover threats, cryptojack-
ing, zero-day exploits, man-in-the-middle attacks, password
attacks, credential stuffing, deepfakes and disinformation,
zero-day vulnerabilities, quantum computing threats, and
third-party and vendor risks are also potential threats to bank-
ing and financial services.

2) NON-TECHNICAL THREATS
Non-technical threats are those that involve manipulating
human behavior or exploiting human vulnerabilities to gain
unauthorized access to sensitive information or systems.
It poses significant challenges and can often be more difficult
to mitigate due to their reliance on human factors, organi-
zational policies, and legal complexities. These threats are
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TABLE 7. Technical threats. TABLE 7. (Continued.) Technical threats.
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TABLE 7. (Continued.) Technical threats.

categorized into several distinct dimensions based on their
sources and nature.

Table 9 ranks the non-technical threat based on the
frequency and potential impact on banking and financial
services. Insider threats and social engineering are considered
the most severe non-technical threats for banking and finan-
cial services. Identity theft and business email compromise
are also serious threats that can result in significant financial
losses. Physical security breaches and third-party risk are
other non-technical threats that pose a risk to banking and
financial services. Employee negligence and lack of aware-
ness, human error, legal and regulatory risks, shadow IT, and
social media threats are less severe but still pose a potential
risk to banking and financial services.

TABLE 8. Dimensions of non-technical threats.

V. COUNTERMEASURES
Developing effective countermeasures is crucial in mitigating
the risks posed by cyber threats within the Banking and
Financial Sector. In this section, we delve into an extensive
analysis of countermeasures aimed at mitigating the impact
and reducing the vulnerabilities associated with cyber threats.
By following a rigorous process, we have examined and
categorized a range of countermeasures, providing a compre-
hensive framework to enhance the sector’s resilience against
cyber-attacks. The development of countermeasures involved
a systematic and multifaceted approach. We conducted an
in-depth review of industry best practices, academic studies,
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TABLE 9. Non-technical threats. TABLE 9. (Continued.) Non-technical threats.

cybersecurity frameworks, and expert recommendations to
identify and analyze a diverse range of countermeasures.

We focused on strategies and techniques that address
specific threat categories, enhance security postures, and
fortify critical infrastructure within the Banking and Finan-
cial Sector. Through this process, we have categorized
countermeasures into distinct dimensions. These dimensions
include technical measures, such as network segmentation,
encryption, intrusion detection systems, and vulnerability
patching. Additionally, non-technical measures, which con-
sists of Organizational, Legal and Regulatory Measures such
as employee training, incident response planning, threat
intelligence sharing, and regulatory compliance, are consid-
ered. By organizing countermeasures into these dimensions,
we aim to provide a comprehensive understanding of the
diverse range of strategies that can be employed to mitigate
cyber risks. Each dimension is accompanied by a detailed
description, highlighting its significance and potential impact
within the sector. This approach not only enhances our
knowledge of effective defense mechanisms but also equips
stakeholders with actionable insights to develop tailored
cybersecurity strategies and safeguard their operations, data,
and reputation. Figure 3 shows the cyber threats countermea-
sures.

A. TECHNICAL CONTROLS
Technical countermeasures are tools and techniques designed
to protect systems and data from cyber threats. They
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are essential for safeguarding the integrity of informa-
tion systems, networks, and data from unauthorized access
and cyberattacks. They can be classified into several

dimensions based on their primary functions and use
cases. Table 10 shows the dimensions of the technical
controls.

FIGURE 3. Cyber threats countermeasures.
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Table 11 shows the ranking of the Technical Controls for
banking and financial services based on their effectiveness
and importance. Encryption is considered the most effective
and important technical control for banking and financial
services as it helps to protect sensitive data and prevent
unauthorized access. Multi-factor authentication (MFA) and
network segmentation are also highly effective in prevent-
ing unauthorized access to systems and data. Firewall and
Intrusion Prevention Systems (IPS), regular security patch-
ing, endpoint security, and Security Information and Event
Management (SIEM) are also important technical controls
for banking and financial services. Data Loss Prevention
(DLP) tools, encrypted communication, anomaly detection,
and deception technologies are also important technical con-
trols that can help to prevent and detect cyberattacks. Overall,
the effectiveness and importance of these technical controls
may vary depending on the specific needs and risks of each
organization. Therefore, it is essential for banking and finan-
cial services to assess their cybersecurity risks and implement
a comprehensive cybersecurity strategy that includes a com-
bination of technical controls, policies, and procedures to
mitigate the risks.

TABLE 10. Dimensions of technical controls.

TABLE 11. Technical controls.

B. LEGAL AND REGULATORY MEASURES
Legal and regulatorymeasures play an integral role in shaping
the cybersecurity landscape. They are designed to enforce
compliance with established rules, guidelines, and standards
that govern data protection, privacy, and cybersecurity within
the banking and financial sectors. These measures can be
categorized into several dimensions as illustrated in Table 12,
each focusing on a specific aspect of legal and regulatory
cybersecurity controls.
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TABLE 12. Dimensions of legal and regulatory measures.

Table 13 shows the ranking of the legal and regula-
tory measures for banking and financial services based on
their effectiveness and importance. Data Protection Regula-
tions and Financial industry regulations are considered the
most effective and important legal and regulatory measures
for banking and financial services as they provide clear
guidelines and standards for cybersecurity. Cybersecurity
frameworks and laws are also important legal and regulatory
measures that can help to establish cybersecurity standards
and requirements for the industry. Data protection regulations
and mandatory breach notifications are also important legal
and regulatory measures that can help to protect sensitive
data and ensure timely reporting of cybersecurity incidents.
Cyber insurance requirements and international cooperation
are also important legal and regulatory measures that can
help to mitigate the financial and reputational risks associ-
ated with cybersecurity incidents. Overall, the effectiveness
and importance of these legal and regulatory measures may
vary depending on the specific needs and risks of each
organization. Therefore, it is essential for banking and finan-
cial services to comply with the relevant regulations and
standards, and to implement a comprehensive cybersecurity
strategy that includes a combination of legal and regulatory
measures, technical controls, policies, and procedures to mit-
igate the risks.

C. ORGANIZATIONAL COUNTERMEASURES
Organizational countermeasures focus on fostering a
security-conscious culture within the financial institution.

TABLE 13. Legal and regulatory measures.

This involves regular employee training and awareness pro-
grams, clear communication of security policies, and the
commitment of top management to prioritize cybersecurity.
Furthermore, implementing incident response plans, business
continuity management, and conducting regular risk assess-
ments are crucial for effectively responding to and mitigating
potential cyber threats. Organizational countermeasures can
be divided into four dimensions based on common themes
and overlapping objectives of each countermeasure as illus-
trated in Table 14.

Table 15 shows a ranking of the organizational coun-
termeasures based on their effectiveness and importance.
Incident response planning is considered the most effective
and important organizational countermeasure for banking and
financial services as it helps to ensure a timely and effec-
tive response to cybersecurity incidents. Risk management
and assessment, security policies and procedures, regular
audits and penetration testing, and third-party risk manage-
ment are also important organizational countermeasures that
can help to identify and mitigate cybersecurity risks. Secu-
rity awareness training, designation of a Chief Information
Security Officer (CISO), establishing a Security Operations
Center (SOC), employee background checks, threat intelli-
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TABLE 14. Dimensions of organizational countermeasures.

gence sharing, vendor risk management, business continuity
and disaster recovery (BCDR) planning, and physical security
are also important organizational countermeasures that can
help to prevent and detect cyberattacks. Overall, the effective-
ness and importance of these organizational countermeasures
may vary depending on the specific needs and risks of each
organization. Therefore, it is essential for banking and finan-
cial services to implement a comprehensive cybersecurity
strategy that includes a combination of organizational coun-
termeasures, technical controls, policies, and procedures to
mitigate the risks.

VI. LIMITATIONS AND CHALLENGES
While cyber threat classifications provide a valuable frame-
work for understanding and responding to cyber threats in
the banking and financial sector, there are several limitations
and challenges that must be considered. One limitation is
that cyber threats are constantly evolving, and new threats

TABLE 15. Organizational countermeasures.
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are emerging all the time. As a result, classifications may
become outdated quickly, and organizations must continually
update their threat intelligence to stay ahead of attackers.
Another challenge is that cyber threats are often intercon-
nected and can occur simultaneously or in quick succession.
For example, a cybercriminal may launch a phishing attack
to gain access to a financial institution’s network and then
use that access to launch a ransomware attack. In such cases,
the traditional approach of classifying threats in isolationmay
not be sufficient, and organizationsmust adopt amore holistic
approach to threat management.

Moreover, cyber threat classifications are often based on
a range of factors such as the attack vector, the attacker’s
motivations, and the impact on the organization. However,
these factors are not always clear-cut, and cyber-attacks
can have multiple motivations and impacts. For example,
a cyber-attack on a financial institution may be motivated by
financial gain, political reasons, or even revenge. As a result,
identifying and classifying the attacker’s motivations can
be a challenge, and organizations must remain vigilant and
adaptable in their response. Finally, there is the challenge of
balancing security measures with the need for business oper-
ations. In the banking and financial sectors, there are often
competing demands between implementing robust security
measures and maintaining a seamless customer experience.
Striking the right balance requires careful planning and coor-
dination between various stakeholders in the organization.
While cyber threat classifications are essential for effective
cybersecurity in the banking and financial sector, organiza-
tions must also be aware of the limitations and challenges
involved. By understanding these challenges and adopting
a comprehensive approach to threat management, organiza-
tions can better protect themselves and their customers from
cyber threats.

VII. CONCLUSION
In this constantly evolving digital age, the banking and
financial sector faces an increasingly complex landscape of
cyber threats. It is crucial, therefore, that institutions adopt
a robust, multi-layered approach to cybersecurity, combin-
ing technical controls, legal and regulatory measures, and
organizational countermeasures. This will enable them not
only to address these threats effectively but also foster a
strong culture of security, enhancing their preparedness to
tackle and recover from cyber incidents. This approach is
key to protecting sensitive data, preserving customer trust,
and mitigating financial losses triggered by cyber-attacks.
The present research has offered an in-depth exploration of
the cyber threats targeting the banking and financial sector
and the varied strategies deployed to reduce their risks and
impacts. With technology’s rapid advancements, the cyber
threat landscape continues to shift, spawning new security
challenges for the banking industry. Our findings underscore
the necessity of a layered approach to cybersecurity that
seamlessly integrates technical, legal, and regulatory mea-
sures with organizational countermeasures. Collaboration

across different stakeholders, continuous vigilance, education
of employees, and strategic risk management are pivotal to
maintaining a secure operating environment for the banking
and financial sector. The insights derived from this research
serve as a valuable resource for industry professionals and
policymakers to devise more efficacious strategies to counter
evolving cyber threats, thereby reinforcing the resilience and
security of the sector. This study contributes to the realm
of cybersecurity by presenting a comprehensive framework
to steer the creation and application of efficient defensive
strategies within the banking and financial sectors. The
countermeasures identified offer organizations the means to
augment their security posture, detect and respond to threats
proactively, and minimize the damage ensuing from cyber-
attacks. This classification framework stands as a vital tool
for practitioners, policymakers, and researchers to identify,
prioritize, and mitigate cyber threats within this essential
sector. Overall, this research paper provided a comprehensive
overview of the cyber threats classification, countermeasures,
and challenges faced by the banking and financial sectors.
The insights gained from this research can help financial
institutions to develop a proactive approach towards cyber-
security and strengthen their resilience against cyber-attacks.
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