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ABSTRACT Concerning the problem of target tracking in wireless sensor networks under cyber attacks,
this paper proposes a trust-based distributed H∞ diffusion filtering method, designed to maintain resilience
against diverse types of cyber attacks. Firstly, the distributed H∞ filtering equation for a linear discrete
system is implemented for iterative updates of state estimation and error covariance. Secondly, to address
the impact of cyber attacks, the K -means-based trust set extracting algorithm is employed to identify and
remove attacked untrusted nodes. Subsequently, the data from trusted nodes is fused based on a diffusion
strategy, leading to recalculations of state estimation and covariance, thus improving the overall target
tracking performance. Experimental results demonstrate the effectiveness of our method in resisting denial of
service attacks and deception attacks, such as random, replay, and false data injection attacks. The proposed
approach offers robustness and adaptability, making it suitable for practical applications in distributed sensor
networks under cyber attacks.

INDEX TERMS Cyber attacks, distributedH∞ diffusion filtering, wireless sensor networks, target tracking.

I. INTRODUCTION
With the blessing of wireless communication and micro-
electromechanical systems technology, sensor nodes are
becoming all the more minute and cost-effective, as well as
integrating various sensors, embedded microprocessors, and
radio frequency transceivers with a high level of intelligence.
Wireless sensor network (WSN) is composed of a good deal
of such affordable, low-power, and multifunctional miniature
sensor nodes, which can not only collect information, but
also perform data processing and wireless communication,
and are widely applied to collaborative positioning with
mobile robots [1], [2], [3], target tracking [4], [5], [6], [7],
[8], monitoring [9], [10], etc. In these common applications,
multi-sensor information fusion is one of the indispensable
enablers.

In WSN, there exist three primary multi-sensor fusion
frameworks: centralized fusion, decentralized fusion, and
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distributed fusion. Centralized fusion connects all nodes to
the fusion hub, and decentralized fusion assigns sensor nodes
statically or dynamically to multiple fusion centers. In dis-
tributed fusion, however, each sensor node communicates
exclusively with its directly connected neighbor nodes in a
peer-to-peer fashion [11]. The distributed structure is adopted
in this paper as it offers several advantages over the previous
two fusion structures. It not only improves the adaptability to
the network topology and reduces the communication burden,
but also enhances the robustness of the sensor networks.
In addition, different from the communication mode of the
distributed consensus fusion strategy in [5], each sensor node
iteratively communicates with all its connected neighbors,
while in the distributed diffusion fusion strategy, each sensor
node communicates with all connected neighbors once, thus
reducing the communication burden. Some typical distributed
filtering methods in WSN include distributed Kalman filter-
ing [12], distributed particle filtering [13], and distributed
H∞ filtering [14], [15]. Among them, the distributed par-
ticle filtering boasts higher estimation accuracy than the
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TABLE 1. A list of solutions to cyber attacks.

distributed Kalman filtering, but at the expense of increased
calculation amount. Previous studies [16], [17] demonstrate
that H∞ filtering is superior to Kalman filtering in handling
arbitrary noise with bounded energy, without requiring any
assumptions about the statistical characteristics of the sys-
tem and observation noise. Additionally, it exhibits stronger
robustness to parameter uncertainty and lower computational
complexity for large-scale sensor networks. Reference [14]
investigates how to perform distributed H∞ filtering for
polynomial nonlinear stochastic systems in sensor networks.
Reference [15] addresses the issue of randomly occurring
missing measurements and communication link failures in
sensor networks through the development of a distributed
H∞ filtering algorithm. To propose a more robust distributed
state estimation solution, [18] shows that the piecewise lin-
ear discrete system effectively incorporates the consensus
strategy based on distributedH∞ filtering. Furthermore, dis-
tributedH∞ consensus filtering is applied to sensor networks
with missing measurement data [19], specifically in a finite-
horizon context. Nevertheless, distributed consensus filtering
schemes require estimators to complete consensus steps faster
than local filtering time steps, imposing a time-bound burden
on the network. To this end, the author of [20] first proposed
a class of fully distributed H∞ filtering technology that uses
diffusion structure to coordinate the information flow in the
network and complete the fusion of local filtering, and thus
have better real-time performance. Regrettably, the selection
of its fusion weights has not been carefully considered.

Although significant progress has been made in the
research of distributed H∞ filtering in sensor networks, its
security in WSN has not been thoroughly explored. WSN
is susceptible to a variety of security challenges owing to
its uncertain structure, adverse deployment locations, and
insecure network protocols [21]. Specifically, (1) the appli-
cation environment is complex and uncertain, and the sensor
nodes have limited resources such as demanding energy,
broadband, and storage capacity. (2) Compared with tradi-
tional networks, the WSN has a broader and more scalable
attack surface because it collects and exchanges data wire-
lessly, and its multi-layer network is vulnerable to threats.

(3) As WSN closely interacts with other systems, it also
introduces new security issues, such as threats to the integrity
and confidentiality of data exchange, interception and anal-
ysis of network traffic, and unexpected access to network
resources. Security threats to WSN broadly fall into two
main categories: Denial of serve (Dos) attacks and deception
attacks. Dos attacks primarily block or interfere with the
channels of the communication network. On the other hand,
Deception attacks, by maintaining the concealment of detec-
tors, manipulate data packets on communication networks,
thereby compromising the integrity and trustworthiness of
data [22]. Common deception attacks include random, false
data injection (FDI), replay attacks, etc. Once the WSN
is maliciously attacked by the attacker, it will adversely
affect the operation of the WSN, and even more serious
losses. Therefore, effective protection against cyber attacks
is essential. In [10], a distributed attack detection mecha-
nism is devised for deception attacks on communication links
in sensor networks. In [23], meta-Bayes combined with an
attack detection mechanism are used to reduce the impact
of attacks. A protection scheme is proposed in [24], to keep
the information communication channel of the system from
FDI attacks. Reference [25] analyzes the replay attack and
presents a specific approach to grapple with it. To resist
multiple deception attacks, trust-based distributed Kalman
filtering [26] and trust-based distributed set-membership fil-
tering [27] are presented as superior to uniform and relative
degree-variance combination rules. However, there are few
pieces of research on distributedH∞ filtering in WSN under
cyber attacks. Recently, two different distributed H∞ filters
have been designed to effectively resist Dos attacks in the
network, both employing a fusion strategy, with [28] com-
bining common consensus fusion, and [29] constructing a
weighted fuser but being constrained by local H∞ filtering
performance. A new asynchronous distributed H∞ filter is
given in [30] to protect against deception attacks. These dis-
tributed H∞ filters, however, are only shown to be resilient
to specific cyber attacks. Reference [31] designs a distributed
event-triggered H∞ filter by modeling unclassified cyber
attacks as a nonlinear function. However, this will increase
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computational complexity, especially in real-time systems,
which may lead to real-time performance degradation.
TABLE 1 lists the proposed effective solutions to cyber
attacks. To the best of our knowledge, there is no literature
considering resilient state estimation of theWSN under cyber
attacks based on distributed H∞ filtering with a diffusion
strategy. Inspired by the above discussion, we present a trust-
based distributed H∞ diffusion filtering for dynamic target
tracking under cyber attacks. The main contributions are
summarized as follows:

1) We propose a trust-based distributed H∞ diffusion
filtering approach, designed to address the challenges
posed by cyber attacks, including Dos attacks and
three types of deception attacks (random attacks, replay
attacks, and FDI attacks).

2) Compared to existing distributed H∞ filtering
approaches under cyber attacks, we consider the types
of cyber attacks more comprehensively and eliminate
the need to construct distinct models for various types
of attacks.

3) Diffusion-based fusion is the byproduct of the proposed
method that computes the optimal fusion weights and
achieves a significantly enhanced level of information
fusion.

4) Themain advantages of this scheme are intuitive under-
standing, simple structure, low communication burden,
excellent real-time performance, and high adaptability.
Beyond target tracking applications, it has potential
applicability in other fields, such as navigation and
positioning, as well as distributed security state estima-
tion in power systems.

The remainder of this work continues below. Section II
expounds on the distributed H∞ filtering issues and
makes some preliminary explanations. Section III proposes
trust-based distributed H∞ diffusion filtering for target
tracking in WSN. Section IV provides simulation and numer-
ical results with examples. Lastly, the article is summarized
in section V.

II. PROBLEM DESCRIPTION
For convenience and simplicity, the dynamic state of a phys-
ical target is assumed as the following linear equation{

xk+1 = Fkxk + ωk

zk = Lkxk
(1)

where xk ∈ Rn is the state vector, ωk is the zero mean
of the process noise with covariance Qk , Fk is the system
state matrix with appropriate dimensions, Lk is a custom
given matrix, and zk is a linear combination of state xk . The
measurement equation of this dynamic system is expressed as

yk = Hkxk + vk (2)

where yk ∈ Rm is the measurement output, vk is the zero
mean of the measured noise with covariance Rk , and Hk
is the system output matrix with appropriate dimensions.

FIGURE 1. Distributed target tracking over WSN under cyber attacks.

For distributed H∞ filtering, the measured value of the
sensor node i at time k is expressed as follows, referring to
the given measurement equation (2).

yi,k = Hi,kxk + vi,k (3)

where vi,k is the observed noise of the sensor node i andRi,k is
the covariance matrix of the observed noise vi,k .

In the presence of malicious cyber attacks, the distributed
target tracking diagram over WSN is shown in FIGURE 1.
The sensor node i in the network collects local dynamic
information about the target from its neighbors and itself,
which is processed in a distributed fusion architecture that
does not require all connections to the network. This reduces
the communication burden of the WSN, enhances the built-
in redundancy of the network, and improves the robustness
of the network. The various malicious cyber attacks stated
below are taken into account and reasonable assumptions
are applied. Suppose the attacker has the ability to launch
different cyber attacks on this network. And suppose that the
quantity of sensor nodes in the sensor network under mali-
cious attack is less than half of the number of all sensor nodes.

• Dos attacks:Maliciously interfere or block the channel
of the communication network, the receiver cannot
access the required data. Measurement links between
the physical target to sensor nodes and communication
links between adjacent sensor nodes are vulnerable to
Dos attacks.

• Deception attacks: Compromising the accuracy or
credibility of data by manipulating the sequence of
data packets on the WSN communication link without
detection by system detectors.

1) Random attacks: Attackers launch random attacks on
the system by manipulating sensor observation results.
The attack can be carried out at any time, and the
intensity of the attack varies.

2) Replay attacks: The data recorded by the sensor’s
previous measurements is replayed into the filtering for
a certain period.

3) FDI attacks:Attackers mislead the system filtering by
designingwell-structured attack sequences to introduce
into the system state.

119390 VOLUME 11, 2023



Y. Gao et al.: Trust-Based Distributed H∞ Diffusion Filtering for Target Tracking

III. TRUST-BASED DISTRIBUTED H∞ DIFFUSION
FILTERING
A. DISTRIBUTED H∞ FILTERING
Based on game theory H∞ filtering [32], the distributed
H∞ filtering of the system (1) needs to meet the performance
constraint

N−1∑
k=0

∥ zi,k − z̃i,k ∥
2
Si,k

∥ x0 − x̃0 ∥
2
P−1
0

+

N−1∑
k=0

(∥ ωi,k ∥
2
Q−1
i,k

+ ∥ vi,k ∥
2
R−1
i,k
)

<
1
γ

(4)

where zi,k represents a linear combination of the states of
sensor node i, z̃i,k represents the estimate of zi,k , x0 repre-
sents the estimate of the initial state, and γ is our defined
performance boundary. P0,Qk ,Rk , Sk are known selectable
symmetric positive definite matrices. The goal is to find the
estimate of zi,k and thus minimize zi,k − z̃i,k . Firstly, the
distributed equation defines

S̄i,k = LTi,kSi,kLi,k . (5)

And the distributed H∞ filtering gain is

Ki,k = Pi,k
[
I − γ S̄i,kPi,k + HT

i,kR
−1
i,k Hi,kPi,k

]−1
HT
i,kR

−1
i,k .

(6)

Then the estimated value x̃i,k+1 and the estimated error
covariance P̃i,k+1 of the system state are updated on the basis
of the following equation

x̃i,k+1 = Fi,k x̃i,k + Fi,kKi,k (yi,k − Hi,k x̃i,k ) (7)

P̃i,k+1 = E
[(
xi,k+1 − x̃i,k+1

) (
xi,k+1 − x̃i,k+1

)T ]
= Fi,kPi,k

[
I − γ S̄i,kPi,k + HT

i,kR
−1
i,k Hi,kPi,k

]−1
FTi,k

+ Qi,k . (8)

State estimation x̃i,k+1 and covariance P̃i,k+1 are exchanged
between adjacent sensor nodes. In addition, for the above
problems to be solved, the following conditions must be met
at every instantaneousness.

P−1
i,k − γ S̄i,k + HT

i,kR
−1
i,k Hi,k > 0 (9)

B. K-MEANS-BASED EXTRACTING ALGORITHM
To alleviate the impact of malicious cyber attacks on dis-
tributed filtering, the attacked nodes and unattacked nodes in
the network need to be distinguished. TheK -means algorithm
is the most commonly applied and well-known clustering
algorithm [33]. The measured state estimation x̃i,k+1 and
covariance matrix P̃i,k+1 are clustered by the K -means-based
trust set extracting algorithm, so the trusted clusters are
obtained for further information fusion and the untrusted
clusters are discarded. Firstly, the objective function of the
K -means extracting algorithm is defined.

J =

∑
j∈S iN

∑
c∈{1,2}

rjc
∥∥x̃j,k+1 − µc

∥∥2 (10)

where rjc = 1 when the data point x̃j,k+1 is classified
to µc, otherwise rjc = 0. Let S iN denote the group of
the sensor node i and its single-hop neighbors. The detail
steps of the K -means-based trust nodes set extraction are as
follows.

Step 1: Two clustering center points µ1 and µ2 are ran-
domly selected.

Step 2: The following process is repeated until conver-
gence. (a) For each example x̃i,k+1 ∈ S iN , computationally
cluster it into the cluster it belongs to.

c(i) = argmin
c

∥∥x̃j,k+1 − µc
∥∥2 , c = 1, 2 (11)

where c(i) represents the class closets to the node i to the two
cluster centers, c(i) ∈ {1, 2}. (b) For each class c, the center
of that class is recalculated as follows.

µc =

∑
j∈S iN

rjcxj,k+1∑
j∈S iN

rjc
(12)

(c) The number of state estimates in the trusted clusters is
calculated.

φ = max
∑
j∈S iN

rjc, c = 1, 2 (13)

Through the above steps, the cluster of trusted state estimate
is obtained, and the corresponding cluster of trusted sensor
nodes is denoted as ψ .

C. DIFFUSION-BASED ALGORITHM
Distributed Kalman filtering using a diffusion strategy in
sensor networks was first proposed in [34], where the
diffusion scheme has network adaptability and robustness
to link failure nodes in distributed estimation problems.
Unlike distributed H∞ consensus filtering, distributed H∞

diffusion filtering utilizes convex combinations of local
information, in which each sensor node communicates only
once with the neighbor nodes. Its general expression is as
follows.

x̃i,k+1 =

∑
j∈S iN

αij,k+1x̃j,k+1 (14)

where αij,k+1 is the weight of the linear combination of
fusion estimation of the diffusion strategy, which plays an
important role in the fusion estimation performance. Usu-
ally, reliable and accurate local estimated nodes are assigned
larger weights, while unreliable nodes take smaller weights.
Therefore, the optimal fusion weights are calculated by the
following formula:

αij,k+1 =


0, if j /∈ ψ(

p∗

j,k+1

)−1

∑
j∈ψ

(
p∗

j,k+1

)−1 , if j ∈ ψ (15)
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Algorithm 1 Procedure of Trust-Based Distributed H∞

Diffusion Filtering
1: Initialize the state matrix x0 and covariance matrix P0.
2: Distributed H∞ filtering updates state estimation
x̃i,k+1 (7) and covariance P̃i,k+1 (8).

3: Two clustering center pointsµ1, µ2 are randomly selected.
4: Calculate the distance from the data obtained in Step 2

to the cluster center separately and divide it into the nearest
cluster (11).

5: Update the cluster center (12).
6: Repeat 4 and 5 until convergence.
7: The diffusion-based strategy is adopted, and its optimal
weight is calculated by (15)(16) after meeting the clustering
termination condition.
8: Recalculate state estimation x̃i,k+1 (18) and covariance
P̃i,k+1 (19).

where

p∗

j,k+1 = max
t=1,···,n

P̃ttj,k+1, (16)∑
j∈ψ

αij,k+1 = 1 (17)

and P̃ttj,k+1 represents each element on the diagonal of matrix
P̃j,k+1. Thus, the state estimation x̃i,k+1 and covariance P̃i,k+1
are recalculated and expressed as

x̃i,k+1 =

∑
j∈ψ

αij,k+1x̃j,k+1, (18)

P̃i,k+1 =

∑
j∈ψ

αij,k+1P̃j,k+1. (19)

So far, a new trust-based distributed H∞ diffusion filtering
method against cyber attacks is presented and summarized in
Algorithm 1.

IV. SIMULATION RESULTS
In this part, the above-presented technique is applied to an
example to evaluate its performance against Dos attacks
and three common deception attacks, random attacks, replay
attacks, and FDI attacks. Based on the assumptions in this
paper and the fully distributed diffusion strategy for fusion
estimation, we consider a demonstration scenario involving
WSN. The network consists of 9 sensor nodes, as depicted in
FIGURE 2, with 4 nodes subjected to attacks and 5 nodes
remaining unattacked. The target is detected and tracked
within this network coverage. The corresponding parameters
are set as follows:

F=


1 1 0 0
0 1 0 0
0 0 1 1
0 0 0 1

 , H=

[
1 0 0 0
0 0 1 0

]
, L= I4.

The initial state is x0 =
[
0 2 0 4

]T , and its error covariance
is P0 = I4. The error covariance matrix of system noise is

FIGURE 2. A WSN under malicious cyber attacks.

FIGURE 3. The true trajectory, and the trajectory estimated by the
proposed method under Dos attacks.

Q = diag
{[

0.5 1 0.5 1
]}
, and the error covariance matrix

of observed noise is R = I2. To comply with the condition
specified by equation (9), let S = diag

{[
40 40 40 40

]}
and

γ = 1.1, where diag{·} denotes the diagonal matrix, whose
diagonal elements are the entries in (·). In is the identity
matrix of order n. For the sake of simplicity, in this example,
the diffusion fusion step computes the average estimate of the
neighboring nodes.

A. Dos ATTACKS
The primary purpose of Dos attacks is to disrupt or block the
channel of theWSN, preventing data from being successfully
or completely transmitted to the intended destination. After
the Dos attacks on node 01, both its communication and
measurement links were blocked. Consequently, the attacked
sensor node cannot obtain dynamic information of the target,
and its adjacent nodes cannot send data to it or receive its
data. As illustrated in FIGURE 3, the proposed trust-based
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FIGURE 4. The RMSE for trust-based distributed Kalman filtering and the
proposed method under Dos attacks.

FIGURE 5. The true trajectory, the trajectory estimated by node 04, and
the trajectory estimated by the trust-based distributed Kalman filtering
and the proposed method under random attacks.

distributed H∞ diffusion filtering method can effectively
deal with the interference of Dos attacks and exhibits positive
results in target tracking. This is achieved by relying on
state estimates provided exclusively by trusted nodes, while
disregarding inputs from untrusted nodes. FIGURE 4 shows
the root mean square error (RMSE) of target tracking by
the proposed method and the trust-based distributed Kalman
filtering under Dos attacks. In contrast, the proposed method
offers tracking results that closely match the real target state
and displays higher resilience against Dos attacks.

B. DECEPTION ATTACKS
Three common deception attacks, such as random, replay,
and FDI attacks, are considered to reflect the feasibility and
superiority of the presented method.

1) RANDOM ATTACKS
Attackers launch random attacks on sensor networks by
manipulating sensor-measuring results. In FIGURE 5, the

FIGURE 6. The RMSE for trust-based distributed Kalman filtering and the
proposed method under random attacks.

random attack occurs at any time, and under the attack, the
state estimation of the sensor node deviates significantly from
the true trajectory of the target. Moreover, it is noted that
the proposed method and the trust-based distributed Kalman
filtering have certain resilience for this attack. FIGURE 6
makes use of RMSE as a metric to contrast the resilience
of both method in the face of random attacks. Due to its
enhanced ability to handle noise and errors, the proposed
trust-based distributed H∞ diffusion filtering exhibits a rel-
atively smaller and smoother RMSE. This indicates that it is
more robust when confronted with random attacks, enabling
it to track the target with greater accuracy and consistency.

2) REPLAY ATTACKS
During a certain period, the sequence of data previously
communicated by the sensor node is replayed. The stability
and performance of filtering are compromised due to out-
dated sequences of replayed packets. The state estimate
xk−ℓ(ℓ < k) as an attack vector is replayed into the data
sequence of the communication channel of the untrusted
nodes. It is not difficult to perceive from FIGURE 7 that both
the proposed method and the trust-based distributed Kalman
filtering achieve the expected effect in tracking the target
trajectory under replay attacks, but the former is relatively
more accurate. This result is further reflected in the RMSE of
the two methods in FIGURE 8. Consequently, the proposed
scheme for target tracking exhibits greater resilience against
replay attacks.

3) FDI ATTACKS
Attackers design well-structured attack sequences to change
the estimated state while skillfully maintaining concealment
from detectors. In this case, false data ak is injected into
the state estimate x̃i,k+1 as an attack vector. It is observed
from FIGURE 9 that the infected sensor node was severely
affected due to the injection of erroneous data. However,
amid this digital battleground, the trust-based distributed
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FIGURE 7. The true trajectory, the trajectory estimated by the trust-based
distributed Kalman filtering, and the proposed method under replay
attacks.

FIGURE 8. The RMSE for trust-based distributed Kalman filtering and the
proposed method under replay attacks.

FIGURE 9. The true trajectory, the trajectory estimated by untrusted
nodes, the trajectory estimated by the trust-based distributed Kalman
filtering and the proposed method under FDI attacks.

filtering scheme demonstrates its effectiveness in resist-
ing FDI attacks. FIGURE 10 provides further insights by

FIGURE 10. The RMSE for trust-based distributed Kalman filtering and the
proposed method under FDI attacks.

comparing the RMSE of the proposed method with that of
trust-based distributed Kalman filtering. Notably, the overall
RMSE of the proposed method is smaller across the entire
spectrum of analysis. As a result, the resiliency of the pro-
posed method for target tracking against FDI attacks has a
superior effect.

V. CONCLUSION
This paper presents a trust-based distributed H∞ diffusion
filtering method for target tracking in the WSN under cyber
attacks. Robust distributed H∞ filtering equations are given
for state estimation. The K -means-based trust set extracting
algorithm can cluster and determine the unattacked nodes’
state data. Furthermore, local data of trust is fused by the
diffusion-based strategy that computes the optimal fusion
weights. Finally, under Dos attacks and three deception
attacks, including random, replay, and FDI attacks, the track-
ing performance of the proposed method is in comparison
with that of trust-based distributed Kalman filtering through
simulation experiments. The results show that the pro-
posed trust-based distributed H∞ diffusion filtering is more
resilient to cyber attacks than trust-based distributed Kalman
filtering. In the future, more perfect and intelligent clustering
algorithms and distributed fusion strategies will be further
considered and introduced to tackle similar challenges.
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