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ABSTRACT This paper introduces a novel approach to addressing the security challenges of the Internet
of Things (IoT) by presenting a secure Chaos-based lightweight cryptosystem. The proposed design
incorporates a Pseudo-Chaotic Numbers Generator combined with the Speck64/128 lightweight block
cipher, to meet the stringent requirements of security and lightweight characteristics. First, we subject the
cryptosystem to a battery of rigorous tests, including various cryptanalytics such as brute-force, differential
attacks, and statistical attacks. The results of these tests clearly demonstrate the cryptosystem’s exceptional
security resilience and its capacity to effectively withstand these attacks. Then, the novel cryptosystem
architecture, specifically designed for resource-limited applications like IoT, was implemented on a Xilinx
PYNQ-Z2 XC7Z020 FPGA platform, which aligns perfectly with the constraints of IoT devices. The
investigation comprises a thorough analysis and evaluation of the developed cryptosystem according to
the algorithm complexity and the achieved precision, hardware area, maximum operational frequency,
throughput, efficiency, and power consumption. The findings prove the effectiveness of our approach in terms
of computational complexity, memory requirements, and power consumption. Eventually, after reviewing
and comparing our results to the existing literature, our cryptosystem’s superiority becomes evident. The
simulation results and performance analysis show that the proposed Chaos-Based Lightweight Cryptosystem
(SCBLC) can be considered an ideal choice for securing communication in IoT devices with limited
resources, making significant strides toward enhancing IoT network security.

INDEX TERMS IoT, chaos, cryptography, PCNG, SPECK, FPGA.

I. INTRODUCTION
Over the past decade, the proliferation of mobile and embed-
ded devices has been facilitated by significant advance-
ments in communication and computing technologies. These
devices are interconnected locally or over the internet,
giving rise to the concept of the Internet of Things (IoT)
[1], [2], [3], as originally introduced by Kevin Ashton in
1999. The IoT leverages mature technologies such as radio
frequency identification (RFID), wireless sensor networking
(WSN), cloud computing, and machine-to-machine (M2M)
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interfacing to connect objects to the internet. However,
it is crucial to acknowledge that many IoT devices operate
with limited resources, including constrained battery life,
computing power, and memory. Furthermore, as these
devices exchange a substantial volume of data, they become
susceptible to a wide array of attacks. Therefore, ensuring
the secure transmission of data is of paramount importance
to mitigate the risks of attacks, fraud, and other malicious
activities, and to fully unlock the transformative potential of
the IoT [4], [5], [6].

To address the security requirements of resource-
constrained IoT devices, it is imperative to establish new
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security foundations. While security remains a critical
concern for IoT applications, traditional cryptographic
algorithms prove unsuitable for these devices due to their
limited computing capabilities. Hence, the need arises for
a lightweight security cipher that can effectively cater to
the constraints of IoT devices. Recent years have witnessed
substantial efforts in introducing lightweight cryptography
concepts specifically tailored to the functionality of IoT
devices. However, the primary challenge lies in striking
a delicate balance between achieving high levels of
security, minimizing costs, and enhancing performance.
This challenge has been the focal point of numerous
research and industry endeavors, aiming to address it
effectively [7], [8].

The amalgamation of chaos theory and cryptographic
primitives represents a burgeoning research field in the
realm of secure communication. Originating as a branch
of mathematics in the 1970s, chaos theory delves into the
examination of seemingly random or unpredictable behaviors
exhibited by dynamic systems governed by deterministic
laws. Chaotic systems possess distinctive attributes such as
inherent randomness and remarkable sensitivity to variations
in control parameters and initial conditions. These systems
can be characterized as simple yet nonlinear dynamic
processes, evincing entirely unpredictable behavior. The
concept of harnessing chaotic systems for the design of
cryptosystems was initially introduced by Matthews in the
1990s, as documented in [9] and [10].
A cryptosystem that incorporates chaos theory offers a

multitude of advantageous properties, including robust cryp-
tographic capabilities that withstand a wide range of attacks,
high-speed encryption, and decryption processes, enhanced
flexibility in design, low computing power requirements,
and straightforward implementation procedures. These dis-
tinctive characteristics collectively render chaos-based cryp-
tosystems highly suitable for deployment in IoT devices
[11], [12], [13]. The research into deploying cryptographic
algorithms on Field Programmable Gate Arrays (FPGAs) has
gained significant prominence owing to their remarkable par-
allel processing and high-speed computational capabilities.
Leveraging their reprogrammable nature, these FPGAs can
expedite the development and prototyping of Application-
Specific Integrated Circuits (ASICs). FPGA platforms serve
as an effective platform to implement robust hardware-level
security features, bolstering the protection of IoT data. This
approach is particularly well-suited for FPGAs, as their
inherently parallel architecture allows for the attainment of
enhanced encryption speeds.

II. RELATED WORK
Recently, chaos theory has become a hot research topic.
Many chaos-based cryptographic primitives involving secure
pseudo-random number generators, stream ciphers, and block
ciphers have been introduced.

In [14], Ons et al. proposed and realized two stream
ciphers, based on two robust Pseudo-Chaotic Numbers

Generators (PCNGs). They used chaotic coupling and
multiplexing techniques to obtain secure systems while
maintaining high-speed performance. Three chaotic maps are
weakly integrated into the proposed architectures. Analysis
of security and simulation tests are achieved as proof of
robustness and good performance of their proposed stream
ciphers.

In [15] authors proposed a new approach for building
stream ciphers based on Chaos Theory and confusion and
diffusion properties. The approach is a combination of
hyperchaotic dynamical systems together with a codifying
method, a whitening technique, and a nonlinear transforma-
tion. The message is XORed with the keystream, obtaining
the ciphertext. The original message can be recovered by
XORing the same keystream. The rapidity and lightness of
their proposed encryption system are proved after NIST’s
randomness test.

Farajallah et al. [16], considered three versions of a chaos-
based cryptosystem based on a similar structure to the Zhang
and Friedrich cryptosystems. The solutions are composed of a
confusion layer using a modified 2-D cat map and a diffusion
layer with a 32-bit logistic map. In other versions, the logistic
map is replaced by a modified Finite Skew Tent Map (FSTM)
to increase the nonlinearity properties of the diffusion layer
and to increase the dynamic key space. The cryptosystem
versions are faster and more secure compared to Zhang and
many other chaos-based cryptosystems.

In [17] authors presented a hardware-oriented lightweight
stream cipher algorithm based on chaos theory. The chaotic
system is combined with two Nonlinear Feedback Shift
Registers (NFSRs) and integrated into a Field Programmable
Gate Array (FPGA). Good cryptographic characteristics are
achieved after Statistical analysis.

Qumsieh et al. [18] proposed a hybrid encryption scheme
that combines both stream and block ciphering algorithms.
The proposed solution is based on an improved mathematical
model in order to attain the required security level with a
high encryption speed. The chaos-based cryptosystem uses
an improved version of the improved Skew Tent Map (STM)
RQ -FSTM as a substitution layer. Performance, security,
and encryption speed are analyzed, and the robustness of the
solution is proven.

Authors, in [19] proposed four 1D chaotic maps based
on embedded cryptosystems. The solution presents a secure
algorithm for real-time RGB image encryption in a wireless
communication scheme for IoT applications. A high-security
and robust encryption scheme against cryptanalysis, with
good key space, uniform distribution histograms, correlation
coefficients near zero, high sensitivity to differential attacks
(NPCR, UACI), and good entropy is presented. The perfor-
mance of this solution is finally tested on a Raspberry Pi
4 board.

In [20], a novel three-dimensional chaotic system with
line equilibrium discusses its dynamic properties. An imple-
mentation of the Field-Programmable Gate Array (FPGA)
based Pseudo-Random Number Generator (PRNG) by using
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the proposed chaotic system is displayed. The feasibility
of the design is demonstrated while using line equilib-
rium. Furthermore, FPGA implementation of the chaotic
system based on Pseudo-Random Number Generators was
presented.

In their review [21], Lin et al. introduced several significant
results on MHNN-based chaotic systems. Applications
of these systems within different areas, and information
encryption, are presented. Different modeling methods of the
MHNN-based chaotic systems are analyzed and discussed by
the authors.

The work presented in [22] by Hussein et al. presented
a novel image encryption algorithm that is composed of a
Fibonacci sequence, using a well-tested S-box and a chaotic
function that is based on the Tan and Bessel functions.
The algorithm was evaluated using a variety of metrics and
security analyses.

Ming-Hong et al. in [23], proposed an encryption
algorithm applied to remote sensing images utilizing a
chaotic system. Extreme multistability and total ampli-
tude modulation phenomena were investigated numer-
ically in their article. They provided a circuit and
microcontroller-based digital realization as numerical simu-
lation
support.

In [24], Xinyu et al. presented a Multiple-Image Encryp-
tion Algorithm scheme based on a 3D cube construction
method and hyperchaotic map. The algorithm consists of
rearranging and stacking multiple images into a 3D cube.
To provide the cipher cube, they applied rotation, position
swapping, DNA addition, and DNA mutation operations.

Yu et al. [25] proposed a sine-transform-based chaotic
system by using one-dimensional (1)-D) chaotic maps.
A flexible system used to generate numerous new chaotic
maps is presented. The obtained performances showed
hardware implementation simplicity, good complexity, and
unpredictability of the system.

The current paper builds upon our previous work on
lightweight cryptographic ciphers and chaos-based cryp-
tosystems. In [26], we presented a highly efficient stream
cipher based on chaos, referred to as CBSC. Our proposed
chaos system uses a secure pseudo-chaotic number generator
and is designed with three discrete chaotic maps (3D
Chebyshev map, 1D logistics map, and 1D Skew Tent map)
coupled to a predefined matrix A. This coupling provides
protection against side-channel attacks (SCA). The results
of the implementation of the proposed system on the FPGA
platform exhibit excellent hardware metrics and a high level
of security.

In our previous work [27], a new cryptographic system
based on chaos theory is proposed for use in a block
cipher operating in Cipher Block Chaining (CBC) mode. The
performance of the proposed cryptosystem is evaluated, and it
is found to achieve high levels of confusing diffusion effects.

In another work [28], a Chaos-based engineering applica-
tions with a 3D chaotic system is proposed. the presented

chaotic system was modeled on Labview FPGA and a new
chaos-based RNG design was achieved.

Authors in [29] proposed an effective lightweight Zu
Chongzhi cipher design based on a chaotic system with
FPGA implementation. Besides the effect achieved in
lightweight, they have obtained optimal statistical properties
and security of the output sequence.

The main contributions of this work can be summarized as
follows:

• A new encryption system based on chaos theory for
improving the security of IoT devices and networks is
proposed. This is in response to the growing concerns
over the vulnerability of IoT systems to cyber threats.
The proposed cryptosystem is designed to be lightweight
yet robust, providing strong encryption and secure
communication in IoT environments.

• In order to leverage the advantages of chaos theory
and explore its potential as an alternative to traditional
cryptographic methods, a new secure chaos-based
cryptosystem (SCBLC), has been developed. This cryp-
tosystem combines a pseudo-random number generator
that uses chaotic maps with a Feistel scheme-based
Speck64/128 lightweight block cipher. By utilizing the
unpredictable and sensitive nature of chaos theory, this
new cryptosystem enhances security features for IoT
devices and networks.

• To address the issue of computational complexity and
resource requirements that conventional cryptographic
algorithms may pose for resource-constrained IoT
devices, the proposed cryptosystem is designed to
operate with low computational overhead, making it
efficient and scalable for IoT devices with limited
processing power, memory, and power resources.

• To contribute to the advancement of IoT security
research, a new efficient cryptosystem based on chaos
theory is presented. The proposed solution fills a gap
in the research field by offering innovative ideas, new
perspectives, and practical solutions to improve the
security level of IoT devices and networks.

The main contributions of this study in relation to the
existing research literature are summarized in Table 1.

III. ORGANIZATION
The remainder of this paper is organized as follows.
Section V presents our proposed Chaos-Based Lightweight
Cryptosystem (SCBLC) architecture. First, a description of
the SPECK2n/mn lightweight block cipher is presented. The
design of our new secure pseudo-chaotic number generator
(SPCNG) is then detailed. In Section VI, we analyze the
security performances of the proposed SPCNG against
statistical attacks. Details in section VII discuss the level of
security of the proposed SCBSLC cipher against statistical
attacks. In Section VIII, we evaluate and discuss the
implementation performance of chaos-based cryptographic
designs built on the FPGA platform. Section IX concludes
the paper.
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TABLE 1. Comparison of related work with this work.

FIGURE 1. Block diagram of the proposed SCBLC.

IV. THE PROPOSED SECURE CHAOS-BASED
LIGHTWEIGHT CRYPTOSYSTEM ARCHITECTURE (SCBLC)
The diagram of our proposed Chaos-Based on Speck2n/mn
lightweight block cipher design is shown in figure 1.
It permits encryption/decryption operations.

First, the plain text Pi is masked by applying the XOR
operation; this technique is used to attenuate the secondary
power analysis channels. After that, it takes the hidden
plaintext, a secret key K, and an initial vector IV as input, then
the light cipher speck2n/mn (encryption function) is applied
to the hidden plaintext with a keystream produced by the
SPCNG using secret key K and IV to obtain ciphertext Ci.
A different key stream is used for each encryption cycle.
The proposed SPCNG is deterministic, therefore the same
keystream can be generated in the decryption process. Then,
one can retrieve the original plaintext Pi, using the light
cipher speck2n/mn (decryption function) with inputs from
the ciphertext Ci and the same keystream generated by the
proposed SPCNG and finally XORing the result obtained
with the same mask.

A. DESCRIPTION OF SPECK2N/MN LIGHTWEIGHT BLOCK
CIPHER ARCHITECTURE
Speck is a family of lightweight block ciphers designed by
the National Security Agency (NSA) in 2013 [30], [31],
[32]. SPECK2n/mn has been adopted by several standards
bodies, including the Internet Engineering Task Force (IETF)
and the National Institute of Standards and Technology
(NIST), and is used in a variety of applications including

secure communications, authentication, and data protection.
Additionally, many ciphers in this family are optimized
for low-cost processors, such as Internet of Things (IoT)
devices. Speck supports a variety of block and key sizes,
represented by 2n/min. A block is always two words (2n),
the size of the words (n) can be 16, 24, 32, 48, or 64 bits.
The corresponding key size is (mn) and is composed of 2,
3, or 4 words. The ‘‘64/128’’ suffix means that the cipher
uses 64-bit plaintext (2n), where n = 32, and a 128-
bit key (mn) as inputs, where m = 4 to produce the
cipher block of 64-bit (2n) size. Both variants use a Feistel
network structure, with the number of rounds depending
on block size and key size. In this article, Speck, 64/128
is used, it consists of Nr = 27 round functions. The
one-piece Speck64/128 round function can be represented
by equation 1:

Round(Li,Ri) = (Li+1,Ri+1)

Li+1 = (ROR8(Li) + Ri) ⊕ ki
Ri+1 = ROL3(Ri) ⊕ Li+1 (1)

where Li and Ri are respectively the High and the Low 32-bit
of the 64-bit plaintext for the ith iteration. Ki is the 32-bit key
used in the ith round, ROR8 is 8-bit right rotation, ROL3 is
3-bit left rotation, ⊕ is bitwise xor, + is modulo2n addition
(see figure 2).

A single-block Speck rounding function is executed in
multiple steps. First, the upper 32-bit part is rotated 8 bits
to the right. Then a modular addition is applied with the right
part. After that, the generated key is XORed to the left word.
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FIGURE 2. A single block Speck round function.

The right word is rotated three bits to the left. Finally, the left
word is XORed to the right word.

The key planning function uses the same round function
as the main block cipher. The initial 128-bit key, defined as
k = (lm−2, . . . , l0, k0), is extended to the ith number of rounds
(k0, k1, . . . , kith). The sequences of generated words ki and li
can be defined by equation 2:

Li+m−1 = (ki + ROL8(Li)) ⊕ i

Ki+1 = ROL3(ki) ⊕ Li+m−1 (2)

The value ki is the ith round key and Roundi is the speck
round function with i acting as a round key, for 0 = i < Nr
(Nr = 27 for speck 64/128) (see figure 3).
The functional diagram of Speck is presented in figure 4:
Where (PT1, PT2) are the plaintext and (CT1, CT2) are the

ciphertext of 32-bit each.

B. DESCRIPTION OF THE PROPOSED PSEUDO-CHAOTIC
NUMBER GENERATOR
A chaotic map is a mathematical function that exhibits
some sort of chaotic behavior. It can be parameterized by a
continuous-time or discrete-time parameter. In this section,
a new SPCNG based on our previous work that is resistant
to SCA attacks is presented [26]. Our proposed architecture
represents a novel combination of three chaotic maps: a
logistic map, a skew-Tent map, and a 3D Chebyshev map
with a parallel linear feedback shift register (LFSR) and
shuffling technique, as shown in figure 5. It takes a secret
key (k) and an initial value (IV) as input and produces a key
stream cipher X1(n) and a mask X2(n) as output. A weak
coupling technique represented by a matrix A is used to create
an interdependence between the three applied chaotic maps.
This protects IV against possible attacks by the technique of
divide and conquer. Moreover, the use of three chaotic maps
makes our proposed SPCNG robust against algebraic attacks.

The utilization of three chaotic maps in our proposed
SPCNG presents a promising approach to designing a
secure and efficient encryption method suitable for a wide
range of applications. The unique characteristics of chaotic
maps, when combined with a well-designed weak coupling
technique, enhance both security and performance, making

TABLE 2. The initial conditions and parameters formed the secret key.

this approach a valuable option for cryptographic solutions.
Furthermore, it’s worth noting that the use of three chaotic
maps (logistic, skew-Tent, and 3D Chebyshev maps) in this
context also minimizes their footprint, occupying minimal
space when integrated into the overall system. This aspect
aligns with the resource-efficient requirements often asso-
ciated with lightweight cryptographic solutions, making our
approach even more suitable for practical implementation.
The initial value of the system is composed of IVL, IVS, and
IVC representing respectively the initial 32-bit vectors of the
two chaotic maps as well as 5-bit ϵij parameters representing
the parameters of the coupling matrix A. ϵij ∈ [1, 2k ] with
k ≤ 5 ) and the transient phase Tr is represented on 10 bits.
The initial conditions and parameters forming the secret key
are represented in Table 2. The size of the secret key of the
proposed SPCNG is calculated using equation 3:

|K | = |XL0| + |XS0| + |XC0| + |Ps| + 6 ∗ ϵij + |Q0|

= 190bits (3)

The key space contains 2190 different values, which is large
enough to make a brute force attack infeasible. The initial
values XL(0), XS (0) and XC (0) of the three chaotic maps are
given by equation 4

XL(0) = IVL ⊕ XL0

XS (0) = IVS ⊕ XS0

XC (0) = IVC ⊕ XT0 (4)
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FIGURE 3. A Speck key function.

FIGURE 4. Block diagram of Speck 64/128 cipher with 27 round function and 2-word key.

FIGURE 5. Architecture of the proposed SPCNG.

The coupling system is defined by the relation described in
equations 5 and 6:XLC(n)XC (n)

XCIC (n)

 = A ∗

 XL(n)
XS (n)
XCI (n)

 = A ∗

 FL[XL(n− 1)]
FS [XS (n− 1)]
FC [XCI (n− 1)]


(5)

where:

A =

[
A11 ε12 ε13
ε21 A22 ε23
ε31 ε32 A33

]
(6)

With

A11 = 2N − ε12 − ε13,
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A22 = 2N − ε21 − ε23, and

A33 = 2N − ε31 − ε32.

XL(n), XS (n), and XCI (n) are denoted as the output
equations of the recursive cells: Logistic, Skew-Tent, and 3D
Chebyshev (3D Ch) respectively. Afterward, for n > 1 and
n < Ns, then we calculate the samples by equation 7:

XL(n) = Logistic
{
mod(XLC (n− 1), 2N )

}
XS (n) = SkewT {[mod(XCS (n− 1),Ps)}

XC (n) = 3DCh
{
mod(XCIC (n− 1), 2N )

}
XC I (n) = XC (n) ⊕ Q(n) (7)

where Ns is the number of the desired samples. The models
of discrete logistic, skew-tent, and 3D Chebyshev maps are
treated in a previous work [26].
The outputs X1(n) and X2(n) of the recursive cells are

defined by equations 8 and 9.

X1(n) =

{
XSC (n);when 0 < XTh(n) < Tr
XCIC (n); otherwise

(8)

X2(n) = XLC (n) (9)

where XTh(n) = XCIC (n) ⊕ XSC (n), and Tr = 0.8 ∗ 2N .

The description of all operations of our proposed SPCNG
algorithm is summarized in Algorithm 1 as follows:

The whole proposed Speck-C64/128 algorithm model is
summarized in Algorithm 2. The efficiency and robustness
are demonstrated in the next sections.

V. SECURITY PERFORMANCE EVALUATION OF THE
PROPOSED SPCNG AGAINST STATISTICAL ATTACKS
Random number generators need high-quality random
sequence sources. Efficient methods should be applied
to assess whether our proposed SPCNG produces truly
random sequences. To evaluate the safety performance of the
proposed SPCNG, three safety tests are applied: phase space
or mapping, Chi-square, and NIST tests [33]. These tests
make it possible to quantify the cryptographic properties of
the generated pseudo-chaotic sequences [34].

A. PHASE SPACE
Figure 6 shows the phase space (mapping) of a sequence
X(n) produced by our proposed SPCNG and formed from
31250 samples generated by the proposed SPCNG to
deviate from the transient state Tr = 100. The chosen
initial condition X(0) equals 1488169157. The produced
phase space trajectory clearly shows no correlation between
adjacent sample values.

B. HISTOGRAM AND CHI-SQUARE TESTS
The histogram serves as a visual tool to assess uniformity, but
it cannot on its own fully verify the randomness of a generated
sequence [27]. The chi-square test is applied to statistically
check the uniformity of the histogram. For instance, the

Algorithm 1 Generation of Pseudo Chaotic Sequences X(1)
and X(2)
Input:
IV = Initial Vector of SPCNG;
K = Secret key of SPNG;
Initialization:
XL(0) = (IVL+XL0) mod 2N

XS(0) = (IVS+XS0) mod 2N

XC(0) = (IVC+XC0) mod 2N

Tr = 0.8∗2N

Samples generation:
A11 = 2N–ε12 − ε13
A22 = 2N–ε21–ε23
A33 = 2N–ε31 − ε32

While 1 ≤ n ≤ NS do
Internal state:

XL(n) = Logistic {mod(XLC(n− 1), 2N )}
XS(n) = SkewT {mod(XSC(n− 1),Ps)}
XC(n) = 3D Ch {mod(XCIC(n− 1), 2N )}
XCI(n) = XC(n) ⊕ Q(n)

XLC(n) = (XL(n)∗A11)+(XS(n)∗ ε12)+ (XCI(n)∗ε13)
XSC(n)= (XL(n)∗ε21)+(XS(n)∗ A22)+ (XCI(n)∗ε23)
XCIC(n)= (XL(n)∗ε31)+(XS(n)∗ε32)+ (XCI(n)∗A33)

Output:
Xth(n) = XSC(n) ⊕ XCIC(n)
If Xth(n) ≤ Tr then
X1(n) = XSC(n)
else
X1(n) = XCIC(n)
End if
X2(n) = XCIC(n)
End while
Return X1(n), X2(n)

FIGURE 6. Mapping of a sequence X(n) of length 31250 samples,
generated by the proposed SPCNG.

obtained results prove the uniformity, as shown in figure 7
and Table 3.
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Algorithm 2 Encryption Process of Speck-C
Input:
Plaintext = (Li, Ri) = 64-bit size
IV = Initial Vector of SPCNG;
K = (kNr−1. . .k1k0): Secret key of SPNG;
Nr = number of rounds = 27

Output:
//Generation of pseudo chaotic key sequences
SPCNG (K,IV) = (key_stream, Mask)
Mask(Li,Ri) = (LMi, RMi) = Plaintext xor Mask

lm−2. . . l0k0 = key words
//Key schedule function:
for i = 0 to Nr−2 do
l i+m−1 = (ki+ROL8(l i]) ⊕ i
ki+1 = ROL3(ki)) ⊕ l i+m−1

end for

//Round function:
for i = 0 to Nr− 1 do
LM i+1 = (ROL8(LM i)+RM i) ⊕ ki
RM i+1 = ROL3(RM i)) ⊕ LM i+1

end for

FIGURE 7. Histogram of the proposed SPCNG.

TABLE 3. Chi-square X2.

C. NIST TEST
NIST statistical test presents a standard test used to analyze
the randomness of binary data [35], [36], [37]. It consists
of 15 different tests to conclude whether the generated
binary sequences are random or not. For each test, a set of
m P-values is expected to indicate failure. The parameter,
α = 0.01, indicates that 1% of the sequences are expected
to fail. To apply the NIST test, we generate 100 different
binary sequences, each one with a different secret key (size
of each sequence equal to 31250 samples = 106 bits) and
α = 0.01. Table 4 gives the results of NIST test applied on a
sequence X (n). The obtained results show that the sequences
X(n) pass all the NIST tests. This shows that our proposed

TABLE 4. Randomness test of robust proposed SPCNG P-values results
using NIST tests.

TABLE 5. Chi-square X2 results of the ciphered images (256*256).

SPCNG has good cryptographic statistical properties for all
values [1, 2N−1] or ]0, 1].

VI. SECURITY ANALYSIS OF THE PROPOSED SCBLC
To prove the robustness of the proposed lightweight cryp-
tosystem against statistical attacks, a number of experiments
were performed (Histogram, Chi-Square, NPCR/UACI, HD,
Entropy, and Correlation analysis) based on several images,
which are used as plain images having the size (256 × 256)
and (512 × 512).

A. HISTOGRAMS ANALYSIS
The histogram of an image is a graphical representation of
the distribution of numerical data. It represents an estimate
of the probability distribution of pixels in an image. The
histogram test consists of studying the distribution uniformity
of the encrypted image. Figures 8, 9, 10 and 11 show; (a)
the sample image, (b) the histogram of the sample image, (c)
the encrypted image, and (d) the histogram of the encrypted
image. We can visually observe that the uniformity of the
histograms of the three encrypted images is significantly
different from those of the respective single images. The chi-
square results presented in Table 5 confirmed consistency.
This measure effectively mitigates the risk of the attacker
gaining valuable information.

B. DIFFERENTIAL ANALYSIS
To test the sensitivity of the proposed Cipher model when
changing one bit in the plain image, we used two common
measures: The Number of Pixel Change Rate (NPCR), the
Unified Average Changing Intensity (UACI), and Hamming
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FIGURE 8. Result of Barbara’s image. (a) Original image. (b) Histogram of
the original image. (c) Speck-C Encrypted. (d) Histogram of Speck-C
Encrypted.

FIGURE 9. Result of baboon image. (a) Original image. (b) Histogram of
the original image. (c) Speck-C Encrypted. (d) Histogram of Speck-C
encrypted.

distance (HD) [38], [39].

NPCR =

∑
ijD(i, j)

m ∗ n
∗ 100%

UACI =
1

m ∗ n

∑
ij

∣∣C ′(i, j) − C(i, j)
∣∣

255
∗ 100%

(10)

D(i, j) =

{
0 ifC ′(i, j) = C(i, j)
1 otherwise

(11)

FIGURE 10. Result of Bridge image. (a) Original image. (b) Histogram of
the original image. (c) Speck-C Encrypted. (d) Histogram of Speck-C
Encrypted.

FIGURE 11. Result of Peppers image. (a) Original image. (b) Histogram of
the original image. (c) Speck-C Encrypted. (d) Histogram of Speck-C
Encrypted.

The comparison of two ciphered images, C and C’, that
correspond to the same plain image, differing only in one bit,
reveals the high sensitivity of the proposed SCBLC cipher to
changes in the secret key. The results presented in Table 6
demonstrate that the cipher’s values are nearly ideal, with
an NPCR of 99.609%, a UACI of 33.4635%, and an HD
of 50%. These findings indicate that the SCBLC cipher is
highly secure and reliable for cryptographic applications.
In addition, we further compare NPCR and UACI values of
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TABLE 6. NPCR, UACI and HD tests.

TABLE 7. Entropy results.

previous studies. It can be seen that the proposed SCBLC
cipher has a strong ability to resist differential attack.

C. INFORMATION ENTROPY ANALYSIS
The concept of information entropy has proven to be an
effective means of measuring the level of randomness
present in both plain and cipher images [45]. As defined by
equation 12, this measure provides valuable insights into the
nature of these images and their potential vulnerabilities to
attacks.

E(m) =

L−1∑
i=0

p(mi) ∗ log2(
1

p(m− i)
) (12)

In this context, L represents the total number of states
of the tested message, where L is equal to 2k. For a gray-
level image, k is equal to 8. The probability of each gray
level appearance is denoted by p(mi), where mi ranges
from 0 to 255. The results of testing three images are
presented in Table 7, where the ‘‘entropy’’ code in Matlab
was used. It can be concluded that the information entropy
values closely match the ideal value of 8 for our SCBSC
cipher. This ensures uniformity and eliminates redundancy
between adjacent pixels. Furthermore, when comparing our
entropies to the existing literature, it becomes evident that
notable advancements have been achieved in certain aspects.

D. CORRELATION ANALYSIS
Correlation analysis is one of the statistical tests used to
assess the security performance of an encrypted image.
By using an effective cipher of cryptography, the linear
correlation between pixels of the original image must be
removed to resist statistical attacks. Obtaining a correlation
coefficient close to zero means that the encryption scheme
has a high degree of randomness. The correlation is
performed in the horizontal, vertical and diagonal vertical
and diagonal directions using equations 13, 14 and
15 [46], [47].

Obviously, the correlation between adjacent pixels in the
sample image is high, and its corresponding correlation
coefficient is close to 1.While the correlation in the encrypted
image is close to 0. As shown in figures 12, 13, 14 and 15,
the distribution of adjacent pixels in plain images appears to
be concentrated, while the distribution in encrypted images
appears to be relatively uniform.

As can be concluded from Table 8, the proposed SCBSC
cipher drastically reduces the spatial redundancy, which
makes our elaborated cipher model immune to statistical
attacks. The Comparison results of the correlation coefficient
show that our approach works as well as the recently reported
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TABLE 8. Correlation coefficient of adjacent pixels.

FIGURE 12. Correlation of adjacent pixels for Original and encrypted
Barbara image in horizontal (a) (b), vertical (c) (d), and diagonal
(e) (f) directions.

solutions in the literature in terms of robustness against
statistical attacks for the three directions.

ρ(x, y) =

∑n
i=1(xi − x̄)(yi − ȳ)√∑n

i=1(xi − x̄)2
∑n

i=1(yi − ȳ)2
(13)

FIGURE 13. Correlation of adjacent pixels for Original and encrypted
Baboon image in horizontal (a) (b), vertical (c) (d), and diagonal
(e) (f) directions.

with

x̄ =
1
n

n∑
i=1

xi (14)

ȳ =
1
n

n∑
i=1

yi (15)

VOLUME 11, 2023 123289



W. E. H. Youssef et al.: Secure Chaos-Based Lightweight Cryptosystem for the IoT

TABLE 9. Hardware metrics of the proposed SPCNG.

TABLE 10. Hardware metrics of the proposed SCBLC.

FIGURE 14. Correlation of adjacent pixels for Original and encrypted
Bridge image in horizontal (a) (b), vertical (c) (d), and diagonal
(e) (f) directions.

VII. HARDWARE IMPLEMENTATION AND
PERFORMANCE EVALUATION OF THE PROPOSED
DESIGNS ON FPGA PLATFORM
In this section, we will delve into the critical aspects of
hardware implementation and performance evaluation of
designs built on the Xilinx pynq-Z2 FPGA platform, which
serves as our FPGA-based low-power IoT device [61]. The
Modelsim 10.7 tool was used for functional and temporal
simulation and the Vivado 2019 tool was used for RTL
design, synthesis, and hardware implementation. We will
focus on the various design considerations and performance
measures used to assess the efficiency and effectiveness
of proposed designs [62], [63]. Through a comprehensive
analysis of FPGA-based hardware implementations, we aim
to provide valuable insights and recommendations to improve

FIGURE 15. Correlation of adjacent pixels for Original and encrypted
Peppers image in horizontal (a) (b), vertical (c) (d), and diagonal
(e) (f) directions.

the overall performance and functionality of the proposed
designs.

A. HARDWARE COST OF THE PROPOSED SPCNG
The SPCNG was implemented in a PYNQ-Z2 FPGA, using
32-bit precision to balance generation speed and security.
Table 9 shows the resources used by the generator, including
slots occupied, flip-flop pairs used, and the total number
of look-up tables (LUTs), as well as the throughput and
efficiency achieved with a power consumption of approx-
imately 123 mW. Additionally, for comparison, the area,
frequency, and throughput of other chaotic and non-chaotic
pseudo-random number generators implemented on various
platforms are also shown. We can notice that our proposed
solution shows low hardware consumption with high speed
and good efficiency metrics compared to the literature.
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FIGURE 16. RTL-level view of the proposed SCBLC.

B. HARDWARE IMPLEMENTATION AND PERFORMANCE
ANALYSIS OF THE PROPOSED SCBLC
Interpreting the comparison is difficult due to the varying
characteristics of the tested FPGAs, particularly in terms
of the clock frequency parameter. Nevertheless, considering
the clock frequency and the efficiency of the FPGA board,
we can continue with the comparison. As a result, our
proposed SCBLC cryptosystem demonstrates competitive
hardware metrics against chaotic and non-chaotic systems in
the literature, with reduced resource requirements, improved
throughput, high efficiency, and low power consumption of
around 12 mW (see Table 10).

The top-level architecture of the proposed SCBLC princi-
ple is shown in figure 16.

VIII. CONCLUSION
This paper introduces a lightweight and secure chaos-
based cryptosystem tailored for the Internet of Things
(IoT) to address the unique security challenges prevalent
in IoT environments. Drawing upon the principles of chaos
theory, our proposed cryptosystem offers a robust encryption
mechanism that proves to be efficient and scalable, especially
suited for resource-constrained IoT devices. It incorporates
a dependable pseudo-random number generator, which
produces chaotic sequences, and integrates a lightweight
SPECK-C block cipher that utilizes a resilient circular
substitution based on the suggested S-box. Additionally,
a sophisticated diffusion layer is implemented, generating
high levels of intricate diffusion effects. The proposed
SCBLC cryptosystem not only addresses the threat of chosen-
plaintext attacks but excels in this aspect due to its robust
algorithmic choices and key management mechanisms.
It stands as a formidable defense against such attacks
and offers a high level of security for encrypted data.
We hope this explanation clarifies our method’s effectiveness
in defending against chosen-plaintext attacks and provides
a comprehensive overview of our security measures. While
this cryptosystem holds the promise of enhancing IoT
security by ensuring the privacy of IoT communications and

preserving data integrity, it is important to acknowledge its
limitations. Notably, some potential disadvantages include
increased computational overhead on IoT devices due to their
complexity, the need for robust key management protocols,
and the possibility of susceptibility to advanced cryptanalytic
attacks. Nonetheless, these drawbacks should be balanced
against the significant benefits it offers in terms of enhanced
security and privacy for IoT applications.
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