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ABSTRACT A three-party authenticated key exchange protocol enables two entities to agree on a session
key with the help of a dedicated server over a public channel. Shor’s algorithm is a big threat to existing
authenticated key exchange protocols. Lattice based cryptography plays a very important role in designing
authentication and key agreements secure against the threat of quantum attacks. However, it is not an easy
job to design quantum resistant password based three party protocols due to the high demand for security
requirements and the limited resources nature of mobile devices. In this article, we have proposed a new post
quantum three party key exchange based on ring learning with errors assumption. This protocol is motivated
by Islam et al.’s authenticated key exchange protocol. Their protocol is not secure against stolen smartcard
attacks, or password guessing attacks, and can’t provide user anonymity. Anonymous communication is a
big requirement for practical applications like e-healthcare services/smart vehicular communication. This
paper also contains the performance analysis of the proposed protocol along with other relevant protocols.

INDEX TERMS Key exchange, authentication, ring learning, cryptography.

I. INTRODUCTION

An adversary (A) always tries to listen to the communication
whenever two parties Alice and Bob exchange messages over
a public channel. To overcome this problem, an authenticated
key agreement protocol is used to send a message between
Alice and Bob, and a secure connection is established
with the help of a session key. The connection between
mobile users is more secure and privacy between them is
obtained because of the high entropy of the session keys,
and if the adversary tries to monitor the connection, then
he cannot interrupt their communication. The authenticated
key agreement protocol is classified into two categories,
two parties, and multiparty. There are many papers on two
party, and three party authenticated key agreements based
on number theoretic assumptions. Soon quantum computers
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will be available, so researchers can categorize cryptography
into two parts, the first one is before the existence of
quantum computers, and the second one is with the existence
of quantum computers. The Shor’s factoring algorithm is
an efficient algorithm for solving prime factorization of a
given number in polynomial time on a quantum computer.
But, lattices are a rich source of assumptions that are
secure against quantum computers. Lattices have become
a highly appealing basis for cryptography during the last
decade. To achieve security against quantum attacks, this
paper focuses on three party post quantum authenticated key
agreements. Three party authentication services are platforms
that provide authentication for web applications, such as
user registration, login, password change, social web login,
email verification, and more. We have studied a number
of three party authenticated key agreement protocols. There
are only a few protocols available that are secure against
quantum computers. Islam et al’s [17] is the first who

© 2023 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

VOLUME 11, 2023

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/

136947


https://orcid.org/0000-0002-4478-5706
https://orcid.org/0000-0001-8062-3301
https://orcid.org/0000-0002-6206-083X

IEEE Access

D. Chaudhary et al.: Construction of Three Party Post Quantum Secure Authenticated Key Exchange

recently proposed a three party authenticated key agreement
protocol. He has claimed that the protocol is secure to (a)
user impersonation attacks, (b) smartcard stolen attacks,
(c) password guessing attacks, and (d) user anonymity and
traceability, but we found they are not able to achieve these
security attributes. Islam et al.’s [17] protocol is vulnerable
to (a) user impersonation attack, (b) smartcard stolen attack,
(c) password guessing attack, and (d) user anonymity and
traceability. Therefore, This paper contains a method that
inherits Islam et al.’s approach and effectively repels the
potential known assaults in order to address the flaws of
their original scheme. Moreover, it is demonstrated that
the proposed technique is safe even under the hard “Ring
Learning with Errors” assumption. A legitimate proof for
the system is provided, and it maintains all of the security
features. In the registration phase, this paper uses elliptic
curve cryptography that provides security against password
guessing. In the authentication phase, the protocol used
assumption ring learning with errors secure against the threat
of quantum attacks.

The rest of the paper is organized as Section II compre-
hensively reviews the related work. Section III elaborates
the motivations to conduct this research work and the
contributions of this paper. Section IV presents the prelim-
inaries. Section V describes the Islam et. al.’s scheme. The
security weaknesses of Islam et. al.’s scheme are explained
in Section VI. Section VII describes the proposed Three
Party Post Quantum Secure Authenticated Key Exchange
Using Ring Learning with Errors and ECC Cryptography.
Section VIII shows the informal security analysis and formal
security analysis in Section IX. The security comparisons and
performance evaluation are given in Section X. Section XI
concludes the paper with the future work.

Il. RELATED WORK

In 2014, Peikert et al. [24] proposed a post quantum key
exchange protocol. He proposed a new unbiased reconcilia-
tion technique. Peikert [24] presents an efficient and provably
secure set of lower level primitives for practical post-quantum
cryptography. Zhang et al. [30] proposed an authenticated key
exchange algorithm. But, this protocol uses long term server
keys again and again during the communication. It leads to
the well known signal leakage attack. Kirkwood et al. [19]
are the researchers who observed that the reuse of secret keys
is dangerous in ring learning with errors in key exchange.
This result opens a new track for the researchers, but it lacks
a complete description. In 2016, Fluhrer [14] proposed the
new innovative idea of key mismatch for ring learning with
errors based protocols revising public/private keys. This idea
is used to recover the private key of the honest party. The
match or mismatch properties play a very important role in
recovering the established key between two parties. But, this
attack becomes useless when the key is established using the
least significant bits of equal length keys. Taking inspiration
from Fluhrer [14], in 2017, Ding et al. [8] introduced the idea
of signal leakage attack for ring learning with errors based key
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exchange reusing public/private keys. Ding et al. [8] proposed
a provably secure password authentication and key exchange
under ring learning with errors assumption. In this idea,
an adversary analyzes the output of the signal function, and
he recovers the private key by establishing multiple sessions
with the honest party. The main advantage of this idea is its
applicability when the session key is established using the
least significant bits of approximately equal bit lengths. The
number of steps required “2.q” to retrieve the private key of
the server. Next year 2018, Ding et al. [9] introduced that the
advantage of this attack is less number of steps required to
retrieve the private key of an honest party. The original signal
leakage attack requires “2.q”" steps, but the improved signal
leakage attack requires ““q + c” steps, where “0 < ¢ < ¢
is some constant. In 2018, Feng et al. [13] introduced an
authenticated key exchange for mobile communication, but
it lacks authentication. In 2020, Dabra et al. [3] analyzed
the security of Feng et al. [13], and they discussed signal
leakage attack on the protocol [13]. But, Dabra et al. [3]
protocol possesses a weak login and authentication phase
that leads to a denial of service attack (DoS). In 2020,
Dharminder et al. [5] proposed a three factor authenticated
key exchange protocol. However, it suffers from the signal
leakage attack. In the same year, Islam et al. [16], [18]
proposed two quantum safe two-party authenticated key
exchanges, but [16] was found vulnerable to signal leakage
attack [4]. Currently, Wang et al. [27] proposed an efficient
quantum attacks resistant two factor authentication protocol
for for mobile devices. It uses three messages of exchange
that create communication overhead. This protocol also uses
more operations and creates extra computation overhead.
In 2022, Dharminder et al. [6] proposed a lattice based
secure reconciliation enabling key exchange for the Internet
of Things (IoTs) environment. In 2023, Kumar et al. [21]
proposed a new post quantum key exchange based on a
variant of lattice assumption, the ring learning errors. This
protocol ensures both authentication and key agreement.
This protocol needs just two messages in exchange for
authentication and key agreement. To make the system
efficient, Basu et al. [2] proposed a Module Learning With
Rounding based authentication and key exchange for two-
party communication. But, all the above protocols are two
party authenticated key agreements.

Ill. MOTIVATIONS AND CONTRIBUTIONS

To fill this gap, Islam et al. [17] proposed a new three-party
protocol based on ring learning errors, claiming that their
protocol is not only secure against the above attacks but
also provides security against quantum computer attacks.
We have found that Islam et al.’s protocol fails to provide
anonymity to the users. It is vulnerable to smartcard loss
attacks, password guess attacks, and impersonation attacks.
In the year 2023, Rewal et al. [25] proposed a quantum
attack resistant authentication protocol for mobile users
using ideal lattices. They claimed for the improvement of
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TABLE 1. Basic notations required for the proposed scheme.

Notation | Description

U; User-i with ¢ € {a, b}
S Server-j

0 Server’s public key

s Server’s secret key

Ry Finite ring of polynomials
Cha(.) | Characteristic function
E(Fy) Elliptic curve over finite field
X5 Discrete Gaussian

1) Standard deviation

Aq Adversary

ID; Identity of U;

w; Biometric imprint of ;
PW; Password of U;

h(-) Cryptographic hashing
G(+) Fuzzy Extractor

@ Bitwise XOR

|| String concatenation

the efficiency of lattice-based authenticated key exchange
protocol and the security against password-guessing attacks.
However, their scheme does not provide anonymity, and they
have used biometric hashing which is a costly operation.
The secret value is directly XORed with a biometric
value which means it can’t provide three factor security.
Moreover, smartphone fingerprint scanners often rely on
partial matches. Researchers have found that it’s possible
to create “‘master prints” that match the partials of many
people and can thus give access to a large number of user
accounts.

IV. PRELIMINARIES
This section contains some basic notations (see Table (1)).
Consider n = 2/, where t+ € Z is a security parameter.
An irreducible polynomial is define as (x" + 1) € Z[x] over Z.
The rings of polynomial is indicated as Z,[x] over Z,, where
qmod 2n = 1 (q = 2¢0°22" 4 1) is a prime modulus. The
rings of integer polynomials modulo is defined as (x" + 1)
over Z is R = Z[x]/(x" + 1). The rings of polynomials R, =
Z,[x]/(x"* 4 1)with the same modulus and each coefficient is
reduced modulo q over Z,. R has ¢" elements, each of which
is a polynomial of degree less than n with Z, = {0,1....,g-
1} coefficients. A fixed real number B is given, where 8
>0. The discrete Gaussian distribution is denoted as xg over
R,. The definition of the auxiliary modular function Mod;:
Z,x{0, 1} — {0, 1} can be written as Mod>(v, d) = (v + d.
%)mod qmod 2, where v € Z; and d = Cha(v) [30].

Lemma 1: The security parameter is given by n, consider q
= (2¢U0&) 4 1)>2 be a odd prime. Consider that v is drawn
at uniformly at random from the modular group Z,. For cd €
{0,1} and c w € Z, the output distribution of Modz(v+w, d)
given Cha(v) is statistically close to uniform on {0, 1} [30].

Lemma 2: Givenqandc,e € Ry suchthat |e| < %, we have
Mod;(c, Cha(c))) = Mod;(w, Cha(c))), where w = c+2.
e [30].

On R,;, Cha and Mod; are easily extendable func-
tions as: Given ¢ = ¢y + cix + oxr + .+
cn,uc”_1 € R, we considered it as a vector ¢ =
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(co,c1y...,cn—1). For v = (v, v1,...,vu,—1) € {0, 1},
we have Cha(c) = (Cha(cy), Cha(cy), ..., Cha(cy_1)),
Modz(c, U) = (MOdz(C(), Uo), ey MOdz(cn_l, Un—l))-

Definition 1 Ring Learning With Errors (RLWE): Con-
sider s € Ry and mathbfAg x, are distributions over (c,
cs + 2e) € R; x Ry, ¢ € Ry is chosen uniformly at
random, and e < Xxg. A polynomial time-limited algorithm
B cannot distinguish A x, from the uniform distribution on
R, x Ry givenAa fixed sample size from xgand polynomial
many samples.A

A. ELLIPTIC CURVE CRYPTOGRAPHY FUNDAMENTALS

An elliptic curve over Z; (where g > 3) is defined as a set
of all pairs (x,y) that belong to Z; and meet the equation
y? = x* + a.x + b (mod(g)) along with an imaginary point
referred to as infinity (O). The values a and b belong to
Z,, and the condition 4.a> + 27.h*> # 0 mod(q) must be
satisfied. The term “elliptic curve” implies that the curve
has no singularities. In terms of geometry, this means that the
plot does not cross over itself or have any vertices, which is
guaranteed when the discriminant of the curve, 4a® + 27b2,
is not equal to zero.

B. DISCRETE LOGARITHM PROBLEM WITH ELLIPTIC
CURVES

The Elliptic Curve Discrete Logarithm Problem (ECDLP)
involves a given elliptic curve E. The problem is to find an
integer d, where (1 < d < #FE) and # E is the number of
points on the curve, such that the primitive P added to itself
d times equals T. where T is another element on the curve.

T=dP=P+P+...+P(d times) (1)

In cryptography, d is viewed as a private integer key, and
public key T is represented as a point on the curve with
coordinates (xr, yr). The ECDLP differs from the discrete
logarithm problem for Z;, where both keys are integers. The
expression T = dP, called point multiplication, is just a
notation for repeatedly applying the group operation (y*> =
X 4+ax+b (mod(q))), not the actual multiplication of an
integer d and a curve point P.

C. FUZZY EXTRACTOR

This paper contains the extraction mechanism from the
biometric imprints. A fuzzy extractor is used to generate
keys from biometric imprints and other noisy data. The
generated key can be used to construct any cryptographic
application because its information entropy is sufficient
for security. The extraction method Fext [10] is opted,
which enables to extraction of a random binary string
that has been chosen uniformly. This extractor allowed to
extraction of personal information from the physiological
input like biometric imprints with a given error margin. In the
regeneration, the Fext algorithm retrieves a similar biometric
key string for noisy biometric imprints using a stored string.
The fuzzy extractor contains two components Gen(.), and
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GRep(.), respectively. The algorithm Gen(.) is a probabilistic
algorithm that takes input biometric imprints , and generates
Gen(w) = (B;, B}), where B is a private key, and B is the
corresponding helper string. However, B; will be the same
with the assistance of B} even if the biometric threshold value
satisfies |0’ — w| < Aw. The algorithm GRep(.) uses a noisy
biometric imprints «’, and the binary string B to generate
GRep(o', Bf) = B fi |0’ — w| < Aw holds.

V. REVIEW OF ISLAM et. al."s SCHEME
A. INITIALIZATION PHASE
o An odd prime number g > 165211% is chosen by server
S,where gmod 2n =1 andn =2' € Z,, wheret € Z
is a positive non zero.
o Server § chooses s € Z; as a long term secret,
SHA-512 hash functions H;, Hp, H3 and a fix element
x € xp randomly.
o Finally, server S declares the public parameters
(C], n,a, Xg,
Hi, H>, H3) after choosing a fixed random element a
from R,,.

B. REGISTRATION PHASE
In order to get the services, user; : i € {a, b} have to register
themselves to the server S. For that {/; communicate to the
server through a secure channel:
o U, chooses ID;, PW; and compute L; = H{(PW;, b;) after
choosing b; € Z, randomly. Then send ID;, L; to S.
e S computes D; = H{(ID;,s), X; = H\(ID;, L;), N; =
X; ® D;, Vi = H|(X;, D;) and send (N;, V;) to i.
o U; stores (b;, Vi, N;,q,a,n, xg, Hi, Hy, H3) in their
mobile application.

C. AUTHENTICATED KEY AGREEMENT PHASE
To opt services U; : i € {a, b} have to agree on a shared
session key. For that, they have to follow the following steps:

o User U, initiate the session with login into mobile
application. For that U, has to input ID,, PW, in
her/his mobile application. Then mob. app. computes
LX = H{(PW,, by), X;\k = Hl(IDa,LA),D;‘; =
Ny @ X} and then verify V4 =?Vi = H|(X}, D}).
If verification fails the session otherwise generates 74, fa
from xg randomly and computes x4 = a.ra + 2.fa,
Y4 = H)UD,, Ta,xa,D4) where T4 is the time
stamp. Now finally sends (IDj, request) to user Uy and
(IDg, Ta, x4, 24) to S.

o After getting the request massage from U, Up has to
login into their mobile application by input their /Dy,
PW,. Mobile application then verify Vz =?Vj =
H\(X}, D}) by computing L} = H{(PW,, bp), Xj; =
H\(IDy, Lp),Dj; = Np & Xj. If verification gets
success, it generates 7, fg from xg randomly and sends
(IDp, Tp, xp, Xp) to § after computing xg = a.rg+2.fp,
Yp = H>(IDp, T, xp, D) where Tp is the time stamp
otherwise stops the session.
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o After getting the massage from users U, and U,
S firstly verify the authenticity of users by ¥4 =
?E: = Hy(ID,, Ta, x4, Hi(IDg, 5)), ZpB Z?EE =
H>(IDyp, Tp, xp, H1(IDp, 5)).

If either X4 # X} or [Ta — T4l > AT,
S ends U/s session. Otherwise computes X5, =
Hy(IDs, Ts, , xp, H|(IDy, s)), where Ts, is the times-
tamp. Now sends (IDs, Ts,, xg, Xs,) to Uy.

In a similar way if either ¥p # X} or [T —
Tyl > AT, S ends Uys session. Otherwise computes
Y5y, = Ho(IDs, Tsy, x4, H{(IDy, 5)), where T, is the
timestamp. Now sends (IDgs, Ts,, x4, Zsg) to Up.

o U, checks E;A = H)(Ds,Ts,,xp,Ds) and |Ts, —
Tg,| < AT, if either of these fails then abort the
session otherwise compute t4 = ra.xp, wa = Cha(ta),
o4 = Mod)(ta, wa), aa = Hr(x4, xg, wa, 04) and sends
(IDg, wa, aa) to Up.

o After getting the massage from S, firstly U}, has to
Verify 2;3 = Hz(]Ds, TSB,)CA, DB) and |TSB — TS/'B| <
AT, if either of these fails then U, ends the session
else compute 15 = rp.xa, wg = Cha(tp), op =
Mody(tg, wg), ag = Hs(xp,xa, wp,op) and sends
(IDg, wg, ag) to U,.

« Inthis step U, gets (IDp, wp, ap) from U} and computes
o = Mody(ta, wp), ay = H(xp,xa, wp, o). Now
verify o, =?ap. If these are not equal abort the session
else computes sid = (IDg, IDy, x4, xB,
wa, WB, aa, ap) and SKap = H3(sid, o}, o).

o After getting the massage (IDy, wa, aa) from U, o) =
Mod,(tg, wa), ay = Ha(xa, xp, wa,04). Now verify
af =%as. If these are not equal abort the session
otherwise computes sid = (ID,, IDy, x4, XB,
wa, WB, s, ap) and SKpy = H3(sid, o4, o).

VI. SECURITY PITFALLS OF ISLAM et al."s SCHEME

In the paper [16], Islam et al. use the Dolev-Yao model [11]
with Kocher et al. model [20](side channel attack).
He assumes that an adversary has the following capabilities:

o Ay has access to an open public network, he can monitor
and store every communication sent between U,,, U, and
S via an open public network.

e A; has the ability to alter, edit, and replay the
communications that are sent between U,, Up,, and S via
an open, public network.

« The mobile device of the user can be stolen or accessed
by the A;. From which A; may extract the user’s
credentials by using various techniques.

e Ay can use the dictionary attack in order to guess the
passwords of the users.

A. STOLEN SMART-CARD ATTACK

According to the threat model described in paper [17],
user U,’s mobile device may be accessed by Ay, who may
then extract the user’s credentials. The password guessing
attack can be tried using these credentials and the messages
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exchanged across the public channel. To implement it, A4
extract {N;, Vi, b;, H1(.)} from mobile application of the user.
The following steps have been followed by A4: (a) It guesses
the password says PW/. (b) calculates L] = H{(PW/, b)),
X! = H(UD;, L)), D; = N;®X/ and V] = (H|(X], D))). (c) at
last verifies V; =?V/. The guessed password for Ay is the real
password if verification is successful. If not, they must repeat
these actions until they are successful.

B. USER ANONYMITY AND TRACEABILITY

In the Authenticated key agreement phase, users U, and U,
uses their original identity ID, and IDp, when massages are
exchanged through public channel. So user’s anonymity does
not exist in [17]. Also, it allows A, to separate the targeted
user in each login session.

VIl. PROPOSED THREE PARTY POST QUANTUM SECURE
AUTHENTICATED KEY EXCHANGE USING RING LEARNING
WITH ERRORS AND ECC CRYPTOGRAPHY

This section describes the proposed protocol based on
“ring learning with error” for mobile devices. The protocol
comprises four phases including the set-up phase, registration
phase, login, and authentication are discussed in Figure (1).

A. SETUP PHASE

Server S runs the setup algorithm to produce system settings
during setup and chooses its master secret key in the manner
described below:

1) S chooses a sizeable prime number ¢ with an integer
“n”’, where “n” is of the form of a power of two.

2) Then S chooses ys the Gaussian distribution with § >
0 as standard deviation.

3) Schoosesa € O, and computes publickey ¢ = as+2e
after sampling s, e < xs randomly.

4) Sselects h: {0, 1}* — {0, 1}7 as hash function with
output of y length, and an elliptic curve E(F)) with
point P as a generator for the elliptic curve group.

5) Atlast S announce {n, ¢, o, x5 0, h(.), P} as public
parameters keeping s as a secret key.

B. REGISTRATION PHASE

User U;, where i € {a, b}, must register before using any
services. All messages sent during the registration phase are
sent through a secure channel. The following actions are
required to ensure registration.

1) User U; selects ID; as identity, PW; password, and
imprints biometric @ and generates Gen(w) = (B;, B}),
and computes A; = h(ID;||PW;||B;).P, where P is the
point on the elliptic curve, and sends ID;, A; to the
server.

2) When the server receives ID;, A; it computes SID;,
where SID; = h(ID;||s), C; = SID; & h(A;), stores
h(ID;) and sends C;, h(.) to the user U;.

3) User U; receives Cj, h(.), where i € {a, b} and com-
putes Al' = ]’l([DiHPWiHB,’).P, SID[ = Cl' EBh(Ai), Vi =
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h(ID;||PW;||B;||SID;), and stores {C;, Vi, D;, B}, h(.)}
into the smart phone app.

Correctness Server authenticate U, by verifying v, =7V,
where v, = h(Aid,||zq||ma||ID,) and v), = h(Aid,||z4
[lm,||ID,). Since U, sends {z4, v4, Aidy, cq} to the server.
So server needs to calculate m,, ID,, for that, server uses Z,,
cq and Aid,. Since m, = Mod;(k,, cg), so to get correct my,
kq and k/, should follow the inequality |k, — k| < &.

kg=rs-0=r,-a-s+2e-r, 2)
ki=z4-s=a-rg-5+2v,-s 3)

From equation (2) and (1), we obtained
|ka_k¢;|:2|e'ra_va's| 4)
By applying Lemma 1 and Lemma 2, we have
le-ra—va-sl <le-ral+va-s| < /n-llell - ||rall
+ /n - vl - 1lsl]
<Jn-n-8-n-8+n-yn-8 Jn-8
=2-In.8%
where n < g and § = w(y/logn). So
|e.ra—ua.s|523/ﬁ.52|<g. (5)
Now by Lemma 3, we have

d2(ka, ca) = da(ky, ca) (©)
From equation (5), we have

Va = h(Aidy||za|lkal lma||ID )
= h(Aidg||zal k)| lm||ID]) = V. (M

Similarly server authenticate {4, by verifying vp.

Server sends {zp, N, v} to Uy, then U, verifies server and
U by verifying vy, where vy = h(ID,||IDp||s;). For this U,
needs to compute correct s; and since he has SID, and m,,
he can compute s; correctly.

VIIl. INFORMAL SECURITY ANALYSIS

A. MAN IN THE MIDDLE ATTACK

Man-in-the-middle (MITM) attacks are a type of cyber-attack
in which an attacker manipulates and intercepts two parties’
communication to make them believe they are communicat-
ing directly to one another. Since the attacker is effectively
“in the middle” of the discourse, the moniker was born.
Since an adversary A; has the capability to intercept and
manipulate all communications through a public channel.
So A4 can get the U, massages < z4, Vq, Aid,, ¢, >. Here
Za = arg+2v, in order to attack, he manipulates the massage
by < z,, v, Aid), ¢, > by generating new r,, v, and send
it the server. But the server can detect the malicious message
by verifying v,,. Since v, = h(Aid,||zq||ma||ID4||SID,) and
SID; = h(IDj]|s), so to create a valid v/, A4 needs the secret
key of server. With this A; can also intercept and manipulates
the message from the server to U, that is z;, N, vs. But since
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Ua)

o

Inputs I D,, PW,

Computes

B, = GRep(wl/L7 B;)

Mobile application computes

A, = h(ID,|[PW,||B,).P

SID! = h(A,) @ C,

Verifies

V! =Th(ID,||PW,||B,||SID,)

Chooses

Tay Va £ X5

Computes z, = ar, + 2v,

ka = Ta@

cq = CH (kq)

mg = Mody(ka, ¢q)

Aid, = (ID,||IDy) ® h(mgl|za)

Ve = h(Aidy||za||ma||IDy||SID,)
< Za, Va, Aidg, cq >, < Request >

-

Server (S;)

?\

[ 1

)

o

Inputs 1Dy, PW,
Computes
By, = GRep(w;, By)

Al = h(IDy||PWy||By).P
SID, = h(A) @ Cy

V)] =7h(IDy||PWy||By||SIDy)

Thy Vb < X6

Computes z, = arp + 2v

ky =rp0

Cp = CH(,I%)

my, = Mods(ky, cp)

Aidb = IDb ©® h(mszb)

vy = h(Aidy||zp||mp||IDy||SIDy)
< zp, vy, Aidy, cp >

Computes
ki, = zq.8, kj = 2.8
m,, = Mods(k},, cq), my = Mody(ky, cp)
ID!, = Aid, ® h(m},||z,), ID; = Aidy, & h(mj||zp)

SID! = h(ID.]|s)
SIDy = h(IDy)|s)
Verifies

Va = h(Aid,||z.||m)||ID||SID.)
oy = h( Ay | 1D} |57

Generates
Si < X6
Computes
Ny =SID, @ s; & h(mg)
Ny = SIDy, @ s; @ h(my,)

Aidy = (IDg||IDy) ® h(s;)
vs = h(IDg||IDy||s;)
< Za,Nb, Us,Aidb >

< Zb7Na~, Vs >
—

U, computes
si =N, ® SID, & h(m,)
verifies vy =?h(ID,||IDy||s})
kab = TaZbs Cab = CH(kab)
Map = Mods(kap, Cab)
sk = h(IDa||1Ds||si||zall 2| Imas)
vy = h(sk||za||26||ma||mab)
< Caby, Vf >
_—

FIGURE 1. Illustration of login and authentication phase.

it is protected by v, and to create a legit vy, Ay needs to create
N, that again requires SID,. So MITM attack is not possible
between (U), and the server. In the similar, we can say that it
is also not possible between (U ), and the server.

Ayg also can try between U, and U, by intercepting cup, vy
and sending new modified massage but since vy is protected
by session specific keys like r, and rp, so it is not possible for
an adversary to create a valid vy.

B. PERFECT FORWARD SECURITY
Perfect forward security ensures the confidentiality of past
communications even if long term private keys of the

136952

Uy, computes

s; = Ny @ SIDy, & h(my)
vy =?h(IDq||IDyl|s})
kba =TpZa

mi, = Moda(kba, Cab)
sk" = h(IDq||IDy||si|2al 26| Imab)

vp =Ph(sk||zal|2b||mallm);)

involved parties are compromised. In our proposed protocol
to eliminate this type of threat we use session specific
secret keys such as r,, rp, s; etc. The session key sk is
not dependent only on long term secret keys. So even if
long term secret keys of any of the involved parties are
exposed, it is not possible for any adversary to create a
legit sk. Since sk = h(ID,||IDp||si||zal|zp||map), so if s is
exposed somehow, Ay can get ID, and ID;, by capturing
< Zg, Vg, Aidg, cq > and < zp, vp, Aidp, cp > and computing
my and my, respectively. Now in order to compute correct
sk, Ay needs r, and rp, to compute mg,p, which is not
possible.
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C. IMPERSONATION ATTACK

In our proposed protocol three parties U,, Uy, and server
are involved so Ay could impersonate as any of them.
To impersonate as user U, adversary uses the massage <
24y Va, Aidg, c, > that is from U, to server. It is protected by
Vg, since v, = h(Aidy||zq||mallID4||SID,), so to create a valid
Va, Ag needs SID,, which is h(ID,]|s). So A4 needs secret key
s in order to create v,. That’s why impersonation attack using
U, is not possible in our proposed protocol. Similarly, we can
say that an impersonation attack through 4,’s identity is not
possible. Also, A4 can try through the server side by capturing
and modifying the messages from a server to U, and Uj,. Since
both the massages are protected by vy, and v; is protected by
s;, which is session specific secret key of the server. So in
our proposed scheme, every message by any involved party
is authenticated by the respective receiver. So impersonation
attack is not possible in our proposed scheme.

D. REPLAY ATTACK

A replay attack is when an attacker intercepts a valid message
or communication and retransmits it at a later time to gain
access to a system or seem to be a legitimate user. This can
be done by listening to the signal, intercepting it, and then
replaying it either directly to the system or across a network.
In our proposed protocol we use session specific secret values
to ensure the uniqueness of every transaction. Massages <
Za, Va, Aid,, ¢, > and < zp, vp, Aidp, ¢, > are uses r, and rp
respectively. Whereas massages z,, Np, vs and zp, N,, v uses
si. Also, each recipient of messages could authenticate the
received message using a hash function.

E. PASSWORD GUESSING ATTACK

Suppose A, intercepts all the messages communicated
through the public channel and somehow gets all the informa-
tion stored in the user’s mobile application. In our proposed
scheme we do not use public channels for sharing any
information related to passwords. Also mobile application
stores {C;, Vi, h(.), Gen(.)}, where C; = SID; & h(A;)
and V; = h(D;||PW;||B;||SID;). To implement password
guessing attack Ay needs to verify the guessed password
by V;, for that A; needs to calculate correct A; which
is h(ID;||PW;||B;).P, therefore A; needs PW;, ID; and B;
simultaneously. So it is not possible for an A; to implement
password guessing attack.

F. USER ANONYMITY AND UNTRACEABLE

Users U, Uy chooses r,, v,, and rp, vp respectively from xs
and computes z, = ar, + 2vq, 2p = arp + 2vp, kg = 140,
kp = rpo, ca = CH(kq), cp = CH(kp), mq = Mod>(ka, ca),
myp = Mod>(kp, cp), and masked the ID, and IDj, by Aid, =
ID, & h(my||z4) and Aidp, = IDp @ h(mp||zp). Finally after
computing verification factors v, = h(Aid,||zq4||lm4||IDs)
and v, = h(Aidp||zp||mp||IDp), U, and U, sends <
Zay Va, Aidg, cq > and < zp, vp, Aidp, cp > respectively to
the server. So instead of ID, and ID;, we use Aid, and Aid),
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as identity over public channel. So proposed protocol follows
the user’s anonymity. Since these Aids uses session specific
secret keys r,, rp they keep changing in every session. As a
result, the proposed protocol is untraceable.

G. CONFIDENTIALITY

Confidentiality is a crucial characteristic of a cryptographic
protocol since it makes sure that only authorized parties
may access the data. The proposed protocol uses the
hash function’s property and RLWE problem to ensure
confidentiality. In proposed protocol U, and U} sends <
Za> Va, Aid,, ¢, > and < zp, vp, Aidp, cp > to server
through public channel. In these messages, Z, and z;, are
protected by RLWE’ problem, as a result, A; can not get
session specific secret keys r, and rp, until he solves RLWE
problem. Also, v,, Aid,, vi, and Aid), are protected by a hash
function. Further server verifies these massages by v, and v,
which are protected by A(.). So proposed protocol includes
confidentiality.

H. MUTUAL AUTHENTICATION AND KEY AGREEMENT

A secure secret key is established between the parties by
mutual authentication and key agreement, which allows
for the encryption and decryption of messages transferred
between them. In our proposed protocol server verifies U,
and U}, by v, and v;, respectively. Whereas U, and U}, verifies
server by vs. Also at the end of the protocol both U/, and U},
agree on a common secret key.

IX. FORMAL SECURITY ANALYSIS

In this section we will present the formal security analysis of
the proposed protocol by provable security method [7], [22]
with the security model and assumptions.

A. SECURITY MODEL

The provable security is used to analyze the resistance of
the proposed scheme against well known attacks. To put the
proof concisely, we assume that our protocol E has three
participants: U, U, and Server S and i instance for
participants denoted as P'.

1) ADVERSARY CAPABILITIES

In this paper, we employ the random oracle security model,
which includes widely accepted security presumptions about
adversary capability. In this, only oracle queries, which
simulate an adversary’s capabilities in an actual attack,
allow the interaction between A; and the participant. The
dictionary |D| size is a fixed constant that is unaffected
by the security parameter that PPT attempts to break. The
session key bit-length is the security parameter. Using the
oracles, the list of query types that are accessible to A; are as
follows:

o Execute(l’[i X HZb,Sj): Passive attacks are modelled
using execute query. The simulation of this query allows
an adversary to get all the information exchanged
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between participants. For example, when the challenger B. FORMAL SECURITY-PROOF IN RANDOM ORACLE

(after being asked by an adversary) simulates executing MODEL

a query it returns with the messages that are exchanged Theorem 1: Let the advantage that an adversary Ay could

between participants. interrupt the proposed protocol with at most Sy send queries,
o Send(I1%, m): Send query used to model active attack E, execute queries and H, hashes be Adv(t). Again let

on the given protocol. The simulation of this query AdvﬁWE (t) denote the probability of solving RLWE problem

not only allows an adversary to get messages, that are with polynomial time 't'. Then for the proposed scheme,

exchanged between participants but the adversary can we have

eith§r modify, crf?aFe new messages, or forward them to 2 H(% 28, (E,+ Sq)z

the intended participant. In response to the send query, Advy,(t) < — + — +

the participant instance generates the message as the a q g 20

output of the send query. + (2Hq)Adv§5WE(t) . A 2C, - ng). ®)
o Test(ITy): It is used to define the semantic security of 4q

the protocol. In this if the session key is not defined That is, the proposed authentication scheme’s security

or the reveal query was not asked earlier then it returns depends upon the RLWE problem hardness. Here C; and S;

with L otherwise a random number b is chosen, if b = are Zipf’s parameters [26].

0 then it returns a random number of the same size as sk Proof: To demonstrate the attack the challenger C

otherwise returns with sk. and adversary Ay play a challenge-response game, in which

. Reveal(l’lg): It is modeled the misuse of the session key attacks carried out by adversary A; by asking C to execute
by the user. The Reveal (1'[%) query is typically used various queries. Then based on the query asked by Ay, C
to evaluate the security of a protocol against attacks ~ computes the response as per the protocol and returns it to Ag.
that aim to extract session keys from compromised Now Ay analyzes the response message and tries to breach
participants. It helps an adversary to get the session the proposed protocol the session’s key semantic security.
key that is computed by Il x Hllit,,’ S/ of instance We would prove this by a series of games from Gmy to Gms.
I. That means when the reveal query 1is simulated’ For that let Ei be the event for each Gi and the probability of
if the session key is not defined or the test query the event E; to be defined as P,(E;). It should be emphasized

was asked earlier it returns with | otherwise returns  that an event E; is defined for each Gm; based on whether
with sk. or not Ay succeeds in compromising the semantic security
. Corrupt(l"[fg): This query is used to measure the of the proposed scheme in Gm;. Let’s say that while Ay is
corruption capability of an adversary. In this when A4 being executed, an event E, which is independent of E; might

asks the challenger to simulate the Corrupt query it happen, E may be observable by C. Observed that until £
provides one of the authentication factors to Ay. That ~ happens, Gm; and Gm; are identical. Therefore we have
may be either long term secret key of the server or the \Pr[Eit1] — prlE| < P,E]

password of user U;.
Defining the Games: Gmyg : Under the random oracle modal

Gmy is equivalent to the simulation of a real attack on the

2) DEFINITION OF SECURITY proposed scheme. Therefore we have

This section outlines what exactly violates our protocol.

1
Let’s first establish the formal concepts of security as Adva, (t) = |Pr(Ep) — E' )
follows. _ Now let D; = |Pr(Ei—1) — P,(E;)|. So we can transform
o Accepted State: If an instance IT}; reaches an accepted equation (2) as

state after receiving the final expected message, it is said 1 1
to be accepted. Th§: concatenation of all messages sent Advy, (1) = |Pr(Ep) — §| = |P,(Ey) — P, (E4) + Pr(E4) — 3
and received by ITj; makes up its session identity. 5
 Fresh: An oracle is considered fresh (or possesses a fresh .y z D; + P, (Ey) — l|’
SK) if all three of the following criteria are met: 2
(1) Neither 1'[2 nor its partner has been requested for a
Reveal query.
(2) IT), has been accepted.
(3) No oracle has been asked for a Corrupt query prior
to l'[f;‘ being accepted. ‘
o Partnering: Two Instances IT) and ITj are said to be
partner if the following condition satisfied
(1) Both are in accepted state.
(2) Shares a common session secret key sk.
(3) No instance other then IT) and IT}; shares sk. P[E1] = Pr[Eo] (10)

i=1

Gm : In Gmy, Ay execute hash queries in different way
then Gmyg. Apart from that it is indistinguishable from Gmy.
In Gmy, a list Ly, is maintained that includes ordered pairs
of the form (a, b), where b = h(a). Now when A; ask hash
query h(.) for a, C searches the L, for the ordered pair (a, b),
if it exist, then C return with b otherwise generates a value b/,
uniformly at random and include (a, &) into Lj. Then return
with #’ to A;. Thus we have
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TABLE 2. Computation cost comparison.

Schemes User-side Server-side Total Computation
Computation cost Computation cost cost

Proposed scheme 2(Ttha + 2ts + 2tom + tam + tsm + 2ten) =~ 4.9990188  10tpq + ts + 2tom ~ 0.215017 5.2140358

Islam et al.2021[17] 2(8tha + 2ts + tom + tam +tsm +ten) & 5.2873224 8the ~ 0.11272 5.4000424

Zhang et al.2020 [31]  12tp4 + 4tc ~ 12962.171568 Tthe ~ 0.09863 12962.270198

Xie et al.2018[28] 12tpq + 4tc + Stsym ~ 21592.171568 Ttha + 2tc + Stsym ~ 12524.08863  34166.260198

Islam et al.2015[15] Atpq + 4te + 10tsym ~ 30229.953856 3the + 4tsym ~ 1086.43427 31316.388126

Li et al. [23]
Farash et al.[12]

8tha + 4tc + 4tsym ~ 19865.447712
6tc + 8tpg A~ 19441.447712

20951.881982
41773.504072

3tha + Aleym ~ 1086.43427
Ao + At ~ 22332.05636

Gmy : This game is indistinguishable to game Gm; except
it will be aborted in case of collision in authentica-
tion massages 24, Vq, Aidy, Cay b, Vb, Aidp, Cb, Za, Np, Vs,
2b, Ng, vs. Now based on the birthday paradox, the maximum

probability that hash oracle may have the same output is
2

H . -
at most =< also the maximum probability that two random

2q
(Eq+Sq)?
2

samples are the same is at most . So we have

H; | (Eg+Sy)
Dy = |Pr(Ey) = Pr(Ep)| < (5% + —1——
q 2q

). dD

Gmjs : This game’s scenario is similar to that of the
previous one Gmy, except user instance ]_[SU’ or server
instance Hf’ disregards a legit authentication value. Gm; will
be terminated if Ay accurately predicts the bit b without
simulating the hash oracle 4(.) in the Test query. so we have

Hy
D3 = |Pr[Ey] — PriEs]| = =2 (12)
2q

Gmy : The simulation of this game follows Gmg3, with
the exception of the session key sk is predicted fully
independently of A(.) and without simulating the random
oracle h(.). In proposed protocol the session key sk =
h(IDa|IIDp||sil|zallzp|Imap), where giRs = girsP and X; =
h(IDi|lks).

It is simulating using a self-reducible instance of RLWE
problem, which means if A; predicts sk correctly, then Ay
can solve RLWE problem within polynomial time. Therefore
we have

H
Dy = |Pr(E3) — Pr(Es)| < Hy AdvitVE (1) + 7" (13)

Gms The simulation of G4 and Gs is indistinguishable
except the hash oracle query with input (skz, ). The probability

of guessing correct bit b in test query is 5% at most. Also, Ay
can not distinguish the actual session key from the random
one if he/she does not simulate hash oracle with correct input.
So P,(Es) = 3.

With this to guess a password with low-entropy the Zipf’s
law on passwords [26] can be used. According to this if
we take S, = 107 or 108, the Ag’s advantage will be
greater then % (considering guessing attack). On the other
hand if §;, < 100, the Ag’s advantage will be over %,
(considering targeted guessing attack). So off-line password
guessing attack’s probability will be < C; - quz [26]. So we
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TABLE 3. Average run time in microseconds.

| Operations User side Server side |
ts 0.561483 0.073503
tsm 0.006655 0.000298
tam 0.029505 0.002549
tom 0.0013052 0.000307
teh 0.035515 0.000689
tha 0.180964 0.01409
te 3240 5583
tsym 1726.923 271.598

have
2

Hq S.
Ds = |Pr(Eq) = Pr(Es)l < 50 +Coo Sy (14)

We get the equation (1), after combining all the equations
and inequalities. So, the proposed scheme is secure under
RLWE assumption. (|

X. SECURITY COMPARISON AND PERFORMANCE
ANALYSIS
In this section, the evaluation of the proposed framework
is analyzed in terms of communication costs, computation
time, and security attributes (see Table (2) and Table (4)).
This paper contains the parameters of the scheme [30]. The
parameters are n = 1024 bits, log 6 = 17.01 for discrete
Gaussian, where delfa represents the standard deviation,
and ¢ > 2 is a big prime. The proposed one follows
same parameters as Zhang et al [30], Feng et al. [13]
follows: (1) Lattice-crypto library [1], and (2) Miracle
libraries [github.com/miracl/MIRACL]. The article follows
implementation on Dell PC’s, 8 GB RAM, Windows-10,
Intel’s i7, [C and C 4+ 4] language, 3.4GHz operating-
system for server side, whereas 1.4GHz Samsung mobile
with 1GB RAM, 4.3 operating-systems, processors Exnoys-
4412 are used on user end. The notations used to describe
the cost of cryptographic operations are Gaussian x5 by
ts, average cost for single multiplication by ft,, whereas
tom used to denote average cost of single multiplication
in Qy, for one multiplication and addition in Qy, t4y is
used for cost of characteristics function ¢., is used, for
symmetric encryption/decryption sy, for hashing f,, for
exponentiation .y, for chaotic map operation 7. are used to
denote. The cost of each operation is given in Table (3).

We have made a comparison with respect to communi-
cation cost and computation cost. The proposed protocol is
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FIGURE 3. Description of communication cost.

TABLE 4. Communication cost comparison.

| Schemes Message structure Communication cost |
Proposed scheme 4Re +7TH + 2 19226
Islam et al.2021[17] 141 + 6H 4+ 4Re + 2 20346
Zhang et al.2020 [31] 9H + 41 + 2Cy, 5376
Xie et al.2018[28] 6F + 2H + 2C), 3072
Islam et al.2015[15] 6H + 101 3712
Li et al. [23] 2H + 31 +6E 2752
Farash et al.[12] 8H + 31 + 6Cyy, 5824

compared [12], [15], [17], [23], [28], [29], [31]. The cost
of computation and its comparison has been shown in the
Table (2), and the Figure (2).

To illustrate communication costs associated with several
pertinent protocols we use 64-bit for each binary string
including a password, nonce, identity, and time stamp, and
let / denote the communication cost associated with them,
that is used in protocols. For hashing, we use 512 bits
output SHAT; for symmetric encryption/decryption, we use
a 256-bit key; for a chaotic map, we use a 256-bit size; and
for each element from Qg, we use a 4094-bit size and let
H, E, Cy, R, represent their relative communication costs.
Table (4), and Figure (3) show the communication costs
associated with each protocol’s authentication key negotia-
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TABLE 5. Comparison of schemes.

o
£
g
Z

schemes—
features].

&5

[23] [15] (28] [31] [17]

Smart card stolen attack
User anonymity

Man in the middle attack
Mutual authentication
Impersonation attack
Perfect forward secrecy
Replay attack

Password guessing attack
Insider attack

Quantum computer attack

XXX X NNNAX S
XAX ANCNNAX S
XAAX ANNNNS
PR NN NN RN
PN NN NN NENEN
CAX CAX NAX X
N N N N N NN

tion procedure. For security characteristics comparison the
security against password guessing attacks, replay assaults,
impersonation attacks, man-in-the-middle attacks, known-
key security, mutual authentication, and the perfect forward
secrecy of the session key are our core concerns. In Table 5,
security comparisons of pertinent protocols are displayed.
“v"” indicates that a condition is satisfied in the Table 5 while
“x” indicates that a property is not satisfied.

XI. CONCLUSION

In this paper, we have analyzed Islam and Basu’s protocol
and discuss various security flaws, including impersonation
attacks, stolen smartcard attacks, password guessing attacks,
and user anonymity. We have presented an authentication
protocol by fixing the Islam and Basu security pitfalls. Formal
security using the ROM method shows that the proposed
protocol is secure under the Ring Learning with Errors
assumption. The proposed protocol is found more efficient
than Islam and Basu’s protocol regarding computation and
communication costs. In the future, the proposed security
algorithm will be programmed and flashed in IoT operating
system for realtime testbed experimentations.
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