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ABSTRACT Generally, mobility management (MM) solutions are centralized, which means only one entity
controls the mobility-related tasks of mobile nodes connected to the network. However, the massive number
of users, rapid growth in the network traffic, and the recent developments regarding the architecture and
capability of 5G networks forced multiple entities to perform the task of MM. Similarly, to fulfill the demand
for the applications at the time of handoff, we have on-demand MM solutions. These solutions are designed
to be adoptable to various service delivery use cases supported by future networks. In addition, they also
have power-saving features that turn them off automatically, when all your devices are fully charged. Owing
to stated features, we need to explore on-demand MM solutions and these solutions can provide divergent
types of services according to the user’s demand. Therefore, in this paper, the importance and comparison
of on-demand MM solutions with legacy mechanisms are presented, by keeping in view the merits and
constraints of their contributions. Furthermore, the significance of the MM as a service (MMaaS) model
is discussed in detail, which is used for the on-demand MM mechanism. In this model, the substantial
characteristics of the granularity of services are also elaborated, which are intricately tangled with the
adoptability, extensibility, and power-saving requirements of future wireless networks. Finally, we discuss
the challenges, future prospects, and application areas of on-demand MM solutions for researchers and
application developers.

INDEX TERMS 5G, beyond 5G, MM, MMaaS, MN.

I. INTRODUCTION

The mobility management (MM) mechanism is a set of
techniques and protocols used in telecommunications and
wireless networks to regulate the movement of user devices
such as smartphones and laptops. The primary goal of MM
mechanism is to ensure that mobile users can stay connected
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and able to communicate with each other during handoffs.
In wireless networks, it is necessary to prevent service dis-
ruptions among communicating devices and should effort-
lessly transfer its connection to the new base station. MM is
also responsible for enrolling mobile devices, tracking their
location, and sending them messages. Similarly, softwariza-
tion, also known as software-defined everything, is the pro-
cess of transforming hardware-based systems and functions
into software-based alternatives. This technique virtualizes
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and abstracts the hardware components to make services
more flexible, scalable, and manageable. Softwarization is
widely used in various fields, including networking, telecom-
munications, cloud computing, and data centers. Further,
softwarization and virtualization facilitate organizations to
install, configure and manage the services [1], [3]. There are
three important parts of softwareization; I. Network Func-
tion Virtualization (NFV) that involves virtualizing network
functions (like firewalls, routers, and load balancers) and
running them on standard servers instead of special hard-
ware appliances. I1. Software-Defined Networking (SDN)
separates the control plane from the data plane, giving cen-
tralized control and programmability to the network infras-
tructure. This makes it easier to manage and optimize network
resources and III. Virtualized Network Functions (VNFs)
which are software-based implementations of specific net-
work functions that can be deployed and controlled separately
[3]. These software based mechanisms can be implemented
by using the architecture of 5G, which stands for ‘‘fifth
generation,” of wireless communication technology. The aim
of 5G network is to provide faster data speeds, less latency,
more capacity, and better connectivity to support a wide
range of applications and services, such as augmented reality,
virtual reality, the Internet of Things (IoT), and many more
[4]. The presence of consistent and well-organized wireless
communication in 5G and future-generation networks is vital
for the content transportation of different applications and
services. Especially with the considerable development of
delay-sensitive services and the massive increase in cellular
devices and applications. Hence, dependable extreme-low
latency standards are required to fulfill the present market
demand with respect to energy utilization, transmission delay,
and bandwidth usage [1]. Along this, MM is what has created
a major concern in recent wireless networks. In the absence
of MM mechanism, all users would have to acquire a new
SIM card and lose their required level of services at the time
of roaming. However, the MM mechanism will guarantee
the continuity of services and improve the quality of service
(QoS) and quality of experience (QoE) for attached users.
The pertaining MM solutions are centralized, for example
in LTE (long-term evolution) [2], where the MM entity
(MME) is liable for managing the mobility of connected
users. The Long-Term Evolution (LTE) system, shown in
Figure 1, relies on a Mobility Management Entity (MME)
to perform important tasks and make decisions. There are
different entities in this system, each one having its own
responsibilities. The MME is in charge of authenticating
and authorizing User Equipment (UE) in Network Access
Control. The Home Subscriber Server (HSS) provides the
MME with provisioning and permission to help with rout-
ing. The Serving Gateway (S-GW) is the user-plane node
that connects LTE RAN and Evolved Packet Core (EPC).
SGW entities are grouped together to balance the load, with
each eNB entity in a group having access to every SGW
entity in the same group. The Policy and Charging Rules
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FIGURE 1. Centralized Architecture along with its implications within a
Long-Term Evolution (LTE) network context.

Function (PCRF) is a software node that makes real-time
policy decisions for multimedia networks and is a critical
tool for policy in next-generation networks. QoS can interact
with the access network using the IP Multimedia Subsystem
(IMS) architecture to achieve the required carrier quality,
allowing peer-to-peer IP connections between a variety of
IMS-enabled clients and devices. Network operators and
standardization organizations are working to improve MM
procedures and enhance handover mechanisms in centralized
LTE systems. The ongoing transition to 5G and other future
technologies aim to address these issues and develop MM by
introducing distributed MM as a service paradigm.

These centralized solutions, as one of them depicted above,
are unable to fulfill the demand of the present applications
due to large number of users and dense traffic. Similarly,
such solutions are also not appropriate for 5G and future
network scenarios due to the limitation of adoptability, exten-
sibility, and more energy usage, which are also complicatedly
attached to the granularity of the service aspects. Usually, the
MM mechanism is established with the supposition of energy
efficiency (it is about making sure that network elements, like
base stations, routers, and user devices, use the least amount
of energy possible while still providing exceptional network
speed and quality of service.), extensibility, and adoptability
of the 5G and future networks [3], [4]. Additionally, the gran-
ularity of service and handoff management solutions provide
the extensibility, adoptability, and power-saving needed to
fulfill the demand for 5G and future wireless network users
[13]. Before exploring the details of on-demand MM solution,
itis important to consider the literature [14], [15] as a basis for
considering the drawbacks, compatibility and challenges, for
pertaining or legacy MM solutions, especially in the context
of 5G and future wireless network environment. The authors
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in [14] and [15] present a detailed description and critical
evaluation of various efforts that have been carried on to
provide smooth MM solutions. Likewise, the study in [15]
also offers granularity of service based on the required cell
size (which ultimately joins the obligatory quality of service
and the mobility of the user). Similarly, authors in [16] cover
the on-demand HO management for various sessions and
slices. Further, a policy-based MM technique on a per-flow
basis has been presented [17]. Furthermore, the SDN and
NFV approaches have been applied to the network, CN (cor-
respondence node), and MN (mobile node) [14], [16].

This research study provides the basis for the functional
requirements of MM mechanisms in modern wireless net-
works. Current processes are extensively analyzed to exam-
ine whether these processes perceived by standard bodies
strive to meet the specified requirements. Further, these
processes are qualitatively assessed as well. Each of the
discussed mechanisms is assessed in terms of its capacity
to meet the reliability, flexibility, extensibility, and power
consumption requirements for emerging MM schemes [5],
as mentioned in Table-1. The paper also presents the outcome
as well as gaps/challenges for planning and deployment of
5G and beyond MM frameworks. Such MM solutions are
used with the support of Network Function Virtualization
(NFV) and Software-Defined Networking (SDN) [7], [8].
NFV and SDN have been considered essential supporters of
the next-generation network [7], [8].

The NFV and SDN approaches used in the MM mecha-
nism not only assist in decreasing the capital and operating
dissipation for the network operator but also empower the
network to facilitate the important network tasks, such as
handoff controlling provision at the top of the distributed or
consolidated controller [9], [10]. Therefore, locally as well
globally, the employed handoff controlling schemes will be
able to provide on-demand services for the users. It is neces-
sary to state that a local perspective is required for a particular
domain at the time of deploying the SDN controller, whereas
a global perspective is required for the scenario at the time of
implementing the MM application for a network as a whole
[11], [12]. According to the literature review performed for
the research study, there is a need to make further exploration
on on-demand MM solutions under the umbrella of MMaaS
Model. So that we can justify and use the capability of such
a model for implementing in various fields of life. Therefore,
this article explores the granularity of service for on-demand
MM solutions by considering network burden, preplanned
strategies/policies (user and network), mobility profile, and
flow categories. It also provides a comprehensive analysis
of the characteristics and challenges of an adoptable MM
approach for 5G and future wireless networks.

Our article is divided into the following sections. Section II
highlights the importance of the on-demand MM mechanism
within the MM as a service paradigm and critically analyzes
legacy MM techniques. Section III discusses various existing
methods for providing on-demand MM mechanism along
with granularity of the service. Section IV focuses on research
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challenges, current solutions, and application areas in the
field of on-demand MM solutions. Section V outlines poten-
tial areas for future research and innovation in the context of
the MM as a service model. Finally, Section VI concludes the
discussion on on-demand MM under MM as a service and
granularity of service, along with their worth and challenges
for the future wireless network.

Il. ON-DEMAND MM MECHANISMS

In this section, we analyze the importance of on-demand MM
mechanisms within the context of the MMaaS model. This
significance is discussed in light of certain parameters. On
the basis of these parameters, this model is compared with
prevailing MM standards.

A. SIGNIFICANCE OF ON-DEMAND MM MECHANISM

The MM mechanism can be deployed as services on top of
the controller by utilizing the characteristics of SDN and
NFV [14]. Then the deployed MM mechanism authorizes
the operators to provide wide range of services including the
option of on-demand for its MM point of view. By using
MM techniques, the instances of mobility can be generated
on-demand, and therefore, computation, power, and other
required resources can be assigned accordingly as depicted
in Figure 2. According to Figure 2(a), the access network
includes a baseband group and several access points con-
nected to it. The baseband user (BBU) group is responsible
for managing the mobility of the access network, including
regulating the mobility of MNs when they switch access
points within the same BBU group. The term “BBU group™
refers to a group of access points that are connected to the
same pool.

The SDN controller, also known as the SDN switch, has
to cooperate with user plane function (UPF), Data network
(DN), access and mobility management function (AMF),
authentication server function (AUSF), session management
function (SMF), network slice selection function (NSSF) and
etc., over the southbound interface (SBI) in order to fetch the
values and then handover the fetched values to the MM appli-
cation over the northbound interface (NBI) [20]. These values
are then passed on to the MM application over the northbound
interface (NBI). The framework for this process is depicted
in Figure 2. In Figure 2(a), the SDN-C is connected to Open-
Flow (OF) switches, which consist on the network data plane.
The access network connected to these switches provides
values for various considerations like mobile node strategies,
flow types, signal strength of connected access points, signal-
noise ratios, etc. The OF switches can also access network
data like link latency, network load, connection failure, con-
gestion details, etc. The SDN control plan regulates all these
information before sending it to the MM application through
NBI. The MM applications then process this data and provide
a solution to SDN-C.

Figure 2(b) shows how the SDN-C provides resource
distribution guidelines to the access network in response
to a request, such as the need to transfer traffic [22].
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(b)

FIGURE 2. a) SDN architecture providing centralized control and management of network devices. b) Network controlling through a software activity flow
involves the use of software-defined networking (SDN) principles to manage and control network functions.

The SDN-C manages network-level mobility, while the BBU
group controls access-level network mobility. The logical
flow of the diagram (Figure. 2(b)) can be represented as
follows; 1. Fetching of information then, 2. Handling (take
necessary computation) of information and at last 3. Appli-
cation of MM rules and regulations are conserved. Based
on discussion above, it is clear that the MM as a service
model is essential for control distribution. Therefore, this
model provides improved and efficient results owing to the
capability for the distribution of on-demand computational
and other required resources.

In short, information is fetched first, then MM norms
and regulations are applied, and eventually, the necessary
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computations are done to handle this information [18], [26].
Further, the taxonomic view for on-demand MM solutions is
presented in Figure 3. It depicts, a comprehensive knowledge
of mobility management in several research areas, which
enables dynamic network configuration, improves network
performance, and enhances user experience. Now, initially,
we compare the existing standard with MMaaS in the follow-
ing subsection.

B. MMaa$S MODEL VS PREVAILING STANDARDS

In this section, we compare on-demand MM solutions in
the context of the MMaaS model with the rest of the cur-
rently implemented standards based on certain parameters.
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FIGURE 3. Taxonomic view of on-demand mobility management
mechanism in the form of a structured framework for understanding and
comparing various methods based on their characteristics and
functionalities.

We choose the following parameters: (i) Power utilization,
(i) Self-organizing feature, (iii) Network slicing compatibil-
ity and (iv) Granularity of service. The detail of values for
each parameter is depicted in Table-1 as follows. (i) Power
Utilization: Handoff-related activities, such as finding new
networks, measuring signal strength, negotiating parameters,
and connecting to the new networks are consuming more
energy on mobile devices. Therefore, in addition to power-
saving technology, electronic gadgets also use an efficient
scanning algorithm. Fortunately, the MMaaS model uses
smart scanning tools and effective network selection strate-
gies. As a result, less energy is consumed as compared to
the rest of standards. (ii) Self Organizing Feature: The self-
organization feature of MMaaS model provides very high
capabilities in this domain because it allows the network
to change with the environment, improve performance, and
the user experience without requiring manual configuration
or intervention. These capabilities make use of automated
systems and clever algorithms to dynamically modify net-
work settings and guarantee effective MM as compared
to the rest of standard mentioned in Table-1. (iii) Level
of Central Control: The level of control in the MMaaS
model isdistributed because it provides significant benefits
over the current or legacy standard (mentioned in Table 1).
This decentralisation is achieved through the flexibility that
results from the softwarization of control accomplished by
the use of SDN and NFV architectures. (iv) Network Slic-
ing compatibility: The current mechanisms can’t support
network slicing compatibility except 3GPP and Telecommu-
nication industries association (TIA) but they too have the
partial support as shown in Table 1. On the other hand, the
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FIGURE 4. The scenario of flow description of granularity of service
provision for MMAAS.

MMaaS model will be able to support multiple network slices
owing to its characteristics of softwarized control and global
view.

And, (v) Granularity of service: It is clear that the
current MM mechanisms, designed and developed by the
Institute of Electrical and Electronic Engineering (IEEE),
the Internet Engineering Task Force (IETF), the Interna-
tional Telecommunication Union (ITU), the Global System
for Mobile Communication Association (GSMA), the Euro-
pean Telecommunications Standards Institute (ETSI), the
Telecommunications Industry Association (TTIA), the Wire-
less Broadband Alliance (WBA), and the 3rd Generation
Partnership Project (3GPP), are inadequate with respect to
service granularity (a single aspect of flow), as mentioned in
Table-1. whereas MMaasS is able to provide multiple granu-
larity options, such as those based on mobility profiles, flows,
policies, MN, etc.
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TABLE 1. Comparison of mobility management as service model and
legacy standards.

S Standards Power  Self Level Net Granulari

N Utilizat Organi  of work  ty

O ion zing central ~ Slici  of

Feature control ng Service
com
patib
ility

1 International ~ High Low Central No MN
Telecommun ized Level
ication Union
(ITU)

2 IETF High Low Central No MN

ized Level

3 Institute of High Low Central MN
Electrical ized No Level
and
Electronic
Engineering
(IEEE)

4 3rd High Low Partiall ~ Yes MN
Generation y to Level
Partnership Central ~ some
Project ized exte
(3GPP) nt

5  Global High High Central  No MN
System for Enoug  ized Level
Mobile h
Communicati
on
Association
(GSMA)

6  European High Low Central  No MN
Telecommun ized Level
ications
Standards
Institute
(ETSI)

7  Telecommun  High Low Central  Yes MN
ications ized to Level
Industry some
Association exte
(TIA) nt

8  Wireless High Low Central No MN
Broadband ized Level
Alliance
(WBA)

9  Mobility as Low Extrem Distrib  Yes Multiple
service ely uted ways

High

Similarly, in the light of Table-1 the MMaaS model offers
granularity and extensibility features as mentioned earlier,
that provide a high level of potential for self-organization.
Therefore, it is concluded from Table-1 that prevailing MM
standards are not appropriate to tackle the dynamic and het-
erogeneous situations for future wireless network scenarios.
Next, using MMaaS model an acceptable level of adoptability
and extensibility can be provided to future networks, as it
would be required to assist the complicated circumstances
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TABLE 2. Constrained on pertaining work and conceivable solution.

Refe  [30] [32] [33] [34] [35]
renc
es
Exis  The Graph A slice The The
ting  analysis  theory is manage article research
wor of the wused for ment presents  article
k specific  inter- algorith an highlight
ation of slice m is algorith s the
mobility  organizat proposed m, need for
signalin  ion and by where significa
g steps puts the consideri the nt effort
of the sliceina ng the resourc for the
5G queue service es are provision
Cellular  based on price; fixed of  on-
network  priority, this for a demand
, with and service given services
respect which is  price slice. in the
to the achieved represent Howev  future
fulfilme by a sthe er, the wireless
nt of probabili  priority owner network.
QoS ty event. of has no
demand  Therefor  service hold on
for e, the that is a slice
various authors categoriz  to
service evaluate ed satisfy
types in  the into the
terms of  network lower needs
through on the and of the
put, basis ofa  higher custom
adoptab  predictiv  levels. er with
ility, e respect
extensib  solution to the
ility, for provisio
and improvin n of
delay. g QoS resourc
for future es.
networks
Rec A SDN A better One of An In the
om controll  solution the appropr  future,
men  er is for this techniqu iate more
ded required problem es is to way is analysis
Cha to have can be make the to and
nges a obtained  controlle  optimiz  investiga
for unified by r e the tion are
futur  handove formulati intelligen resourc  required
e r ng an t, so that e for
Net decision  algorith requests allocati  effective
wor  mechani m. This may be on in handoff
k sm for algorith sent from such a manage
entertai  m should where way ment,
ning workina the least that especiall
IoT- real-time  resources QoE Y, for
based environ (with may be fast-
applicat ment for respectto attained moving
ions. So managin  delay) with the  objects.
that g and are minimu
QOS controlli ~utilized. m
needs ng  the utilizati
may be inter and on of
fulfilled intra- the
slice overall
manage resourc
ment. es.

(dynamic network conditions and various types of demand
of the users) but a higher level of mobility that will
occur frequently, such consideration of multiple avenues
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provision in granularity for MM services is a challenging
aspect.

Likewise, we face numerous other challenges in saving
power consumption because network load changes with time,
especially at peak hours more energy is required, hence,
resources are wasted and are used un-intelligently [23].
Therefore, it is required to bring the concept of zero bits
with zero watts. But, in reality, the characteristics of various
scenarios along with heterogeneous types of mobility pro-
files, differ significantly and this is a real challenge in the
provision of a suitable energy-saving strategy [24]. Further,
in order to tackle the challenges of energy saving in 5G and
future networks, machine learning and artificial intelligence
strategies can be used with controllers to take intelligence
decision by turning elements on and off pre-emptively instead
of waiting for the traffic burden to change before responding
[25], [26].

Furthermore, the prevailing work prominence the impor-
tance of AI/ML applications for the utilization of minimum
energy [27], [28], [29]. Hence, the usage of AI/ML strategies
should be further enhanced, in order to cope with the complex
network because it is difficult to obtain the optimum solution
when we have to cooperate with heterogeneous profiles and
heterogeneous networks. It has been observed that MM as a
service provides the benefit in terms of using the decentral-
ization approach of MM solutions, as compared to the rest
of the standards that provide no or partial decentralization.
The overall view and softwarized control solutions also allow
in assisting various network slices, while pertaining methods
cannot be deployed in network slicing situations. Finally,
after the literature review, and from the analysis in Table-1,
it is obvious that the granularity of service provides numerous
advantages to the network, such as the facility of optimal
MM solutions, provision of extensibility, adoptability, and
energy-saving that is required in their context. Similarly, the
granularity in MMaaS model can be offered in various ways.
Therefore, in the following section, a thorough discussion is
made on the granularity of service and the various ways (like
types of flow, network policies, load, etc).

lll. ON-DEMAND MM SERVICES WITH IMPROVED
GRANULARITY
The granularity of service refers to the level of detail or
accuracy with which a wireless network is capable of distin-
guishing between various users or devices in order to provide
them with the appropriate level of service for their needs. It
is possible that various applications and services running on
a wireless network will have varying requirements for the
amount of bandwidth, latency, reliability and other perfor-
mance metrics. The granularity of the service strives to cater
to these various requirements by customizing its approach to
the management of data flows and users in order to ensure
that each receives the optimal level of service quality.
According to the literature [30], we can get the advan-
tage from the granularity of service for users, as well as
for the network. In the context of users, the granularity of
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service provides the best possible MM solutions with the
help of smart usage of batteries (reduced power consump-
tion), enhanced QoS, and QoE. Similarly, in the context of
a network, the granularity of service is feasible by providing
adoptability and extensibility to the network. The abstraction
for on-demand MM and granularity of service is represented
in the Figure. 4. This diagram represents MM mechanism
flow as follows.

1. Mobile node travel from one access point (AP) to
another.

2. Meanwhile during step no.1 the access router (AR) is
also changed from AR1 to AR2.

3. Next, in this step the new flow is created for AR2 after
detaching from ARI, at the same time the connection
with AR1 remains active until it is fully connected (All
required parameter settings) to AR2

It is essential to mention that AR1 and AR2 are purely
data plane entities and therefore, these entities are similar to
OF-switches mentioned in the architecture of Figure. 2(a).
Afterward, at the time of switching ARs or APs, the MM
mechanism will examine the procedures, guidelines, and var-
ious factors related to user and network. Furthermore, in the
meanwhile, the MM mechanism examines the perspective of
the whole network and users in the respect of the nature of
the flow, profile of mobility, etc., and will execute handoff
decisions. As, of the said procedure of handoff decision, it is
revealed that the MM solution employed for MN can offer
granularity with respect to network burden, types of flows, the
profile of mobility, policy, or combination of them according
to the particular environment or scenario.

The granularity of service with respect to flow is demon-
strated in Figure 4, in which flows are segregated on the bases
of delay accepted and delay critical under the different guide-
lines/policies of MM rules and regulations. Later on in this
section, a comprehensive discussion in the context of flows
is elaborated. The aforementioned, general and distributed
decision procedure provides the network to balance itself
according to the offered services (on-demand and not central-
ized) and also achieve adoptability in the network. Next, at the
time of a making HO decision, it is necessary to notice the
context as well as to judge the required parameters because
with such consideration the decision will be optimized for all
attached nodes. In precise the current discussion in the draft
shows an in-depth analysis of the granularity concerns and
exposes that there are various ways to deliver such discretiza-
tion in MM services. Hence, in the following text, we discuss
the granularity of service in the context of network burden,
preplanned strategies/policies (user and network), mobility
profiles, and categories of flow (context of flow).

A. CONTEXT OF NETWORK BURDEN

During the times of HO, making smart decisions in the net-
work is crucial to identify and consider network and user
level concerns such as signal strength, signal quality, cell
load, distance, speed and direction of the movement, QoS and
neighbor cell list [22]. One effective way is the use of MMaaS
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model for attaining smart decision. This model allows the
network to provide the appropriate MM rules and regulations
for each situation. For instance, if a user is in an area that over-
laps with more than one Access Point (AP), these APs could
belong to one or more Radio Access Technologies (RATS),
which creates a highly populated and diverse environment. In
such cases, the number of users are growing rapidly, and some
APs or ARs may struggle to keep up with the traffic, leading
to poor QoS regarding propagation delays for the attached
user. To address this issue, network MM solutions start to
reduce the load on the network components as mentioned
earlier. Therefore, through flow and mobility profile-based
method, MMaaS models is trained to ensure QoS and QoE at
the targeted point of attachment.

B. PREPLANNED STRATEGIES/POLICIES FOR USER AND
NETWORK

The MM mechanism implements a particular solution by
not just assessing the context and parameters but also tak-
ing into consideration the predefined policies of the user
and network. The predefined strategies and policies may
include characteristics such as roaming procedures, network
preference, provision of service, etc. Next, according to the
context of the user, the MMaaS model can choose to give
more weight to certain aspects or components as compared to
others. This characteristic allows the MM solutions to offer
certain services to specific users depending on the context
with respect to defined policy vectors [31]. The authors [7]
and [15] suggest a mechanism on the basis of user con-
text and policy vectors. To elaborate more, the study [7]
found an SDN-based technique that can be employed on core
and multi-mode mobile terminals (MMT). The multi-mode
mobile terminal collects information like RSRP (reference
signal receive power) value, RSSI (received signal strength
indicator) value, accessible AP (access point) and their IDs,
etc. It allows the MMT to collate these listed parameter values
with its already-described policy vectors. Further, it permits
the MMT to make network selections, which are then passed
on to the core network. The core network then, by means of its
SDN-C and in support of the C-RAN, organizes the desired
operations in order to offer resources inside the core network
as well as to the MMT. Additionally, the MN is permitted
to formulate its rules and policies at the time of choosing
the AP to whom they will be attached [15]. Furthermore,
MN will update the core network about its elected APs, and
the network will formulate rules and policies in order to
choose the most appropriate AP for connection from the list
of APs. Eventually, the core network will update the MN
about the elected AP for the connection. Hence, as a result
of the utilization of MMaaS framework, the policy-based
granularity of service is attained.

C. CONTEXT OF MOBILITY PROFILE
The network user may have two broad categories of profiles:
() users in vehicles: The speed of the user ranges from 15 KM
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to 600 KM/hour, and (ii) users as pedestrians: The speed ‘of
the user ranges from 0.5 KM to 10 KM/hour. Additionally, the
future network is also supposed to support the mobility of IoT
devices, where sensors are attached to each device. The said
and such other profiles are key concerns to incorporate into
the MM solutions. The MMaaS model permits the operator to
implement software and intelligent techniques and solutions
on top of the controller. Hence, such a technique or mech-
anism can be coupled with an explicitly defined mobility
profile of the user, such as in the scenario where you may have
numerous slow-speed (pedestrian) users and some of them are
high-speed (vehicle) users. These users are also accompanied
by static sensors. So, in such a situation, the network assigns
the mobility profile as well as the physical and computational
resources required for the purpose of MM to all the devices,
whether they use it or not.

Though the mentioned method is simple for the device but
not so efficient, therefore, MMaaS model offers an option of
granularity on the basis of mobility profiles and the required
resources that will be allocated according to the profile of
the user in the network. In the above example, the most
appropriate solution for slow-speed (pedestrian) users can
be attained by putting the data plan in a small cell and
allocating resources using a control plan at the macro-cell,
while the macro-cell resources are assigned to the high-speed
user in order to avoid needless handoff. The approach used
in MMaaS paradigm resembles with phantom cell approach
[11], [32], in which the data plan is at the small cell and the
control plan (CP) is attached to the macro cell. Similarly, the
mobility profile is not required for the static sensor as it is
not involved at the time of mobility. Hence, MMaaS evades
the allocation of mobility profiles and subsequently offers a
resource-efficient and flexible avenue to offer MM services
depending on the profile of mobility.

D. CONTEXT OF FLOW

The world of cellular phones has expanded exponentially
with the latest technologies and a wide selection of phone
models and applications. Experts predict that by 2030, the
use of cellular devices and applications will continue to
rise. However, current techniques may not be able to keep
up with the growing demand for diverse applications. For-
tunately, MMaaS offers a solution by providing a global
view of the domain and allowing for the differentiation of
delay-sensitive and delay-tolerant application flows. This
approach enables MM solutions to implement [P-based trans-
fer for delay-tolerant applications and path optimization and
data forwarding for delay-sensitive applications. By man-
aging each flow independently, we can ensure quality, pre-
dictability, extensibility and power conservation. The MM as
a service paradigm can also help to manage massive machine-
to-machine communication by dividing it into two categories
based on its latency requirements. Figure 4 provides a visual
representation of this capability. According to the figure,
AR-1 has two flows: (i) delay sensitive and (ii) delay tolerant.
At the time of HO to the next access router (AR-2), under the
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mobility as a service model, IP-based switching is done by
the network for delay-tolerant flow, whereas data forward-
ing capability is done for delay-sensitive flow. Furthermore,
with the help of MM as a service model, the novel flow is
initiated at AR-2 to offer access to the IP core network over
AR-2 instead of AR-1; therefore, the elimination of data plan
anchoring resembles the functionality of legacy MM solu-
tions. Similarly, some other applications like massive-type
machine communication [13], Xtreme mobile broadband,
ultra-reliable machine-type communication, and so on and so
forth can also be segregated into two broad categories with
respect to latency requirements, and these are delay-tolerant
and delay-sensitive applications. And, with the help of MM as
a service paradigm, each flow can be managed individually,
and the services can also be offered to the above-mentioned
application types with respect to guaranteeing predictable
QoS, extensibility, and attaining the required level of power
(battery-operated devices) saving.

In this section, we have explored the objectives of the
MMaaS model, which provide a seamless and integrated
transportation experience to users. This model offers a high
level of service granularity, which grants users access to
a diverse range of transportation options, each tailored to
specific needs and preferences. In summary, the MMaaS
model offers users a broad spectrum of transportation choices
that cater to varying travel requirements and preferences.
However, this approach also presents challenges related to
integration, technology, and regulatory matters. Therefore,
in the next section, an overview of research challenges and
suggest potential solutions to address them. We also provided
most critical future research areas and application domains
for on-demand MM mechanisms, which are particularly rel-
evant within the context of the MMaaS model.

IV. RESEARCH CHALLENGES AND APPLICATIONS AREAS
In this section, research challenges that are faced for imple-
menting the complete solution for on-demand MM mech-
anisms, along with their objectives are presented. Next,
we discuss the most prominent and latest research areas in
this domain. Followed by some well-known application areas
that provide paths for researchers and application developers.
The existing research and challenges [28], [34], [36], [37],
[61], reveal that some aspects of MM solutions are still fac-
ing major issues. These issues are encountered at the time
of slice management, prioritisation of a slice, distribution
of resources (bandwidth and energy) per slice, computation
offloading, and monitoring the network slice dynamically
by using a set of guidelines or procedures, especially when
we have a heterogeneous network environment. Similarly,
although the features of security associated with network
slicing are not within the scope of this article, future networks
will still demand network policies to protect the network
from threat or risk [38]. In addition to the above, some
of the research efforts, their boundaries, and recommended
changes have been identified in Table 2 for future perspective
[30] and [39].
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MM solution requires in-depth exploration in order to
resolve the issue of on-demand satisfaction of users for actual
(professionally used) applications like GrubHub, Instacart,
Postmates, etc. [36]. Though MM as a service offers numer-
ous benefits in terms of the granularity of services but on the
other side, we are also facing some obstacles and challenges
in implementing complete MM solutions as a service model
for future networks. Following is a list of these challenges and
a brief explanation for each of them:

A. PROVISION OF NETWORK SLICE

The provision of proper services to different slices is a sig-
nificant aspect of 5G and future networks, especially at the
time of handoff. So, MMaaS model is required to support
various types of services, which will further be enhanced to
include joint MM solutions used to accommodate each slice
separately [8]. This variability in offering MM as a service is
a real obstacle to develop and deploy such a diversified type
of effective MM mechanism for each user.

B. MANAGEMENT OF COMPUTATIONAL RESOURCES

In order to meet the specified purpose of 5G and future
networks, the number of computational resources should be
allocated in such a way that the profile and context of the user
are considered on top priorities. In such a situation (dense
environment and variety of users with various profiles and
contexts), it is a difficult and challenging task to properly
assign and manage the computational resources among the
users.

C. DELAY AT THE CONTROL PLANE

In the case of MMaaS paradigm and also in some other MM
solutions, the network entities are controlled and managed
through the implementation of OF rules, and most of the
time the query is executed through certain parametric values.
The real challenge of the control plane is the occurrence of
delays, that happens due to the complete dynamic nature of
the network at the time of using on-demand applications.

D. INEFFICIENT ALGORITHM

In MMaaS model, we need to process, analyse, and optimize
the various parameters of the data at several levels. The aim
of this analysis or optimization is to improve the extensibil-
ity, adoptability, QoS of flow or user, QoE of user, and so
on and so forth of the network. We also need an efficient
algorithm (with respect to time and space) for performing the
said tasks, but getting or formulating such an algorithm is a
real challenge due to the high level of heterogeneity in the
network.

E. REQUIREMENT OF MULTIPLE CONTROLLERS

Multiple controllers are required to be implemented
in the control plan so that flexibility and extensibility for
the provision of services in 5G and future networks can be
improved.
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F. USAGE OF REPRESENTATION STATE TRANSFER (REST)
API

NBI (northbound interface) makes a connection between the
SDN controller and the 5G entities at the time of implemen-
tation in the application plane. Therefore, the REST API in
the NBI and West/Eastbound Interface needs further consid-
eration to improve the scalability of the controller.

G. REAL-TIME LEARNING
Real-time learning algorithms are required in order to
enhance on-demand services for MM as a service model.

H. MANAGEMENT OF NETWORK SLICE

According to the demand of the users, policies and services
should be offered to the slice, and it must be ensured that net-
work slice management is done dynamically in this operation.

I. NEED FOR MACHINE LEARNING PROCEDURES

The organization of the services and flow of data in a slice
need to be evaluated and considered through machine learn-
ing approaches.

J. EXTENSIBILITY AND RESOURCE ALLOCATION
(INTER-SLICE)

Consideration is required for resource allocation among the
slices.

K. SECURITY OF THE NETWORK

The network security part is desired to be considered by
the provision of isolation among the slices at the start of
communication.

Concretely, in light of the unresolved problems (research
challenges) mentioned above, we have provided further
details of these challenges, suggested solutions and objectives
as depicted in Table 3.

Utilizing on-demand MM solutions allows us to effec-
tively address the challenges arising from user mobility and
the constantly changing nature of communication networks.
Consequently, Table 4 provides a useful reference to explore
the different areas of applications, including digital platforms,
real-time tracking, transportation systems, marketing and
advertising, business development, real-time analytics, envi-
ronmental condition assessment, e-banking, development of
smart cities and many more. These solutions are versatile
and can be tailored to specific domains to achieve desired
outcomes.

Similarly, the domain of on-demand MM solutions
requires research in key areas like Software-Defined Net-
working (SDN), Network Function Virtualization (NFV), and
Artificial Intelligence (AI). As we delve deeper into this
complex area, it’s evident that SDN/NFV and Al features
will play a significant role in shaping future networks. The
multifaceted approach used in this research direction ensures
top-notch network performance in the 5G and beyond net-
works. This synergy between SDN and NFV emphasizes the
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TABLE 3. Mobility management research challenges, solutions and

functions for mobile devices

objectives.
MM MM solutions Objectives
Challeng
es
SDN This review offers a few The objective is
based potential research paths for toevaluate  offloading
HO SDN-based handover methods, strategies for
optimizat  optimization. implementation, and
ion [58] advanced SDN-
enabled radio access
network topologies.
Scalabilit  This review highlights the The objective of the
y [59] obstacles,  drivers, and review paper is to show
proposed  solutions  for significant cost savings in
resolving the drawbacks of terms of delivery paths
present MM approaches. and end-to-end packet
delay, especially at the
time of mobility.
Data The proposed architectures — The objective of the study
traffic can support various is to provide mobility
and configurations of space- management designs for
Interfere  distributed mobility a higher orbit with an
nce [61]  management functions  improved reconfigurable
(MMFs)  for  obtaining management plane.
optimal mobility
management
Computa A service work flow is Computation offloading
tion proposed for MM in mobile  strategy for
offloadin  cloud computing. interdependent services
g [40] with respect to user
mobility and  fault
tolerance in order to
minimize execution time
and energy consumption
Energy A quick-response Framework that uses
consump  framework for multi-user agents between mobile
tion[41] computation offloading in devices and the cloud to
mobile cloud computing retrieve the offloading
decision and results
quickly, minimize
energy  consumption,
and reduce
communication burden
Heteroge  Access schemes for mobile The objective of
neity cloud computing architecture is to provide
[42] an intelligent network
access  strategy  for
mobile users to satisfy
application
requirements.
Bandwid  Cloud-assisted P2P media The proposed
th [43] streaming for bandwidth- architecture allows
constrained mobile mobile users located in
subscribers the same location to
share the limited
bandwidth between
them.
Security Towards cloud-based The proposed module
[44] compositions of security installed an OpenFlow

controller (cloud side)
and an OpenFlow switch
(mobile  side)  for
redirection.

importance of having an adaptable network system. Further-
more, the concept of a self-optimizing network can make
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TABLE 3. (Continued.) Mobility management research challenges,
solutions and objectives.

Privacy
[44]

Seamless
connecti
vity[45]

Network
congesti
on[46]

Vertical
HO
mobility[
47]

Ultra-
Low
Latency
Require
ments
[48]

Assuranc
e quality
of
Service

(QoS)[16]

HetNet
Integrati
on [50]

Massive
Support
of IoT D
evices[3]

A Privacy-Aware
authentication scheme for
Distributed mobile cloud
computing services.

Use sophisticated handover
algorithms to make proactive
handover decisions.

Utilise congestion-aware
mobility management
strategies to dynamically

allocate network resources,
carry out load balancing, and
improve traffic routing.

Develop intelligent vertical
handover mechanisms that a
llow for seamless transitions
between network types.

Utilise edge computation, lo
cal decision-

making, and distributed mob
ility management to decreas
¢ handover latency.

Implement QoS-aware
algorithms  for  mobility
management that priorities
user  requirements  and
dynamically alter handover
decisions based on QoS
metrics.

Utilize intelligent handover
algorithms, load balancing
mechanisms, and interferenc
¢ management strategies to
optimize the performance of
HetNets.

developed an efficient MM
mechanism that can handle
the size and variety of IoT
devices, including signaling
and resource allocation
optimization.

The objective of the
approach is to use a
single private key to
strengthen its security by
utilizing a  bilinear
cryptosystem and
dynamic nonce
generation. It results in
reduced authentication
processing time and
usage of memory spaces.

Minimize

handover latency,
lessen packet loss,

and make sure that conn
ectivity isn't interrupted
while handovers are occ
urring.

Reduce network traffic,

uphold the level of servi
ce, and make sure that r
esources are used effecti
vely.

Enhance the user experi
ence by facilitating unin
terrupted connectivity a
nd service continuity du
ring vertical handoffs.

Achieve low-

latency handoffs to supp
ort real-

time responsiveness and
satisfy the stringent de
mands of latency-
sensitive applications.

Provide a high-quality
user experience for
various applications by
ensuring consistent QoS
provisioning during
mobility.

Enable seamless mobilit
y transitions between va
rious types of base statio
ns, increase network cap
acity, and maintain peak

performance.

Enable seamless
mobility for IoT devices,
thereby ensuring
effective
communication and

network connectivity.

TABLE 3. (Continued.) Mobility management research challenges,
solutions and objectives.

changes for optimal performance in order to make real-time
decisions. This ability to adapt holds the key to manage
networks and delivering on-demand MM solutions. As we
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Transfer ~ Implement efficient context Reduce context transmis

of transfer mechanisms that sion latency during hand

context[5  minimize delays and overs in order to preserv

2] facilitate the rapid e session continuity and
reestablishment of user a seamless user experien
sessions. ce.

Manage To reduce interference, Minimize interference

ment of employ interference  effects during mobility

interfere coordination techniques such  events, thereby

nces [S3] as interference avoidance, enhancing handover
power control, and advanced  success  rates  and
beamforming. network performance.

Scalabilit ~ Develop scalable  To ensure that mobility

y [14] architectures for mobility —management
management capable of mechanisms are scalable
handling a large number of to accommodate the
connected devices and growing number of
network growth. devices and network

expansion.

Mobility  Implementation of  Enhance network

resilienc algorithms  for adaptive resilience,

e [55] mobility management that recoverability, and
can handle unforeseeable robustness during
occurrences and ensure rapid  mobility-related events,
mobility failure recovery. thereby minimizing

service interruptions.

prepare ourselves for the 5G networks and beyond, the com-
bination of SDN, NFV, and Al will also enable on-demand
multimedia solutions. This will not only enhance network
performance but also provide seamless, high-quality mul-
timedia experiences for companies, people, and industries.
Therefore, investing in these research areas is essential to
guide network evolution toward a future where performance
has no limit.

V. THE FUTURE OF THE MMaaS MODEL

The MMaas model is still a subject of discussion and is being
looked into by both telecommunication firms and academia,
particularly at a service level for real-time applications in
the core and radio access layers. The research in this article
was done in the domain of on-demand MM, where it was
found that the MMaas model is still a subject of discussion.
Within the framework of the MMaas model, we are able to
propose the following probable areas for future direction and
technological development:

A. INCORPORATION WITH EDGE COMPUTING

MM services may integrate with edge nodes in order to
optimize data processing and reduce latency. This could result
in improved device management and enhanced user experi-
ences, particularly for real-time applications.
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TABLE 4. Application areas of On-Demand mobility management
solutions.

Sno Application Domains

1 Digital platforms for booking, dispatching, and payment [66]

2 Real-time tracking of vehicles and passengers [25]

3 Customer rating systems to rate drivers and vehicles [27]

4 Driver screening and background checks [25]

5 Multiple payment options, including credit cards and mobile
payments [84]

6 Integration with other mobility services, such as public transit [85]

7 Personalized customer experiences, including preferred routes and
vehicle types [66]

8 Multi-modal transportation options, including ride-sharing and
carpooling [67]

9 Integration with smart city infrastructure, including traffic signals

and parking systems [68]

10 Environmental sustainability, including electric or hybrid vehicles
[69]
11 Real-time analytics and data collection for performance

measurement and optimization [70]
12 Vehicle safety and maintenance standards [71]
13 Driver training and certification programs [71]
14 Integration with airline and hotel booking systems [73]

15 Dynamic routing to avoid traffic congestion and optimize travel time
[74]

16 High-quality in-vehicle amenities, including Wi-Fi and
entertainment systems [69]

17 Gamification to incentivize safe driving and eco-friendly behavior
[75]
18 Integration with parking systems to provide seamless travel

experiences [67]
19 Multi-language support for global mobility services [76]
20 Integration with car rental and leasing services [67]

21 Real-time demand and supply matching algorithms [77]

22 Driver incentives to ensure high-quality service [78]

23 Integration with public transit systems to provide first- and last mile
connectivity [79]

24 On-demand bike and scooter-sharing services [80]

25 Integration with autonomous vehicle technology for a seamless

travel experience [86]

26 Integration with airport shuttle and ground transportation services
(81]

27 Multiple vehicle types to cater to diverse customer needs [82]

B. AI-BASED AUTOMATION

Al and machine learning (ML) algorithms can be used to
automate routine tasks, predict device behavior, and optimize
network resources for MM services. Al-powered solutions
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TABLE 4. (Continued.) Application areas of On-Demand mobility
management solutions.

28 In-application navigation and real-time traffic updates [87]

29 Integration with smart parking solutions to optimize vehicle parking
and reduce congestion [24]

30 Multi-destination support for efficient route planning and ride-
sharing [83]

31 Personalized marketing and advertising opportunities for businesses
[83]

could improve security measures, predict user behavior, and
resolve mobility-related issues proactively.

C. 5G AND BEYOND

As 5G and future generations of mobile networks evolve,
MM services must adapt themselves to the unique challenges
and opportunities of these networks. This may require more
dynamic and context-aware device and service management.

D. ZERO-TRUST SECURITY MODEL

As MM services evolve, they may adopt a zero-trust security
approach that prioritizes ongoing authentication and moni-
toring of both devices and users. This is a departure from
the traditional approach of relying solely on perimeter-based
security measures.

E. IMPROVED USABILITY

In the future, MM services may focus on improving the user
experience by offering personalized and context-aware ser-
vices. This could mean customizing device settings, applica-
tion access, and content delivery based on a user’s preferences
and behaviors.

F. COMPATIBILITY WITH CROSS-PLATFORM

To cater to the diverse range of devices and platforms used by
organizations, upcoming MM services may provide manage-
ment across multiple operating systems like i0OS, Android,
Windows, and mac OS. This cross-platform support will
ensure seamless management of mobility services across all
devices.

G. SMARTER MONITORING AND COMMUNICATION
Organizations can gain deeper insights into device utiliza-
tion, performance, and user behavior with MM as a service,
which may offer more smarter monitoring and communica-
tion capabilities.

H. CONFORMITY AND SAFETY

As regulations around data privacy is continued to develop.
Therefore, MM services must prioritize strengthening their
conformity and safety measures in order to protect user data
and adhere to both regional and international regulations.
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I. INTERNET OF THING (I0T) AND MMaaS MODEL

It is necessary for MM services to expand their scope so that
the administration and security of mobiles and IoT devices
can be carried out efficiently.

To sum up the article, the major concern was on MMaaS
model and is expected to develop and adjust according to
changes in communication networks and user needs. With
the progress of technology, on demand MM mechanism will
remain an important factor in providing smooth, effective and
tailored mobile experiences.

VI. CONCLUSION

The MMaaS model presents a new and exciting approach
to wireless network management. The model provides
on-demand service, software control, and overarching per-
spective, it has the potential to revolutionize the way we
manage the mobility of the nodes in the networks. Through
its granularity of service provisioning, as explored in detail in
this paper, it provides networks with the flexibility and scal-
ability characteristics necessary to accommodate the dense,
heterogeneous, and dynamic environments that 5G networks
will encounter. This paper delved into the characteristics and
challenges of on demand MM mechanism and highlighted its
significance within MMaaS paradigm. Next, by comparing
legacy MM techniques with the MMaaS model for various
operational metrics, we also provided a qualitative analysis
of the MM mechanism. Similarly, recent developments in
MM solutions demonstrated the potential benefits of the
MMaaS model, which are adoptable and flexible, making it
suitable for various network environments, as described in
Section III. Furthermore, the research challenges, possible
solutions, future prospects of the domain, and application
areas have been identified in Sections IV and V, respectively.
The discussion on these research challenges also provides
the researchers with an understanding of the opportunity
for future work on MM solutions. Finally, in light of the
discussion and identified future prospects in the article, it is
concluded that model will also play a pivotal role in future
wireless networks by enabling network slicing, accommo-
dating a large network volume, improving accessibility, and
enhancing the user experience for added users. Therefore,
it has also been suggested that this model must be validated
and evaluated for further experimental setup in the future.
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