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ABSTRACT Satellite QKD/FSO systems, which facilitate quantum key distribution (QKD) over free-space
optical (FSO) links between satellites and ground stations, present a promising pathway toward achieving
global security in upcoming sixth-generation (6G) wireless communications. Our study focuses on a superior
type of these systems, the satellite EB/CV-QKD/FSO, which utilizes the continuous-variable (CV) method
for quantum state representation and the entanglement-based (EB) scheme for QKD implementation.
We propose the use of optical phase-shift keying (QPSK) signaling and dual-threshold/heterodyne
detection (DT/HD) receivers to bolster the reliability and feasibility of satellite EB/CV-QKD/FSO systems.
Closed-form expressions for key system performance metrics are derived using improved channel modeling.
Numerical results are presented to showcase the effects of channel impairments on the system performance.
We also provide recommendations for optimal system setup parameters, aiming to enhance performance.

INDEX TERMS Free-space optics (FSO), quantum key distribution (QKD), entanglement-based (EB)
scheme, continuous-variable QKD (CV-QKD), optical phase-shift keying (QPSK) signaling, heterodyne
detection (HD) receivers.

I. INTRODUCTION

The global deployment of 5G networks is underway,
bringing substantial benefits to our economy, society, science,
and education. However, traditional terrestrial networks
alone can no longer fulfill the ever-growing demands
for high-speed and reliable network access. The concept
of non-terrestrial network (NTN) coordination has gained
immense interest from both academia and industry to
solve the limitations of coverage and capacity of terrestrial
networks [1]. Among the various NTN solutions, satel-
lite communications have emerged as a highly promising
network architecture for the future sixth-generation (6G)
wireless communications [2], [3].
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In satellite-based 6G communications, the global storage
and sharing of vast amounts of data and information
necessitate robust security systems. An essential aspect of
network security revolves around securely establishing the
communication of secret keys among legitimate parties.
In this regard, quantum key distribution (QKD) has been
considered as a promising solution for achieving global
security. Leveraging the principles of quantum physics,
QKD enables the frequent and efficient sharing of secret
keys between authorized entities, enabling the attainment
of unconditional security [4], [5]. Since the initial proposal
of the first QKD protocol by Kumarand and Garhwal
in 1984, significant advancements have been made for
long-distance transmissions using satellites and free-space
optics (FSO) [6], [7]. An example of a satellite QKD/FSO
system is shown in Fig. 1. A QKD/FSO system can be
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FIGURE 1. An example of satellite QKD/FSO system.

characterized by the way of representing quantum states and
the role of satellites in implementing QKD.

In terms of representing the quantum states, two methods
are commonly employed: discrete-variable (DV) QKD and
continuous-variable (CV) QKD. In DV-QKD, quantum bits
are encoded by utilizing discrete states of each photon,
such as polarization or phase. On the other hand, CV-QKD
allows for quantum bit encoding using properties of optical
waves, such as intensity or phase (i.e., coherent states of
light) [8], [9]. DV-QKD requires the use of single-photon
detectors for detecting quantum bits. However, these detec-
tors typically have low detection efficiency. In contrast, CV-
QKD systems employing homodyne or heterodyne detection
operate faster and more efficiently [8]. Furthermore, CV-
QKD is compatible with standard optical communication
technology as it can be implemented using readily available
optical components [10].

The role of satellites is different depending on whether
a prepare-and-measure (PM) or entanglement-based (EB)
scheme is applied to implement QKD. In the PM scheme,
the satellite serves as a trusted relay node for legitimate
parties, such as Alice and Bob. The relay node facilitates
the distribution of secret keys from Alice to Bob. The scheme
requires multiple steps to distribute the key between Alice
and Bob, resulting in increased complexity and inefficiency.
In the EB scheme, the satellite acts as the central source
and sends two beams of entangled quantum states to Alice
and Bob simultaneously. This scheme enables independent
measurements of received quantum states, facilitating the
determination of the final secret key. Moreover, the scheme
offers improved security, allowing two legitimate users to
handle the secret key without the direct involvement of the
satellite [11].

Different satellite QKD/FSO systems are formed by
combining the QKD implementation scheme (PM or EB)
with the method of representing quantum states (DV or CV).
Extensive research has been conducted on satellite
PM/CV-QKD/FSO systems [10], [12], [13], [14]. The first
successful establishment of a satellite EB/DV-QKD/FSO sys-
tem was achieved in 2017 [11]. However, investigations on
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satellite EB/CV-QKD/FSO have been relatively limited,
despite the potential advantages of the entanglement-based
QKD implementation and continuous-variable QKD.
In a very recent study, a design concept for satellite
EB/CV-QKD/FSO has explored using subcarrier intensity
modulation/binary phase-shift keying (SIM/BPSK) and dual-
threshold/direct detection (DT/DD) receiver [15]. However,
it is worth noting that SIM/BPSK requires the use of
additional RF subcarriers and large modulation depths, which
can introduce issues of complexity and feasibility. On the
other hand, DT/DD receivers, while straightforward, may
suffer from low receiver sensitivity, which can impact the
reliability of the system.

Another important issue is that the performance of satellite
QKD/FSO systems is significantly influenced by various
channel impairments, including atmospheric attenuation,
atmospheric turbulence, and receiver noise. However, previ-
ous works on performance analysis in this context suffer from
several limitations [10], [13], [15], [16]. Firstly, the impact of
atmospheric attenuation is typically only considered within
the troposphere layer, which extends up to an altitude of less
than 20 km. Consequently, the influence of the stratosphere
layer, which spans from 20 km up to 48 km above the Earth’s
surface [17], is often overlooked. Secondly, the atmospheric
turbulence channel is commonly modeled using either
Log-normal or Gamma-Gamma distributions. Nonetheless,
recent experimental data suggest that the Fisher-Snedecor
F distribution provides a better fit across weak to strong
turbulence regimes compared to these two models [18].
Moreover, the effect of sun irradiance-induced receiver noise
has not been taken into account in previous studies, despite
its significance in practical scenarios [19]. Therefore, there is
a need for further research to address these limitations and
enhance the accuracy of performance analysis for satellite
QKD/FSO systems.

In this study, our focus is on satellite EB/CV-QKD/FSO
systems, which leverage the combined advantages of
entanglement-based QKD implementation and continuous-
variable QKD. Our primary objective is to enhance the
reliability, feasibility, and performance analysis of the
systems. This is achieved through the utilization of advanced
techniques in encoding and decoding key information, com-
prehensive analysis, and optimization of system parameters.
The key contributions of this paper can be summarized as
follows:

« First, we propose the utilization of optical phase-shift
keying (QPSK) signaling and dual-threshold/heterodyne
detection (DT/HD) receivers as a means to enhance the
reliability and feasibility of satellite EB/CV-QKD/FSO
systems. Optical QPSK signaling offers several advan-
tages, including the elimination of RF subcarriers and
the ability to employ smaller modulation depths com-
pared to SIM/BPSK. Additionally, the implementation
of a DT/HD receiver improves receiver sensitivity com-
pared to DT/DD, thereby reducing quantum bit errors.
To the best of our knowledge, this study represents the
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first proposal for incorporating optical QPSK signaling
and DT/HD receivers in satellite EB/CV-QKD/FSO
systems.

o Next, closed-form expressions of key performance
metrics of satellite EB/CV-QKD/FSO systems, includ-
ing quantum bit error rate (QBER), sift probability,
and Eve’s error probability, are derived by com-
prehensively considering the impacts of atmospheric
attenuation, atmospheric turbulence, and receiver noise.
To enhance the accuracy of channel modeling, atmo-
spheric turbulence-induced fading modeled by the
Fisher-Snedecor F distribution, atmospheric attenuation
caused by both the troposphere and stratosphere layers,
and sun irradiance-induced receiver noise are taken into
account. This study represents the first instance where
such comprehensive performance analysis is provided in
the context of satellite EB/CV-QKD/FSO systems.

« Finally, we present numerical results that demonstrate
the influence of different channel impairments on the
performance of satellite EB/CV-QKD/FSO systems.
Utilizing these results, we suggest appropriate values
for crucial system setup parameters, including the
receiver’s aperture radius, the detector’s threshold scale
coefficient, and the transmit beam’s divergence angle.
By optimizing these parameter values to align with the
specific channel conditions, we facilitate system designs
and enhance overall performance.

The rest of the paper is organized as follows. In Section II,
we describe the proposed satellite EB/CV-QKD/FSO system.
Section III presents the channel model and the derivation of
key performance metrics. Section IV focuses on discussing
numerical results and optimizing system parameters. Finally,
this paper is concluded in Section V.

Il. SATELLITE EB/CV-QKD/FSO SYSTEM

In this section, we introduce our proposed EB/CV-QKD
system. We start by presenting an overview of the conven-
tional BBM92 QKD protocol. Subsequently, we describe our
proposed BBM92 protocol and entanglement-based QKD
system utilizing QPSK signaling and DT/HD receiver.

A. CONVENTIONAL BBM92 PROTOCOL

In 1992, Bennett et al. developed a QKD protocol without
Bell’s theorem, namely BBM92 [20]. The conventional
protocol followed four steps:

1) At the source, Charlie (C) creates a stream of
polarization-entangled photon pairs in the |¢¥) =
\/LE (|01) 4 |10)) state. These photon pairs are then split
and sent to two legitimate parties, with one to Alice (A)
and the other one to Bob (B).

2) After transmitting through free space, Alice and Bob
can be applied one of two bases, either a rectilinear or
diagonal, to measure each polarization-entangled pho-
ton. Therein, the rectilinear basis () has a horizontal
basis (0°) and a vertical basis (7/2), and the diagonal
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basis (®) has two polarization states with (7 /2, —m /4),
respectively.

3) By using a public channel like the Internet, Alice and
Bob publicly broadcast their measurement basis to each
other. After communicating, they convert the remaining
results by setting a rule of thumb for bit ““0” and bit ““1”
to generate the sifted key as follows:

0
0— T
7 if ® was selected,

if @ was selected,

b4
— if @ was selected,

1 — %

7 if ® was selected.

All of the received photons, which have a different
basis, are going to discard. This process is called sifting
process. It is important to note that the measurement
result should be anti-correlated, i.e., entangled photons;
then Alice or Bob needs to invert her/his bits to get the
same bit strings for both.

4) To obtain a final secure key, two legitimate parties,
i.e., Alice and Bob, effectuate information reconcil-
iation and privacy amplification procedures via the
classical public channels.

B. PROPOSED BBM92 PROTOCOL

Similar to the operation of the BBM92 protocol, our proposed
implementation is also in accordance with the four-step as
follows:

Step 1: Charlie randomly selects one of two bases C; or
(> to encode each binary bit onto one of two values of optical
carrier (¢¢c), where ¢c = (¢p1 + ¢2)/2, is the combination
of the phase from two branches of the Mach-Zehnder
modulator (MZM). Four values of carrier’s phase ¢4, known
as phase states of QPSK signaling, are corresponding to four
polarization states in the BBM92 protocol.

Step 2: At the receiver side, Alice and Bob mix their own
signal phase, i.e., ¢y with U € {A, B}, with received signal
phase ¢¢ to form cos(¢pc — ¢y). Alice and Bob choose
the value of ¢y randomly to either Uy (¢py = m/4) or
Uy (py = —m/4). They pick the same basis as Charlie
if Charlie chooses C; and Alice and Bob use U;, where
i € 0,1. As a result, three random values (I, 0, and I}),
which are corresponding to bits “0”, “X”, and “1”, appear
at the output current of the detector. Bit “X” is discarded
because Alice or Bob cannot detect the bit data based on the
detection rule.

Step 3: At the time instants, Alice and Bob inform each
other regarding the detected bit from the received signal
through the public channel, i.e., the Internet. Discarded bits
fall into one of the following two cases: (1) no bit is detected,
and (2) generated bit values are unidentical bits. The rest
of the bit sequence forms a new one, including the whole
identical bits, called sifted key. Table 1 shows an example of
our proposed protocol.

112099



IEEE Access

T. V. Nguyen et al.: Enhancing Design and Performance Analysis

TABLE 1. An example of BBM92 protocol using QPSK signaling and DT/HD receiver.

Charlie (C) Alice (A) Bob (B) Sifted

Base | Bit | ¢1 | ¢2 | ¢c | Base | ¢a | ¢dc—¢a | I* | Bit | Base | ¢p | dc—¢p | I® | Bit key
Gl [0 [0 [ Z [z A [*F 0 I | 0 | B | z 0| X X
Ci [0 [0 [ Z 2 A |[F z 0 [ X[ B | 0 I | 0 X
Ci HEIEIEINEE T Lo B, [ % T L 1
Ci L [ | F1¥[ a4 [F 7 0 [ X[ B [ F 3 0 [ X X
G, |0 |0 | ZF[F[ A& | % I 0 [ X | B | * 7 0 X | X
G [0 [0 [ F[F[ A4 [=F 0 I | 0 | Bl | 0 Ih | 0 0
(& HEIERERRNEE z 0 [ X [ Bl [F T o1 X
G L [ =215 &4 [ F T L | 1] B |Z z 0 [ X X
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FIGURE 2. Entanglement-based QKD system using QPSK signaling and DT/HD receiver.

Step 4: Finally, two procedures, including information
reconciliation and privacy amplification, are further handled
as in step 4 of the BBM92 protocol to create a final secret key
without error.

C. PROPOSED ENTANGLEMENT-BASED QKD SYSTEM
Figure 2 illustrates the block diagram of entanglement-based
QKD systems for global security, including three parties:
Charlie (satellite) and Alice and Bob (two legitimate
users located at the ground). In the duration of the
preparation stage, Charlie, Alice, and Bob are assumed
perfect pre-synchronization by using a global positioning
system (GPS). Source and destinations are connected via the
FSO channel.

At the source, Charlie’s raw key, denoted as d(¢), is first
modulated by an MZM to create the electrical pulses. At each
branch, the phase of the optical carrier is governed by the
bit “0” or bit “1” as shown in Tab. 1. The random base
module randomly picks one of two MZMs corresponding to
two bases C; and C to encode the binary data using the
phase of a continuous-wave optical carrier, facilitated by a
QPSK modulator. Following this, an optical beam splitter
splits the optical signal into two beams with identical phases.
One of these beams is transmitted to Alice while the other is
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transmitted to Bob.! Four different values of ¢¢ correspond to
four phase states of the QPSK signaling scheme. As a result,
the output signal of the source (Charlie) is given as

Iy = /Prexp liQrfut 4 ¢0)], (1)

where P; is the transmitted power and f, is the optical carrier
frequency.

At the receiver sides (Alice and Bob), the telescope collects
the optical beam; the received signal can be expressed as

Iy = /Py exp [i2fet + ¢u)], )

where P, = P;h is the received power, in which 4 is the
channel coefficient, which is described in more detail in the
next part. Besides, the optical signal created by the LO can
be shown as

Iro = /Pro exp li2nfrot)], 3

where Py and fi o are the power and the frequency of the LO,
respectively. After that, the received signals are combined
with a continuous wave generated by the local oscillator.

It is worth noting that the quantum correlation can be achieved thanks
to the conversation between Alice and Bob via the classical public channel
to notify each other the time instants that they all detect bit “0” or bit “1”.
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Thanks to the PIN photodiode, the optical signal is converted
to the electrical signal, which can be written as

1, o Mgy + 10l
o R|(P, + Pro) +2v/PrPro cos Qrifirt + $O) + in,
)

where fifr = f. — fro is the intermediate frequency. N is
the responsivity of the PIN. i, denotes the noise current. The
bandpass filter (BPF) is used to get rid of undesired signals.
After that, the useful component of intermediate frequency
is multiplied with the reference signal cos 2nfirt 4+ ¢y) of
the receiver’s random base component. Hence, the decoded
current can be determined as

Ir =20/ P,Procos Crfirt + ¢c) cos Crfirt + ¢u) + in,
=N/P,Procos (4 fipt + ¢c + oy)
+Ry/PrPro cos(pc — ¢u) + in. )
Two decoded bases of each legitimate user are randomly
selected by setting the phase of the reference signal. Then,
the low-pass filter (LPF) is utilized to eliminate the undesired

component (4f;r). Consequently, the bit “1” and bit “0” are
decided by a threshold detector and can be expressed as

I =N/P.Procos(pc — ¢u) + in. (6)

Under the effect of noise, the detection rule can be
expressed as

1 ifd <dy)
0 if (I > do) @)
X if otherwise

Decision rule =

where dy and d; are the thresholds to detect bit “0” and “1”,
respectively (see [21] and the reference therein for more
detail). X denoted as no bit is generated.

The security of QPSK-based QKD is ensured thanks to the
random base at legal receivers (i.e., Alice and Bob), which
choose their phase (i.e., ¢y) randomly to combine with the
phase of the signal received from Charlie (i.e., ¢¢). The
eavesdropper (Eve) can only detect a bit of the quantum
key when its phase matches to (¢c — ¢y) and Alice and
Bob use the same value of ¢y. Besides, the difference in
channel characteristics and noise variance among the links,
i.e., Charlie-to-Alice, Charlie-to-Bob, and Charlie-to-Eve,
also helps to enhance the security. This difference reduces the
probability that Alice, Bob, and Eve detect the same value of
the quantum bit.

IIl. SYSTEM PERFORMANCE ANALYSIS

In this section, we present channel model and closed-form
expressions for key performance metrics of the satellite
EB/CV-QKD/FSO system. Assuming that a fine tracking
system with perfect alignment is deployed and the phase lock
loop is implemented to compensate for the effect of phase
noise [22]. In addition, we ignore the effect of the frequency
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FIGURE 3. Schematic illustration of considered system for performance
analysis.

mismatch because the current receiver design for satellite-
based CV-QKD/FSO communication systems can deal with
the frequency shift up to =14 GHz [23], [24].

A. CHANNEL MODEL

Various factors affect to the optical channel during prop-
agation from the satellite to two legitimate users on the
ground. As shown in Fig. 3, depending on the geography
area, an existing minimum elevation angle of the base station
can be determined to see satellites in LEO orbit, e.g., the
range of the elevation angle in Japan from 30° to 150° [15].
In the tracking zone, the entanglement-based QKD system
performance is evaluated by taking into account three main
effects, including atmospheric attenuation, h,, geometric
spreading loss, A, and turbulence-induced fading, 4.

1) ATMOSPHERIC ATTENUATION

The quantum signal attenuates while propagating from the
satellite to Alice and Bob because the composition of
gas molecules and aerosol particles in the air absorbs the
laser beam energy and changes the light direction. Before
coming to the ground, the optical signal propagates through
three environmental conditions, including vacuum condition,
stratosphere condition, and troposphere condition. Therein,
the effect of vacuum conditions on the quantum signal is
ignored. The troposphere layer is the region’s strongest effect
on the optical signal due to aerosol in the air. In addition,
active volcanoes have recently occurred more frequently and
produced aerosols during active. These aerosols are ejected
from volcanoes into the stratosphere layer and then spread
worldwide in a few weeks [17]. This results in the optical
signal being affected when passing through this medium.
Therefore, it is necessary to consider the effect of the
stratosphere on optical signals from satellites. As a function
of transmission distance, the Beer-Lambert law is utilized to
estimate the path loss through two-atmosphere layers 4, as
follows [17], [22]

ha = hihs = exp (o L) exp (—ogHy sec(€)),  (8)

where h; and kg are denoted as troposphere attenuation coef-
ficient and stratosphere attenuation coefficient, respectively.
L = (Hy; — Hy)/cos () is the propagation length of the
FSO link in which £ is the satellite’s zenith angle. oy and o
are the attenuation coefficient of the troposphere layer (the

112101



IEEE Access

T. V. Nguyen et al.: Enhancing Design and Performance Analysis

TABLE 2. Attenuation coefficient for different atmospheric layers.

g Heavy fog 28.75

‘5 | Troposphere layer | Light fog 4.6

€| &, km™) Haze 0.966

5 Clear air 0.0989
£ Extreme volcanic 107"

S | Stratosphere layer | High volcanic 2x 1072
8| ou (km™h Moderate volcanic 8§x 1077
< Background volcanic | 1077

altitude of 20 km above Earth’s surface) and the stratosphere
layer (the altitude of 20 to 48 km above Earth’s surface).
Hy; is the vertical extent of the stratosphere layer. Table 2
shows the values of oy and oy at the optical wavelength
of A = 1550 nm [17].

2) GEOMETRIC LOSS

From the satellite, the optical beam, which is considered a
Gaussian beam, is transmitted to the ground via the free-space
channel. Due to the long-distance transmission, the beam
spreads out; then the fraction of the collected power at the
ground can be determined as

2r?
hy ~ Ag exp (=), ©)
Leq

where Ag = [erf(v)]? is the fraction of the collected power at
r = 0, i.e., Alice and Bob can be situated at the center of the
Gaussian beam footprint. The equivalent beam-waist can be

f
calculated as w%eq = w? 2;2;;2 (VV)Z v = (/7D /2)/(+/2wL)
is the ratio between the aperture detector radius and the

beamwidth. At a distance L, the beam-waist, denoted as w;,

/ 2
1+¢€ ( ) in which
0

wo = (21)/(m0) is the beam-waist at distance L = 0 and 6
is the divergence angle. € = (1 + 2wj/p3(L)), and py(L) =
(0.55C2(L)k*L)~3/5 is the coherence length [25].

can be approximated as w, &

3) ATMOSPHERIC TURBULENCE-INDUCED FADING

The ability of atmospheric turbulence to effectively mix air
with various characteristics is what gives it its significance
in meteorology as well as communication from space. Local
fluctuations in the refractive index occur as light travels from
the emitter to the photoreceptor due to the inhomogeneity of
temperature and pressure in the atmosphere; these variations
considerably impair the performance of the quantum channel.
Accurately simulating atmospheric turbulence under varied
situations is one of the most crucial tasks in efforts to reduce
the erosion of optical communication system performance.
Aside from the Log-normal, Gamma-Gamma distribution is
normally used to model the turbulence-induced fading; in this
study, the composite turbulent coefficient follows a Fisher-
Snedecor F distribution and is expressed as [26]

a®(b — 1)Pre!

he) = :
T ) = ) @y + b — 1P

(10)
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where B(-) is the beta function while the parameters a and b
of F-distribution is given as [18]

1
a=——"—0: (1
exp (0 5) — 1
1
b= —— 42, (12)

exp (o) — 1

where 01%1 s and 0’1%1 . are the corresponding small-scale and
large-scale log-irradiance variances, which can be determined
via Rytov variance (a}%) as shown in [27]. o}% defines weak,
moderate, and strong turbulence corresponding to (TI% < 1,
O‘I% ~ 1, and O‘I% > 1. In the case of plane wave propagation,
the Rytov variance, denoted by O‘I%, is given as [27] and can
be shown as
Hj

2 = 2.25k7/0gec!/6 (gi)/c,f (h) (h — H,)>®dh, (13)
H,

where O’R for the i-th path can be written as a function of
(TR =f (é‘l, H,, H; ) with & and H represent for zenith angle
and altitude, respectively. Additionally, C,%(h) is the variation
of the refractive index structure parameter described by the
Hufnagel-Valley model [28, (19)] and can be expressed as

C2(h) = 0.00594 (V“2V7d) (10—5h)10 exp (_1(%)

h h
2.7 x 10716 ——— )+ 20
el exP( 1500)+ Oexp =100

(14)

where C,%(O) is the ground level turbulence, and vying (M/s) is
the root mean squared wind speed.

B. SIFT PROBABILITY

In this section, the mathematical closed-form expressions
of each security performance metric are derived. When
compared to integral expressions, closed-form expressions
have the potential to offer a clearer understanding of how
various design variables influence performance. Moreover,
there exist particular integrals that are intractable. They
cannot be used to compute results. Regarding the simulation,
achieving precise results demands a significant number
of simulation runs. As a result, the simulation process
can be highly time-consuming. Closed-form expressions
could substantially alleviate the computational time required.
Here, closed-form expressions help to identify the secure
performance of satellite entanglement-based CV-QKD/FSO
systems as a function of many parameters including the
altitude of the satellite, optical wavelength, divergence angle,
zenith angle, wind speed, detector responsivity, etc., and other
parameters as shown in Table 3.

1) SIFT PROBABILITY BETWEEN CHARLIE AND ALICE/BOB

Sift probability, Psif, is defined as the probability that two
legitimate users (Alice and Bob) can decode bits using dual-
threshold detection. In the entanglement-based QKD system,
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TABLE 3. System parameters.

Name Symbol | Value

LEO satellite altitude Hgsar 600 km
Alice/Bob’s station high Hy 10 m
Optical wavelength P 1550 nm
Divergence angle [4 0.4 mrad
Zenith angle ¢ 30°
Threshold scale coefficient P 2

Sun’s spectral irradiance wy 0.2 kW/m?um
Wind speed Viind 21 m/s
Turbulence strength c2 10713 m=2/3
Optical bandwidth By 250 Ghz
Bit rate Ry 1 Gbps
Aperture radius D, 5cm
Transmitted power P, 5 dBm
Local oscillator power Pro -5dBm
Electron charge q 1.6x1071°
Dark current 1y 3x107° A
Boltzamann’s constant kg 1.38x10723 J/K
Receiver temperature T 298 K
Detector responsivity R 0.8

Load resistance Ry 50 Q

the sift probability can be calculated as

PEAB = Pc (0, 00 Pc.y(0, 1) + Pc.y(1,0) 4+ Pc.y(1, 1),
(15)

where Pc y(x,y) in which (x,y) € {0, 1} is the probability
that bit “x” sent by Charlie coincides with the decoded bit
“y” of Alice and Bob. Then, the probability Pc y(x,y) can
be calculated as

Pc(x)Pyjc(ylx), (16)

where Pc(x) is the probability that satellite transmits bit
“x”. Py|c(y|x) is the conditional probability that Alice and
Bob detect bit “y” when Charlie send bit “x” and can be
determined as

dU
Pyic Olx) = /Q(—)th (hU) dhtU, (17)
N
Puic (1)x) = /Q( )fhu (hff) dnv,  (18)
N

where iO = —i1 = —NJP,Pro, dé/ = ,oléj and d| = ,oIIU
with p is threshold scale coefficient. Q(-) is the Gaussian Q-
function. O'AI,J is the total noise variance, where the shot noise
is given as [29]

Pcuy(x,y) =

4kpT

R, Af, (19)

o) = 2q(RPLo + NPy + 1) Af +

where ¢ is the electron charge, T is the absolute temperature,
1; is the dark current, R; is the load resistance, kp is

the Boltzmann’s constant, and Af = % is the efficient
bandwidth with bit rate Rp,. P, = Q,mwD?A) is the
background noise power collected at user U’s receivers, €2,
is the Sun’s spectral irradiance above Earth, AA = BOTkz,
By is the optical bandwidth, X is the optical wavelength, c is
the speed of light. In this work, the signal-dependent shot
noise contributed from the received signal is ignored due to
its power being much lower than the local oscillator power.
To solve the integral (17) and (18), we first use
the conversion between Q@ function and erfc function,
ie., Q(x) = %erfc (\%), then expressing erfc function as
Meijer G-function, i.e., erfc(y/x) = \/LEG%(; (x (1) 1/2)
[30, Eq. (06.27.26.0006.01)]. By using [31, Eq. (8.4.2.5)]
and [32, Eq. (21)], and after several mathematical manipula-

tions, the closed-form of (17) can be derived as in (20), shown
R(1+p) /P PLoObaly
DTy oRes

at the bottom of the page, where A =

lop
It is worth noting that Eq. (18) can be simila.rllvy solved
with Eq. (17). Therefore, to keep the paper concise, we did
not show the closed-form of Eq. (18).

2) SIFT PROBABILITY BETWEEN ALICE AND BOB
Similar to calculating the sift probability above, the Pegig
between Alice and Bob can be expressed as

P8 = P4 p(0,0) + P4 (0, 1) + Pa p(1,0) + Pa p(1, 1),
1)

113 //

where P4 p(x, y) is the probability that Alice’s detect bit
coincides with Bob’s detected bit “y”. And, the probability
P4 p can be given as

Pc(x)Pajc(x|x)Ppic(ylx)
+ Pc()Paicxy)Picly). (22)

Pap(x,y) =

C. QUANTUM BIT ERROR RATE

In the entanglement-based QKD system, the quantum bit
error rate (QBER) reflects the probability of bit error in the
sifted key. In optical systems, these bit errors are normally on
the order of a few percent [33]. In the considered system, the
QBER can be expressed as [34]

P
QBER = —%, (23)
Psift

where P, is the probability that shows how many bit errors in
the sifted key are caused by environmental conditions and/or
Eve’s intervention. In our system, the P, is determined in two
cases as followed

A—Zaaa
Pyic Olx) =

21—a(b —
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1—(a+b)1—a——ai| (20)
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FIGURE 4. Alice’s/Bob’s QBER in different turbulence conditions and the sun’s spectral irradiance.

QBER for the key transmission between Charlie and

two legitimate users

QBER™? = P¢ y(0, 1) + Pcy(1,0), (24)

in which Pc¢ y(.) is the probability that presents the bit sent

from Charlie (satellite) is different from the received bits at
Alice and Bob.

QBER for the key transmission between Alice and
Bob

QBERAZ = P, (0, 1) + P4 5(1, 0), (25)

in which P4 p(, ) denotes the probability that the received bits
at two legitimate users are not the same.

D. EVE'S ERROR PROBABILITY

To investigate the security of the proposed CV-QKD system,
we consider the eavesdropping attack, where the eavesdrop-
per (i.e., Eve) tries to detect the quantum key that Charlie
sends to Alice and Bob. The most practical attacking strategy
for Eve is by locating its unauthorized receiver within the
beam footprint near Alice’s of Bob’s receiver since the optical
beam experiences geometric spreading. Assuming that Eve’s
location is at the distance of rg from the center of the beam
footprint, where Alice/Bob is located. We consider the case
that Eve uses the optimal threshold (d,E = 0) to detect
Charlie’s data. If Eve is wrong to receive the bit sent from
the satellite, it is called Eve’s error probability and can be
determined as

PE o = Pc.e(0, 1) + Pc £(1, 0),
= Pc(0)Pg|c(1|0) + Pc(1)Pg c(0]1), (26)
where Pc (0, 1) and Pc (1, 0) are the joint probabilities
that Eve falsely detects the bit sent from Charlie. Pc(x) and

Pgic(ylx) are the probability of Charlie sent bit “x” and the
conditional probabilities that Eve detects bit “y” instead of

112104

bit “x”. That probability can be calculated as

Pric (1]0) = /Q( )fh,; (hf) dif, @7
l'E _ dE
Pric (0]1) = / Q(‘—E’)fhg (E)anf,  s8)
oN
0
where ig = —11 = ‘R,/PthEhEhEPE denote the current

received signal of the attacker, i.e., Eve. Therein, hE hE
and hf correspond to the atmospheric attenuation, geometrlc
spreading loss, and turbulence-induced fading, which are
introduced in Section 2. As demonstrated in [35], the fading
channel at Eve’s location is uncorrelated with the position of
Alice and Bob if the distance between Eve and Alice or Eve
and Bob is in the order of tens meters.

IV. RESULTS AND DISCUSSIONS

In this section, we discuss selected numerical results to
demonstrate the advantages of our proposed EB/CV-QKD
system. The parameters used in the analysis, unless otherwise
noted, are given in Table 3.

First, we are interested in the performance of the key
transmission from Charlie to Alice and Bob; then, the
QBERA? is investigated in three turbulence-induced fading
conditions as shown in Fig. 4, including a weak regime
with C2 = 1071, a moderate regime with C2 = 10714,
and a strong regime with C,% = 10713, In this result,
we consider the impact of an important parameter which
is the sun’s spectral irradiance denoted as €2,, due to
the fact that it directly affects key transmission. Besides,
we examine QBERA® over the range of the aperture radius
with the purpose of finding a suitable radius for the design of
the receiver. In the condition of 2 = 0, i.e., there is no sun
spectral irradiance, the QBERA? obviously decreases when
the size of the aperture radius increases. This is because the
increase of the aperture radius helps to obtain more received
power. However, the use of an aperture with a large radius is
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FIGURE 5. Alice’s/Bob’s QBER Alice/Bob and Pg ;s versus the threshold
scale coefficient, denoted as p, in weak and strong turbulence regimes.

not a good choice when there is exist of the sun’s spectral
irradiance. The reason can be explained through Eq. (19).
The sun’s spectral irradiance-induced background power
collected at Alice’s/Bob’s receiver grows up proportional to
the square of the receiver’s radius. Based on the minimum
values of QBERA® shown this figure, the aperture radius is
recommended as D, = 2 cm, D, = 3 cm, and D, =
4 cm corresponding to three sun’s spectral conditions as
Q, = 0.2 kW/m?um, €, = 0.3 kW/m 2um, and Q, =
0.5 kW/m2pum.

Two performance metrics, including the sift probabil-
ity, Pyp, and quantum bit error rate, QBER“E, are inves-
tigated in Fig. 5 in weak and strong turbulence conditions.
In a non-entanglement-based QKD system using QPSK [21],
the probability that Alice/Bob detects incorrect bit “0”
or “1” reduces when the difference between two thresholds
do and d; is large, i.e., the large value of the threshold
scale coefficient (p). However, this conclusion is not always
true in entanglement-based QKD systems using QPSK.
As seen from the figure for the strong turbulence regime, the
QBERB curve goes down when p increases from 0 to 2.
It then grows up with p > 2. The reason can be found
in Eq. (23). QBER““8 depends on both the probability of
bit errors in the sifted key and the sift probability. When p
increases from O to 2, the increase of p helps to decrease the
false detection as the thresholds to detect bit “0” and “1”
are more separate. However, in the regime of p > 2, the
sift probability still reduces fast while the probability of
bit errors is stable. Consequently, QBER“? tends to rise.
Therefore, the threshold scale coefficient smaller than 2 is
recommended to ensure low QBER and high sift probability,
which guarantees a high key rate.

The relationship between QBER®AE and the distance
from Alice/Bob to the beam center is examined in Fig. 6.

VOLUME 11, 2023

QBERCAB

1081 —e—£=50° 0, =01 ||
° _ -4
€=50° 0, =10

—=—-£=30°, Oy = 0.1

——¢=30°, ast=10'4

10"0* : ‘
0 50 100 150

Distance from Alice/Bob to beam center, r (m)

FIGURE 6. Effect of the stratosphere layer on QBERAB over the range of
the distance from Alice/Bob to the beam center.

In this result, we consider two values of the zenith angle
with &€ = 30° and & = 50° in different stratosphere
layer conditions, i.e., extreme volcanic with o = 0.1 and
background volcanic with o5, = 10~4. As shown in Table 3,
the divergence angle is set at 0.4 mrad; then, the equiva-
lent beamwidth at Alice’s/Bob’s location is approximately
187 meters. Obviously, the QBERAE will be high if the
receiver, unfortunately, situates at the edge of the beam
footprint because the received power is low due to the
properties of the Gaussian beam. In addition, the influence
of the stratosphere layer is clearly illustrated in this result.
Notably, in the center of the beam footprint, i.e., r = 0, and
using the same zenith angle, the QBERE is 1.44 x 1076
in the extreme volcanic condition while it is 7.39 x 1077
in the case of the background volcanic. To cope with the
impact of the stratosphere layer, we can design the zenith
angle to improve performance. For instance, to maintain
OBERB < 107% with o, = 107%, the zenith angle should
decrease, e.g., 30°.

Figure 7 shows the relationship between Eve’s error
probability, PE ., and the divergence angle. As defined in
the previous section, rg is the distance from Eve’s location
to Alice’s/Bob’s one. In this result, we consider five Eve’s
locations corresponding to 80, 100, 120, 140, and 160 meters.
Following the increasing trend of the divergence angle, the
PE . seem to decrease until getting the optimal point. After
that, Eve’s error probability rises up due to the property of the
optical Gaussian beam. Obviously, it is easier for Alice/Bob
to track the signal from Charlie by selecting the large value
of the divergence angle; however, it also leads to an increase
in the bit error rate at the receiver side [36]. Using a small
value of divergence angle results in not only low QBERAB
but also PE . As reported in [15], the P of 0.1 is high

error* error
enough for entanglement-based QKD transmitter design.
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Therefore, with the divergence angle of 0.4 mrad, the safe
zone for our proposed QKD system is 140 m around
Alice/Bob, where PE s higher than 0.1.

In terms of security property, we always wish the error
probability of the attacker, i.e., Eve, as high as possible.
Or in other words, the attacker always aims to get close to
legitimate users so that they can tap information from the
transmitters. Therefore, we investigate Eve’s error probabil-
ity, Pgrmr, versus Eve’s locations, i.e., rg, over the range
of the transmitted power from Charlie, P;, from —10 dBm

to 20 dBm. To guarantee PE, is high enough, e.g., P£. . =

error
0.1, Charlie should limit his transmitted power below —1.13,

0.41, 2.37, 4.72 and 7.43 dBm corresponding to Eve’s

112106

locations of 80 m, 100 m, 120 m, 140 m, and 160 m,
correspondingly.

V. CONCLUDING REMARKS

This study has focused on satellite EB/CV-QKD/FSO sys-
tems, which utilize the combined benefits of entanglement-
based QKD implementation and continuous-variable QKD.
We have proposed the use of optical QPSK signaling and
DT/HD receivers to enhance the reliability and feasibility of
these systems. Closed-form expressions for key performance
metrics, including QBER, sift probability, and Eve’s error
probability, have been derived using enhanced channel
models that consider atmospheric attenuation, turbulence,
and receiver noise. The study has presented numerical results
to showcase the impact of various channel impairments on
system performance. To improve overall performance, the
study has also suggested optimal values for vital system
setup parameters, including the receiver’s aperture radius, the
detector’s threshold scale coefficient, and the transmit beam’s
divergence angle.
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