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ABSTRACT Healthcare credentialing plays a vital role in ensuring the competence and integrity of
healthcare professionals. However, the current credentials verification process suffers from time-consuming
procedures due to the large number of intermediaries, limited information access, data fragmentation and the
persistent risk of fraudulent credentials, leading to delayed hiring, increased administrative burden, and loss
of trust and reputation in the healthcare system. In this paper, we utilize blockchain technology to enhance
the credentialing process by streamlining the verification steps, improving data security, and providing
stakeholders with confidence through secure storage of credentials. In addition, we utilize advanced security
techniques, such as proxy re-encryption and cryptographic algorithms, to ensure the protection of sensitive
data, facilitate secure communication, and prevent unauthorized access. We develop smart contracts which
eliminate the need for intermediaries, automate the verification process, and enhance transparency and
data integrity. We present system architecture, sequence diagrams, entity relationship diagrams, and the
underlying algorithms of our blockchain-based solution. We discuss how our proposed solution attains the
objectives outlined in the paper.We conduct cost evaluation and security analysis to validate the effectiveness
of our solution. Additionally, we compare our proposed system with existing blockchain-based solutions,
highlighting its novelty. The code of our smart contracts is made publicly available on GitHub.

INDEX TERMS Blockchain, Ethereum, credentialing, healthcare, smart contracts.

I. INTRODUCTION
The significance of credentialing has grown considerably
in recent years, exerting a profound influence on the
healthcare sector. It has become essential for healthcare
workers to possess the appropriate qualifications and relevant
medical experience before being granted access to healthcare
facilities. Professional credentialing assumes a paramount
role as healthcare facilities undertake a critical evaluation
of healthcare providers, including physicians, dentists, and
allied healthcare professionals, to ascertain their professional
qualifications, training, and licensure prior to integrating
them into their network. This vital safety measure ensures
that these providers are authorized to administer patient
treatment, contingent upon the submission of verifiable

The associate editor coordinating the review of this manuscript and

approving it for publication was Binit Lukose .

evidence substantiating their requisite degrees, certifications,
and licenses [1], [2], [3].

Moreover, the importance of medical credentialing has
grown significantly as healthcare organizations actively seek
avenues to enhance patient safety, reduce costs, and protect
their institutions from potential harm. By diligently assessing
and confirming the qualifications of healthcare professionals,
organizations can safeguard themselves against various lia-
bilities, such as financial losses, the presence of incompetent
healthcare providers, compliance breaches, and the looming
threat of legal action. Additionally, establishing awareness
of a doctor’s credentials can foster a stronger patient-
provider relationship. Otherwise, patients may hesitate to
place complete trust in their chosen healthcare providers.
Therefore, credentialing plays an indispensable role in
reassuring patients about the competence and expertise of
their healthcare professionals, empowering them to place
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their trust with confidence in the providers they have
selected [4].

The healthcare sector has experienced significant dif-
ficulties in recent years when it comes to assuring the
authenticity and trustworthiness of credential verification for
healthcare workers. Traditional methods of authenticating
credentials, which rely on centralized authorities and paper-
based documentation, have proven to be time-consuming,
inaccurate, and non-transparent [5]. As a result, incidences
of credential fraud and unlicensed practice [6] have emerged
as severe dangers, threatening patient safety and eroding
healthcare service integrity.

The primary motivation behind this work is the necessity
for a comprehensive solution that concentrates on enhancing
efficiency and streamlining processes to save valuable
time and resources. The utilization of blockchain-based
healthcare credential verification systems serves to boost
confidence, simplify procedures, and minimize the risks
connected to counterfeit or invalid credentials. It is crucial
for the solution to enhance trust, and transparency, and
ensure traceability throughout every step of the creden-
tialing process. Furthermore, improving data security is
imperative to protect sensitive information and comply
with regulations. Additionally, facilitating seamless com-
munication channels internally and externally is essential
for fostering easy collaboration among team members and
stakeholders.

The healthcare industry has shown great interest in
blockchain technology, recognizing its potential to enhance
various aspects of medical services. Numerous articles,
including those by [7], [8], [9], [10], and [11], have
highlighted the potential advantages of blockchain in improv-
ing healthcare systems. Specifically, the verification of
credentials is an area within healthcare that can greatly
benefit from blockchain technology.

By utilizing blockchain, a secure and unchangeable
platform can be created for storing and managing credentials,
while also improving privacy and data security. The Media
Lab atMIT has been conducting experiments with blockchain
technology in relation to digital certificates. Through their
initial experiments, they have gained several valuable
insights, including addressing the challenges associated with
today’s credentials is not a straightforward task and does
not have a simple solution [12]. Moreover, managing public
and private keys for authentication purposes, both for the
issuer and the recipient, proves to be a more complex
endeavor. The issue of privacy and granting users control
over who can access and review credentials within the
network presents a significant challenge [9]. Furthermore,
in [10], the authors suggest that Blockchain technology can
be utilized to create a ‘‘smart contract’’ for credentials. This
means having a single, constantly updated database where
all credential information is stored. Instead of searching
multiple repositories for this data, it can be easily accessed
in real-time, saving time and costs associated with repetitive
credentialing processes. However, there is no technical

proposed solution with detailed implementation using smart
contracts is demonstrated.

Despite the recognized potential of blockchain in enhanc-
ing credentials verification, there is a lack of a comprehensive
technical solution that effectively integrates blockchain into
traditional credentialing methods, particularly in healthcare.
The specific steps and stakeholder interactions are also
unclear, limiting understanding of the technical complex-
ities involved. A Blockchain-based healthcare credential
verification system shows promise in boosting confidence,
streamlining procedures, and mitigating risks related to
counterfeit or invalid credentials.

This paper presents a blockchain-based solution that aims
to establish a transparent and trusted system for sharing,
securing, and verifying healthcare professionals’ credentials.
Our research aims to address and provide insights into the
following key research questions:

Q1:How can blockchain technology overcome the existing
issues with the current solutions?

Q2: What are the system elements and actors that con-
tribute to the successful implementation of blockchain-based
credential verification systems, ensuring enhanced confi-
dence and mitigating risks associated with counterfeit or
invalid credentials?

Q3: What is the sequential flow of interactions between
the key stakeholders and blockchain-based system during the
validation of licenses and certifications?

Q4: What aspects of the credentialing system does the
blockchain-based solution enhance, including the practical
implications associated with its implementation?

The Design Science Research Methodology is applied to
our proposed solution [13]. First, the issue is recognized
where there is a need for a technical blockchain-based
solution with its implementation details for verifying health-
care professionals’ credentials. Second, the paper’s primary
objective is outlined which is designing and implementing a
blockchain-based solution that can be used as a transparent
and trusted system for sharing, securing, and verifying
healthcare professionals’ credentials. Then, the proposed
solution’s design is planned and produced. Next, the solution
is developed and tested. Finally, the proposed solution is
evaluated, and based on the evaluation results, the process
is iterated. Our main contributions in this paper can be
summarized as follows:

• We propose a solution for managing and tracing
healthcare professionals’ credentialing in a decentral-
ized, automated, and trustworthy manner using private
Ethereum blockchain.

• We present a comprehensive demonstration of the
system architecture, illustrating the interaction and
collaboration of key elements and actors within the
proposed solution.

• We utilize Proxy Re-Encryption Network for preserving
data privacy and protecting the confidentiality of
credentials.

109670 VOLUME 11, 2023



A. Alnuaimi et al.: Trustworthy Healthcare Professional Credential Verification

• We develop smart contracts that eliminate intermedi-
aries, automate verification, and elevate transparency
and data integrity, accompanied by detailed algorithms
depicting the underlying logic.

• We evaluate the performance of our proposed solution
and demonstrate the enhancement of process manage-
ment, access control, accountability, and data integrity.
We conduct security and cost analyses for our smart
contracts, validating the effectiveness of our solution.

The remainder of the paper is organized as follows. The
related work is described in Section II. Section III describes
the proposed blockchain-based solution for managing health-
care professionals’ credentialing. The proposed solution’s
implementation, testing, and validation are described in Sec-
tions IV and V. In Section VI, we evaluate the performance
of our solution, and we conduct a security analysis of
the developed smart contracts. The results, limitations, and
concluding remarks are summarized in Section VII.

II. RELATED WORK
In this section, we present the traditional process flow of
credentialing. Additionally, we provide a brief introduction
to blockchain technology and its features. Furthermore,
we present existing blockchain-based solutions proposed for
credential verification and discuss recent studies on data
privacy in healthcare. Lastly, we summarize the issues related
to these existing solutions and the research gap that this paper
aims to fill.

A. TYPICAL PROCESS FLOW OF CREDENTIALING
Credentialing is when a healthcare provider’s credentials
and license are checked and evaluated to ensure they are in
good standing. Once an applicant starts a new credentialing
application, it will go through multiple steps. Figure 1
shows a typical process flow of the traditional credentialing
method followed in case a new applicant aims to join a
healthcare facility. It starts when the healthcare professional
applies to the healthcare facility and attaches all requested
supporting documents such as board certification, education,
ongoing training, hospital affiliation, Drug Enforcement
Agency (DEA) license, and malpractice insurance [14]. Then
the healthcare facility conducts a primary source verification
after the completed application is received. Determining
whether a physician can legally practice in a facility is
necessary. In that stage, the healthcare facility contacts
the primary sources of the submitted documents to verify
their authenticity. Primary source verification (PSV) can be
accomplished in different ways; some organizations man-
ually carry out the process, requesting relevant documents
and information mailed, faxed, or emailed to the primary
source and awaiting responses. In addition, PSV is being
completed electronically by organizations. In fact, according
to a recent study, 83% of healthcare organizations have
automated their PSV processes completely or partially [15].
After the PSV is done, the results are sent to the medical
staff service department, where these results will be analyzed

and discussed with medical staff leaders to prepare a green-
lighted practitioner’s file. Finally, it is sent to the final
decision makers: the evaluation committees that consist of
the credentialing committee, executive medical committee,
and the hospital governing board. The evaluation committees
review the submitted file to decide on the credentialing status
of the applicant [16].

B. BLOCKCHAIN TECHNOLOGY
Blockchain is a distributed, shared, and tamper-resistant
timestamp ledger of blocks that are used to store and share
data [21]. There are several key elements of blockchain that
make it a powerful technology, such as distributed ledger,
immutable records, and smart contracts. All participants in
a network have access to the records of transactions in
the distributed ledger. These records are immutable and
recorded only once; however, if they include any errors,
then a new transaction will be added to solve that error,
and both transactions will be visible [22]. A smart contract
is a computer-based exchange convention that puts an
agreement’s terms into effect. The basic goal of a contract
is to prevent unintentional and malicious exceptions in
payment conditions, integrity, liens, and enforcement [23].
Therefore, blockchain has many advantages, such as trans-
parency, immutability, decentralization, and persistence [24].
Furthermore, blockchain technology can be categorized into
two main types, public and private. In a public blockchain,
anyone can participate in the consensus mechanism. The
whole public blockchain system is visible and transparent,
and each participant’s identity is kept pseudo-anonymous.
On the other hand, private blockchain can be accessed only
by pre-approved participants. The combination of public and
private advantages leads to a hybrid type called consortium
blockchain [25]. Blockchain technology has demonstrated
its capacity to revolutionize conventional industries, such as
insurance [24], healthcare [26], and supply chain [27].
The authors in [13] proposed a blockchain-based archi-

tecture for decentralized Internet of Medical Things (IoMT)
healthcare systems. The architecture combines blockchain
with a distributed data storage system, ensuring low latency,
high security, and privacy. It provides automated medical
services and facilitates digital agreements among stakehold-
ers, ensuring traceability and data privacy. Moreover, in [29],
they implemented Fortified-Chain 2.0, a decentralized smart
healthcare system that enhances security, privacy, and trust.
The system includes a distributed Machine Learning module
for real-time patient health monitoring, showing impressive
performance in low latency and high throughput. Yet,
the integration of a distributed machine learning module
introduces challenges related to achieving and maintaining
model consistency across decentralized healthcare nodes.

C. BLOCKCHAIN-BASED SOLUTIONS PROPOSED FOR
CREDENTIAL VERIFICATION
The article in [30] explores the potential of blockchain,
specifically the Ethereum blockchain, in transforming
the verification process of educational credentials. With
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FIGURE 1. Typical process flow of healthcare professional credentialing.

approximately 10% of applicants falsifying their educational
backgrounds, the authors propose a solution that leverages
blockchain’s decentralized nature to securely store academic
credentials on users’ personal devices. The immutable nature
of the blockchain ledger ensures document integrity, making
tampering impossible. This innovative approach holds great
promise in enhancing trust and authenticity in credential
verification. Nevertheless, since this method relies on the
scanning of QR codes, there exists a chance of QR code
spoofing.

Moreover, in [31], the authors focused on the imple-
mentation of blockchain technology, specifically hyperledger
fabric, to address the complex processes of degree attestation
verification and traceability between the Higher Education
Commission (HEC) and universities. The proposed archi-
tecture provides a detailed design for degree attestation
verification and a traceable direct channel between the
HEC and universities. However, Fabric’s permissioned nature
limits transparency in Hyperledger projects [32]. Despite that
the adoption of this system eliminates the need for manual
verifications and physical submission, streamlining the

verification process between the HEC and universities, there
is a potential concern regarding data authenticity in this
approach due to the direct uploading of files to IPFS.
Additionally, the intricate architecture of this solution, when
contrasted with Ethereum-based alternatives, introduces
complexity to its adoption process [33].

In [20], the authors proposed a Blockchain-based solution,
CredenceLedger, which is a system that saves compact data
proofs of digital academic credentials in Blockchain ledger
that are easy to be verified by education stakeholders and
interested third-party organizations. This software platform is
built on Multichain with the inclusion of the CredenceLedger
mobile application, giving students the option of getting a
valid digital version of their credentials in addition to the
paper-based versions. The digital credentials are protected
by Blockchain’s built-in security features, which means that
interested third parties will only have access to limited
information (compact data proofs). Other information is
encrypted and will be made available only upon request and
with the recipient’s consent. However, this study exhibited
limited elaboration on design details and implementations.
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The authors in [34] present a blockchain-based learning
credential verification system in which a credential recipient
can regulate the quantity of credential-related information
revealed throughout the verification process. Using a Merkle
tree, the suggested approach encodes the causal link between
the credential’s constituent bits of information. The abstract
data model constructed on top of the binary Merkle tree has
been developed so that a receiver can choose to reveal a
portion of the credential information, including the recipient
profile. This approachmight require substantial resources and
time due to its intricate nature.

In [37], the authors proposed a blockchain-based approach
for IoT-enabled healthcare systems based on Mobile Appli-
cation (MA) to create a privacy-preserving environment.
The suggested approach promotes preventing unauthorized
access to medical certificates and maintenance. Furthermore,
it expedites the verification of a physical certificate and
prohibits illegal access to birth, death, and sick leave infor-
mation. Reference [38] presented CredChain, a blockchain-
based decentralized application (DApp) that facilitates the
issuance and storage of digital credentials. A user can redact
information from a shared credential to protect their privacy
without affecting the credential’s use. Further, the verifier’s
access may be restricted by setting a time restriction for
each sharing instance. Nonetheless, a notable challenge arises
from the possibility of elevated storage costs, attributed to
the storage of all files on the blockchain. The authors in
[39] manage identities with the help of smart contracts and
Ethereum accounts. Credentials are hashed and stored on the
Ethereum blockchain.

The authors in [40] proposed a blockchain-based credential
verification system to address the shortcomings of the
traditional paper-based credential and certification system.
The concept is to implement a decentralized blockchain
network that provides a verification interface for the storage
and processing of digital certificates. In this system, as the
issuer holds the responsibility for generating and uploading
credentials directly to a decentralized storage system, it might
raise concerns regarding data privacy, conformity, and even
potential security vulnerabilities. Despite these considera-
tions, the proposed solution offers noteworthy advantages,
including high transaction throughputs, low costs, and
resource efficiency.

In [41], the authors proposed a decentralized accreditation
system that includes digital certificate issuance, verification,
and validation utilizing blockchain technology. The certified
document provided by the student to employers includes a
QR code and a unique number, which respective authorities
would use to verify the certificate. However, it does not
take into consideration the storage limitations of blockchain.
While it proves that the certificate is signed by the university,
it does not verify that the employee interacting with the
employer is the actual certificate holder. Additionally, the
implementation of the proposed system is missing, and
therefore, the visibility and limitations are not adequately
evaluated.

The authors in [42] introduced a permissionless blockchain
ecosystem primarily built upon Ethereum. This solution
doesn’t primarily focus on the credentialing process; instead,
its primary purpose is to enable Higher Education Institutions
(HEI) to register the certificates they issue on the blockchain.
This is achieved through the use of Consortium andHEI smart
contracts, complemented by three applications: two intended
for Higher Education Institutions and one for recruiters. The
HEI client registers certificates, the Recruiting App verifies
them via HEI’s smart contract, and the Consortium App
enables interaction and voting among consortium members.
However, clients upload files directly to IPFS, and there is
unrestricted access to the returned hash by anyone connected
to the IPFS network, leading to potential access control
issues.

D. PRIVACY IN HEALTHCARE SECTOR
Several methodologies have been proposed to address the
privacy and security concerns in the healthcare industry.

In [44] the authors have presented a solution to the
challenge of privacy by introducing a practical privacy-
preserving single-layer perceptron scheme, called PSLP,
which is based on the Paillier homomorphic cryptosystem.
The proposed Protocol (PSLP) involves the outsourcing of
confidential medical data by a hospital to the cloud in
encrypted form. Subsequently, the cloud can perform privacy
neural network training to derive the disease model.

The authors of [45] investigate the feasibility of uti-
lizing identity-based and attribute-based cryptosystems in
cloud computing for secure data sharing, re-encryption,
broadcasting to multiple users, and similarity matching
over cipher-texts. This study proposes an effective mobile
health (mHealth) application that utilizes a well-suited set of
schemes. The application enables secure sharing of patients’
health records among healthcare providers and patients.
Additionally, the application facilitates the identification of
friends who are experiencing similar symptoms through the
use of private data matching methods. The proposed system
ensures data integrity and privacy preservation.

In [46], a secure, privacy-preserving, bidirectional access
control schemewith fine granularity (PBAC-FG) is proposed.
The PBAC-FG leverages fine-grained access control and
matchmaking encryption technologies to ensure that both
participants (e.g., patients and healthcare providers) can
specify their respective fine-grained access control over the
encrypted health data, so that only authorized counterparts
can access the health data efficiently.

E. EXISTING CHALLENGES IN CREDENTIALING PROCESS
AND RESEARCH GAP
The existing typical approach shown in Figure 1 is expensive
and time-consuming, often requiring between four and
six months to complete [14]. This lengthy procedure is
prolonged even further when done manually since errors
are more likely to occur, which may further reduce the
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TABLE 1. A summary of the existing proposed solutions.

healthcare organization’s productivity and efficiency [17].
In addition, it may cause significant delays in filling critically
important healthcare positions and in the ability of healthcare
workers to begin work [18] and offer their services to
patients. In addition, organizations that manually process
their data may experience an error rate of up to 85%
due to human oversights. Simple details such as names,
dates, and locations may be incorrect or absent, resulting
in significant consequences. These mistakes and errors
can negatively affect the accuracy of credentialing, leading
to the inclusion of unqualified providers in the network,
which can negatively affect the esteem and reputation of an
organization.

Furthermore, using fake documents has been a problem for
many years, asmany candidates embellish their qualifications
to make their resumes more attractive to potential employers.
According to a study, more than a third of job applicants
admit to falsifying or ‘‘boosting’’ their qualifications for
a job application [19]. Forging ‘paper-based’ documents
to produce replicas of the authentic or official copies
can be done in just a couple of hours. At worst, in the
absence of a security mechanism in place, fraudulent
copies of ‘digital-based’ credentials can be fabricated at
enormous speed. While it is easy to counterfeit credentials
almost instantaneously, verification of authenticity is more
challenging [20]. Moreover, background checks are one of
the most critical aspects of the credentialing process. They
ensure that each candidate complies with national licensing
standards. Organizations must ensure that all information
about prospective candidates and applicants is secure, private,
and confidential. The organization may be subject to hefty
fines and sanctions in the event of misinformation [17].
Table [1] summarizes the existing proposed solutions,

including their respective sectors, main features, chal-
lenges/limitations, and whether they have been implemented
with code. The existing contributions centered around
blockchain technology highlight its potential for enhancing
credentials verification process, particularly in the education
sector. However, it is important to note that most of these
contributions lack code implementation. Specifically, there
is a noticeable absence of a detailed technical solution that
effectively incorporates blockchain into traditional methods
of establishing credentials, particularly within the healthcare
sector, as well as the lack of clarity regarding the specific

steps and interactions among key stakeholders involved,
which limits the understanding of the technical complexities
involved in implementing blockchain technology.

Moreover, the healthcare sector presents unique challenges
and complexities, particularly when it comes to privacy
and confidentiality concerns surrounding credentials data.
As a result, there is a research gap in understanding
how to effectively incorporate off-chain storage, proxy re-
encryption, and digital signatures within the healthcare
context. While blockchain technology has been explored in
other sectors like education, its application and adaptation
to address the specific needs of healthcare credentialing and
data security are less explored. This research aims to fill the
gap by investigating and developing a solution that leverages
off-chain storage, proxy re-encryption, digital signatures, and
blockchain technology in conjunction to enhance privacy
and security in healthcare credentialing processes, ultimately
ensuring the integrity and confidentiality of credentialing
information.

In light of the identified research gap, the main objec-
tives of this paper are to propose a technical solution
that effectively incorporates blockchain technology into
healthcare credentialing, integrating off-chain storage, proxy
re-encryption, and digital signatures, and to provide a
clear understanding of the steps and interactions among
key stakeholders involved, thus addressing the technical
complexities and privacy concerns in the healthcare sector.

III. SYSTEM DESIGN
In this section, we introduce a blockchain-based solution for
managing and tracing healthcare professionals’ credentialing
in a decentralized, automated, and trustworthy manner. The
system is built on a private Ethereum blockchain that only
authorized entities can access.

Figure 2 illustrates the high-level system architecture
of our proposed blockchain-based solution. The developed
system will help verify healthcare professionals’ credentials
to ensure they are qualified to practice medicine. The
signature feature will make primary source verification
much easier and faster. Our system consists of two smart
contracts that authorized actors can access through frontend
Decentralized Applications (DApps). The registration smart
contract can be deployed by the regulatory authority to
register the authorized entities. The data validation smart
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FIGURE 2. High-level system architecture of the credentialing healthcare professionals using Ethereum smart contracts.

contract will include the three phases of credentialing;
the application, primary verification, and final evaluation.
Moreover, it has RPC and Web3 as application programming
interfaces (API). These APIs can connect the two smart
contracts to the software devices that can access them (
Dapps). Applicants also use IPFS, an off-chain storage
system, to store large-size documents. The components of the
proposed solution are described below:

• Actors: The main stakeholders of the system are the
regulatory authority, healthcare professionals, health-
care facilities, and evaluation committees. Each of these
actors will conduct their corresponding functions in the
smart contracts and will have access to the information
stored on/off-chain.

• Decentralized Storage Systems:The proposed solution
is integrated with off-chain storage, Interplanetary File
System, where stakeholders can store large-size files in
low-cost storage rather than directly on the blockchain.
The applicant can upload and store all requested
documents for credentialing on the IPFS, where a unique
cryptographic hash is created for the uploaded file,
which is stored on the blockchain and accessed via the
smart contract. If any of the uploaded files are altered in
any way, the corresponding hash will change to reflect
the change.

• Ethereum Distributed Ledger: The Ethereum
Blockchain is the distributed ledger that permanently
stores all transaction logs and events. These transactions
are recorded in a tamper-proof manner. Thus, it ensures
transparency, traceability, and accountability in the
credentialing validation process. In addition, limiting
public access to transactions and data using private
permissioned blockchain will add more security,
privacy, and confidentiality to the system.

• Ethereum Smart Contracts: We develop two smart
contracts: registration and data validation. The regis-
tration smart contract is deployed by the regulatory
authority, responsible for registering all entities to
give them permission to access the system. While the
data validation smart contract is responsible for the
three phases of credentialing; credentialing application,
primary source verification, and final evaluation.

• Decentralized Proxy Re-Encryption Network
(DPRN): The principle of proxy re-encryption is
to permit private and secure data exchange between
multiple parties. It enables data owners to offer access
to particular entities without sharing the decryption key,
since a third-party proxy can transfer encrypted data
from one encryption key to another without revealing
the original data.
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FIGURE 3. Sequence diagram stakeholder interactions in the credentialing phase and re-encryption proxy process.

A. SYSTEM ELEMENTS INTERACTIONS
The interactions among the stakeholders, smart contracts, and
storage systems are represented in this subsection.

The sequence of all interactions in the proposed system
is shown in Figure 3 and Figure 4. The process starts with
deploying the registration smart contract by the regulatory
authority to register the authorized healthcare facilities,
authorized documents’ issuers, and assigned evaluation
committees. Then the data validation smart contract is also
deployed by the regulatory authority to initiate the creden-
tialing phase, and the healthcare applicant creates an account
to start a new application. Once the account is created,
the applicant submits the new application. A symmetric
key is utilized to encrypt the healthcare applicant files and
data before it is stored on IPFS where both the key and
the encrypted data are kept, however, the symmetric key
is also encrypted before storing it on the IPFS. The smart
contract stores the hash of the encrypted data on-chain. Once
the application is submitted and accepted by the healthcare
facility, they initiate a request to the issuers for primary
source verification. This request is transmitted as an event,
notifying all relevant issuers to commence their respective
tasks. However, the data owner, a healthcare professional,
creates a new key using own private key and issuer’s public

key. The proxy network receives this new key for the re-
encryption process. When issuers need access to the IPFS file
content, they interact with the re-encryption proxy network
by requesting and receiving the re-encrypted key. Finally,
the issuers can decrypt the received Key using their own
private key to get the Key which is used to decrypt the needed
files. The privacy and security of the data being transported
are ensured by utilizing this technique since the proxy can
re-encrypt the message without having access to its content.
Moreover, this proxy re-encryption utilizes the unidirectional
scheme. This scheme is commonly applied in scenarios where
a sender delegates the secure forwarding of messages to a
recipient, and its full implementation details are explained
in [47].

The healthcare facility sends an off-chain request to
the issuers to sign a message confirming the issuance
of the documents. Thus, if the issuers signed and approved
the distribution of the documents within the time window, the
signatures are successfully stored on the chain, and an event is
sent. Otherwise, if the issuers fail to sign the message within
the time window, the signatures fail to be stored, and an event
is emitted. Then, the primary verification results are either
accepted or rejected depending on the number of signatures
received; if all documents are verified by the issuers, then
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FIGURE 4. Sequence diagram stakeholder interactions in the primary verification and final evaluation phases.

FIGURE 5. Entity-relation diagram of smart contacts and participants.
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Algorithm 1 Registration
Input: UserEA

1 UserEA: The Ethereum address of a new entity, either
a new Issuer, a new healthcare facility, or a new
evaluation committee member

2 if caller == regulatory_authority ∧

(HealthcareFacility[UserEA] = false) then
3 HealthcareFacility[UserEA] = True
4 else
5 Revert contract state
6 end
7 if caller == regulatory_authority ∧

(EvaluationCommitteMember[UserEA] = false)
then

8 EvaluationCommitteMember[UserEA] = True
9 else
10 Revert contract state
11 end
12 if caller == regulatory_authority ∧ (Issuer[UserEA]

= false) then
13 Issuer[UserEA] = True
14 else
15 Revert contract state
16 end

it’s approved and eligible for the final evaluation phase.
Otherwise, it is rejected, and events are emitted. Finally,
the application is evaluated by the authorized evaluation
committees for the final decision, and events are sent to
announce the approval or rejection of the application.

IV. IMPLEMENTATION DETAILS
This section presents the solution, and the detailed algorithms
to explain the logic of each smart contract. The proposed
solution is built on a private Ethereum blockchain, thus, the
smart contracts’ functions can be executed only by authorized
entities.

Figure 5 illustrates the entity-relationship diagram between
the actors and the two smart contracts. First, the regulatory
authority interacts with the registration smart contract to
register the main actors by executing the three main functions
shown in the diagram. There is only one regulatory authority
that is declared as an address. However, other entities are
declared as mapped, meaning multiple healthcare facilities,
issuers, and evaluation committees exist. The regulatory
authority is the only one who deploys and interacts with the
registration smart contract; thus, the relationship is 1 to 1. The
data validation smart contract’s main functions are listed in
the figure, and the relationship between the actors and the
smart contract is n to 1 as multiple actors are interacting
with the smart contract. Different enumerating variables in
data validation smart contract describes the different status
of credentialing phases, such as Application State that shows
the five states of the application; ‘‘Not Submitted’’, ‘‘Pend-
ing’’, ‘‘In Progress’’, ‘‘Approved’’ and ‘‘Rejected’’. Another

Algorithm 2 New Application
Input: IPFShash, ApplicantID, UserEA

1 IPFShash: Is the generated hash that is returned to the
user after uploading a document to the IPFS

2 ApplicantID: Is the identity document of the applicant
3 UserEA: Is the Ethereum Address of a user
4 ApplicantApplicationNumberMapping: Is a key-value

pair that links the ApplicantID to the
ApplicationNumber

5 ApplicationInfoMapping: Is a key-value pair that links
the ApplicationInfo to the ApplicationNumber

6 if healthcareprofessional[UserEA] = false then
7 healthcareprofessional[UserEA] = true
8 else
9 Revert contract state

10 end
/* A new healthcare professional is

registered */
11 if caller == RegisteredHealthcareProfessional then
12 Increase ApplicationNumber by 1
13 Update ApplicantApplicationNumberMapping
14 Update ApplicationInfoMapping
15 Update ApplicationStatus to Pending
16 Emit an event announcing that new application is

submitted
17 else
18 Revert contract state
19 end
/* A new application is submitted */

enumerating variable is Primary Verification Approval State,
which can be ‘‘Pending,’’ ‘‘Approved,’’ or ‘‘Rejected.’’

The regulatory authority deploys the registration smart
contract, and all authorized entities are registered by exe-
cuting their respective functions. The registered entity will
eventually be allowed to perform its tasks in the Data
validation smart contract.

A. ALGORITHMS
Algorithm 1 illustrates the registration of new issuers,
healthcare facilities, and evaluation committee members.
If the caller is the regulatory authority and the entity
is not registered, then the Ethereum address will be
added to the authorized entities. However, the registra-
tion of a new healthcare professional is described in
Algorithm 2. The healthcare professional executes the
function NewUserRegistration to create an account to
submit a new credentialing application. After the registration
step, the healthcare professional executes NewApplication
function and enters the IPFS hash and the Applicant
ID as inputs, then the counter ApplicationNuber is
increased by 1, the ApplicantApplicationNumberMapping
and ApplicationInfoMapping are updated. In addition, the
ApplicationStatus is updated to be ‘‘Pending,’’ and an event
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Algorithm 3 Primary Verification Request
Input: ApplicantID, durationtime,

NeededsignaturesNumbers
1 ApplicantID: Is the identity document of the applicant
2 durationtime: Is the time duration available for issuers

to sign and verify the documents
3 NeededsignaturesNumbers: Is the minimum number

of needed signatures that must be stored to approve
the primary verification

4 if (caller == RegisteredHealthcareFacility) ∧

(durationtime > 0) ∧ (NeededsignaturesNumbers >
0) ∧ (PrimaryVerificationApprovalStatus = Not
Requested) then

5 Set EndOfDurationtime = block.timestamp +
(durationtime * 1 days)

6 Update ApplicationStatus to In Progress
7 Update PrimaryVerificationApprovalStatus to

Pending
8 Emit an event announcing that new primary

verifications are requested
9 else
10 Revert contract state
11 end
/* A New primary verification is

requested */

is emitted to announce that a new application has been
submitted.

Once the credentialing application is submitted, it goes
through the primary verification phase as it is illustrated
in Algorithm 3. Where the PrimaryVerficationRequest
function is executed by the registered healthcare facil-
ity and it is required that the durationtime and the
NeededsignaturesNumber be >0. Moreover, to execute this
function the PrimaryVerificationApprovalStatus should be
‘‘Not Requested’’. Thus, if the requirements are met, then
the ApplicationStatus is updated to be ‘‘In Progress’’ and
the PrimaryVerificationApprovalStatus is updated to be
‘‘Pending’’, and an event is emitted to announce that new
primary verification is requested.

Algorithm 4 shows the issuer verification stage, where
the issuer signs an off-chain message to confirm the
issuance of a document and stores the signature on-chain.
The StoreSignatures function is executed by the healthcare
facility. In addition, it illustrates the message signing and
verification process, in which the message is first hashed
using the Keccak256 hashing algorithm. Then, The message
hash is encrypted using the issuer’ s private key, producing
a unique hash. After that, the signature is sent to the
healthcare facility to store the message and the issuer’ s
signature as confirmation of issuance, where recipients can
use the sender’s public key to confirm the authenticity of
the provided signature [48]. The function that stores the
message and signature runs a validity check to verify that
the signature relates to the issuer. The verification process

Algorithm 4 Issuers Verifications
Input: ApplicationNumber , Message, Signature

1 ApplicationNumber : Is a unique number given to any
new application

2 Message: Is a text message that the Issuer has to sign
to verify a document

3 Signature: Is the induced outcome from signing a
message

4 ThesignatureOwner : Is a key-value pair that links the
Signature which is linked to the issuer EA to the
ApplicationNumber

5 isApplcationIDSignedBy: Is a key-value pair, where
the value is true if the application number is signed
by a specific issuer, otherwise, the value is false

6 Apply keccak256(Message) to produce hashA
7 Encrypt hashA with the RegisteredIssuer private key
to produce a unique Signature

8 Send the Signature and message to the
RegisteredHealthcareFacility

9 if (caller == RegisteredHealthcareFacility) then
10 if (block.timestamp < EndofDurationtime) ∧

(signaturesCount < NeededsignaturesNumbers)
then

11 Apply keccak256(Message) to produce hashA
12 Decrypt the Signature using the

RegisteredIssuer public key to produce hashB
13 if hashA == hashB then
14 Set the signature of RegisteredIssuer as

valid Increase signaturesCount by 1
15 Update ThesignatureOwner
16 Update isApplcationIDSignedBy
17 Emit an event declaring the stored

signature details
18 else
19 Revert contract state
20 end
21 else
22 Emit an event declaring that the signature was

failed to be Stored
23 Update PrimaryVerificationApprovalStatus to

Rejected
24 Emit an event declaring that primary

verification is rejected
25 end
26 else
27 Revert contract state
28 end

involves applying the same hashing algorithm (Keccak256) to
the message, where the issuerś public key is used to decrypt
the signature. If both hashes are the same, the signature is
considered valid and is stored on the blockchain. Otherwise,
it is reversed and an event is emitted. Therefore, the
PrimaryVerificationApprovalStatus is updated to R̈ejected.̈
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Algorithm 5 Primary Verification Results and Final
Evaluation
Input: ApplicationNumber

1 ApplicationNumber : Is a unique number given to any
new application

2 if (caller == RegisteredHealthcareFacility) then
3 if signaturesCount = NeededsignaturesNumbers

then
4 Update PrimaryVerificationApprovalStatus to

Approved
5 Emit an event declaring that primary

verification approval result is Approved
6 else
7 Update PrimaryVerificationApprovalStatus to

Rejected
8 Emit an event declaring that primary

verification approval result is Rejected
9 end

10 else
11 Revert contract state
12 end
13 if (caller ==

RegisteredEvaluationCommitteeMember) ∧

(signaturesCount = NeededsignaturesNumbers)
then

14 if PrimaryVerificationApprovalStatus = Approved
then

15 Update ApplicationStatus to Approved
16 Emit an event declaring that the application is

Approved
17 else
18 Update ApplicationStatus to Rejected
19 Emit an event declaring that the application is

Rejected
20 end
21 else
22 Revert contract state
23 end

Finally, Algorithm 4 shows the final phase of cre-
dentialing, where the primary verification results are
evaluated by the evaluation committee members. It is
approved by the healthcare facility if the signaturesCount
= NeededSignaturesNumber , otherwise, it is rejected and
events are emitted to declare either the approval or the rejec-
tion. Then, it goes through the final evaluation phase, where
the evaluation committee member executes the Evaluation
function. The ApplicationStatus is updated to ‘‘Approved’’
if the signaturesCount = NeededSignaturesNumber and
the PrimaryVerficationApprovalStatus is ‘‘Approved’’, other-
wise, it is rejected and events are emitted.

V. TESTING AND VALIDATION
In this section, the functionality of the two smart contracts
is tested and validated. The smart contracts are written in

TABLE 2. The Ethereum addresses of participants in testing scenario.

FIGURE 6. Logs showing a successful registration of healthcare facility.

Solidity language and are tested and validated using Remix
IDE. Table 1 shows the actors and their corresponding
Ethereum addresses that were used in the test. The
registration smart contract and the data validation smart
contract are deployed at ‘‘0xd9145CCE52D386f254917e
481eB44e9943F39138’’ and ‘‘0×358AA13c52544ECCEF6B
0ADD0f801012ADAD5eE3’’, respectively. The Ethereum
addresses of actors that are used in testing are presented in
Table 1. Also, for testing purposes, the inputÂ data is assumed
and the time window for primary source verification was in
seconds. However, it may take days and weeks. The smart
contract code is made publicly available at GitHub,1 and the
transactions and logs of the tested functions are shown below.

1) HEALTHCARE FACILITY REGISTRATION:
The registration functions are executed by the regulatory
authority where Ethereum addresses of authorized entities

1https://github.com/InsuranceMangment/credentialing/blob/main/code.sol
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FIGURE 7. Logs showing a successful execution of new user registration.

FIGURE 8. Logs showing a successful execution of new application
function.

are added. A Successful healthcare facility registration, along
with associated events and logs, are depicted in Figure 6.

2) NEW USER REGISTRATION:
The new applicants or the healthcare professionals should
register before starting a new credentialing application
by executing the NewUserRegistration function. Figure 7
displays a successful execution of the function and its related
events and logs.

3) NEW APPLICATION:
once the healthcare professionals register, they can submit
their credentialing application by uploading all requested
documents to the off-chain storage and using the returned
IPFS hash as inputs while executing the NewApplication
function. Figure 8 shows a successful execution of a New
application submission.

FIGURE 9. Logs showing a successful execution of primary verification
request function.

4) PRIMARY VERIFICATION REQUEST:
After submitting the credentialing application, the healthcare
facility executes the PrimaryVerificationRequest function
to verify the authenticity of the submitted documents. For
testing purposes, we set the duration to be in seconds,
however, in real-life scenarios it can take days or weeks.
Figure 9 shows a successful primary verification request.

5) STORE SIGNATURES:
The issuer signs an off-chain message to confirm the issuance
of a document and then executes the StoreSignatures function
to store the signatures on-chain. Figure 10 shows a successful
execution of the function where the signature is stored
successfully on the blockchain. However, if the time window
is closed the signature will not be stored. Figure 11 shows a
failed execution of the function where the issuer tried to sign
and store the signature after the time window was closed.

6) EVALUATION:
The final evaluation function is executed by the evaluation
committee member to either approve or reject the credential-
ing application. Figure 12 displays a successful execution of
the function and its related events and logs.

VI. DISCUSSION AND EVALUATION
In this section, we thoroughly examine the deployment of
the proposed solution. We focus on security, analyzing its
resilience to threats, vulnerabilities, and smart contract flaws.
We also evaluate the performance and cost and compare our
approach with existing blockchain-based approaches. Lastly,
we address the challenges and limitations of implementing
the solution.
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FIGURE 10. Logs showing a successful execution of store signature
function.

FIGURE 11. Logs showing a failed execution of store signature function.

A. EVALUATION
Based on our implementation, we conduct a comprehensive
assessment to determine the feasibility of our proposed
solution. We evaluate how our proposed solution improved
the performance of the healthcare credentialing system. The
following are the key areas or aspects in which the involved
stakeholders faced limitations and challenges.

1) DATA AND PROCESS MANAGEMENT
It is crucial to have an effective management of process and
data when it comes to the blockchain-based verification of
healthcare professionals’ credentials. it is essential to estab-
lish a clear and standardized set of actions that streamline
the verification process. This includes defining the steps for
submitting credentials, requesting verification, and approving
or rejecting credentials. As our proposed system and smart
contracts have well-defined action requirements, it can
minimize delays and ensure a more efficient verification
process overall. Moreover, the management of data involved
in our verification process employs robust data storage
techniques and implements strong encryption measures
to safeguard sensitive information. It restricts access to
authorized individuals and mitigates the risk of unauthorized
data breaches. Each stakeholder benefits in different ways.

FIGURE 12. Logs showing a successful execution of evaluation function.

Healthcare facilities can inspect or verify the credentials
of healthcare professionals with high confidence because
they cannot be changed or manipulated. Also, it streamlines
the verification process for healthcare professionals by
accessing credentials in a decentralized way, eliminating
the need for manual verification and reducing managerial
loads. For healthcare professionals, they can be guaranteed
that their credentials are securely and permanently stored
on the blockchain. Moreover, it enhances portability among
different organizations. The regulatory authority benefits
from the ability to audit and monitor entities in real-time to
ensure adherence to regulations.

2) SECURITY
In our proposed solution, smart contracts employ crypto-
graphic algorithms for secure key management, encryption,
and digital signatures. This can protect sensitive information
from unauthorized access and ensure secure transmission
between parties. In addition, smart contracts employ a gas
mechanism to enhance security by preventing Denial-of-
Service (DoS) Attacks. Smart contract security increases all
stakeholders’ trust and strengthens regulatory enforcement of
healthcare credentialing standards through auditable records.
Meanwhile, healthcare facilities benefit from secure smart
contracts by streamlining the verification process and reduc-
ing administrative burdens. Lastly, secure smart contracts
protect healthcare credentials from unauthorized access and
tampering.

3) ACCESS CONTROL
In our healthcare credential verification blockchain solu-
tion, precise control over permissions and access rights is
ensured. Proxy re-encryption enables precise control of data
access, with owners assigning and adjusting rights using re-
encryption keys. Smart contracts use a ‘Modifier function’
to enforce access control, allowing only authorized entities
access to sensitive blockchain data. Specific requirements
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must be met before running functions and accessing the data
in these smart contracts. This system enables all stakeholders
to ensure stringent access controls, preventing unauthorized
access to sensitive information and prohibiting any actions
that are not permitted.

4) PRIVACY AND CONFIDENTIALITY:
In the blockchain-based credential verification of healthcare
professionals, we utilize a proxy decentralized re-encryption
network which acts as a protective layer, ensuring that
sensitive data remains encrypted and only accessible to
authorized entities. Additionally, we include the adoption
of an on-chain digital signature for verifying certifications
and licenses. This involves attaching a unique digital
signature, serving as a seal of authenticity. By verifying
the signature on the blockchain, we can ensure that the
qualifications of healthcare professionals are legitimate and
trustworthy. By combining these measures, we establish a
robust system that upholds both privacy and confidentiality
in blockchain-based credential verification for healthcare
professionals. This allows healthcare professionals to store
and keep their information, certifications, and licenses
securely. Additionally, it allows healthcare facilities to
guarantee that the qualifications of these professionals are
trustworthy.

5) ACCOUNTABILITY AND AUDIT TRAIL
This aspect ensures transparency, traceability, and the ability
to conduct thorough reviews and audits throughout the entire
verification process. This involves keeping a comprehensive
record of all actions, decisions, and modifications made
during the verification process. In our solution, the distributed
ledger serves as a transparent and reliable historical account,
capturing the sequence of all events emitted by the developed
smart contract. The presence of events ensures traceability,
allowing for the tracking of each step taken during the
verification process. This benefits healthcare facilities by
providing assurance against fraud and offering a clear and
transparent history of healthcare professionals’ credentialing
process and actions. Additionally, it enables the regulatory
authority to benefit from having an audit trail, ensuring
precise and accurate documentation of all actions. This allows
for easy detection of any illegal actions or discrepancies.
Overall, by establishing accountability and maintaining
events history we promote the integrity and credibility of the
credential verification process.

6) DATA INTEGRITY
Blockchain’s immutability feature provides robust security,
guarding against unauthorized modifications or tampering.
Once data is recorded, it becomes virtually impossible to
alter it without detection. Any changes or additions to the
data are registered as new transactions, creating a transparent
and traceable history of the credential verification process.
However, in a private blockchain setting, it is important to
ensure that it is set up with a proper number of nodes to

maintain this feature. We utilize IPFS integrated with the
proxy re-encryption method to securely store healthcare pro-
fessionals’ credentials. This decentralized system distributes
the data across multiple nodes. Each data piece is assigned a
unique cryptographic hash, acting as its identifier. Retrieval
from the IPFS network is based on this hash, ensuring data
integrity and authenticity. Data integrity benefits healthcare
professionals by providing a reliable and transparent record
of their credentialing history, enhancing their trustworthiness
and professional reputation. In addition to that, healthcare
professionals and facilities can protect themselves against
fraudulent activities.

Although our proposed solution manages to address these
critical aspects, it still has limitations and challenges in terms
of scalability, technical complexity, interoperability issues,
and implementation cost.

B. CHALLENGES AND LIMITATIONS
Our proposed solution for credential verification for health-
care professionals using Blockchain, IPFS, and Proxy
Re-Encryption Network presents an assuring approach,
however, the following are some challenges and limitations
that must be addressed. First, finding ways to scale the
blockchain infrastructure while maintaining optimal perfor-
mance is a significant consideration. Second, convincing
healthcare professionals to embrace the blockchain-based
credential verification system can be met with resistance
and skepticism. Additionally, there is a need for a certain
level of technical expertise to build our proposed system.
Third, the cost related to implementing and sustaining
the infrastructure of a blockchain network could poten-
tially discourage organizations from embracing its adoption.
Moreover, there is a challenge in achieving seamless
data exchange and interoperability between different sys-
tems, ensuring the smooth operation of the system while
ensuring compliance with relevant regulations and legal
requirements.

Furthermore, in our proposed system, a limitation arises
if a malicious issuer obtains the initial encryption key (key
K) and shares it with unauthorized parties. To overcome this
issue, a time-based access control sets specific timeframes
when authorized users can access encrypted data. This
minimizes the chances of misuse. Time-limited encryption
includes an expiration period during encryption. Encrypted
data becomes inaccessible when the time elapses. This
prevents unauthorized key use, even if a malicious issuer
obtains the key, as the limited decryption time restricts misuse
opportunities. Lastly, integrating an intermediate entity like a
re-encryption proxy into the credentialing process presents
a significant challenge due to the security risks associated
with introducing an additional software component. While
meticulous security measures, constant monitoring, and
adherence to industry best practices in software development
and data protection can help address these risks, there may be
other techniques available to overcome this issue.
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TABLE 3. Cost analysis of the deployed smart contracts and executed functions.

FIGURE 13. Smart contracts vulnerability analysis.

C. SECURITY ANALYSIS OF THE SMART CONTRACTS
CODES
The security of smart contracts can be breached by a number
of different types of faults and defects. Even though we
deploy and test our Solidity smart contract code with Remix
IDE, which checks for compilation and run-time errors auto-
matically, we still need to conduct a security check to ensure
that our code is not vulnerable to attacks and exploitation.
Therefore, a security analysis using Slither is performed to
confirm that our smart contract codes were secure. Slither is
a Solidity static analysis framework developed in Python 3.
It executes a collection of vulnerability detectors, publishes
visual information on contract details, and provides an API
for writing custom analyses with relative ease. It helps
developers to detect vulnerabilities, and improve their code
comprehension [49]. Figure 13 depicts a summary of the
vulnerabilities that are detected by Slither in our smart
contracts. There is one detected low issue that is mainly due
to the usage of solidity blocktime.stamp for time comparison.
The miners can alter the block validation time by a few
seconds; however, in our situation, a delay of a few seconds
does not affect the outcome because the end time is measured
in days. Further information on the vulnerabilities detected in
our smart contract is available online on GitHub. In general,
our smart contract’s flaws aren’t particularly severe; further
details on each may be found in [50].

D. COST ANALYSIS
Understanding the costs associated with executing functions
is important for assessing the feasibility of implementing

FIGURE 14. Comparison of the execution cost between the functions.

the proposed solution on Ethereum’s mainnet. The gas
consumption represents the computational effort required to
execute transactions and smart contracts, closely mirroring
the underlying resource consumption such as CPU, memory,
and storage. Each action incurs transaction and gas usage,
with each unit of gas having a cost.

Deploying a smart contract on a blockchain involves an
initial communication cost that is determined by the size
of the contract and gas prices set by the network. Ongoing
interactions with the smart contract through transactions
require constant communication between users and the
blockchain network. The cost of these transactions depends
on the gas consumed by the operations performed in the
contract, execution cost, and any additional fees or gas
costs required for the transaction. The computational cost
of executing a Solidity smart contract depends on the
complexity of the contract’s logic and depends on the gas
usage and price. Additionally, it can also be influenced
by network congestion, reflecting the supply and demand
for resources. In our testing case, there are no additional
fees or gas costs associated with the transaction, apart
from the computational resources consumed during the
execution of the code. This implies that the total transaction
cost can be equated to the corresponding execution cost,
as the computational resources utilized constitute the primary
contributing factor to the overall expense incurred. Table 2
summarizes the gas usage and associated costs in Ether
for smart contract deployment and function executions. The
calculations were based on an average gas price of 103 Gwei
sourced from the ETH gas station on May 17, 2023. Looking
at the table, it becomes evident that deploying smart contracts
is the most expensive operation in the proposed solution.
In addition to that, in Figure 15, we have compared the
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TABLE 4. Comparison between our solution and existing blockchain-based solutions.

execution costs of the functions in Ether. It is worth noting
that the submitting of new candidate applications and store
signatures functions tend to incur relatively high costs.
Hence, besides ensuring data confidentiality where access to
the data is restricted to those who are permitted, it is suitable
to implement our solution on a private blockchain rather than
a public blockchain to avoid the high gas costs.

E. COMPARISON WITH THE EXISTING SOLUTIONS
In order to highlight the contribution of our solution and
how it is different from other existing blockchain solutions,
a comparison was made in Table 4. Different features are
taken into consideration such as the mode of operation, either
public or private; offering off-chain storage for large-sized
data files; storage cost, gas cost, credentials’ security and the
sector they are focusing on.

The existing blockchain solutions are proposed for either
the education sector or the healthcare sector. The solutions in
[20], [29], [31], [34], and [39] offered systems that are built on
private Ethereum where gas cost is zero, however, according
to the multiple functions and huge number of candidates,
definitely the gas cost is high in other solutions. On the
other hand, in [34], [37], and [38] the proposed solutions
were built on public Ethereum blockchain where there is a
gas cost. The approach in [36] where built on consortium,
which is more secure, efficient and scalable than a public
blockchain network and similar to the private blockchain
where it has access controls. However, it is less transparent.
If a member node is compromised, it can still be hacked, and
the blockchain’s own rules can render the network inoperable.

The credentials documents in [20], [34], and [36] are
stored directly on blockchain which lead to a high storage
cost. The storage costs in [13], [29], [30], [31], [37], [39],
and [42], and our solution had lower costs compared to
other solutions, as the credential documents are stored on
decentralized storage, specifically using IPFS. IPFS incurs
a storage pinning cost of 0.0059$/GB. The storage pinning
in decentralized systems involves keeping specific data
accessible and persistent. The cost varies based on factors like
pinning duration, data size, and pricing model.

Furthermore, a digital signature is a powerful crypto-
graphic tool that serves multiple purposes. Its primary
function is to ensure that data is authentic, maintaining its
integrity and preventing any repudiation. Only our solution,
[13], [20], and [36] utilized the on-chain signatures, however,
none of the existing blockchain solutions incorporates a proxy
decentralized re-encryption network.

We offer a decentralized system that is resilient and secure
against the problem of a single point of failure, which is
very important for a healthcare system. Our solution is
built on a private blockchain to ensure data confidentiality,
where access to the data is restricted to those who are
permitted. Additionally, as we mentioned, based on our
cost analysis, it is suitable to implement our solution on a
private blockchain rather than a public blockchain. Moreover,
to avoid expensive on-chain storage of huge documents,
our approach leverages decentralized storage while the
credentials’ security is maintained. In order to avoid the
security vulnerabilities that can occur due to transferring data
to the decentralized storage, we encrypted the data before
storing it on the IPFS by using a symmetric encryption key.

Furthermore, our system architecture is superior because
it incorporates Ethereum off-chain storage, proxy re-
encryption, digital signatures, and blockchain technology in
conjunction to enhance privacy and security in healthcare
credentialing processes, ultimately ensuring the integrity and
confidentiality of credentialing information. In this solution,
we ensure that all components work harmoniously together,
and we optimize our smart contract to reduce their gas
consumption, adhering to industry standards and regulations
while keeping data privacy intact. Moreover, to guarantee
the authenticity of certificates and verify their issuance by
registered entities, our smart contracts utilize on-chain digital
signatures. This confirms that certificates cannot be tampered
with and can be traced back to trustworthy sources.

F. GENERALIZATION
Our proposed solution processes healthcare professionals’
credentials verification. It can include physicians, nurses,
pharmacists, dental hygienists, and others. However, it can
also be generalized and extended to other Industries. There
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are many occupations that require some type of credentials in
different industries such as education, legal, transportation,
and community and social services. In order to accommodate
a different industry, different actors may be added depending
on the requirements. In addition, slight modifications can
be made to the functionalities of smart contracts in order to
accommodate various industries. All of these needs are easily
adaptable to our proposed system, as it will follow the same
procedure. In addition, distinct credentials will necessitate the
storage of large files, hence the system will require off-chain
storage. In addition, slight modifications must be made to the
algorithms in order to accommodate various sectors.

VII. CONCLUSION
In this paper, we have proposed a blockchain-based solution
for managing healthcare professionals’ credentialing in a
more credible, trusted, and decentralized manner when
compared to today’s solutions for credentialing. To avoid
storing large files on the blockchain, we have proposed to
use decentralized storage (IPFS) in our solution while main-
taining data integrity. We presented the system architecture,
sequence diagrams, and algorithms to illustrate the working
principles behind our proposed approach. Furthermore, the
code of the smart contract has been made publicly available
on GitHub. We evaluated our proposed system, as well as,
we performed a cost and security analysis which showed
that our solution is free from known security bugs and
vulnerabilities. Lastly, we demonstrated the challenges and
limitations intrinsic to the implementation of our proposed
solution.

Our blockchain-based solution enhances credentialing by
streamlining verification, improving data security, and instill-
ing stakeholder confidence through secure credential storage.
Advanced security techniques like proxy re-encryption
and cryptographic algorithms protect sensitive data, enable
secure communication, and prevent unauthorized access. Our
developed smart contracts eliminate intermediaries, automate
verification, and enhance transparency and data integrity.
In addition to that, the precise access control mechanisms
enable stakeholders to enforce stringent permissions, prevent-
ing unauthorized access to sensitive information.

Furthermore, our solution promotes accountability and
transparency through the use of distributed ledgers and
comprehensive audit trails. The immutable nature of the
blockchain ensures the integrity of the credential verification
process, while integrating IPFS with proxy re-encryption
provides secure storage and retrieval of credentials. These
advancements enhance the trustworthiness of healthcare
professionals’ credentials. However, our proposed solution
had some limitations, including scalability, technical com-
plexity, interoperability issues, and implementation costs.
These aspects need to be carefully considered during the
implementation and adoption of the blockchain network
infrastructure. Future efforts should prioritize addressing
scalability, interoperability, regulatory frameworks, adoption
barriers, and cost implications. For instance, testing the

solution using scaling methods like Sharding and layer 2
scaling can assess their impact on scalability. Additionally,
developing participant-specific front-end DApps for stream-
lined interaction with off-chain and on-chain data is crucial.
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