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ABSTRACT Recent years have witnessed a digital explosion in the deployment of 5G and the proliferation
of 5G-enabled innovations. Compared with 5G, 6G is envisioned to achieve a much higher performance
and experience a number of paradigm shifts, such as exploiting new spectrum, applying ubiquitous Machine
Learning and Artificial Intelligence (ML/AI) technologies and building a space-air-ground-sea integrated
network. However, these paradigm shifts may lead to numerous new security and privacy issues, that
traditional security measures may not be able to address. Moreover, the expected high performance of 6G
also challenges network reliability and energy efficiency. To tackle these issues and build a trustworthy 6G
network, we introduce a novel trust framework called SIX-Trust. This framework is composed of three
layers with an emphasis on distinct aspects: sustainable trust (S-Trust), with a particular focus on trust
in applications of AI, novel trust evaluation methods and modeling of trust relationships; infrastructure
trust (I-Trust), which is more focused on the trustworthiness of network infrastructure; and xenogenesis
trust (X-Trust) paying special attention to the core technologies which form the backbone of 6G trust.
Besides, the importance of each layer varies under different application scenarios of 6G. For each layer,
we briefly introduce its related enabling technologies, and demonstrate how these technologies can be
applied to enhance the trust and security of the 6G network. Finally, a use case is illustrated and analyzed.
In general, SIX-Trust provides a holistic framework for defining and modeling trust in 6G, which can
facilitate establishment of a trustworthy 6G network.

INDEX TERMS 6G, privacy, security, trust, trustworthiness.

I. INTRODUCTION
The rapid development of 5G has opened a world of low-
latency communication, high-speed data delivery, and expo-
nentially increased connectivity among numerous devices
and sensors. The deployment of network function virtual-
ization (NFV) in 5G offers a dynamic network architecture
and enables flexible resource allocation by separating service
from the hardware. Owning to the unprecedented growth in
data volume and the expanding demand for ubiquitous con-
nectivity, researchers have been driven to put much effort into
developing 6G technologies. It is expected that 6G will offer
at least 20 times more network capacity, and 50 times more
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data transmission rate than 5G. In addition, 6G is envisioned
to add one more dimension to create a three-dimensional net-
work covering from terrestrial to non-terrestrial, from space
to underwater, and to form the so-called space-air-ground-
sea integrated network [1]. Moreover, Artificial Intelligence
(AI), an essential enabler, empowers automation of network
resource allocation, anomaly detection and ubiquitous system
monitoring. The proliferation of pervasive intelligence will
drive the transformation of mobile communications from
‘‘connected everything’’ to ‘‘connected intelligence’’ [2].
However, the expanding connectivity and new features of 6G
may introduce new security threats from multiple aspects:
open interfaces, pervasive usage of NFV, the integration
of sensing and computing, extensive usage of clouds and
edges, complicated relationships among humans, things, and

VOLUME 11, 2023

 2023 The Authors. This work is licensed under a Creative Commons Attribution-NonCommercial-NoDerivatives 4.0 License.

For more information, see https://creativecommons.org/licenses/by-nc-nd/4.0/ 107657

https://orcid.org/0000-0001-6114-0849
https://orcid.org/0000-0003-4688-2697
https://orcid.org/0000-0002-1429-7955


Y. Wang et al.: SIX-Trust for 6G: Toward a Secure and Trustworthy Future Network

connected intelligence, and the entangled relationship among
various stakeholders [3]. Millions of connected devices
and sensors, forming the base layer of threats, increase
vulnerability to the impact of attacks. With the extensive
use of AI, more threats and new types of attacks are
likely to appear. For instance, the training procedure for
AI models requires a substantial amount of data, which
may lead to data leakage or malicious usage of sensitive
and confidential information [1]. In addition to security
and privacy issues raised by expanding attack surfaces
and AI, the increased network connectivity as well as the
proliferation of technologies pursuing high performance
could pose challenges to network reliability. For example,
to achieve the desired performance of federated learning,
a substantial amount of energy and computing resources are
required to achieve the desired performance. Besides, some
critical technologies envisioned to ensure network security,
such as blockchain and increasing cryptographic key length,
lead to considerable amount of energy consumption [4]. Thus,
how to balance the need for secure and resource-intensive
networks and energy efficiency has become one of the
primary concerns.

To deal with all potential threats and challenges, trust has
become a pivotal factor enabling large-scale computation
and ad-hoc communication across heterogenous entities [5].
Trust, in a network context, is closely related to concepts
including security, reliability and availability. As proposed in
ITU-T Y.3053 [6], trust in networking refers to a collection
of techniques aimed at ensuring dependable and protected
communications between any two network components that
have trust relationships. To establish trust relationships
among countless endpoints and heterogenous entities, trust
needs to be evaluated across end-devices, access networks,
and core networks. However, the concept of trust lacks a
widely accepted definition and is still under-studied in both
academia and industry. The existing works regarding trust
definition, trust evaluation and trust establishment in 6G
networks are further discussed in the ‘‘related work’’ section.

Thus, how to build a trustworthy 6G network becomes
a challenging research problem. In this paper, we present
our perspectives on how to build a trustworthy 6G network.
Initially, a systematic approach is adopted to investigate and
analyze the trust challenges of 6G in a layer-wise manner.
To address the challenges, a three-layer trust framework
for 6G is then proposed. The proposed trust framework,
named as SIX-Trust, consists of Sustainable trust (S-Trust),
Infrastructure trust (I-Trust) and Xenogenesis trust (X-Trust).
Each layer plays a different role, and the importance of
each layer varies for different application scenarios of 6G.
For each layer, we share our views on relevant technologies
as potential solutions to address the security and trust
challenges. The proposed framework is envisioned to provide
a comprehensive overview of 6G trust and offer insights into
pivotal enablers as well as viable methods that can be applied
to establish trust in 6G networks.

II. RELATED WORK
Owning to the growing threats posed by the emergence of the
latest technologies and new application scenarios which are
envisioned to come true, trust is drawing increasing attention
from current research works related to 6G. In general, trust
is an elastic term, and its definition varies from field to
field. In [7], a thorough study was conducted on trust in
various communication scenarios in the future digital world.
However, this survey did not specifically address trust in 6G
networks. To further understand how trust is understood in
6G context, we have explored a limited number of works
which have brought forward discussions about the concept
of trust in 6G. Work [8] examined trust in 6G with a specific
focus on AI. It stated that in addition to security, trust was
also believed to originate from certain evaluation criteria,
ranging from functional to non-functional. Moreover, Veith
et al. [9] primarily discussed the crucial enablers for trust
in 6G and the differences between trust in 5G and that of
6G in terms of five categories: network topology, feature set,
architecture, stakeholder relationships and new technologies.
In the 6G White Paper proposed by Ylianttila et al. [10],
trust in a network context was defined as the ‘‘expected
outcome’’ during remote communication. The outcome can
be either positive or negative, reflecting the other party’s
trustworthiness. Similarly, Li et al. [11] defined trust as the
extent to which users would like to trust the trust provider,
as well as reliability. Trust was modeled as a weighted sum
of ‘‘physical trust’’ and ‘‘emotional trust’’ determined by trust
indicators including robustness, transparency, accuracy, etc.

In addition to the concept of 6G trust, several studies
have proposed methods or developed architectures aimed
at addressing 6G trust issues. Yang et al. [12] introduced
an intelligent and heterogenous architecture for intelligent
and distributed trust management using AI techniques. The
architecture consists of three layers: intelligent sensing layer
as the bottom layer, intelligent edge and intelligent control
layer as the medium layer and smart application layer as top
layer. It emphasized the importance of the role played by
AI in solving 6G trust problems. Another architecture was
designed by Stavroulaki et al [5], named as DEDICAT 6G
baseline functional architecture. The architecture primarily
underlined the significance of trusted information sharing
and trustworthy orchestration of decision-making processes.
ITU-T Y.3053 [6] presented a framework for trustworthy
networking. The identification of network elements trust
evaluation and trustworthy communication were highlighted
to establish trust-centric networks. Nyugen et al. [4] presented
a holistic and comprehensive review of the key enablers of
6G security and trust and proposed three layers: physical,
connection and service layers. The enablers of service layer
and connection layer are more related to our ‘‘I-Trust’’,
in terms of 6G authentication protocols and network virtu-
alization. The security in the physical layer envisioned in
[4] mainly included the key communication technologies
including 6G mmWave, 6G holographic radio technology,
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terahertz communication, etc., while the X-Trust of our work
is more focused on technologies with endogenous trust at
design.

III. SIX-TRUST FOR 6G
From our perspective, to build a trustworthy 6G network,
a multi-layer hierarchical trust architecture consisting of a
root layer, a foundation layer and a representation layer is
required. Based on this, we propose a three-layer SIX-Trust,
comprising of S-Trust, I-Trust and X-Trust. The overview of
the SIX-Trust framework is illustrated in Figure 2.

A. SUSTAINABLE TRUST (S-TRUST)
Sustainable trust (S-Trust) embodies trust representation,
which emphasizes the degree of trust that can be perceived
by users. In the context of 6G, continual and tenable trust
representation and evaluation are indispensable to sustainably
provide ‘a sense of trust’. The sustainable trust is the most
palpable layer of all layers, as trust is often presented in
numerical values or visual artifacts during user’s interaction
with provided applications. Thus, S-Trust is closely related to
application layer.

To increase perceivability, trust needs to be quantified and
sustainably assessed by both static and dynamic evaluation
processes, which will be facilitated by the AI technology.
However, to the best of our knowledge, there are no
fully complete or widely accepted trust evaluation methods
established so far neither in academia or industry. To bridge
this gap, we proposed an evaluation framework particularly
aiming at dynamic trust evaluation in 6G context. With
the capability to preserve data privacy, automate resource
management, achieve better explainability, and mitigate
undesirable biases, trustworthy AI has become a critical
enabler for sustainable trust. Moreover, trust evaluation
will foster the establishment of trust relationships, as it
becomes more convenient for evolved parties to measure
other parties’ trustworthiness. Trust relationship represents a
form of agreement or consensus reached by both parties prior
to communication. Decentralized trust and federated trust are
two representatives of trust relationships that are envisioned
to be of great importance to 6G for achieving S-Trust.

B. INFRASTRUCTURE TRUST (I-TRUST)
Infrastructure trust (I-Trust) reinforces the trust of the
bottom layer (Xenogenesis Trust, X-Trust) of SIX-Trust
architecture and provides a trustworthy infrastructure for
the upper layer (Sustainable Trust, S-Trust). Therefore,
the focus of I-Trust has been put on both service and
transport layers. Given the countless security threats posed
by the involvement of various types of entities and inclusion
of all kinds of cutting-edge technologies, a reliable and
trustworthy network infrastructure is crucial for underpinning
secure 6G networks by ensuring secure execution of upper
layer applications. I-Trust reflects the trustworthiness of
the network architecture, which is envisioned to be dis-
tributed and autonomous. The architecture is undergirded

FIGURE 1. Relationship among three layers in SIX-Trust and their ratios in
different 6G scenarios (Cellular Networks, IP Networks, mIoT, NTN).

by trustworthy underlays such as Decentralized Public
Key Infrastructure (DPKI) and trusted Network Functions
Virtualization Infrastructure (NFVI), which can be viewed as
the skeleton of I-Trust, to provide decentralized authentica-
tion topology and facilitating more flexible deployment of
intelligence by virtualization. DPKI is an advanced version
of PKI, which embraces the concept of decentralization to
address several issues faced by traditional PKI, such as
the possibility of single-point-of-failure and vulnerability to
network attacks [13]. NFVI consists of the necessary software
and hardware components, enabling network functions to be
decoupled from hardware appliances. Nevertheless, as Xue
et al. [14] suggested, new security threats appear along
with the multi-layer perspective and increased complexity
brought about by Network Function Virtualization (NFV).
Thus, a trustworthy NFVI is essential for ensuring the
reliability and security of network functions. On top of
the underlay, trustworthy protocols further reinforce trust-
worthiness during communication. As stated in [4], novel
authentication methods such as 6G Authentication and Key
Agreement (6G-AKA) are indispensable for 6G networks
to satisfy the security requirements of open programmable
networks. It is also suggested that an improved version of
Extensible Authentication Protocol-Transport Layer Security
(EAP-TLS) can be deployed to support reliable device-to-
device and vehicle-to-vehicle communication in diverse 6G
scenarios.

C. XENOGENESIS TRUST (X-TRUST)
Xenogenesis trust (X-Trust) represents the basis of trust,
which is the initial point where the chain of trust starts in the
6G networks. It is an endogenous trustworthiness originated
from three aspects: trusted foundation, trusted platform,
as well as trusted hardware. The technologies involved are
inherently designed to be trustworthy in order to preserve
the network security. For instance, Trusted Platform Module
(TPM) as embedded security hardware, is inherently resistant
to spoofing and tampering. Therefore, it can be used as the
basis for the hardware root of trust, by providing hardware-
level protection of data integrity. In other words, X-Trust
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FIGURE 2. SIX-Trust framework.

stems from the beliefs about in-built security features of
the related technology. Consequently, X-Trust offers higher
degree of trust and forms the basis of SIX-Trust.

D. RELATIONSHIP AMONG THREE LAYERS
The three layers are stacked hierarchically, each of which
possesses a different degree of trust. This three-layer model
is inspired by the internal structure of the Earth [15]. The
Earth’s inner structure is mainly divided into three parts:
the Earth’s core, mantle and crust. As shown in Figure 1,
X-Trust, which is born with trust, has the highest degree
of trust and is the core of SIX-Trust. I-Trust, like the
earth’s mantle, is mainly responsible for reinforcing X-Trust
and supporting the S-Trust. S-Trust, like the earth’s crust,
is more perceptible and directly faces the network users. For
example, decentralized and autonomous network architecture
of I-Trust requires decentralized trust relationships to be
established as stated in S-Trust and trustworthy AI such as
federated learning to empower self-healing, self-optimizing,
self-configuring, etc. The security of authentication protocols
and network virtualization of I-Trust will be reinforced by
tamper-proofing components like TPM and trusted execution
environment and highly secure cryptographic algorithms.
Meanwhile, AI models and AI-supported trust evaluation of
I-Trust need to be undergirded by reliable data collection
and transmission enabled by trustable hardware and network
infrastructure. These three-layers are tightly connected and
influence one another; however, it is worth noting that
the importance of each layer varies depending on the
type of network. For example, IoT includes numerous

devices and sensors with limited processing ability and
insufficient security mechanisms [4], which significantly
undermines the X-Trust. Moreover, the degree of S-Trust
and I-Trust in IoT are both low and weak due to resource
limitation. On the contrary, cellular networks are expected
to achieve a high degree of trust in all three layers. First,
advanced encryption methods and trusted algorithms will
enable a strong X-Trust. Moreover, more trustworthy and
secure authentication methods will be applied ensure solid
I-Trust. Finally, from the users’ perspective, the degree of
trust representation and trust perceivability will be greatly
increased (which is represented by the arrow and the term
‘‘elevation’’ shown on the figure), since cellular networks
will shift from being device-centric to becoming user-centric
[16]. The importance of each layer in IP networks and
Non-Terrestrial Networks (NTN) is illustrated in Figure 1.

IV. SUSTAINABLE TRUST
In this section, the potential intelligence enablers that are
crucial to achieve sustainable trust are presented. Meanwhile,
a general framework of dynamic trust evaluation is proposed
to enhance the perceptibility of trust.

A. TRUSTWORTHY AI
With the rapid development of network softwarization
and virtualization, ubiquitous AI has become a trend of
6G to build self-adapting, self-sustaining and self-learning
networks [17]. The beneficial relationship betweenAI and 6G
networks is mutual: AI empowers 6G in terms of automation,
attack detection and defense, semantic communication,
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optimal resource management, trust evaluation, and efficient
network maintenance, whereas 6G provides massive data
and trustworthy infrastructure for AI. This relationship is
also known as ‘‘Network for AI and AI for Network’’
[18]. On the one hand, trustworthy AI inevitably requires
support from I-Trust and X-Trust in terms of data integrity,
transmission security, identification and authentication in
6G. For example, in the I-Trust layer, distributed comput-
ing power enabled by a distributed network architecture
facilitates the deployment of federated learning for better
privacy preservation. Meanwhile, when a user’s identity
is involved, trustable protocols such as authentication and
key agreement protocol can be utilized to protect the
user’s identity. X-Trust enablers such as trusted platform
module, trusted execution environment and distributed ledger
technology are particularly essential for ensuring that the
data integrity has been preserved and the originality of AI
models [19]. On the other hand, trustworthy AI will foster
more adaptable and reliable trust evaluation from the network
core to end devices. Furthermore, as mentioned in [20], Deep
Learning (DL), as part of AI, is expected to bring changes and
enhancements to the modules of the physical and data link
layers. For example,Mahimkar et al. [21] proposed Auric as a
data-driven model using a deep neural network for automatic
generation of recommendation for cellular configuration
parameters. The model also applies a decision tree learner
to meet the needs of explainable AI. Moreover, a number of
studies [22], [23], [24] have proposed approaches that apply
deep learning to facilitate and optimize network resource
management. Sodhro et al. [25] suggested a novel mobility
management based on ML to achieve an energy-efficient
communication. In this subsection, we will be discussing
three key components of trustworthy AI: privacy-preserving
AI, explainable AI, and unbiased AI.

1) PRIVACY-PRESERVING AI
The training process of AI models requires massive amounts
of data collected through networks, which poses a sig-
nificant threat to user privacy. Federated Learning (FL),
being decentralized and distributed, offers a solution to
privacy-preserving learning by facilitating computing on
heterogenous edge devices of 6G networks [17]. FL allows
on-device training, which means that data can be processed
locally, and a shared model will be trained in a collaborative
manner. Wireless devices with FL only need to upload their
model parameters to the base station, instead of exchanging
the entire training dataset. Thus, the user’s data are processed
in a local and distributed manner. The trustworthiness of FL
can be further strengthened by robust aggregation algorithms
for secure learning and differential privacy for privacy
preserving [26]. For example, with application of differential
privacy, the involved parties are unable to determine whether
a certain instance has been used for model training even
when data were publicly released. It has also been suggested
that Distributed Ledger Technology (DLT) can converge with

FL by securing data sharing and record retrieval to form a
distributed and trustworthy machine learning system [27].

2) EXPLAINABLE AI
In the context of 6G, understanding the decision-making
process is extremely important especially in fields that
involve physical interactions between the human body and
machines, where safety is the primary concern. However,
AI models, particularly DL models, are often depicted as
black boxes due to lack of transparency and explainability.
To be more specific, deep neural networks cannot explain
the relationship between certain features and outputs or
determine the salience of each attribute [20]. In other words,
users usually have no idea how and why a decision is
made by the model, which will greatly undermine the
model’s trustworthiness and make the decision inconvincible.
Explainable AI (XAI) is therefore proposed in order to help
human to understand the decision-making process, provide
new insights of the data from an AI’s perspective, and most
importantly, facilitate trust establishment between AI and
people. XAI is used to explain a black-box model logically or
mathematically, providing a decision of trust. As suggested
by [20], an XAI model can achieve explainability using
visualization, hypothesis testing, mathematical models or
even providing explanation in natural language. The trans-
parency of AI will assist 6G stakeholders in designing their
strategies for AI development and integration. Moreover,
since XAI will play a pivotal role as an enabler of the
application layer, users are expected to sense an increased
level of trust [28]. Before taking any actions advised by an
AI model, a user will be provided with additional information
and will then understand why a certain decision is made
by AI.

3) UNBIASED AI
There are two major concerns related to fairness in the
AI models in 6G: bias and discrimination. Bias mainly
originates from inappropriate data collection or flawed design
of algorithms, while discrimination is often caused by
stereotypes towards certain sensitive features and can be
derived from existing biases [29]. The existence of bias in
the training data can lead to a biased training process, and
eventually produce a biased AI model. This type of bias is
likely to cause the model to be discriminative against certain
attributes, which will downgrade the model’s performance.
Hence, assuring an unbiased dataset in the data collection
and pre-processing stages is critical for building a fair trust
evaluation model.

Biased AI models significantly affect the trustworthiness
of the 6G network and reduce the reliability of trust
evaluation processes. To tackle this issue, two solutions have
been proposed: fairness toolkits, which can be accessed as
functions to detect and evaluate bias in amodel quantitatively,
and a fairness checklist, which offers comprehensive guide to
ensure fairness [30].
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FIGURE 3. Envisioned dynamic trust evaluation framework.

B. TRUST EVALUATION
To build trustworthy 6G networks, trust needs to be evaluated
across numerous devices and heterogenous networks in both
static and dynamic ways. Evaluation methods can be further
applied to measure the trustworthiness and reputation of the
enablers of I-Trust.

1) STATIC TRUST EVALUATION
Static trust is often measured for network hardware. Since
devices have static properties, such as their manufacturer,
their hardware firmware, their software configuration, they
will not change quickly over time. In 6G networks, large
amount of these kinds of information will be collected from
devices for the purpose of static trust evaluation. Thus, static
trust of the devices will have a significant impact on the
overall trust of the entire network.

An example of static trust evaluation is the Common Cri-
teria (CC) for Information Technology Security Evaluation,
which is an international standard for security evaluation. The
standard evaluates the reliability of a device mainly based
on security functions provided by the device. A systematic
review was presented in [31] with a thorough analysis of
the current implementations of CC. Existing categories of
CC applications include mobile devices, trusted computing,
databases, access control systems, to name a few [31].
The applications further imply the feasibility and necessity
of performing trust assessment on network infrastructure
entities to reinforce I-Trust.

2) DYNAMIC TRUST EVALUATION
Dynamic trust evaluation is typically used for continuously
monitoring the behaviors of users, devices, and applications.
To assure security and trustworthiness of communication
in a highly connected and heterogenous environment,
an integrated real-time dynamic trust evaluation framework

that is applicable in diverse scenarios is essentially needed.
As shown in Figure 3, in our opinion, the dynamic trust
evaluation framework can be divided into four interconnected
modules: The data collection module continually collects
data generated by the evaluatee and stores raw data in
database. The intelligent context-awareness module pre-
processes the stored data, and then applies AI/ML algorithms
for feature extraction. The feature selection module contains
multiple feature libraries that are updated by previously
extracted features. Appropriate feature parameters for the
current scenario are selected by feature selection engine,
and passed to next module to build and train the AI/ML
models. Trust evaluation and decision-making module takes
in selected feature parameters and finetunes AI/ML models
for trust evaluation. Decisions will be made based on trust
values after evaluation and will be used to support the policy
control for different 6G scenarios.

C. TRUST RELATIONSHIP
In this subsection, we discuss two promising trust rela-
tionships for secure and seamless 6G identity management:
decentralized trust and federated trust.

1) DECENTRALIZED TRUST
In existing networks, the Identity Management (IDM) of
network devices is mainly supported by a centralized PKI
where certificates are issued by a Certificate Authority (CA).
The trust relationship between the CA and related entities
is highly centralized, which may lead to many security
issues, such as single-point-of-failure [32]. For instance,
a compromised root CA will result in sharp decrease in the
trustworthiness of sub-CAs as well as issued certificates.

To build a more trustworthy 6G network, the IDM for net-
work devices should be structured in a decentralized manner.
One promising enabler is the Decentralized Identifiers (DID),
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which has been announced by W3C as an official Web stan-
dard [33]. DID is not dependent on any central issuing agency
(e.g., CA), and are verifiable cryptographically. The decen-
tralized IDM is envisioned to enable keymanagementwithout
CAs across network slices, facilitate trustworthy and secure
mutual authentication for massive IoT devices, with interop-
erability provided, and offer better privacy protection [34].

2) FEDERATED TRUST
As 6G networks encompass an unprecedented number of
heterogenous devices and diversified services, federated trust
becomes extremely critical to network security. To address
the issue of cumbersome management of numerous user cre-
dentials, identity federation has been proposed as a feasible
solution to provide a more cohesive authentication process.
More importantly, it establishes federated trust relationship
between an Identity Provider (IdP) and a Service Provider
(SP). The SPs do not need to handle users’ credentials
directly, but rather authenticate users based on federated
trust on the IdP. Shuhan et al. [35] proposed block-chain
based identity federations to overcome the shortcomings of
current Security Assertion Markup Language (SAML)-based
federated identity management caused by centralization.
It indicated the possibility of utilizing blockchain, a trust
platform of X-Trust, to foster the formation of federated
trust relationships. Related standards include OAuth 2.0 and
OpenID Connect, both of which can be applied to implement
Single Sign-On (SSO) scheme. Another way to build
federated trust is to form a network service federation by
orchestrating network services across multiple domains.

Establishing a federated trust relationship will bring
numerous benefits to 6G networks, one of which is that
network security will be strengthened, since simplification of
registration process will reduce security breaches caused by
numerous user credentials and login interfaces. In addition,
users will have a seamless experience across multiple
domains and applications, as the operators are projected
to orchestrate external domain services. The federation
also facilitates secure and effective resource sharing among
different entities, increases network flexibility, as well as
reduces operational cost.

V. INFRASTRUCTURE TRUST
In this section, we present the potential technologies that are
crucial for reinforcing I-Trust.

A. TRUSTWORTHY ARCHITECTURE
With the exponentially increasing demand for ubiquitous
connectivity, traditional centralized network architectures
may no longer be applicable. The network architecture of 6G
is envisioned to be highly distributed and autonomous [36].
Compared to the former centralized architecture, dis-

tributed and decentralized architectures will be more resilient
to external threats. As 6G networks need ubiquitous and
uniform coverage, cell-free MIMO has been advocated to
elevate the uplink capacity and avoid inter-cell interference.

Cell-free massive MIMO deploys antennas in a distributed
manner, where cells and cell boundaries no longer exist.
It takes the advantages of bothmassiveMIMO and distributed
systems to create more reliable and user-centric communica-
tion networks. The 6G network architecture will also be more
widely distributed in the form of distributed computing (e.g.,
edge computing), decentralized data storage, decentralized
identity management, and decentralized AI (e.g., federated
learning).

Meanwhile, it is envisioned that 6G networks will
adopt an autonomous network architecture to achieve self-
provisioning, self-recovering and self-evolving abilities.
Autonomous Networks (AN) are supposed to benefit both
6G stakeholders and users, by providing optimized resource
allocation, enhanced network scalability, and increased
operations and maintenance efficiency. Meanwhile, AN can
facilitate flexible network deployment in diverse scenarios,
which presents a solution to the complex control plane of a
distributed architecture. It is expected that network operators
will gradually entrust their control authority as well as
management duties to self-sustaining AN of 6G.

B. TRUSTWORTHY PROTOCOLS
In this subsection, two emerging authentication protocols for
ensuring secure communications are presented.

1) 6G AUTHENTICATION AND KEY AGREEMENT (6G-AKA)
AKA is a security protocol specified by 3GPP which
enables mutual authentication between end-users and the
core network. Given the complexity of the 6G network
and a number of novel applications (e.g., tele-medical, tele-
presence holography, tele-operation of industry machines),
6G-AKA is required to provide faster, more reliable, and
trustworthy authentication. As a precedent of 6G-AKA,
5G-AKA is found to be vulnerable to several attacks,
including linkability attacks, DDoS attacks, single-point-of-
failure problems, and forward/post-compromise secrecy. 6G-
AKA is expected to strengthen authentication between The
Home Network (HN) and Serving Network (SN) in order to
prevent the attacks mentioned earlier, enable direct device-to-
device authentication, bridge the gaps among heterogenous
devices for their incompatible security capabilities, and revise
its design for new subscriber identifier privacy model [4].
Besides, as DDoS attacks are becoming more complicated
and threatening, it is crucial to make 6G-AKA more robust
and equipped with security mechanisms to defend against
DDoS attacks.

2) EXTENSIBLE AUTHENTICATION PROTOCOL – TRANSPORT
LAYER SECURITY PLUS (EAP-TLS+)
EAP serves as an authentication framework used to support
various authentication methods. TLS is one of the methods,
which enables certificate-based mutual authentication within
a private network. EAP-TLS is regarded as a promising
authentication protocol and has been included in the annex of
5G security standard (TS 33.501). However, due to the size
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of current certificates (such as X.509v3), transmission of such
certificates for authentication may cause excessive overhead
for infrequent data transmission in IoT scenarios. Thus, EAP-
TLS+ is expected to support certificateless authentication
methods, such as identity-based signature (IBS), implicit
certificate. The IBS-supported EAP-TLS+ is able to establish
a Device-to-Device (D2D) mutual connection without the
need for certificates. This feature will greatly benefit
and facilitate Vehicle-to-Vehicle (V2V) and D2D wireless
communications. In 6G, EAP-TLS+ is expected to be further
developed from 5GEAP-TLS and incorporatemore advanced
features to offer a secure and seamless communication
experience.

C. TRUSTWORTHY UNDERLAY
Trustworthy undelay is indispensable for providing the
necessary support for higher level applications. Two types
of underlay, decentralized authentication and network virtu-
alization, are discussed as follows.

1) DECENTRALIZED PKI (DPKI)
PKI serves as an underlying framework that enables data
encryption, digital signature creation and certificate-based
authentication, thereby propelling the establishment of trust
among the involved entities. However, PKI in 5G is deployed
in a centralized manner, which suffers from single-point-of-
failure.

PKI in 6G is expected to become more decentralized,
which can be realized by blockchain, to avoid single point
of failure caused by excessive dependence on a single
root CA [13] and minimize the control of third parties.
The integration of blockchain will enable transparency and
immutability in PKI, which means that certificate issuing
can be observed by all entities, and issued certificates are
traceable. In decentralized PKI, trust is decentralized, and
built on consensus protocols. Developing an effective and
decentralized PKI is critical for establishing a trustworthy
identity management process in 6G networks.

2) NETWORK FUNCTION VIRTUALIZATION/NETWORK
FUNCTION VIRTUALIZATION INFRASTRUCTURE (NFV/NFVI)
Owing to the emergence of numerous heterogeneous devices,
countless novel applications and various scenarios that
require high flexibility and low latency, 6G is expected to
incorporate NFV as an enabling technology for network
virtualization. It is supported by NFVI, which consists of
components of networking, computing and storage, and
serves as a platform for VNFs. NFV enables services of
different types to run on top of commonly shared hardware
appliances by decoupling network functions from proprietary
hardware and empowering a service-orientated networking.
This feature will significantly increase network flexibility,
scalability and reduce cost of network deployment [37].
Full virtualized 6G networks are expected to expedite
harmonization, with core network, radio access networks and

network edge underpinned by uniform underlying hardware.
Furthermore, as AI pervades every corner of 6G networks,
NFV can partner with AI to facilitate network automation,
optimize resource utilization, and enhance the Quality of
Service (QoS).

VI. XENOGENESIS TRUST
In this section, we list the prospective technologies that can
be used to undergird xenogenesis trust.

A. TRUSTED FOUNDATION
Cryptography forms the foundation for trustworthy com-
munication. Common application cryptographic techniques
include symmetric and asymmetric cryptography. Given that
symmetric cryptography decrypts and encrypts messages
with the same key (which needs to be pre-shared before
communication), it involves complicated key management
problem. In contrast, asymmetric cryptography does not need
to share the key, and can enable direct authentication and
secure communication among devices without the help of the
core network device (such as Home Subscriber Server (HSS)
in 4G, Unified Data Management (UDM) in 5G). Hence,
cryptography in 6G is expected to gradually move from
symmetric encryption to asymmetric encryption, serving as
a strong foundation of xenogenesis trust.

On the other hand, with the powerful computing ability of
quantum computers, the time needed to decrypt a key can be
significantly reduced. Owing to the security threats posed by
quantum computing in future 6G network, a transformation:
from traditional cryptography to post-quantum cryptography
is being fostered [3]. This upgraded version will benefit
asymmetric cryptography-based technologies, by preventing
them from being compromised by quantum attacks.

B. TRUSTED PLATFORM
The trusted platform in this subsection mainly embodies
X-Trust in terms of confidential computing and reliable data
storage.

1) TRUSTED EXECUTION ENVIRONMENT (TEE)
TEE, as a tamper-proof environment, is targeted to preserve
code authenticity and data integrity within a device. It serves
as an isolated secure zone in the main processors, where
unauthorized data access and malicious modification are
prevented [38]. TEE is a key enabler for confidential
computing. Current encryption methods mainly focus on
ensuring integrity of data in storage and data in transmit,
most of which do not focus on preserving the integrity of
the data in use. Confidential computing, empowered by TEE,
is targeted at preserving both data-in-use integrity and code
confidentiality on device, facilitating establishment of end-
to-end trustworthiness. Existing TEE solutions include ARM
TrustZone, Intel SGX, as well as AMD Secure Encrypted
Virtualization (SEV). Besides, TEE can be leveraged to
ensure data privacy of cloud computing. As encrypted data
needs to be decrypted in cloud services to facilitate data
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processing, the data in use becomes vulnerable. TEE offers
a trustworthy execution environment such that data privacy is
preserved even the data is being handled by third parties. It is
also envisioned to be combined with network functions.

2) BLOCKCHAIN
Blockchain is a distributed ledger characterized by its
immutability. Blockchain is structured by a chain of blocks,
to which a new block will be added only after being
verified through a consensus mechanism. Because the
chain is unidirectional, an operation on the blockchain is
irreversible, and the recorded data cannot be modified. The
irreversible nature of blockchain facilitates the establishment
ofmutual trust between different parties and enhances privacy
preservation. For instance, as spectrum sharing, automated
orchestration, and decentralized computation will be widely
applied in 6G networks, blockchain will be able to facilitate
distribution andmanagement of resources in a secure manner.
Beyond this, it can also be embedded in authentication
and authorization process for key management and access
control. The application of blockchain in 6G networks will
increase the security level, in terms of data integrity and
service availability, and enable massive connectivity with
assurance of trustworthiness [39].

C. TRUSTED HARDWARE
In this subsection, we present a significant component of X-
Trust: the trusted hardware, including TPMand various SIMs.

1) TAMPER PROOF MODULE (TPM)
TPM is a tamper-proof module dedicatedly designed to
establish the hardware Root of Trust (RoT) by securing
hardware and securely storing encryption keys, certificates,
or other confidential information for platform authentication.
In the highly distributed and virtualized network environment
of the 6G era, hardware RoT becomes critical for ensuring
communication security especially on untrusted platforms.
TPM is envisioned to empower trusted computing in NFV
in two ways: integrity preservation with secure storage,
as well as trustworthy verification with remote attestation
[40]. During the boot process, measurement values of system
components will be sheltered and cannot be modified during
run time. Remote attestation is then applied to remotely verify
whether the booting process of the system can be trusted
given its measurement values at the load time. Furthermore,
recognizing the increasing number of heterogenous devices
on the edge, the deployment of trustworthy TPM is able
to enhance their tamper resistance and efficiently reduce
vulnerability.

2) ESIM/ISIM
In 6G, reliable and trustworthy massive Machine-to-Machine
(M2M) communication is of great importance. A traditional
approach is SIM, a removable smartcard used for subscriber
identification and authentication. However, as a physical

object, it needs to be plugged in and out for every IoT
device, which makes it troublesome to deploy massive IoT
networks. To overcome the limitations of the traditional SIM,
embedded SIM was subsequently proposed and deployed
[41]. Compared to removable SIM, eSIM enables operator
profiles to be provisioned ‘‘over the air’’. This underlying
feature offers a seamless communication process for het-
erogenous devices deployed worldwide. Apart from eSIM,
another type of SIM is integrated SIM (iSIM), supported
by System-on-Chip (SoC). eSIM and iSIM are predicted to
become enabling technologies in many 6G IoT verticals,
including but not limited to smart factories, eHealth, smart
grids and connected autonomous vehicles, and will facilitate
cellular M2M communication, secure updates of firmware,
and ensure flexible and trusted IoT connectivity [41].

3) ETPSIM
As mentioned previously, traditional SIMs may be no longer
suitable for large-scale devices. TPM, as a trustworthy and
secure chip, is envisioned to be integrated with SIM to
develop embedded TPSIM (eTPSIM), especially for mobile
devices. The integration provides a unified solution for device
identity authentication, trust booting, and platform integrity.
eTPSIM can be soldered into a device’s circuit board, which
facilitates the establishment of physical binding between root
of trust for measurement of the platform and eTPSIM. This
will become beneficial for many large-scale 6G applications:
Internet of Vehicles (IoV), smart cities, Industrial Internet
of Things (IIoT), etc. It can effectively reduce the cost of
SIM deployment among numerous mobile devices, enhance
the security and trustworthiness of IoT terminals, empower
trusted computing for IoT devices, and assure information
security for critical information infrastructure.

VII. 6G USE CASE STUDY
6G is expected to support demanding network requirements,
including low transmission latency, high network capacity,
efficiency and reliability in diverse scenarios with hetero-
geneous devices. Numerous emerging use cases have also
appeared given the enhanced capabilities of 6G networks.
In this section one of the key use cases of 6G is discussed and
we further analyze the feasibility of our SIX-Trust framework
based on the use case being studied.

eHealth, as presented in [42], is envisioned to optimize
workflow in the healthcare sector and provide healthcare
services remotely in 6G. However, due to individuals’ lack
of trust in privacy preservation in eHealth and several
security concerns, eHealth has not been widely applied
across the whole society. eHealth system can be embodied
by a hierarchical architecture, consisting of a storage
layer, processing layer and sensing layer [43], where the
processing layer includes device management and coordi-
nation. SIX-Trust framework can potentially be applied to
establish, reinforce, and evaluate trust of the eHealth system
architecture.
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To begin with, enablers of X-Trust such as eTPSIM
and trustworthy encryption algorithms are responsible for
ensuring security, privacy, and data integrity on the sensing
layer. The eHealth system relies heavily on a plethora of
heterogeneous IoT devices which are leveraged to collect
highly sensitive medical data of patients, such as heart rate,
blood pressure and body temperature. Consequently, the end
devices are vulnerable to several security threats, such as
data leakage, identity spoofing attacks and tampering [44].
Since eTPSIM combines both TPM and SIM, soldered into
the circuit board of a device, it can be used to mitigate
tampering authenticate each device’s identity, and prevent
spoofing attacks. Meanwhile, DPKI and DID increase the
level of decentralization of device identity management,
thereby addressing the single-point-of-failure issue. More-
over, asymmetric encryption (e.g., Rivest-Shamir-Adleman
(RSA) encryption) also helps to foster secure data trans-
mission from end devices to servers for data processing.
Trustworthy protocols such as 6G-AKA and EAP-TLS+
guarantee a secure authentication process under the D2D
scenario while reducing some overheads which presented in
the previous authentication protocols.

After being collected by the end devices, the patient data
will then be processed in servers with higher computational
capability (the processing layer). In this case, TEE, a key
trusted platform of X-Trust, can be applied to achieve
secure and privacy-preserving data processing and analysis.
Unbiased AI of S-Trust will help to mitigate possible biases
towards certain patients to ensure that the analysis or AI-made
decisions are just and fair. As suggested by Kalapaaking et
al. [45], federated learning allows each hospital to train its
local model for data analysis. A global model (usually located
in clouds) is formed by aggregating encrypted local models
based on Secure Multi-Party Computation (SMPC), which
prevents the disclosure of sensitive information as the models
have been encrypted. Moreover, NFV, as a trustworthy
underlay of I-Trust, empowers network monitoring and
enhances overall security through network intelligence. The
trust evaluation methods of S-Trust, including both static
and dynamic trust evaluation, can be leveraged to assess
the trustworthiness of every device, database, or server in
the network. The trust score of an entity will help network
administrators to decide whether to allow the entity to
join the network, or whether to grant the entity access
rights. Meanwhile, because the trust relationship between
two entities is established based on the entities’ level of
trustworthiness, the dependability of trust evaluationmethods
and device identification becomes crucial. In the case where
user interaction is involved, explainable AI will explain the
decision-making process or medical data analysis results in
a user-friendly manner. For example, explainable AI can
produce a saliencymap of a CT image, fromwhich the patient
will be able to see which part of the CT image makes the AI
model generate the current prediction. In such a case, the user
is likely to perceive an increased level of trust owing to the
presence of explanations.

VIII. CONCLUSION
In this article, we proposed a novel trust framework SIX-Trust
to build a more secure and trustworthy 6G networks. The
framework consists of three layers: sustainable trust layer,
infrastructure trust layer, and xenogenesis trust layer. For each
layer, emphasis has been placed on a different aspect of trust,
and we have provided our insights into how the potential
technologies can be used, how the technologies can facilitate
the establishment of trustworthiness in 6G, and why they are
crucial for future trustworthy 6G networks. X-Trust stresses
the importance of applying enablers with endogenous trust
to establish the root of trust in 6G. As for I-Trust layer,
the trust enablers of X-Trust such as TPM or trustworthy
cryptographic algorithms will reinforce the overall trust of
network devices, network communication protocols, and thus
increase the trust, security and privacy of network infrastruc-
ture, undergirding trustable network architecture featuring
autonomy and decentralization. Trustworthy AI is leveraged
for network autonomy, thereby increasing the explainability
of the network decision-making process to make network
trust more perceivable. Trust evaluation empowered by AI
models is used to form trust relationships between different
entities and facilitate trustworthy communication. Finally, the
proposed framework is applied to the use case of eHealth in
6G and then analyzed. Further research needs to be carried
out to explore other potential use cases to which SIX-Trust
framework can be well applied to enhance network trust.
Besides, the energy consumption of several enablers like
Blockchain and AI models requires further investigations to
better balance the trade-offs between trust and environmental
sustainability.
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