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ABSTRACT Blockchain (BC) and Computer Vision (CV) are the two emerging fields with the potential to
transform various sectors. BC can offer decentralized and secure data storage, while CV allows machines
to learn and understand visual data. The integration of the two technologies holds massive promise for
developing innovative applications that can provide solutions to the challenges in various sectors such as
supply chain management, healthcare, smart cities, and defense. This review explores a comprehensive
analysis of the integration of BC and CV by examining their combination and potential applications. It also
provides a detailed analysis of the fundamental concepts of both technologies, highlighting their strengths
and limitations. This paper also explores current research efforts that make use of the benefits offered by
this combination. The BC can be used as an added layer of security in CV systems and also ensure data
integrity, enabling decentralized image and video analytics. The challenges and open issues associated with
this integration are also identified, and appropriate potential future directions are also proposed.

INDEX TERMS Blockchain, computer vision, artificial intelligence, image analysis, surveillance, security.

I. INTRODUCTION
Computer vision (CV) is rapidly expanding and gaining
significant prominence in the field of Artificial Intelligence
(AI) [1], [2]. It involves the development of algorithms and
techniques that enable computers to interpret and understand
the visual data, including images and videos [3], [4].
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CV replicates the human visual system by utilizing sensing
and interpretation devices that function similarly to the
human eyes and visual cortex in the brain [5], [6], [7].
The significance of CV in today’s world is increasing with
the availability of data and high computing power. Thus,
CV has the potential to revolutionize the way we interact with
machines and the world around us [8], [9].

The radical advancement of CV has numerous applications
across a wide range of industries in the recent years. The
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TABLE 1. List of key acronyms.

diverse and impactful applications of CV are healthcare [10],
security [11], entertainment [12], defense [13], self-driving
vehicles [14], disaster relief and emergency [15], modern
agriculture [16], banking industry [17], manufacturing indus-
try [18] and robotics [19]. CV has evolved significantly
over the years, with different techniques and approaches
being developed to address the challenges of interpreting and
understanding visual data [20], [21], [22]. In the 1950s and
1960s, researchers began developing techniques for image
processing and pattern recognition, including edge detection,
thresholding, and template matching [23], [24]. These early
techniques laid the foundation for later work in CV. In the
1970s and 1980s, researchers began developing feature-based
methods in CV including corner detection, edge detection,
and texture analysis [25], [26], [27]. These methods focused
on identifying and extracting features from images that could
be used to identify objects and patterns [24], [28], [29], [30].
In 1980s and 1990s, researchers began developing geo-

metric methods for CV, including stereo vision, optical
flow, and shape from shading [31]. These methods focused
on using geometric principles to infer the 3D structure of
objects from 2D images. In 2000s and beyond, the rise
of machine learning and deep learning revolutionized the
evolution of CV [32]. These techniques enabled researchers
to develop algorithms that could learn from visual data and
automatically extract features from images, enabling more
sophisticated and accurate applications [33], [34]. Overall,
CV has become a critical tool in today’s research across a
wide range of fields. As CV continues to evolve, it is likely
to play an increasingly important role in research, driving
innovation and discovery in various applications [35].

A. HIGHLIGHTS OF THE REVIEW
In this subsection, the background study of existing survey
papers related to CV are discussed. Tian et al. [36] provided
the comprehensive overview of the current state of the art CV
technology in agricultural automation, its potential benefits,
and the challenges and limitations that need to be addressed
for wider adoption of CV in the agricultural sector. They
introduced the concepts of agricultural automation and its
potential benefits such as increased efficiency, reduced labor
costs, and improved crop yields. The importance of the role

of CV technology in agricultural automation was discussed
and various applications of CV technology in agricultural
automation were reviewed, including crop monitoring and
analysis, fruit and vegetable grading, livestock monitoring,
and weed detection. Finally, they concluded with the chal-
lenges and limitations highlighting the need formore research
in this area, particularly in the development of employing
machine learning algorithms for analyzing agricultural data.

Kakani et al. [37] presented an exhaustive survey of how
CV and AI are being used in the food industry, cover a range
of areas such as quality control, food safety, food processing,
and packaging. They analyzed the latest advancements in
CV and AI techniques, such as deep learning, machine
learning, and image processing, and assess their effectiveness
in tackling the obstacles that the food industry is confronting.
Finally, they concluded that CV andAI have great potential to
improve the efficiency, quality, and safety of the food industry
and also highlight the need for further research exploration in
this area.

Estava et al. [38] provide an overview of recent advances
in deep learning techniques applied to medical CV. They
covered a broad range of topics, includingmedical image seg-
mentation, registration, classification, and detection, as well
as other applications such as medical robotics and pathology.
They discussed about the key challenges and opportunities
presented by deep learning methods in medical CV, as well as
the potential for improving clinical outcomes and patient care
through these techniques. Finally, they concluded the paper
by highlighting the constraints and areas for improvement,
along with the future research directions concerning deep
learning approaches in medical CV.

Cheng et al. [39] present an extensive review of the latest
developments in CV techniques in the fashion industry.
They explained the various areas of CV in fashion industry
such as fashion image retrieval, segmentation, classification,
detection, and generative modeling. They explored the
potential advantages and challenges posed by CV techniques
in the fashion industry, as well as the prospects of enhancing
consumer retail and e-commerce experiences. They con-
cluded the paper by emphasizing the limitations and areas for
future research to be explored for the potential role of CV
towards the growth of fashion industry.

Gonzala et al. [40] present a comprehensive overview
of the latest advancement in CV techniques applied in
underwater environments. They presented a broad range of
areas applying CV in underwater settings, including image
enhancement, restoration, segmentation, tracking, and object
recognition. They explored the potential challenges and
benefits using CV techniques in the underwater domain, and
also advancing the scientific research, marine conservation,
and industrial applications. They finally concluded the paper
by highlighting the limitations and future research scope for
the role of CV in underwater research.

The existing surveys are summarized in Table 2. Each of
this survey article has discussed about the recent advance-
ments in the CV technologies, state-of-the-art techniques,
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TABLE 2. Comparison highlights between previous surveys and the current work.

domain applications, case studies, open challenges and future
directions related to CV technology in different application
domains. The insights gained from these survey articles
motivated us to write this extensive survey paper highlighting
how CV can expand its evolution using BC, the need
for integrating BC in CV like data security, data sharing
and distributed training, motivation of BC for CV with
different CV enabling technologies and finally discussing
the key challenges to be addressed with the future research
directions. The benefits of BC in CV applications motivated
us to explore the feasibility and benefits of using BC in
CV applications. The main contributions of this survey are
summarized as follows:

• A first-of-its-kind survey is presented on BC-based
platforms for deploying CV applications.

• Discussion on various CV enabling technologies are
presented.

• An exhaustive review on the applications of BC using
CV technologies were discussed.

• Finally, discussion of research challenges and future
perspectives related to the integration of BC for
CV-based applications are highlighted.

In this review of BC applications in CV, we conducted a
thorough literature review using various reputable sources.
Our search was primarily focused on peer-reviewed jour-
nals, and high-quality articles from reputed national and
international conferences, seminars, books, symposiums,
and journals. To ensure the credibility of our sources,
we referred to well-known archives such as Google Scholar
and arXiv, and publications from top databases like IEEE,
Springer, Elsevier, ACM, Taylor & Francis, and Wiley.
To identify relevant BC and CV references and publications,

we used keywords such as CV technology, CV applications,
BC security, BC architecture, CV usecases and practical
challenges of CV applications. We then screened all the
retrieved articles based on their titles, excluding any papers
with poor-quality material. Next, we reviewed the abstracts of
the remaining articles to determine their contributions. In the
final step of our literature review, we extracted the necessary
data for our analysis. By following these phases, we ensured
that our studywas based on high-quality and credible sources.

The rest of the paper is structured as follows. Section II
presents the CV introduction and its significant role,
CV enabling technologies and motivation of integrating BC
with CV. Section III discusses the critical applications of BC
for CV, and section IV highlights the major challenges and
future research scope. Finally, the paper is concluded with
the open research problems and benefits of integration of BC
for CV. Fig. 1 depicts the schematic outline of this study.

II. PRELIMINARIES
The following subsection discusses about the working
process of CV and BC.

A. BC
BC technology enables the decentralized and distributed
information sharing system for transmitting the immutable
data in an encrypted and secured way. It acts as an immutable
ledger that enables recording of transactions and asset
tracking in a business network [41]. Any asset of value can
possibly be traded and tracked in a BC network thereby
reducing risks and cost of resources. The necessity to keep
record of data and transactions are extremely crucial part of
any business management system. This information is often
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FIGURE 1. Schematic outline of the paper.

managed in-house or transferred to third party resources like
brokers, lawyers or bankers which increase the time and
cost of the business. BC helps in avoiding unnecessary long
processes and enables agile movement of transaction saving
time and money. Although it is a general misconception to
assume and refer BC and bitcoin interchangeably, but in
reality they are not the same. BC is a technology that supports
various applications pertaining to multiple industries namely
finance, supply chain and manufacturing. On the contrary,
bitcoin is a currency that is dependent on the BC to ensure
security [42], [43].

A BC application consists of small unit of tasks that
are stored in public records. The blocks get executed,
implemented and stored in the BC to achieve validation
from all miners who are part of the BC network allowing
each transactions to be reviewed but not updated thereby
facilitating transactions in a decentralized fashion. The major
characteristics of BC include decentralization, persistency
and anonymity [44], [45], [46].

The name ‘‘blockchain’’ refers to the way transaction
data is stored-in blocks that are connected in a chain.
The BC grows with the increase in the number of blocks
wherein the timings and sequence of the transactions get

recorded and confirmed [47]. Finally, these are entered into
a distinct network that is governed by rules accepted by
network members. The blocks in a BC consists of three major
components - header, data section and finally the hash. The
header includesmeta data, including the hash of the preceding
block and a timestamp with a random integer to be used in
the mining process. The data section includes information
pertaining to transactions and smart contracts which gets
stored in the blocks. The blocks in the BC contain a digital
fingerprint or an unique identifier termed as hash. It also
keeps the hash of the preceding block and the timestamped
batches of recent valid transactions. The prior block hash
connects the blocks and stops any block from being changed
or from being introduced in between two already existing
blockswhich renders a tamper-proof BC [48], [49], [50], [51].
The functioning of the BC framework relies on four

key aspects namely the shared ledger, permissions, smart
contracts and the consensus [52]. A distributed system of
records shared over a business network is known as a
shared ledger and allows for ‘‘append-only’’ updates. The
shared ledger allows transactions to be recorded only once,
eliminating chances of duplication of efforts which are typical
of any traditional business networks. Permissions make sure
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that transactions are protected, verified, and authorised. With
the capacity to limit network membership, organisations can
more easily abide by data protection laws like those outlined
in the EU General Data Protection Regulation (GDPR) and
the Health Insurance Portability and Accountability Act
(HIPAA). Smart contract is a set of rules or agreement that
controls business transactions. It is automatically carried out
as part of a transaction and is stored on the BC [53], [54].
The consensus enables all stakeholders agree to the network-
verified transactions. Various consensus mechanisms are
used as part of BC frameworks namely proof-of-stake, multi-
signature and Practical Byzantine Fault Tolerance (PBFT)
[55]. The simplified architecture of BC and its components
is illustrated in Fig. 2.

BC and CV are two major innovations in this ‘‘information
age’’ of technology advancement wherein the combined
potential of both of these technologies are enormous. Visual
data can be captured usingCV systems, in the form of pictures
or video which can be further recorded and verified using
BC technology. This ensures security of the data, enabling
confident sharing and accessing of the same by authorized
stakeholders. The combination of BC and CV can thus help
in addressing diversified issues pertaining to data ownership
and privacy across versatile domains.

B. CV
CV is the study of enabling computers to interpret and
understand visual information from the world around us.
In order to achieve this goal, a typical CV system consists
of multiple components and stages that work together to
process and interpret visual data [56], [57]. The anatomy
of CV can be broken down into key stages such as image
acquisition [58], preprocessing [59], feature extraction [60],
object recognition [61], tracking [62], and interpretation [63].
Each of these stages plays a critical role in enabling
computers to make sense of visual data and extract useful
information from it. Understanding the anatomy of CV is
essential for researchers and practitioners working in this
field, as it provides a framework for building and optimizing
CV systems for a wide range of applications.

In the early phases of CV research, the studies were mostly
focused on developing algorithms that could recognise simple
shapes and edges in images. In order to do this, rules and
heuristics had to be manually entered into the computer,
which then used a method known as ‘‘edge detection’’ to
discover edges and lines in the photos. As an example, Kirsch
who was a scientist at the National Bureau of Standards
scanned a photo of his child almost 50 years ago which
set the first stepping stone for CV research. The blurred
black and white photo of the baby was the first digital
image which later revolutionized the way one would visualize
the world. Later, researchers started venturing into the use
of neural networks to further enhance the precision of the
functioning of the neural network algorithms in the 1970s.
Since then CV vision and related studies have witness huge
revolutionwith the use of artificial intelligencewhich enabled

machines to comprehend and analyze visual data and opened
newer avenues, newer developments and applications across
versatile industries. Deep learning algorithms, especially
convolutional neural networks (CNNs) have been immensely
impactful in CV and related research helping to create and
resemble the structure of the human visual system that are
capable of recognizing objects and patterns in images with
astounding accuracy [64], [65].
Following are some essential components of a standard CV

system: 1. Image acquisition: The first step in any CV system
is to acquire images or video data using cameras or other
imaging devices [66]. 2. Preprocessing: Once the image data
has been acquired, it may undergo preprocessing to enhance
or filter the data. For example, noise reduction or image
normalization can be applied in this process [67]. 3. Feature
extraction: In this stage, the CV system extracts features from
the image data that are relevant to the task at hand. This
might include edges, corners, or other visual patterns [68].
4. Object recognition: Based on the extracted features, the
system attempts to recognize objects in the image data. This
may involve using machine learning algorithms to compare
the extracted features to a database of known objects [69].
5. Object tracking: Once objects have been identified, the
system may track their movement over time, either within
a single image or across multiple frames of video [70].
6. Interpretation: Finally, the system interprets the results of
the previous stages and produces an output based on the task
at hand. This could be anything from labeling objects in an
image to guiding a robotic system [71].

CV focuses on making it possible for machines to
perceive and comprehend the visual data from the outside
environment. The representative features of CV are image
acquisition, image processing, feature extraction, object
recognition, and scene interpretation. Image acquisition is
the first step in the pipeline of building models based
on CV. This is the process of acquiring images from the
hardware-based sources such as digital cameras and infrared
sensors. The quality of acquired images rely on numerous
factors like lighting conditions, camera resolutions and sensor
configurations [72]. Hence, image processing is the pivotal
step in CV to preprocess and extract the key features
from the acquired images. Filtering [73], Image Segmen-
tation [74],Feature extraction [75], image registration [76]
and image restoration [77] are typical image processing
techniques. The working process of CV is illustrated in Fig. 3.
In summary, the structure of CV offers a complete

understanding of building and refining systems capable of
interpreting and comprehending visual data. Hence, it is
considered as a crucial area of research and innovation with
immense potential for a diverse array of applications.

C. MOTIVATION
BC technology has the potential to bring significant changes
to various industries. By integrating BC in CV, there are
enormous opportunities to enhance potential of CV in several
ways:
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FIGURE 2. Working process of BC.

1. Data Security: CV handles huge amount of sensitive
data which are mostly used in critical applications such as
medical, defense, and banking to train the black box models.
When BC is integrated with CV, BC can create a transparent
and tamper-proof system that stores and verifies all data
generated by CV systems. This means that any tampering
or unauthorized access to data can be immediately identified
and traced back to its source. Thus, such extremely sensitive
data produced from CV systems when stored using BC,
enables more secured transaction of sensitive data over the
distributed network of nodes promoting hacker-resistant data
transmission.

2. Data Sharing: CV involves huge amount of data to be
accessed in order to develop robust learning model. By using
a BC-based identity verification system, users can be sure

that only authorized individuals are accessing and using data.
For example, a smart contract could be used to automatically
grant access to authorized users who meet certain criteria and
helps to mitigate the risks of data breaches, identity theft,
and other security threats. Hence, the use of smart contracts
and identity verification can further strengthen the security
of data sharing, ensuring that only authorized individuals can
access and use the data generated by CV systems.

3. Distributed Training: CV develops models based on
deep learning algorithms which require heavy computational
resources to train the models. When such models are
deployed based on the BC-configured platforms, high com-
putational resources can be distributed by multiple parties
for the training process to perform cost-effective and high
accuracy robust models. Once the CV models are trained,
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FIGURE 3. CV working process.

they can be stored on the BC network, making them easily
accessible to all the parties involved in the training process.
Therefore, the integration of BC technology can enable
distributed training of CV models, leading to significant
improvements in the efficiency and scalability of the training
process. Fig. 4 illustrates how BC can be integrated into CV
process.

To summarize, integrating BC technology with CV offers
significant potential in transforming the way data is managed
and protected [78]. By establishing a decentralized, trans-
parent, and tamper-proof data management system, BC can
enhance data security and privacy while also improving the
accuracy and reliability of CV systems. Smart contracts and
identity verification can be leveraged to further bolster data
security, ensuring that only authorized users have access
to the data generated by CV systems. As CV continues
to gain widespread adoption across multiple industries,
integrating it with BC technology can facilitate increased
trust, transparency, and innovation within the data ecosystem.

III. BC AND CV INTEGRATION ENABLED APPLICATIONS
The field of CV has rapidly grown and transformed various
industries, but ensuring the authenticity and reliability of the
data used to train and test algorithms remains a persistent
challenge. One promising solution to this challenge is the

use of BC technology, which can provide a secure and
transparent framework for managing data in CV applications.
With BC, CV algorithms can be trained and tested on tamper-
proof data, ensuring the accuracy and robustness of the
system. Additionally, BC can enable secure and efficient
data sharing and collaboration among stakeholders in the CV
ecosystem [79]. This section aims to explore the potential of
BC technology in CV applications, highlighting its benefits,
challenges, and possible use cases. Fig. 5 summarizes the
applications that will benefit from integrating BC and CV and
Table 3 provides a comparative analysis based on the features
of traditional CV systems with BC secured CV systems.

A. DEFENSE SECTOR
In today’s world, security is a significant concern. The
defense sector has benefited from CV systems in many ways,
including autonomous vehicles, tracking, target recognition,
and surveillance. CV systems are predominantly utilised
in unmanned aerial vehicles (UAVs) for surveillance in
numerous military operations. Though soldiers monitor
vulnerable areas manually, it is essential to integrate and
deploy advanced technologies, such as drones and surveil-
lance cameras [80], [81], to servile areas where continuous
monitoring may not be feasible. The authors in [82] have
discussed the significance of technologies in today’s defense
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FIGURE 4. Integration of BC with CV.

TABLE 3. Feature comparison table of standalone CV systems with BC secured CV systems.

FIGURE 5. BC and computer vision enabled applications.

sector. With the support of CV technology, instances can be
recorded and used as evidence for any future investigation.

UAVs, commonly known as drones, are broadly used in
several industries, including military services [83]. They are
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particularly beneficial for monitoring regions that are not
reachable by humans. Although conventional drones are not
capable of making decisions based on incidents, intellectual
drones, or UAVs [84] can take action based on happenings in
the surveillance area and transmit information immediately
to the control room.

The integration of technologies such as AI, CV, and BC
presents a transformative opportunity for the defense sector.
Predictive analytics and decision-making abilities of AI can
optimize strategic planning and resource allocation, allowing
more effective military operations during emergencies [85].
Visual analytical ability of CV can enhance situational
awareness by analyzing real-time visual data from various
sources, such as drones and satellites, permitting rapid threat
detection and target identification [86]. Decentralized and
immutable ledger features can secure sensitive information,
confirming secure communication and data integrity among
defense agencies. The integration of these technologies holds
the potential to transform defense operations, improving
tactical precision, information sharing, and cybersecurity,
thereby strengthening national security.

Implementing CV systems has various challenges for the
defense sector, including integration with existing systems,
quality and quantity of data, cost, security, and adaptability.
Among these challenges, security is the primary issue that
the defense sector should address. This sector demands
a high level of security, and CV systems deployed for
monitoring should be secured to prevent unauthorized access
or manipulation of data. Additionally, CV systems may
be vulnerable to cyber-attacks, which could compromise
sensitive information of the defense sector.

Intellectual cameras, which make use of CV techniques
for visual data analysis and management, have enormous
applications in the defense sector. These applications include
border security, threat detection, facial recognition, access
control, drones, and UAVs. However, despite these applica-
tions, a crucial issue remains unresolved [87]. CV systems
must ensure data privacy, secured data storage, data authen-
ticity, and improved traceability while storing the data. These
requirements while storingCVdata can be resolved by the use
of BC in CV systems, providing an added layer of security to
the analyzed data.

Drone technology is indisputably beneficial for defense,
but it is also susceptible to hacking [88], [89]. A hacked drone
does not essentially need to be physically captured; hackers
can hack the camera of the drone and steal any sensitive
information captured from a battle zone, war zone, or any
critical area under monitoring. The main issue with drone
technology is that it can be remotely operated and its actions
depend on wireless communications. Though programming
languages used for developing drone software were originally
generated to manage and control drones, there were flaws
in the languages used that make it easy for hackers to
hack the software and take control of the drone [90]. These
susceptibilities can result in the loss of information and
human lives also, which can be a serious threat to the nation.

So, during surveillance through cameras, the primary issue
that needs to be addressed is the authentication and security
of drones [91] during their flight [92], [93].

To secure a drone or UAV, an intellectual approach is
required to achieve two goals: 1) prevent unauthorized access
to the device and 2) safeguard the information stored in the
device. In connection with this, the authors have proposed
an intelligent approach for securing the drone or UAV using
BC technology [94]. The authors in [95] have used image
collecting and sensing by drones and UAVs with BC security
to create a secured mechanism by encoding the files in
the device using hash technology. Timestamp information
along with GPS information is used to keep a record of
transactions between the server and the drone. The captured
information is converted into a hash value using the hash
function, and the hash values were encrypted using a private
key to create a digital signature. The receiver has used the
same hash function on the received information to generate
the hash value, and the value generated at the receiver’s
side should match the hash value received from the sender.
This mechanism helps in ensuring the validity of the digital
signature indicating the genuineness of data inside the drone.
The proposed mechanism has been tested on consumer-
friendly drones, with the server operating on mobile. This
mechanism offers reliable security for the data and prevents
unauthorized access to the device.

In military surveillance operations, drones are playing
a crucial role, and their use is expected to continue to
rise in today’s society. However, from a technical per-
spective, though the use of drones has many benefits, the
design and deployment of drone technology present its
own set of challenges [96]. These challenges arise due to
the variety of topologies drones can operate in, unstable
connections [96], [97], and most importantly, inadequate
security [98]. To address these security issues, the authors
in [98] have proposed an architecture that divides the
shadowing area into multiple zones, with each zone in a drone
controller responsible for activities such as authentication,
movement between zones, and communication with other
drones using a distributed ledger powered by BC technology.
The proposed method allows for the migration of drones
between zones while ensuring that the data recorded in each
zone is secure. The authors verified the proposed method in
a smart city environment by dividing the city into multiple
zones, and it helped to confirm low latency and secure
communication during implementation.

B. HEALTHCARE SECTOR
The new generation of information technology has trans-
formed healthcare into smart healthcare. Smart healthcare is
a multifaceted, all-encompassing improvements rather than
merely a basic technological advancement [99]. Now the
medical model shifted their focus from disease-oriented to
patient-oriented care. Similarly, the construction of infor-
mation technology has shifted from clinical information to
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regional medical information, medical management changed
from general to personalised management, and the idea of
prevention and treatment are examples of this, has changed
the focus from disease treatment to preventive healthcare. The
future development of modern medicine can be represented
by these improvements, which put a strong emphasis on
addressing patients’ unique requirements while enhancing
the effectiveness of medical care [100]. Technologies such as
AI, CV, and BC have the potential to transform the healthcare
industry in multifaceted ways. AI’s advanced data processing
abilities can improve diagnostics by investigating medical
images, such as X-rays and MRIs, to detect anomalies
and diseases in patients at an early stage. Image analyzing
ability of CV can assist in the rapid interpretation of visual
information, helping in surgical procedures and telemedicine
applications [101]. BC guarantees secure, tamper-proof
storage and sharing of medical records, strengthening data
interoperability, privacy, and integrity. By combining these
technologies, the healthcare sector can deliver improved
patient outcomes, streamlined workflows, and a higher level
of data security and transparency.

In the past decade, CV has received attention as an
instrument for modern healthcare applications, paving the
way towards advancements of visualization in the medi-
cal field [102]. CV in healthcare is an exhilarating and
fast-developing field that comprises the use of computer
algorithms mainly machine learning-based algorithms for
the analysis of medical images and extract useful medical
information. Medical images such as X-rays, CT scans,
MRI, ultrasound, and others generate vast amounts of
data that can be used to diagnose, monitor, and treat a
wide range of diseases and conditions. Medical imaging
encompasses a range of techniques used to produce images
of the human body for therapeutic purposes, as well as for
the detection, diagnosis, and analysis of diseases, and the
study of normal anatomy and physiology [103]. The field
of medical imaging has advanced from the initial use of
X-rays to the more recent MRI technology, with a significant
increase in the use of CV methods to support medical
imaging progress [104]. Examples of CV-based healthcare
applications include detecting and diagnosing diseases such
as cancer, identifying abnormalities through medical images,
keeping track of the progress of treatment, monitoring vital
signs, and more. As technology advances, it is likely that we
will see even more innovative and impactful applications of
CV in healthcare in the years to come.

The authors in [105] have proposed a facial recognition
system to accurately determine the patient’s facial expression
in healthcare monitoring applications. The proposed system
has three convolutional layers of CNN architecture to
accurately recognize the face expression from the input
captured from the patient’s face. The first layer eliminates
the faulty classification by ignoring the effects of textual
and facial differentiators. The second convolutional layer
validates the facial signs captured from the input against

the output of the first layer. The last layer recognizes the
mismatching error rates and stores in the training set. Thus,
the proposed system used combination of ML algorithm,
feature extraction and multimodal data fusion for facial
visualization system. The experimental result shows 95.702%
accuracy when compared with conventional face recognition
algorithms. Further, the applications of such CV techniques
in healthcare applications leverage the robust and promising
results. Integration of BC and CV in healthcare expand
the opportunities like visual analysis [106], patient identity
management [107], clinical trials and research [108], and
telemedicine [109].
CV has the potential to revolutionize healthcare, but there

are limitations to its use in this field [110]. One limitation is
the limited availability and quality of data required to train
and validate CV algorithms. Obtaining high-quality medical
imaging data can be difficult and time-consuming, and the
data may be biased or incomplete. Another limitation is
the lack of interpretability of many CV algorithms, which
can make it challenging for clinicians to trust the results
and make informed decisions based on them. Additionally,
medical conditions are often complex and multifaceted,
making it challenging for algorithms to accurately diagnose
and classify them. There are also ethical considerations,
such as privacy and data security, and potential biases in
the algorithms that could disproportionately affect certain
populations. Finally, integrating CV into clinical workflows
can be challenging and require collaboration between health-
care providers, data scientists, and technology experts [111].
Addressing these limitations is important to maximize the
benefits of CV in healthcare.

BC technology can aid CV in healthcare by providing
a secure and decentralised system for storing, sharing,
and analysing medical images and data [112]. Here are
some ways in which BC can help CV in healthcare: Data
Security: Medical images and data are sensitive and must
be stored securely to prevent unauthorised access, hacking,
or manipulation. BC technology uses cryptography and a
distributed ledger system to ensure data privacy, security, and
immutability [113]. Data Interoperability: In healthcare, there
is a need for seamless interoperability of medical data and
images across different platforms and institutions. BC can
provide a platform for the standardisation and interoperability
of medical data and images, which can improve collaboration
and research across different healthcare providers [114].
Data Management: CV relies on large amounts of data
to train algorithms and models. BC can help manage the
storage, access, and sharing of data, allowing researchers
and practitioners to access relevant data in a timely and
efficient manner [115]. Data Traceability: Medical data
and images often come from different sources, making it
difficult to track the origin and authenticity of the data.
BC can help track the provenance and authenticity of
medical data and images, ensuring that they are reliable
and trustworthy [116]. Data Sharing: Sharing medical data
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and images between healthcare providers can be challenging
due to privacy and security concerns [117]. BC can enable
secure and transparent sharing of medical data and images,
allowing healthcare providers to collaborate on diagnosis and
treatment plans while maintaining patient privacy.

Thus, the BC-secured CV smart healthcare systems have
the potential to revolutionize the healthcare industry by
improving patient care and reducing costs. Further, BC-
secured smart CV healthcare systems have the potential to
improve patient outcomes and provide greater efficiency and
security in the healthcare industry.

C. AGRICULTURE SECTOR
The conventional agricultural practices mainly focus on
factors such as biodiversity, localization and shared genetic
resources. Even though the traditional methods of agriculture
have various advantages such as maximized food production,
efficient land use, and easy adaptability, it has numerous
downsides as well [118]. Some of the major cons of the
traditional methods include ruining the soil in the long run,
spread of plant diseases, long-term pollination problems
and so on. Smart farming plays a significant role in such
scenarios by emphasizing more on the crop consistence,
capital gain and production. Even though the agriculture
sector has faced several challenges since the beginning, IoT-
enabled smart farming brought noteworthy changes enabling
precision agriculture, crop monitoring, livestock monitoring,
irrigation and fertilizer management, soil quality analysis and
smart pest control [119]. Recent technological advancements
in computer science have proved its significance in all
aspects of human life including agriculture. Quality research
has already been carried out by several researchers in
almost all the major areas concerning smart agriculture.
In the field of agriculture, modern technologies such as
AI, CV, and BC play an important role. The integration
of these technologies has the potential to address several
agricultural challenges efficiently. Food safety is considered
a major challenge in agriculture [120]. AI and CV improve
agricultural productivity by increasing crop yields and
improving livestock production. Drones equipped with CV
sensors and AI algorithms efficiently monitor agricultural
fields, detect pests, and apply fertilizers more precisely. The
use of BC technology helps in monitoring and tracking food
crops throughout the supply chain, resulting in improved
food safety and traceability [121]. Another consideration
is the environmental impact, the use of AI and CV helps
in the optimum utilization of water and the reduction of
fertilizer. AI techniques help in the monitoring and tracking
of dangerous carbon emissions, allowing farmers to improve
their decision-making processes. BC technology aids in the
digitalization of agricultural records, making them more
secure and tamper-proof, safeguarding farmers from theft and
fraudulent activities [122].
CV made a huge positive impact on smart agriculture.

Generally, CV is implemented as a 3-step process. The
steps are 1. Image acquisition 2. Image processing and

3. Analyzing the image. Implementing CV technologies in
agriculture has various applications ranging from saving
production costs to enhancing productivity [123], [124].
It also helps in identifying the product defects, sort the
produce based on various factors such as color, weight, size
and so on. Some of the state-of-the-art approaches in the
CV-enabled smart agriculture are discussed here.

The authors in [125] proposed a method for efficient
classification of weed and crop species with the aid of
CV under greenhouse conditions. Furthermore, to control
the weeds in corn production, CV was adopted by [126].
CV can also be used for precision pollination by analyzing
the movement and behaviour of insects. The authors in [127]
have used techniques such as an automated and offline
counting of insects, motion tracking and behavioral analysis.
The phenology of specific crop can also be monitored with
the street-level imagery using CV-based techniques [128].
Similarly, the authors in [129] explored the use of CV in var-
ious post-production activities concerning agriculture such
as grading and sorting. By analyzing the literature, it could
be learned that even though adopting CV in agriculture has
numerous benefits, there are various significant challenges
as well. Both the food producers and consumers face many
difficulties in agriculture and supply chain systems. The
challenges include transparency between various partners,
trust and connectivity between the various stakeholders, lack
of confidence in food provenance and so on.

BC can be regarded as an evolutionary next phase in
the Information and Communication Technology (ICT) is
agriculture applications [130]. The applications for smart
agriculture using CV can further be improved using BC by
storing and sharing the data, providing an audit trail, and
enabling data verification. This will eventually enable peer-
to-peer transactions to be carried out in a transparent manner,
thus bypassing the need for any kind of intermediaries
such as middleman in this sector. Instead of trusting a
central authority in the agri-food market, the trust can be
entirely on the cryptographic mechanisms and the peer-to-
peer architecture. BC can thus be used for tracking every
single information about the plants on various factors such
as the quality of seed, the growth pattern of the crop and to
understand the journey of any plant even after it leaves the
farm [131]. This will further help the concerned authorities
to reward the producers who follow the best practices in
agriculture.

D. SMART CITY DEVELOPMENT
Conventional cities are complex because of organized
people, businesses, transportation, communication networks,
services, and utilities. The authors in [132] conducted a
detailed investigation of the problems faced by citizens in
conventional cities and proposed a way towards knowl-
edgeable cities. As a city grows, it generates technical,
social, and organizational pressures that intimidate the
economy and sustainability. For instance, there is no proper
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management of garbage and pollution in the cities. Other
leading critical problems are inadequate water management,
inefficient electricity usage, poor traffic management, and
high rates of crime [133]. To address these challenges,
conventional cities should transform and adopt technological
developments such as CV, IoT, and distributed computing
technologies to become smart cities. By adapting to the smart
city technologies, conventional cities can enhance resource
management, reduce waste and pollution, public safety, and
promote economic growth [134].

A smart city is a new urban development vision that
brings together various sectors through the deployment of
advanced technologies like IoT and distributed computing
technologies. The primary goal is to enhance the city’s
existing resources by integrating, managing, and improving
them. The focus is on enhancing processes in sectors such
as healthcare, power, transportation, water management,
education, commerce, and more. As the world’s cities
continue to grow larger and larger, younger generations
emerge, and their preferences differ from older generations.
Hyper-globalization is predominant worldwide, and the tech-
nological revolution is accelerating. Therefore, it is essential
to create smart living environments that improve and enhance
people’s quality of life, automate city services and processes,
and develop transparent systems. Alternatively, the objective
is to build smarter and more connected communities. The
goal of any smart city should be to make sure that citizens’
requirements are met and that they have the technological
ways to access the city’s services through a technology-driven
and citizen-centered government approach.

AI has opened up new opportunities for creating sus-
tainable cities, improving public services and monitoring
urban infrastructure [135]. This can be made possible by
collecting information from various intelligent devices that
are implemented for various purposes. One of the most
significant services offered by AI to smart cities is security.
In connection with this, CV technology is widely used
to provide safety in smart cities, and it also has several
applications such as critical infrastructure protection, sanita-
tion and waste management, transport, traffic management,
pandemic control, security, smart water management, and
disaster management. These applications allow surveillance
and decision-making processes through CV intelligence.
Conversely, the security of the data generated by the CV
systems remains an unsolved challenge. In CV systems,
the data generated by these systems are still vulnerable to
attack. So, an added security layer is needed to protect the
information generated by the CV systems, which can be
provided by BC technology.

1) CRITICAL INFRASTRUCTURE PROTECTION
Smart cities make use of intelligent computing technologies
to collect and analyze data from various sources to optimize
resources, and monitor activities. These technologies also
help prevent potential risks and improve services for the
nation. Critical infrastructures are crucial resources for

societal development, and failure or impairment of such
infrastructure can have a significant impact on those who
rely on it. This includes roads, water, communication, and
energy systems. According to [136], security is the most
crucial element of a smart city from the common man’s
perspective. Any interference to the critical infrastructure,
either accidental or deliberate, can lead to degraded system
performance and result in social and economic losses.
Traditional video surveillance systems through Closed Cir-
cuit Television (CCTV) have become crucial for security
and law implementation. However, they have their own
limitations. Firstly, the person monitoring the displays can
easily become frustrated by the numerous and simultaneous
video streams in front. This may cause loss of focus
on the incidents that happen [137]. Additionally, multi-
camera surveillance systems generate huge amounts of data,
which demands high data rate and bandwidth for distributed
processing. In addition to that, latency in communication is a
significant problem for delay-sensitive applications. Finally,
implementing an ad-hoc communication network with high
data rates is expensive. It will be challenging to manage
centrally after deployment [138].

CCTV-based surveillance systems have restrictions for
monitoring critical infrastructure due to the vast volume
of data generated and the high latency communication
delay. Therefore, fully automated real-time surveillance
systems are essential to protect critical infrastructure in
future smart cities. These surveillance systems must be
adaptable to dynamic environments and bandwidth needs
to react immediately when an event of interest occurs. The
authors in [139] propose a secured re-configurable cyber-
physical system that makes use of cloud, edge, and BC
technologies for the protection of critical infrastructure [140].
The local edge resource uses DL to recognize people, and
high-performance system-on-chip (SoCs) embedded in the
node process the data, achieving the real-time performance
of 100 frames per second. This aids to manage the
bandwidth demand of video streams from other camera
sources at a lower frame rate. The cloud server gathers
the information from the edge nodes to perform perimeter
monitoring, tracking, and facial recognition. To make sure
the integrity of the data during transmission and prevent
manipulation, BC-based secured transmission is utilized.
A quality and resource management unit monitors bandwidth
and prompts reconfiguration to adapt to the transmitted
video resolution. This system was tested in a real-time
scenario, and the results showed a 75% decline in bandwidth
utilization compared to a no-reconfiguration scenario while
data integrity is also maintained with the help of BC. Table 4
has given the comparison of traditional CV systems with
BC secured CV systems based on the performance metrics
considered.

2) TRAFFIC MANAGEMENT
It is widely acknowledged and accepted that the population
is becoming more urbanized in recent years. It is predictable
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that by 2040, 70% of the population will belong to urban
areas. This migration of population will inevitably add
more strains to the existing urban infrastructure. This
includes flyovers, traffic signals, and subways, due to an
increase in traffic flow. Appropriate traffic management can
be crucial to avoid congestion and its related problems.
An integrated intelligent traffic system is essential to locate
and alleviate congestion areas. The gathered data can be
used to create dynamic strategies that take preventive action
before congestion occurs. Therefore, initiatives towards smart
traffic management, are essential to improve the city’s
infrastructure. This includes dynamic traffic signals, finding
appropriate parking slots, network-connected traffic signals,
and other related components [141], [142], [143].

One of the most essential applications of smart city
initiatives is finding a parking slot for vehicles. Double
parking and repeated loading and unloading of goods have
a huge impact on traffic management, so there is a need
for real-time traffic data for the general public which may
be helpful for various purposes like route decision, parking
slot identification, and so on. In addition, an application
to automatically find a parking slot based on current
traffic conditions is presented in [47]. The authors in [144]
proposed a CV-based roadside occupation surveillance sys-
tem (CVROSS) to collect real-time traffic data through
high-resolution cameras installed in cities [145]. It captures
images of loading and unloading activities happening on the
roadside. Using the collected data, the system uses a visual
representation of roadside occupancy and vacancy identified
by fuzzy logic. This improves the transparency of roadside
activities. However, the analyzed traffic data have to be shared
with the public to help them make travel decisions. It is
essential to protect the data before sharing it with the public.
The authors in [146] suggested using a data-sharing scheme
based on BC. The proposed model combines the Ethereum
BC with federated learning ideas and uses off-chain storage
approaches to share data with the public. This model aids
protect the information when shared with the public and
ensures its integrity.

Smart traffic management system generates enormous
amounts of data through installed cameras, enabling real-time
recognition and monitoring of traffic incidents. Traditionally,
the data collected is forwarded to the central server for
in-depth analysis, which may lead to bottleneck and delay
due to the demand for resources with computing abilities.
To overcome this limitation, edge resources known as
cloudlets have been proposed. The authors of [147] focused
on two traffic monitoring tasks, congestion monitoring, and
speed detection, and designed a solution that consumes two
algorithms, one implemented at the edge node and the other
on the central server. However, the footage collected must
be secured to prevent manipulation or adversarial attacks.
BC technology has been proposed as a solution to secure
footage and share it with relevant parties such as insurance
organizations and law enforcement agencies. For instance,
BC-based security frameworks [148] can be used to store and

share footage, ensuring its integrity and accessibility [149].
Automatic damage assessment mechanisms based on video
footage [150] can also be used to prevent fraudulent insurance
claims.

3) SECURITY
Monitoring suspicious activity can be a challenging task with
a wide range of applications, including video surveillance,
anomaly detection, and intelligent transport systems [151].
When a suspicious event happens recorded by a camera,
searching through recordings to take action can be a
delayed and time-consuming process. An automated method
that identifies suspicious events in advance and alerts the
appropriate authorities for immediate action can be more
appealing and beneficial to society. While the traditional
CCTV system can be used for event surveillance, it may not
be possible to monitor CCTV events manually around the
clock. In [152], the authors presented a hybridmodel that uses
the YOLO-V4 architecture to detect areas of interest where
suspicious events are possible. The system sends information
to the 3D-CNN architecture for activity recognition based
on temporal information, allowing the detection of events
by the surveillance camera and reporting to the authorities.
However, those involved in such activities can be well
aware of technological advances and the deployment of
surveillance cameras. So, there can be a possibility to
make adversarial attacks on the system before or after the
event occurs. References [153] and [154] provide a detailed
review of possible adversarial attacks that can collapse a CV
system, such as perturbation attacks, black box attacks, and
decision-based attacks. These attacks canmake a well-trained
model foolish and make it difficult to distinguish from the
original image. To protect the system from such attacks,
BC technology can be used. The event-based encryption
proposed in [155] aids prevent adversarial attacks on the
system. The author suggests a decentralized data-sharing
network powered by BC technology to ensure data undergo a
vetting process before it is accepted by the network, providing
a secure way to share sensitive information.

E. SUPPLY CHAIN MONITORING, MANUFACTURING AND
LOGISTICS
Manufacturing is the process of creation or production
of finished goods with the help of raw materials, human
labor, tools, equipment, and machinery that is usually
carried out systematically on a large scale. Supply chain
management (SCM) is a process of managing the flow
of goods, its associated data, and finances, starting from
the raw materials all the way to delivering the product.
Logistics is the part of SCM that takes care of mobilizing
and storing the goods from the point of procurement to
the point of delivery [156]. AI, CV, and BC technology
provides numerous benefits to SCM, manufacturing, and
logistics. In SCM, AI and CV help in the automation of
tasks thereby reducing the need for human involvement.
BC technology provides key features like immutability and
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transparency. These features play an important role in the
digitalization of supply chain records, real-time tracking of
shipments, and the reduction of product loss [157]. The
combination of AI techniques and CV analyses historical data
and predicts supply chain interruptions, allowing operations
to be optimized. The use of AI algorithms and CV helps in
identifying the defects in the manufacturing process, thereby
mitigating wastage and enhancing production output [158].
In manufacturing, the BC provides smart contracts, which
help in carrying out of agreements between manufacturing
parties. BC creates a tamper-proof record, which helps man-
ufacturing companies in protecting from fraud. In logistics,
AI techniques help in task automation and optimal route
optimization. CV helps in finding flaws and damaged goods.
BC aids the tracking of products throughout the entire
supply chain and provides confidential and tamper-proof
information.

Systems like enterprise resource planning (ERP) and radio
frequency identification (RFID) are being used in SCM,
manufacturing, and logistics for several decades. ERP is a
comprehensive system that deploys a common data model
that benefits the business by enhancing transactions and
resource planning. RFID are smart labels that provide ways
to track products inside and outside the warehouse. However,
these advancements still companies need human eyes in
critical areas of SCM, manufacturing, and logistics [159].
Unfortunately, employing a human requires consistent coor-
dination of the eye and brain to perceive, interpret, act
and respond back to the system. Interestingly, deploying
a CV uses machine learning algorithms to identify, and
classify objects based on the training model and discover
patterns in images and videos. Self-driving car manufacturing
companies like BMW, Tesla, and Volvo use CV to acquire
image data from the environment so that the cars can
detect objects, lane changes, signs, and traffic signals.
CV provides more flexibility in tracking the products than
RFID, as during logistics there is no need to replace the
broken or lost tags. Movement analysis enhances the logistics
industry by streamlining the logistic processes through
gesture recognition rather than entering the commands in
the device manually. This would save time in acquiring the
data and prevent errors from data entry operators. Using CV
can help identify problems and optimize processes in SCM,
manufacturing, and logistics.

The authors, in [160], presented effective solutions to logis-
tics management by incorporating CV-based deep learning
algorithms. The proposed methodology helps to determine
the uncertainties in the delivery and in offering optimal
logistical services. The authors in [161] have proposed a
scheme that will improve the traceability of the logistics
through CV and image recognition techniques. Themigration
movements are monitored throughout the delivery points
and warehouses by the proposed methodology that uses CV
and image processing techniques. The authors in [162] have
envisioned the use of CV in the process of bio-printing for
bone research. Extrusion-based bio-printing is the current

method that is widely used in the printing field. However, this
method has a lesser printing resolution which is a remarkable
limitation of this method. CV, in addition to the advanced
development of high-resolution image processing, AI, and
microelectronics addresses the problems of low resolution in
extrusion-based bioprinting methods.

Advanced CV systems work by building AI models with
images and videos. CV is considered as the highest form
of AI and due to legal requirements, security features are
increasingly important in CV-based SCM, manufacturing,
and logistics [163]. Edge AI vision systems allow private
on-device processing in real-time, without sending visual
data to the cloud. But, for a robust system, collective
data need to be shared for building deep learning models.
For planning and predicting the performance of SCM
and logistics, system simulation methods are important.
Though the transactions in SCM and logistics are captured
through modern image recognition algorithms, tampering
with the original data is one of the inevitable limitations of
CV.

BC is a digital ledger of transactions that is duplicated and
distributed across the network. Essentially, decentralization is
one of the BC characteristic features that would avoid in CV
the need for a third party to be present to authenticate trans-
actions and hence the concept of smartness and automation
in devices are enabled. Utilizing BC in CV-based decision
systems in SCM,manufacturing, and logistics would enhance
robustness, as data is securely shared and a collective decision
is obtained for an application [164]. The image data collected
through CV are used by the decision systems to train the
model. Employing BC can increase the trust among the users.
The immutability character of BC allows the data to be stored
and processed in the third-party system also. Mutual trust
among participants is one of the BC features that leverage the
transaction verification process and delay in the delivery of
the product in logistics. The traceability feature of BC helps
to track the fleets in the logistics industry and the expiry status
in the food and medicine supply chain.

IV. PROJECTS
This section briefly introduces some well-known BC and CV
integrated projects

A. EVERLEDGER
Everledger is an organisation that offers technological solu-
tions to promote supply chain transparency globally. Their
goal is to increase confidence and clarity in marketplaces
where transparency is a fundamental requirement. The inte-
gration of BC and CV enables Everledger to offer an effective
and transparent system for ensuring the authenticity and
ownership of assets like diamonds throughout their lifecycle.
The digital certificates stored on the BC are accessible and
verifiable by a variety of stakeholders, including consumers,
retailers, insurers, and law enforcement officers, thereby
assisting in combating against fraud, tampering and stealing
in the luxury goods market [165].
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TABLE 4. Performance metric based comparison of standalone CV systems with BC secured CV systems.

B. PROVENANCE
Provenance is a non-profit organisation that manages,
supports, and finances an ecosystem for its community
that facilitates the development and operation of com-
plex BC-based DeFi applications. Using BC and CV, the
Provenance platform provides a digital audit trace of a
product’s lifecycle, from its production to its consumption.
The technology uses CV to recognise and monitor individual
wine bottles from the vineyard to the store. This helps prevent
wine from being counterfeited or tampered with [166].

C. CHAINLINK
Chainlink is the Web3 services platform that connects the
people, enterprises, and data of today to the Web3 world of
tomorrow. It is a decentralised oracle network that provides
smart contracts with data from the real world. The network
collects data from a variety of sources, including weather
stations, traffic cameras, and sensors, using CV. Smart
contracts can use this information to make decisions, such as
pricing insurance policies or triggering payments [167].

D. OCEAN PROTOCOL
Ocean is an open-source protocol designed to facilitate the
exchange and marketing of data and data-based services
between organisations and individuals. Ocean Protocol
employs BC technology to provide a secure and transparent
data-sharing platform. Data providers can upload their data
which will be encrypted and stored on the BC. The platform
analyses data using CV and makes it more accessible to
users. This information can be used for research, product
development, and marketing, among other things [168].

E. GRID+
Grid+ is one of the BC-related energy businesses, has
received $29 million in pre-sales before ever going public.
With the integration of BC and CV, the startup is eliminating
the middleman in electricity transactions. This energy trading
platform enables users to buy and sell energy directly
from one another. The utilised BC technology ensures the
immutability of transaction records, enhances security, and
provides transparency for energy transactions. The platform
monitors energy consumption and prices using CV. This

information allows users to make informed choices decisions
their energy consumption [169].

V. CHALLENGES AND FUTURE DIRECTIONS
This section discusses about the challenges of integrating
BC in CV and presents possible solutions to address the
same. Fig.6 summarizes the identified challenges and future
directions.

A. COMPUTATION REQUIREMENTS
Integrating BC with the existing CV solutions may require
significant changes in the hardware and software systems.
Also, implementation costs would further increase due
to the changes in the hardware and software, licensing,
maintenance and so on, while integrating with the legacy
systems. More storage and computational power would be
required with the growing data size [98]. Lack of specialist
engineers is another significant challenge with respect to
BC implementation. Some of the solutions for addressing
such challenges involve a detailed need analysis on the use
of BC in the system, and providing specialized training to
the professionals. Collaborative BCs with different working
groups is yet another solution to deal with the existing
implementation challenges [95]. The idea is to understand
the common challenges between industries and work in close
collaboration to develop significant solutions that will benefit
every party even without sharing any kind of proprietary
information. Using BC as a service (BaaS) is another strategy
that could be adopted by organizations with the help of which
all the BC services can be used without having to invest more
on the technical talent behind it.

B. LACK OF REGULATIONS AND STANDARDS
One of the significant challenges of BC-enabled CV solutions
is the lack of interoperability between the wide range of
BC networks. Lack of proper regulations and standards
is yet another challenge that needs to be addressed while
integrating BC to the CV-based systems. As there are no
specific regulations, organizations need not follow any kind
of rules while using BC in their business, that may result in
a ‘‘state of disarray’’ due to which different BC networks
fail to communicate with each other. Efficient consensus and
better interoperability can be assured if there are a set of
global standards and governance mechanisms. Failing to do
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FIGURE 6. Challenges and future directions.

so even compromises consistency from basic processes like
security and making mass adoption. Some countries does not
promote the use of BC technologies due to various security
and environmental factors. However, with proper regulations,
governance and standards, more organizations would start
using BC in their CV systems. This not only will help the
organizations to collaborate with each other on application
development, but also in validating proofs of concept, easier
integration with legacy systems and in sharing the various
BC-based solutions.

C. SCALABILITY
Scalability in BC can be regarded as its ability to handle huge
number of transactions in an efficient and speedy manner.
There is always a trade-off between scalability, security
and decentralization, and can achieve only two out of the
three among these simultaneously, and not all the three.
This is referred to as ‘‘BC scalability trilemma’’. As CV
encompasses image acquisition and analysis, BC scalability
needs to be addressed. The significant issue occurs due to
the fact that the BC requires all the participating entities to
agree on the validity of the transactions [105]. There are
three basic approaches that could be adopted to solve the
scalability issues in integrating BC with CV. The ‘‘on-chain’’
solutions require a change in the fundamental structure of
the BC, whereas the ‘‘off-chain’’ solutions work by adding

a second layer to the actual BC to speed up the transactions.
Yet another solution involve the change in the consensus
mechanism itself. FL is another advancement in technology
innovations that significantly helps not only in preserving
data privacy, but also in dealing with the scalability issues
in the network.

D. ADVERSARIAL ATTACKS
Although BC technology has been adopted in CV, adversarial
attacks remain a persistent threat. Adversarial attacks involve
manipulating data or images to deceive CV system’s,
resulting in incorrect classifications. While BC can improve
security and transparency, it may not fully address the
CV system’s vulnerability to adversarial attacks [139].
As a result, researchers and developers are exploring
various techniques to enhance machine learning model
resilience and robustness against adversarial attacks. Such
techniques include developing models that are resistant to
adversarial perturbations or using ensemble learningmethods
that combine multiple models to improve accuracy and
reliability [144]. In conclusion, while BC technology can
assist in improving CV system security and transparency,
it is not a comprehensive solution to address adversarial
attack challenges. Additional measures and techniques are
necessary to ensure the CV system’s resilience and robustness
against such attacks.
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E. DATA PRIVACY
CV systems deal more with visual information that contains
personal information about individuals. For instance, visual
data on individuals includes images and videos during
surveillance. Here, ensuring the privacy of captured visual
data is crucial. BC integration requires careful attention to
mechanisms to protect identities and prevent illegal access
to information [139]. Because, BC features of immutability
and transparency make data stored in blocks and available to
all participants, It is necessary to deploy robust encryption
techniques to securely store visual data on the BC, to ensure
authorised individuals are accessing the information [152].

F. INTEROPERATABILITY
Interoperability is a critical challenge when it comes to
adopting BC technology in CV. This challenge arises because
different BC networks may use different protocols and
standards, making it difficult for different systems to share
and interpret data accurately and efficiently [125]. Th is lack
of interoperability can limit the scalability and usefulness
of the technology. For instance, suppose a CV system is
developed on one BC platform that uses specific standards
and protocols. In that case, it may not be compatible
with another BC platform that uses different standards
and protocols. Consequently, exchanging data and models
between the two systems can be challenging, reducing the
potential applications of the technology [160]. To tackle
this challenge, researchers and developers are exploring
ways to establish common standards and protocols for BC
adoption in CV. This can involve developing open-source
frameworks and protocols that can be used across different
BC networks, allowing for easier data exchange and inter-
operability. By promoting interoperability between different
BC platforms, it may be possible to overcome some of the
challenges associated with the adoption of BC technology in
CV.

VI. CONCLUSION
In summary, the convergence of BC with CV holds immense
promise for transforming key sectors, including healthcare,
defense, agriculture, smart cities, and supply chain manage-
ment. This combination presents a mandate opportunity for
fostering innovative applications. By integrating the secure
and decentralized characteristics of BCwith the visual analyt-
ics abilities of CV, a new realm of possibilities evolves, which
offers improved transparency, traceability, and accountability.
Though notable success has been accomplished in domains
such as supply chain, healthcare, and surveillance systems,
it’s vital to acknowledge that substantial challenges and
unsolved issues still persist. These include scalability, data
bias, adversarial attacks, computational complexity, data
privacy, and interoperability. It’s vital to recognize that
while this integration has generated positive outcomes, there
remains a need for rigorous efforts and ongoing research ini-
tiatives to address these existing challenges. The combination

of these components suggests a path to innovative solutions.
With constant efforts and creative research initiatives, the
collective power of BC and CV can lead to progress that
benefits society greatly.
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