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ABSTRACT Cloud computing has revolutionized organizational operations by providing convenient,
on-demand access to resources. The emergence of the Internet of Things (IoT) has introduced a new paradigm
for collaborative computing, leveraging sensors and devices that generate and process vast amounts of data,
thereby resulting in challenges related to scalability and security, making the significance of conventional
securitymethods evenmore pronounced. Consequently, in this paper, we propose a novel Scalable and Secure
Cloud Architecture (SSCA) that integrates IoT and cryptographic techniques, aiming to develop scalable and
trustworthy cloud systems, thus enabling multi-user systems and facilitating simultaneous access to cloud
resources by multiple users. The design adopts a decentralized approach, utilizing multiple cloud nodes to
handle user requests efficiently and incorporates Multicast and Broadcast Rekeying Algorithm (MBRA) to
ensure the privacy and confidentiality of user information, utilizing a hybrid cryptosystem that combines
MBRA, Post Quantum Cryptography (PQC) and blockchain technology. Leveraging IoT devices, the
architecture gathers data from distributed sensing resources and ensures the security of collected information
through robust MBRA-PQC encryption algorithms, while the blockchain ensures that the confidential data
is stored in distributed and immutable records. The proposed approach is applied to several datasets and
the effectiveness is validated through various performance metrics, including response time, throughput,
scalability, security, and reliability. The results highlight the effectiveness of the proposed SSCA, showcasing
a notable reduction in response time by 1.67 seconds and 0.97 seconds for 250 and 1000 devices, respectively,
in comparison to the MHE-IS-CPMT. Likewise, SSCA demonstrated significant improvements in the AUC
values, exhibiting enhancements of 6.30%, 6.90%, 7.60%, and 7.30% at the 25-user level, and impressive
gains of 5.20%, 9.30%, 11.50%, and 15.40% at the 50-user level when compared to the MHE-IS-CPMT,
EAM, SCSS, and SHCEF models, respectively.

INDEX TERMS Blockchain, IoT-enabled cloud architecture, post-quantum cryptography, artificial
intelligence, scalability, multi-user systems, decentralized approach.
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I. INTRODUCTION
The widespread adoption of cloud computing has signifi-
cantly enhanced the management of information, processing,
and storage by eliminating the requirement for upfront capital
expenditures on equipment and network infrastructure [1].
It enables individuals and businesses to access and utilize
computing resources on-demand through the global web,
allowing for greater flexibility and scalability [2]. The ability
to quickly adapt to meet the growing demands of expanding
data is a critical feature of cloud computing [3]. Traditional
IT infrastructures are struggling to handle the continually
increasing volume of information. Cloud computing offers
a flexible and scalable solution to these challenges by
allowing businesses to adjust their technology resources as
needed, whether it be to scale up or down [4]. The graphical
representation in Figure 1 illustrates the importance of cloud
computing in managing new and evolving forms of informa-
tion. Data storage, processing, and access can occur through
a distributed network of computers, as illustrated in Figure 1,
facilitated by cloud technology [5]. Consequently, there is
no need for physical hardware or infrastructure, making
the management of large amounts of data more convenient
and cost-effective. Moreover, cloud service providers often
offer a range of services, including computing, analytics,
and storage, enabling businesses to customize their strategies
based on their specific needs. The subsequent subsections
present some of the key features of the cloud and highlight the
importance of cloud security, which serves as the motivation
for this work [6].

A. COMPONENTS OF CLOUD INFRA
There are several different types of cloud computing ser-
vices, with the most prevalent being Software-as-a-Service
(SaaS), Platform-as-a-Service (PaaS), and Infrastructure-
as-a-Service (IaaS) [7]. Choosing the most suitable cloud
service is critical to effectively managing an organization’s
dynamic and evolving data needs. Expertise in the various
available services can assist in making an informed decision.
There are several models for deploying clouds, including the
public/open cloud, private/personal cloud, hybrid/converged
cloud, and multiple cloud options. Understanding the dif-
ferences between these approaches is crucial in selecting
the most appropriate cloud deployment strategy for a given
business [8].

Cloud computing offers various options for storing and
managing data, including the ability to handle large and
scalable datasets. To effectively govern and preserve records
in the cloud, organizations need to have a solid understanding
of these options and how they work. Cloud-based storage
provides organizations with the ability to store data in a
cost-effective and scalable manner [9]. However, it also
introduces new challenges related to data preservation and
oversight. Organizations must ensure that they have adequate
policies and procedures in place to manage and secure
their data, as well as comply with any relevant regulatory

FIGURE 1. An illustration of the significance of cloud computing in
managing the diverse IoT information.

requirements [10]. Information governance is critical in
cloud-based environments, as it enables organizations to
effectively manage their data throughout its lifecycle. This
includes establishing policies for data retention, access, and
disposal, as well as ensuring that data is properly secured and
protected from unauthorized access [11].

As data increasingly migrates to cloud infrastructure for
storage and processing, it becomes crucial to prioritize
the protection of information and ensure compliance with
relevant regulations. Security in the virtual world relies
on users’ familiarity with the compliance and security
options provided by cloud service providers, as well as
their ability to take appropriate actions [12]. Cloud service
providers typically offer a variety of compliance and security
options, which may include encryption, access controls, and
data backup and recovery. It is vital for organizations to
understand these options and select the ones that best align
with their needs [13].

Moreover, compliance with pertinent regulations, such
as the General Data Protection Regulation (GDPR) and
the Health Insurance Portability and Accountability Act
(HIPAA), is of utmost importance when storing and process-
ing sensitive data in the cloud. Organizations must ensure
the implementation of suitable policies and procedures to
adhere to these regulations, as well as any other applicable
industry-specific regulations [14]. Ultimately, protecting data
in the cloud necessitates a combination of technical solutions
and user awareness. Organizations should collaborate closely
with their cloud service providers to establish appropriate
security and compliance measures. Additionally, it is crucial
to provide training to employees on how to utilize the cloud
securely and in compliance with relevant regulations [15].
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Effective control of expenses and optimization are crucial
in minimizing resource wastage when utilizing cloud ser-
vices, which can otherwise offer a cost-effective solution
for managing growing volumes of data. Organizations can
achieve cost savings andmeet their capacity expansion targets
by developing a solid understanding of the cost elements
involved and implementing optimization strategies [16].
Cloud service providers typically offer flexible pricing mod-
els that can be tailored to suit an organization’s specific needs.
It is important to comprehend the various pricing structures,
such as pay-as-you-go or reserved instances, and their impact
on costs. Additionally, employing optimization techniques
like automated resource allocation and utilization can help
reduce expenses and enhance overall efficiency. Cloud
service providers also provide tools for monitoring resource
utilization and identifying areas for optimization [17].

B. NECESSITY OF CLOUD SECURITY
The hazards of hacking, cyber-attacks, and other security
threats have elevated the importance of ensuring robust
protection for cloud-based computing [18]. Consequently, the
development of innovative secure frameworks, architectures,
and mechanisms that can effectively detect and prevent
cybercrimes on cloud platforms has become a key focus
in contemporary research on versatile cloud computing
technology. It is imperative to have security systems that
can dynamically scale up or down in response to fluctuating
workloads, enabling businesses to maintain a high level of
security without compromising performance.

Ongoing research also focuses on developing secure and
scalable data storage solutions for cloud computing. The
integration of secure data-storing architectures helps mitigate
safety concerns such as security breaches, unauthorized
data access, and improper handling of stored records [19].
The current research landscape emphasizes the widespread
implementation of encryption tools to safeguard information
during data transfer and storage in cloud environments.
This necessitates the development of novel encryption
techniques that can efficiently handle massive datasets while
ensuring robust security to withstand potential breaches of
confidentiality [20].

C. MOTIVATION AND SCOPE OF THE WORK
The convergence of Internet of Things (IoT) and cloud
technology has paved the way for the development of
multi-user platforms that provide near-real-time data and
seamless access to services [21]. The incorporation of cloud
computing capabilities into IoT has allowed the creation of
multi-user platforms, empowering users with instant access
to their information and resources from any location. New
security concerns emerge when integrating IoT devices into
multi-user systems, making it crucial to ensure the security
of the system’s architecture. This is particularly important
since multiple users will be accessing and utilizing similar
information and capabilities [22].

The implementation of IoT in a secure cloud infras-
tructure for multi-user applications is essential. A secure
cloud architecture is necessary to effectively host and
manage IoT devices and data while ensuring their safety.
Within this architecture, various security techniques, such as
authorization, authentication, access management, and threat
detection, are incorporated to mitigate potential risks to data
integrity and privacy [23]. The secure cloud architecture
of a system involving multiple participants needs to be
designed to accommodate users with varying capabilities
and permissions. Consequently, an effective and scalable
access control system must be implemented to manage user
privileges and limit data access to authorized parties [24].
The vast amounts of data generated by IoT devices require
a secure cloud infrastructure. The crucial aspect is to utilize
scalable storage systems that can handle large volumes
of data while ensuring security and accessibility are not
compromised [25].
The objective of establishing a secure cloud architec-

ture utilizing IoT for multi-user systems encompasses a
broad scope, offering potential investigation opportunities
in numerous study domains [26]. The proposed research
aims to develop a secure, scalable, and efficient cloud
architecture capable of supporting multi-user systems and
managing large volumes of data while maintaining security
and network performance. In the initial phase of the research,
the focus is on designing an effective cloud architecture
that can accommodate multiple users and process data
from IoT devices. Key design goals include scalability,
efficiency, and the ability to handle vast amounts of data.
Furthermore, the suggested architecture must be flexible to
support IoT devices gathering data from diverse sensing
sources [27]. The collected data must be securely stored and
protected throughout the integration process. The design also
incorporates cryptographic techniques to ensure the privacy
and confidentiality of user information, utilizing a hybrid
cryptosystem that combines Post Quantum Cryptography
(PQC) [28] and blockchain technology [29]. To safeguard
data against robust threats, the hybrid PQC-Blockchain
system utilizes PQC encryption [30]. This encryption method
helps protect sensitive information from being compromised.
By leveraging blockchain technology, the system ensures
that confidential data is stored in distributed and immutable
records. In the hybrid PQC-Blockchain system, data under-
goes secure and reliable examination and integration into
the blockchain through consensus mechanisms and mining
procedures.

The integration of IoT and the hybrid PQC-blockchain
system [31] in constructing this secure cloud architec-
ture enables effective management of multiple users with
fine-grained access rights. Moreover, the implementation of
a robust and scalable access control method ensures that
data is accessible only to authorized users, mitigating various
security risks [32]. By leveraging a PQC-Blockchain hybrid
system, distributed systems can ensure the security of their
infrastructure against a broad spectrum of threats while
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simultaneously providing users with immediate access to
data and services. This enables a more interconnected and
productive world as more individuals utilize IoT devices
within shared infrastructures [33].

D. MAIN CONTRIBUTION
In this research, our main contribution can be described in
three distinct aspects, each addressing the interconnections
and challenges discussed in the introduction.
• Wehave developed Scalable and Secure CloudArchitec-
ture (SSCA), an IoT-enabled, cryptographically-secure
cloud architecture that effectively addresses the chal-
lenges associatedwith integrating IoT and cryptographic
techniques, ultimately leading to the development of
scalable and trustworthy cloud systems. By leveraging
advanced cryptographic techniques, the architecture
effectively safeguards the confidentiality and integrity
of the data, providing robust security measures to
counter potential threats and ensuring the privacy of
sensitive information. Simultaneously, the architecture
is designed with a strong emphasis on scalability,
enabling the seamless integration of numerous IoT
devices and effectively meeting the escalating demands
for cloud-based services, thus facilitating the efficient
management and processing of large volumes of data
generated by these devices.

• The proposed architecture supports multi-user systems
and enables simultaneous access to cloud resources
by multiple users. It adopts a decentralized approach,
utilizing multiple cloud nodes to efficiently handle
user requests and leverages cryptographic techniques
to ensure the privacy and confidentiality of user infor-
mation, utilizing a hybrid cryptosystem that combines
MBRA, PQC and blockchain technology. Furthermore,
we offer a comprehensive thread model and delve into
the exploration of the underlying mechanisms behind
the hybridization of MBRA, PQC, and Blockchain.
This approach ensures efficient resource allocation and
utilization, improving overall system performance.

• The proposed SSCA is applied to various use case
scenarios, including Cloud Computing Use Case
Attributes, Industrial Control Systems, and Healthcare
Use Case Datasets. To validate its effectiveness, we have
compared SSCA against cutting-edge Modified Honey
Encryption utilizing Inverse Sampling-Conditional
ProbabilityModel Transform, ElGamal-based Authenti-
cation Method, Safe Cloud Storage System, and Secure,
hybridized, Cloud-Enabled Framework, approaches
and the performance is evaluated through throughput,
scalability, security, and reliability.

E. PAPER ORGANIZATION
The research investigation is structured as follows: Section II
provides an overview of recent and relevant work in
the proposed domain, highlighting key points essential to
understanding the context and significance of the research.

Section III presents the architecture of the scalable and
secure cloud architecture, detailing its components and
design principles. Section IV focuses on the proposed
security architecture, outlining the core security features
of the PQC-blockchain system and explaining how they
contribute to safeguarding data and ensuring trustworthiness.
Section V discusses the experimental outcomes observed
in the research, comparing them with existing models to
assess the effectiveness and performance of the proposed
approach. Finally, in section 6, the research work concludes
with endnotes summarizing the key findings and insights
obtained from the study, along with suggestions for possible
future directions and areas of further exploration.

II. RELATED WORK
This section of the study offers a comprehensive overview
of the existing research landscape concerning the design of
secure cloud architectures for IoT platforms, emphasizing the
importance of scalability.

Sharma et al. [34] conducted a study that focused on
the emergence of the IoT as a transformative platform
enabling interactions between previously inaccessible phys-
ical entities. The research highlighted the advantages of
combining IoT with cloud services to effectively preserve
and analyze data generated by diverse devices, with potential
applications ranging from home automation and automated
farming to smart medical care. However, the integration of
these technologies faces significant challenges, particularly
in terms of security. To address these challenges, the
researchers proposed a Secure, hybridized, Cloud-Enabled
Framework (SHCEF) for IoT, which combines both private
and public platforms to address concerns related to privacy,
scalability, and connectivity. The study also acknowledged
the academic obstacles that need to be resolved before the full
implementation of the hybrid cloud architecture. Overall, the
study effectively summarizes the key findings and provides
insights into the potential synergies and challenges associated
with the collaboration between IoT and cloud processing.

In a study by Wu et al. [35], they analyzed the authenti-
cation technique proposed by Zhou et al. [36] and identified
vulnerabilities in the handling of mutual verification and
anonymity. To address these issues and enhance the detection
of inaccurate input at an earlier stage, the authors proposed
a new certification system that incorporates an additional
detection parameter. They also introduced an improved
IoT-based verification approach for cloud computing, demon-
strating its favorable computational efficiency and robust
security performance. This advancement lays the foundation
for a lightweight authentication method based on the IoT
that can effectively withstand multiple attacks and fulfill
critical security functions such as user auditing, collaborative
authentication, and session encryption. The authors express
confidence in the applicability of their proposed verification
mechanism to open IoT devices.

Sarker et al. [21] address the crucial aspect of secu-
rity by proposing an innovative machine-learning model
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called IntruDTRee. This model is specifically designed for
constructing a tree-based framework for detecting security
breaches. The authors highlight that IntruDTRee effectively
reduces computational complexity without compromising
accuracy when predicting unknown test instances. The
model’s performance is evaluated through experiments using
cybersecurity datasets, and its efficacy is compared to that of
several conventional machine-learning techniques.

Unal et al. [37] propose a Safe Cloud Storage System
(SCSS) that utilizes Identity-based Cryptography (IBC) and
a decentralized key administration and encryption approach.
This architecture addresses the limitations of traditional
Public Key Infrastructure (PKI) solutions in terms of
scalability and speed in protecting and retrieving data in the
cloud. By employing multiple Public Key Generators (PKGs)
and decentralized key governance, the system enhances secu-
rity. Moreover, the improved scalability simplifies forensic
investigations on encrypted cloud data. Overall, this research
offers a promising approach to implementing cryptographic
algorithms for cloud storage, enabling multiple users to
utilize the system simultaneously.

Irshad and Chaudhry [38] propose a novel ElGamal-based
Authentication Method (EAM) called SAS-Cloud to address
the authentication challenges in cloud-hosted IoT systems.
The method combines the user’s passcode and biometric data
to verify their identity. The authors analyze the security and
effectiveness of SAS-Cloud and demonstrate its resilience
against potential attacks while achieving higher efficiency
compared to existing alternatives. By incorporating both a
passcode and biometric characteristics, the authentication
method offers enhanced security. The study highlights the
critical need for secure authentication in cloud-based IoT
applications and introduces a novel technique, SAS-Cloud,
to address this requirement.

Ahmad et al. [39] proposed a novel hybrid crypto-
graphic methodology to enhance the Key Administration
System (KAS) in cloud environments. The method combines
authenticated digital encryption using ECC (Elliptic Curve
Cryptography) with AES (Advanced Encryption Standard).
It leverages the strength of both ECC and AES cryptographic
systems for secure information encryption and decryption.
The encryption process utilizes a secure key derived from
an arbitrary prime scale, an authoritative secret key, and
an associated value. The suggested approach outperforms
traditional techniques in terms of time complexity, encryption
time, and decryption time. The method offers significant
improvements in these areas, making it more efficient and
suitable for cloud-based scenarios. The research suggests that
adopting this methodology in the cloud can provide robust
security measures for handling sensitive medical data.

Uppuluri and Lakshmeeswari [40] proposd a novel
approach calledModified Honey Encryption utilizing Inverse
Sampling-Conditional Probability Model Transform (MHE-
IS-CPMT) with ECC for identification and key exchange
in a home framework. The protocol encompasses several
components, including initialization, enrollment, login, and

credential renewal, which collectively ensure secure data
transmission between users and their devices. The MHE-
IS-CPMT with ECC is employed to encrypt user and
device information, providing a robust foundation for secure
communication and access management. The suggested
system exhibits dependable characteristics, facilitating secure
interaction and access control between users and their
devices. A reliable key exchange method ensures that
legitimate users can modify their keys as needed.

The creation of an IoT system for smart cities using
Infrastructure as a Service (IaaS) grade cloud computing plat-
form is demonstrated in this study by Bommu et al. [41]. The
IaaS level design realistically implements the performance-
enhanced smart city topology. The envisaged smart city
IoT system may track key factors like transportation,
water quality, sun radiation, sound pollution, air quality,
and surveillance footage with a thermal camera to detect
Covid-19 afflicted individuals. To enhance routing as well
as QoS, a network topology study at the simulation stage
is carried out. Decentralization based on blockchain tech-
nology is used to improve the safety performance of IoT
systems.

Healthcare certificates are established, maintained,
and validated via a secure blockchain-based Proposed
Application (PA) as demonstrated by Sharma et al. [42]. The
PA serves as a communication channel between the backend
of the blockchain system and various application domains,
including medical facilities, patients, healthcare providers,
and IoT devices, enabling the generation and verification
of medical certificates. By employing the concept of smart
contracts, it also ensures multiple security features, including
confidentiality, authentication, and access control.

To ensure the confidentiality and security of Industrial
IoT systems, Selvarajan et al. [43] aim to develop a Con-
vivial Optimised Sprinter Neural Network (COSNN)-based
Lightweight Blockchain Security Model (AILBSM). In this
context, an Authentic Intrinsic Analysis (AIA) model is
employed to transform characteristics into encoded data,
mitigating the substantial impact of potential attacks. The
system is subjected to extensive testing using diverse attack
datasets to validate its effectiveness. Thanks to the incor-
poration of auto-encoder-based conversion and blockchain
authentication, the suggested model’s anomaly detection
performance is notably improved compared to previous
methods.

To tackle this concern, Jalasri and Lakshmanan [44]
propose a clustering algorithm and cryptography method to
manage data security in a distributed environment. Prior to
conducting the clustering procedure for data transmission
in fog systems, the cluster heads are identified using the
power probabilistic criterion. Data security is ensured during
data transfer through the utilization of the noise protocol
framework encryption procedure. Additionally, the approach
outlined aims to mitigate intermediate attacks and address the
issue of excessive energy consumption by nodes during data
transfer.

VOLUME 11, 2023 105483



R. R. Irshad et al.: IoT-Enabled Secure and Scalable Cloud Architecture for Multi-User Systems

III. THE PROPOSED SSCA ARCHITECTURE FOR
MULTI-USER SYSTEMS
The convergence of IoT and cloud computing has enabled
the development of robust multi-user communication systems
for various applications. However, this integration also
introduces new security challenges that necessitate effective
detection and mitigation strategies [45], [46]. To ensure the
security of these systems, we propose a novel hybrid model
based on artificial intelligence (AI) [47] with PQC and
a Blockchain-based security approach. Intrusion detection
mechanisms continuouslymonitor system activities and iden-
tify potential security breaches, enabling prompt responses
and mitigation. In this context, the Multicast & Broadcast
Rekeying Algorithm (MBRA) is introduced as a method for
detecting threats in the Cloud-IoT model. Furthermore, this
hybrid approach incorporates robust security mechanisms
including authentication, encryption, access control, and
intrusion detection. Through the integration of enhanced
PQC via MBRA-based optimal key generation, the system
can withstand attacks from quantum computers, which
pose a threat to traditional cryptographic algorithms [48].
The Blockchain component provides a decentralized and
tamper-resistant infrastructure, ensuring data integrity and
immutability. Moreover, the hybrid system facilitates secure
user authentication, preventing unauthorized access to IoT
devices and cloud resources through hash validation and
block IDs for each block [49]. Encryption mechanisms
safeguard the confidentiality and privacy of sensitive data
transmitted within the system. Access control mechanisms
allow for meticulous control over user permissions and
privileges. The incorporation of the hybrid MBRA with
PQC-Blockchain system in IoT and cloud environments
enhances security by addressing the specific challenges
associated with these intricate ecosystems [50].

A. THE ARCHITECTURE OF THE PROPOSED SSCA WITH
THREAD DETECTION MECAHANISM
To grasp the underlying mechanism of the proposed SSCA,
we unveil an intricate exploration of the architecture and
the thread detection mechanism, as depicted in Figure 2.
The figure illustrates that the proposed SSCA model is
designed to host and manage IoT devices, encompassing
detectors, actuators, regulators, and sensors. All data
generated by these devices is transmitted to the cloud
servers. The system comprises several vital components
that cooperate to establish a secure and stable environment
for numerous users. The functional behavior of the various
components within the threat model (Figure 2) is described as
follows:

1) Virtual servers: These virtualized resources serve as
the foundation for hosting and managing IoT devices
and their associated data. They provide the necessary
computing power and storage capabilities.

2) Server farms: The server farms consist of multiple
physical servers interconnected to handle the process-
ing and storage requirements of the IoT devices. They

ensure high availability and scalability of the cloud
platform.

3) Blockchain nodes: These nodes participate in the
blockchain network, maintaining a distributed ledger
that records and manages the IoT device data [51]. The
blockchain ensures data accuracy and immutability due
to its secure and transparent nature.

4) PQC encryption: PQC encryption techniques are
employed to protect the communication content during
transit between multi-users and the cloud servers.
PQC algorithms are resistant to attacks from quantum
computers, ensuring the confidentiality and integrity of
the transmitted data [52].

The architecture integrates a range of security mechanisms
to ensure the secure transmission, storage, and management
of data within the cloud platform. These mechanisms operate
at different stages of the data flow process, guaranteeing the
confidentiality, integrity, and availability of the IoT device
data.
• Authorization: This mechanism verifies and grants
appropriate access permissions to users, ensuring that
only authorized individuals can interact with the IoT
devices and cloud services.

• Access management: Access management controls
and monitors user access to different resources and
functionalities within the cloud platform, preventing
unauthorized actions and ensuring data confidentiality.

• Attack detection via MBRA:The proposed SSCA capi-
talizes on the intrusion detection and anomaly detection
capabilities offered by the MBRA Technique. This
strategic integration significantly bolsters its proficiency
in effectively identifying and preemptively address-
ing potential security threats, thereby reinforcing its
resilience against various forms of attacks.

• Security:Subsequently, the system engages in data
encryption and decryption processes to preemptively
prevent any unauthorized modifications or tampering
attempts, thus ensuring the robust integrity and confi-
dentiality of the transmitted information.

• Access control:Access control mechanisms regulate the
permissions and privileges granted to users, enforcing
granular control over their actions and ensuring the
privacy and security of the data throughout its journey
from cloud servers to multi-users via IoT devices.

The proposed SSCA system is built around a hybridized
MBRA with PQC-Blockchain cryptosystem, which serves as
the core security mechanism. This advanced cryptographic
system combines varying significant components, namely,
MBRA for attack detection and optimal key generation, PQC
and Blockchain for encryption, to provide robust security
measures throughout the system [52]. By combining PQC
and MBRA with blockchain methodology, the hybridized
cryptosystem provides a strong foundation for secure com-
munication, data storage, and access control in the cloud
system. It ensures the confidentiality of sensitive information
during transmission and safeguards against potential attacks,
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FIGURE 2. A Visual representation illustrating the Proposed Scalable and Secure Architecture for Multi-User Systems, outlining the
attacks and the corresponding preventive mechanisms of the proposed SSCA.

offering a high level of protection for the system and the
data it handles [53]. The subsequent section delves into the
comprehensive mechanism and formulation of theMBRA for
potential threat detection.

B. THE MECHANISM OF MULTICAST AND BROADCAST
REKEYING ALGORITHM FOR THREAD DETECTION
The strategy recommended in this context draws inspira-
tion from the battle royale algorithm (BRA) video game
subgenre. The foundational concept behind BRA involves
a randomized population uniformly distributed across the
issue space. In this scenario, each individual (referred to as
a soldier/player) targets the nearest soldier to them, much
like firing a weapon. Command-position soldiers thus affect
their closest neighbors, leading to a dynamic cascade of
interactions. With each encounter inflicting damage, a soldier
gains damage levels. Moreover, injured soldiers strive to
relocate swiftly, aiming to approach adversaries from novel
vantage points. The injured soldier’s movement trajectory
is directed towards a location positioned midway between
its present coordinates and the best position achieved so far
(the elite player), emphasizing strategic exploitation. This
function finds application within the realm of PQC for attack

detection and mitigation. The mathematical representation of
this interaction is approximated by Eq. (1).

xs.i = xs.i + rand(xbest.i − xs.i) (1)

where rand represents a randomly generated number uni-
formly distributed in the range [0,1], and xs.i denotes the
parameter with the least favorable location in the ath
dimension. If the parameter with the poorest location can
influence its adversary in the subsequent iteration, xi.s will
also be reset to zero. Here, xi.s signifies the lowest level of the
ith parameter, and its interaction is expressed as xi.s + 1. If a
parameter’s damage level surpasses a predefined threshold,
denoted as 3, the parameter is considered to have reached a
critical state. At this juncture, the parameter is reinitialized
at random within the potential problem space, while its harm
level, xi.s, is reset to 0. This mechanism encourages further
exploration and curtails premature convergence. Subsequent
to being ‘‘killed,’’ a soldier reenters the problematic zone as
stipulated by Eq. (2).

xs.i = rand(Ubi − Lbi)+ Lbi (2)

The range for the ith dimension of the problem space is
defined by the lower and upper limits denoted as Lbi andUbi,
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respectively. Furthermore, with each iteration 1, the feasible
search area of the problem contracts towards the optimal
solution. Initially, 1 is determined as 1 = log10(Hk ),
and subsequently, 1 is updated as 1 = 1 + round(1

2 ).
Here, Hk represents the maximum number of iterations. This
interplay effectively balances exploration and exploitation.
Consequently, the adjustment of the lower bound and upper
bound is modeled by the Eq. (3) and Eq. (4).

Ubi = xbest.i + σ (x̄i) (3)

Lbi = xbest.i − σ (x̄i) (4)

The achieved optimal position is represented by xbest.i,
while the standard deviation of total transmission in the ith

dimension is denoted as σ . Consequently, if Lbi exceeds the
initial lower/upper bound Lba, the range of Lbi/Ubi is set
to Lbi/Ubi. The best attack and key for PQC discovered
in each iteration are retained and treated as special, thus
emphasizing the concept of elitism. The computational cost
of the proposed approach is influenced by the problem’s
dimensions, along with the population size and the maximum
number of iterations. Given that every response necessitates
a comparison with each other response to compute its
Euclidean distance, the computational complexity for all
solutions is O(v2). Therefore, the quantity of iterations,
denoted as t , dictates the computational complexity of
MBRA, resulting in O(v3).

C. THE HYBRIDIZATION MECHANISM OF MBRA-PQC
AND BLOCKCHAIN SYSTEM
In this section, we leverage the advantages of MBRA-PQC
and blockchain technology to enhance the PQC algo-
rithm [54] for transactions and data stored within the
blockchain, while also exploring the identification of the
optimal key using MBRA. The objective is to seamlessly
integrate blockchain with an enhanced MBRA approach, and
establish a cohesive linkage with PQC systems. In the pursuit
of developing and integrating the hybrid MBRA-PQC with
Blockchain system, we prioritize the refinement of IoT-based
cloud systems. This involves the careful adjustment and mod-
ification of corresponding equations within these systems to
achieve a seamless and cohesive framework.

Within our study, we have meticulously examined an
IoT-based cloud system designed to accommodate a diverse
array of users. In this context, we have harnessed the
sophisticated encryption process provided by MBRA-PQC
to establish robust and secure channels of communication
between IoT devices and the cloud servers. Consider a
scenario wherein a multitude of n IoT devices are present,
each denoted as D1,D2,D3, . . . ,Dn, alongside a dedicated
cloud server, designated as C. Every individual IoT device
is assigned a unique identifier, represented as Zi, and
autonomously generates an individualized symmetric key,
denoted as ki. This specific key, ki, plays a pivotal role in
encrypting data before its transmission to the designated
cloud server C. As a preemptive security measure, prior to

transmitting any sensitive information to the cloud server, the
symmetric key ki undergoes a meticulous encryption process
utilizing the robust PQC method. Notably, the intricate task
of estimating optimal keys finds its foundation in the MBRA
methodology. The comprehensive security protocol unfolds
through a sequence of meticulously orchestrated steps:

1) THE KEY GENERATION PROCESS OF MBRA
Key generation is a crucial process in cryptography that
involves creating a pair of keys: a publicly accessible
key and a confidential (private) key [55]. These keys are
generated through a secure mechanism aligned with specific
cryptographic algorithms. The public key, as the name
implies, plays a vital role in encryption processes by being
openly shared among users, enabling anyone possessing the
public key to securely encrypt data. In contrast, the private
key must remain confidential and be known only to the
intended recipient. This private key is used for decrypting
encrypted data, ensuring that only authorized individuals
can access the original information. The key generation
process typically involves random or pseudorandom number
generation techniques. Additionally, key generation might
include key derivation functions, deriving keys from a
primary key for an added layer of security. Therefore, it is
important to highlight that the strength and randomness of the
generated keys significantly influence the overall security of
cryptographic systems [55].
Each entity, represented as Dn, generates a public-private

key pair for PQC using the MBRA method. The public key,
denoted as kPQCi , is shared openly, while the private key,
designated as k(PQCi)−1 , remains undisclosed. This key pair
plays a pivotal role in securely encrypting and decrypting
sensitive information within a post-quantum computing
environment.

2) DATA REPRESENTATION
The data intended for encryption is usually converted into
a numerical representation, often a vector or bit sequence.
This transformation enables the data to undergomathematical
operations, facilitating processing and manipulation through-
out the encryption process [56], [57].

3) PUBLIC KEY MATRICES
During the encryption process, numerical vectors derived
from the data are augmented using public key matrices.
These matrices are generated in the key generation phase
and are designed to be publicly accessible [58]. The format
and properties of these matrices are dictated by the specific
encryption algorithm employed, with the application of
MBRAmethodology further influencing their characteristics.

4) QUANTUM ENCRYPTION
The encryption process encompasses multiple steps aimed
at ensuring the secure transformation of information into
an encrypted form [59]. Encrypting the symmetric key ki
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involves leveraging the PQC public key kPQCi , which triggers
the generation of a ciphertext, labeled as xi, through the
encryption function YE (ki, kPQCi ). This resultant ciphertext xi
represents the encrypted rendition of the symmetric key ki,
thereby ensuring its confidentiality throughout transmission
or storage.

5) VECTOR AUGMENTATION
The numerical vector acquired through the data represen-
tation step is subsequently enriched using the public key
matrices. This enrichment entails mathematical operations,
which can encompass matrix multiplication or modular
arithmetic, contingent on the chosen encryption algorithm.
The objective of this stage is to metamorphose the initial
vector into an encrypted vector, housing the encrypted
depiction of the information.

6) ENCRYPTION VECTOR
The outcome of the vector augmentation process yields
the encrypted vector, which encompasses the altered and
encrypted rendition of the original data [60]. It is noteworthy
that the encrypted vector generally possesses a larger size
compared to the original vector, owing to the supplementary
information integrated during the augmentation procedure.

7) CONFIDENTIALITY AND SECURITY
The encrypted vector, derived from augmentation by har-
nessing the optimal public key matrices of MBRA, confers
confidentiality and security to the information. The lack
of possession of the corresponding private key renders the
computational reversal of the encryption process and retrieval
of the original data from the encrypted vector infeasible.

Once the cloud server gains access to the initial symmetric
key ki, it can effectively employ this key for both encryption
and decryption of the data transmitted by the IoT device. This
mechanism ensures the safeguarding of sensitive information
as it traverses from the IoT device to the cloud server.
In the context of a multi-user IoT-based cloud system,
the MBRA-PQC encryption procedure can be succinctly
represented through Algorithm 1, which delineates the
specific steps and operations integral to the encryption
process.

Algorithm 1MBRA-PQC Based Encryption Algorithm
1: Input: IoT devices, Cloud servers, datasets
2: Output: Encrypted data
3: for all IoT device Dn do
4: Generate κOPQCi , κOPQC−1i

▷ by MBRA method
5: xi← ϒE (κi, κOPQCi ) ▷ Encryption
6: Send (xi, ζi)→ C
7: end for

In the pseudocode, κi signifies the symmetric key, κOPQCi
represents the optimal PQC public key obtained through
MBRA, κOPQC−1i

denotes the corresponding optimal PQC

private key, xi denotes the ciphertext, and ζi refers to
supplementary data transmitted from the IoT device to the
cloud server.

8) HASH VERIFICATION
A blockchain is a distributed, immutable electronic ledger
that can reliably and transparently document transactions
without a single point of failure as it relies on several
computations [51]. The encrypted data are stored in the
blocks of the blockchain system. The hash value of βi on a
blockchain is computed using a cryptographic hash function
(denoted as H) that ensures its integrity and security [61].
This hash function takes an input consisting of the data of
βi concatenated with a nonce value ηi, selected by users to
meet specific requirements. The resulting hash value is a
fixed-length string of bits that uniquely identifies βi on the
blockchain, including the currently active one [62]. To meet
certain criteria, such as having a specified number of trailing
zeros, users engage in a computationally intensive and risky
mining process [63]. The challenge lies in finding a nonce
value ηi that, when combined with the data of βi, produces a
hash value satisfying the desired conditions.Miners compete
with each other to discover a valid nonce, employing
significant computational power and resources. The mining
process can be time-consuming and requires substantial
computational effort due to the difficulty of finding a suitable
nonce. The first miner to find a nonce value that fulfills
the criteria is rewarded for their mining contribution. The
utilization of the hash function and the nonce value ensures
the immutability of the blockchain. Modifying any data in a
previous block would require recalculating the hash values
for subsequent blocks, making it computationally infeasible
and preserving the integrity of the blockchain.

LetH(βi−1) be the hash value of the previous block, βi. Let
Pi be the plaintext data to be stored in the current block. Let
f (ϒE ) be the optimal MBRA-PQC encryption function, with
κOPQCi as the optimal PQC public key. Let ηi be a randomized
nonce value. Then, the hash value of the current block, βi, can
be computed as shown in Eq. (5)

βi = H
[
ηi∥(βi−1)∥Pi∥f (ϒE (ηi, kOPQCi ))

]
(5)

In the equation above, ∥ denotes concatenation. The hash
value of the previous block, the plaintext data, and the
result of the MBRA-PQC encryption function applied to the
nonce value and the optimal PQC public key are combined
using concatenation. The resulting concatenated string is then
passed through the cryptographic hash function H to obtain
the hash value of the current block, βi.

The consensus and mining process in the hybrid
MBRA-PQC with Blockchain system involves solving a
complex mathematical puzzle to add a new βi to the
blockchain. Let Sc represent the current state of the
blockchain, and let N be the set of nodes in the network.
To add a new block βi to the blockchain, a node (miner)
must find a nonce value ηi such that the hash value of the
current blockH(i) satisfies specific criteria, such as having a
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certain number of leading zeros. This can be mathematically
represented as Eq.(6)

H(βi) = H
(
ηi∥xi∥N

)
(6)

In the given context, ∥ represents concatenation, and xi rep-
resents the MBRA-PQC based encrypted data to be added
to βi. The miner is required to iterate through different values
of ηi until they find a nonce that results in a suitableH value.
Once a nonce is found that satisfies the desired criteria, the
miner broadcasts the new βi to the network for verification.
Verification involves checking that the nonce value ηi of
the previous block βi−1 in the blockchain matches the value
stored in the state Sc(βi), and also validating that the nonce
value used to generate the current block βi’s hash value is
valid, as shown in Eq.(7)

H(βi − 1) = H
[
ηi−1∥N∥xi

]
(7)

In Eq.(7), βi−1 represents the previous block in the
blockchain. In addition to verifying the nonce value and the
hash criteria, nodes in the network also validate the optimal
PQC encryption process f (ϒE ) used to encrypt the data in
block βi and ensure that the PQC public key κOPQCi used is
trusted. This can be mathematically represented as Eq.(8)

Pi = d(xi, κOPQC−1i
) (8)

Once the new block is verified, it is appended to
the blockchain, and the network achieves consensus on
the updated state of the blockchain. The security of the
hybrid MBRA-PQC-based Blockchain system relies on the
computational complexity of the mathematical problems
encountered in the consensus and mining process, which
are considered difficult for both classical and quantum
computers. Furthermore, the hash value of the block is
calculated by following the steps outlined in Algorithm 2.

The security of the hybrid MBRA-PQC with Blockchain
system relies on the computational complexity of the math-
ematical problems inherent in both the MBRA-based PQC
encryption process and the blockchain consensusmechanism.
These problems are designed to be challenging for both
classical and quantum computers.

9) QUANTUM DECRYPTION
The decryption process involves utilizing the confidential
(private) key to decrypt the encrypted data and recover the
original information [64], [65]. To decrypt the ciphertext xi,
the cloud server requires access to the MBRA-PQC private
key k(PQCi)−1 associated with the device Dn. Using this
private key, the cloud server performs decryption by applying
the decryption function d = xi, k(PQCi)−1 . This process
yields the original symmetric key ki, which was used to
encrypt the data. By obtaining the original symmetric key, the
cloud server can effectively access and retrieve the encrypted
information. The decryption flow is provided in Algorithm 3.
Whenever the cloud server possesses authorization to the
original symmetric key ki, it can utilize this key to generate

ciphertext and recover the original data sent by the IoT
device. This process ensures that the data exchanged between
the IoT devices and the cloud server remains secure and
inaccessible to unauthorized parties. By employing the
symmetric key, the cloud server can encrypt and decrypt data
reliably, safeguarding the confidentiality and integrity of the
transmitted information.

IV. RESULT DISCUSSION
In this section, we present an elaborate comparative study of
the proposed SSCA. This innovative approach is developed
through the synergistic hybridization of MBRA, PQC, and
blockchain, aimed at augmenting data transmission within
cloud-based IoT networks. To facilitate a comprehensive
comparative analysis, the subsequent sections delve into the
discussion of the experimental environment setup, followed
by a detailed dataset description and an exposition of the
features employed. Subsequently, we offer both visual and
quantitative comparative studies that juxtapose the proposed
SSCA against a range of established state-of-the-art security
methodologies. This integrated presentation aims to provide
a holistic assessment of the novel SSCA in relation to existing
approaches.

A. EXPERIMENTAL SETUP
Table 1 outlines the components of the testbed utilized in the
experimental setup, essential for creating a realistic environ-
ment to evaluate the proposed system. The Cloud Platform,
based on AWS, offers scalable storage, networking, and pro-
cessing power. Edge Devices act as intermediaries, enabling
data collection, analytics, and communication between IoT
devices and the cloud. IoT Devices, including smart sensors,
Radio Frequency Identification (RFID) readers, cameras, and
actuators, are deployed to gather data and enable remote
control. Quantum Cryptography ensures secure data transfer
through encryption and key distribution. The Blockchain
System tracks and verifies transactions using a distributed
and tamper-proof ledger system like Ethereum. A Network
TrafficGenerator simulates realistic network applications and
usage patterns. Finally, an Attack Simulator tests the defenses
against simulated attacks using tools like Metasploit, Nmap,
and Wireshark. These components collectively create a
comprehensive and representative testbed for the evaluation
of the proposed system’s performance and effectiveness in a
practical setting.

B. DATASETS DESCRIPTION
Table 2 [66] and Table 3 provides an overview of the datasets
used in the experimental setup, covering diverse use cases
Numenta Anomaly Benchmark (NAB) [67], cloud comput-
ing, cloud security, industrial control systems, and healthcare.
The NAB dataset is valuable for evaluating the performance
of multi-user systems in terms of scalability and security.
It enables practical assessments of system capabilities, such
as handling large datasets, detecting anomalies efficiently,
and ensuring robust privacy protection. Table 2 summarizes
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Algorithm 2 Determination of the Hashing Values
Require: Private key SK and public key PK
Ensure: Hashing value H
1: Initialization:
2: Generate a random number R as a nonce
3: ComputeH(βi−1)← βi−1 ▷ Hash value of βi−1
4: ComputeH[ϒE (i, κOPQCi )]← xi(βi) ▷ Hash of βi
5: Choose randomized ηi
6: EstimateH[ηi∥(H(βi−1)||H(OPQCi,Pi))]← Sc(βi)
7: SHA Hashing:
8: Calculate the hash of the private key
9: HSK ← Hash(SK ) ▷ Compute the hash value of the private key

10: Calculate the hash of the public key
11: HPK ← Hash(PK ) ▷ Compute the hash value of the public key
12: Concatenate HSK , HPK , and R
13: H ← Hash(HSK ||HPK ||R) ▷ Concatenate the hash values and the nonce
14: Apply additional cryptographic operations (e.g., encryption, signing)
15: Perform any required additional cryptographic operations on H ▷ Perform additional cryptographic operations for

enhanced security
16: Store the hashing value H securely
17: Store the resulting hashing value H in a secure location
18: Verify the integrity of H during retrieval
19: When retrieving H , verify its integrity using error-checking techniques
20: Handle collisions, if any
21: If a collision occurs, employ collision resolution techniques
22: Monitor and update cryptographic standards
23: Regularly monitor and update cryptographic standards for improved security
24: Output: Hashed verification is done H

Algorithm 3MBRA-PQC Based Decryption
1: Input: Encrypted IoT data, Hashed verification value,

private key
2: Output: Decrypted data
3: for all Cloud server C do
4: Obtain κOPQC−1i

→ ζi

5: end for
6: κi← d(xi, κOPQC i−1) ▷ Decryption
7:

the Essential Attributes of NAB Datasets for Cryptosystem
Assessment, which providing acceptable value ranges to
assess the effectiveness of a cryptosystem. The NAB [67]
dataset to evaluate the effectiveness of our proposed security
model against various crucial threat criteria in the Cloud
with IoT platforms. The NAB dataset is a compilation
of real-world datasets specifically designed for evaluating
streaming methods in anomaly detection using the NAB as
benchmarking cryptosystems. The NAB dataset serves as a
valuable resource for assessing the performance of anomaly
detection algorithms, particularly in multi-user settings that
involve numerous IoT devices. This enables us to assess the
performance, accuracy, and robustness of our algorithm under
various scenarios and validate its effectiveness in real-world

settings. the other cloud computing, cloud security, industrial
control systems, and healthcare dataset includes specific
attributes like the number of users, platform/environment,
data types, threat types, and compliance standards in Table 3.
These datasets facilitate the evaluation of different scenarios
and allow for the assessment of proposed solutions in real-
world contexts.

C. PERFORMANCE EVALUATION CRITERIA
Performance analysis is a crucial aspect of this research,
aiming to evaluate the effectiveness and efficiency of each
strategy employed. By examining the outcomes, valuable
insights can be gained, leading to further investigations
and advancements in the field. To assess the success
of the proposed SSCA model, a comparative analysis is
conducted, comparing its results with existing works such
as MHE-IS-CPMT [40], ElGamal-based Authentication
Method(EAM) [38], SCSS [37], and Secure hybridized
Cloud-Enabled Framework (SHCEF) [34]. Moreover, the
suggested architecture is evaluated based on various
performance indicators, including response time, scalability,
throughput, security, and dependability (reliability). These
indicators serve as criteria to assess the effectiveness and
suitability of the proposed architecture in meeting the
desired objectives. Applying the above criteria the proposed
architecture is validated in the following.
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TABLE 1. The components of the testbed and descriptions.

1) RESPONSE TIME AND SCALABILITY
The number of users is a key factor in assessing the scalability
of the architecture, while the response time reflects the perfor-
mance aspect. Evaluating the response time across different
user counts allows us to gauge the system’s ability to handle
increased loads while maintaining quick response times. This
is crucial for ensuring the usability and effectiveness of the
architecture in real-world scenarios. Additional factors such
as the number of devices, transactions, or requests can also
be considered on the X-axis, depending on the specific use
case and system requirements. However, it is important to
note that the calculation of response timemay vary depending
on the specific context and metrics being measured and can
be calculated as shown in Eq. (9).

τ = α + β + γ + q (9)

In the above equation, the processing time (α) refers to
the duration required for executing computations and cryp-
tographic procedures involved in processing a transaction
or request. The transmission time (β) encompasses any
delays caused by network factors such as latency, available
resources, and congestion. The queuing time (q) represents
the duration spent in a queue before a transaction or request
is completed. Lastly, the waiting time (γ ) indicates the time
taken by the system to respond or acknowledge a request.
Together, these components contribute to the overall response
time of the system.

Figure 3(a) illustrates the evaluation results of various
models, including MHE-IS-CPMT, EAM, SCSS, SHCEF,

and SSCA, based on the number of users and their average
response time. The number of users serves as a measure of the
architecture’s scalability, indicating its capability to handle
larger user loads while maintaining satisfactory performance
levels. On the other hand, the response time measures the
duration taken by the system to respond to user requests,
directly influencing the system’s usability and effectiveness
in practical scenarios.

The findings from the evaluation reveal a consistent trend
across all models, where the average response time exhibits
an upward trajectory as the number of users rises. This
suggests that increased user load negatively impacts the
performance of all models, leading to a degradation in
response time. However, it is important to note that the
extent of this impact differs among the evaluated models,
indicating variations in their ability to handle higher user
loads and maintain optimal performance. Further analysis is
required to understand the specific strengths and limitations
of each model concerning scalability and response time.
The evaluation results demonstrate that SSCA exhibits a
significantly lower average response time compared to the
other models. This finding suggests that SSCA is more
effective in handling increased user load while maintaining
fast response times. As a result, SSCA demonstrates better
scalability and performance characteristics compared to the
other models. The superior performance of SSCA in terms of
response time highlights its ability to efficiently process user
requests and deliver timely responses, making it a promising
solution for real-world scenarios with high user loads.
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TABLE 2. Essential attributes of numenta anomaly benchmark (NAB) [67] datasets for cryptosystem assessment.

By examining the results depicted in Figure 3(b), it is
evident that the response time of each model exhibits an
increase as the number of devices increases. However, there
are variations in the performance of different models when
handling increased device loads. For instance, the MHE-IS-
CPMT model demonstrates a response time of 7.69 seconds
when dealing with 250 devices, which subsequently increases
to 9.19 seconds when managing 1000 devices. Similarly,
the SSCA model shows a response time of 6.02 seconds
for 250 devices, which rises to 8.22 seconds when accom-
modating 1000 devices. In this context, the number of
devices serves as an indicator of the architecture’s scalability,
while the response time and scalability factors represent
the performance aspects of the architecture. Overall, the
evaluation results demonstrate that the SSCA model exhibits
superior performance in terms of response time compared
to the other models across all numbers of devices. The
consistently lower average response time of the SSCA model
indicates its enhanced scalability and superior performance
under high device loads. These findings highlight the
effectiveness and efficiency of the SSCA model in handling
increased device loads and maintaining fast response times,
positioning it as a highly scalable and performant solution.

The results depicted in Figure 3(c) illustrate the perfor-
mance of different models (MHE-IS-CPMT, EAM, SCSS,
SHCEF, and SSCA) concerning the number of transactions
and their corresponding response times. The number of
transactions serves as an indicator of the system’s workload
or throughput, while the response time represents the duration
it takes for the system to respond to each transaction.
As anticipated, the findings demonstrate that as the number
of transactions increases, the response time also increases
for all models, indicating the impact of workload on system
performance. Notably, the SSCA model consistently exhibits
lower response times compared to the other models across
all transaction values. This suggests that the SSCA model is
more adept at handling increasedworkloadwhilemaintaining
faster response times in comparison to the alternative models.
These results underscore the superior performance and
scalability of the SSCA model in handling higher transaction
volumes effectively.

2) SECURITY
The evaluation of a system’s security involves assessing its
vulnerabilities and determining the effectiveness of the imple-
mented security measures in mitigating potential threats.
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TABLE 3. The datasets and their attributes for the experimental setting.

Key elements such as cryptographic key management, the
use of cryptographic techniques, and secure communication
protocols play a crucial role in ensuring the system’s security.
Equation (10) presents a computational formula that can
be utilized to measure the level of protection provided by
each model against possible vulnerabilities. By applying this
equation, one can quantitatively evaluate and compare the
security effectiveness of different models.

8 =
[
x × P[· · · ]× y]+

N∑
t=0

(δ) (10)

where P
[
· · ·

]
represents the probability of security events

occurring, x represents the severity of the security events,
y represents the susceptibility of the system to be exploited
and cause a security event, and δ represents the total duration
required to detect and respond to a security breach. This
equation provides a comprehensive framework for assessing
the security level of a system by considering the likelihood,
severity, susceptibility, and response time associated with
potential security events. By evaluating these factors, one can
gain insights into the effectiveness of the security measures
and identify areas for improvement in the system’s security.

The results presented in Figure 4 (a) to 4 (d) demonstrate
the comparative security performance of the proposed SSCA
model and existing models (MHE-IS-CPMT, EAM, SCSS,
and SHCEF) at varying user levels. The AUC (Area Under
the Curve) values are utilized as a metric to assess the security
of the system, with higher values indicating better security

performance. The X-axis represents the vulnerability rate,
while the Y-axis represents the degree of protection.

The observed AUC values consistently indicate that the
SSCA model outperforms the existing models in terms of
security performance across all user levels. At each user
level, the AUC value for SSCA is higher than that of
MHE-IS-CPMT, EAM, SCSS, and SHCEF. This suggests
that the proposed SSCA model provides better protection
against security threats compared to the existing models.
For instance, at the 25-user level, the AUC value for SSCA
is 0.934, while the AUC values for MHE-IS-CPMT, EAM,
SCSS, and SHCEF are 0.871, 0.865, 0.858, and 0.861,
respectively. Similarly, at the 50-user level, the AUC value for
SSCA is 0.936, whereas the AUC values for the other models
are 0.884, 0.843, 0.821, and 0.782, respectively.

Furthermore, as the number of users increases, the AUC
values for all models also increase, indicating improved secu-
rity performance. However, the SSCA model consistently
exhibits higher AUC values compared to the existing models
across different user levels. For instance, at the 100 user level,
the AUC value for SSCA is 0.935, while the AUC values for
MHE-IS-CPMT, EAM, SCSS, and SHCEF are 0.892, 0.801,
0.822, and 0.834, respectively.

3) RELIABILITY
The term ‘‘reliability’’ refers to the ability of a system to
consistently perform its intended tasks over time. In the
context of information security, ‘‘dependability’’ is a measure
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FIGURE 3. (a) Average value of (τ ) Vs Number of Users, (b) Average value of (τ ) Vs Number of Devices, and (c) Average value of (τ )Vs Number of
Transaction.

of reliability and is often expressed as a percentage
representing the amount of downtime experienced by the
system due to security incidents or attacks. Thus, reliability
is the rate at which a system continues to function normally
without malfunction over time. The following equation (11)
computation can be used to calculate the dependability.

Rt = e[FU ]] (11)

where the various factors such as the Rt is the reliability at
time t , F is the failure rate and U is the uptime duration
of system. The failure rate represents the average number
of breakdowns expected to occur during a specified time
interval, typically measured in failures per unit of time (e.g.,
failures per hour). By dividing the total number of system
failures by the total operational time of the system, we can
estimate the frequency at which failures occur due to attack

consequences, as expressed by Eq. (12).

φ =
ϕ

ξ
(12)

where, φ denotes the frequency of system failures due
to attack consequences, ϕ signifies the number of system
failures due to attack consequences, and ξ indicates the total
duration of system uptime.

We evaluate the reliability (R) and the incidence of system
failures due to attack consequences (φ) for different values of
system uptime (U ) by plotting a graph with the duration of
system uptime on the y-axis and the rate of system failures
due to attack consequences on the x-axis. This allows us to
assess the system’s reliability over time.

Figure 5 compares the reliability measures of 10 events
between the existing models MHE-IS-CPMT, EAM, SCSS,
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FIGURE 4. A comparison of the security utilizing the Area under the curve(AUC). (a) AUC at 25 User Level, (b) AUC at 50 User Level, (c) AUC at 75 User
Level, and (d) AUC at 100 User Level.

SHCEF, and the proposed SSCA. In this comparison, the
model with the lowest percentage on the X-axis and the
highest percentage on the Y-axis is considered the most
reliable. The results show that the proposed SSCA exhibits
a lower percentage on the X-axis and a higher percentage
on the Y-axis compared to the other models. This indicates
that the proposed SSCA outperforms the others in terms
of achieving optimal reliability. It demonstrates greater
resilience to attacks and faster recovery from system failures
caused by attacks, leading to fewer instances of downtime.

Moreover, the proposedmethod is comparedwith the state-
of-the-art methods used in this research are summarized
in Table 4.

The comparison shows that the proposed method has
achieved the finest performance in terms of high reliability
with the secured performance, very less response time and

high prediction rate, less overall execution, and very less
complexity over the earlier methods. In Sharma et al. [34]
work, the consequences show that the reliability is mod-
erate, response time is more and high complexity, these
lead to poor security and hackers can easily gather the
user’s data. similarly, Sarker et al. [21], Wu et al. [35], Irshad
and Chaudhry [38], Uppuluri and Lakshmeeswari [40],
Sharma et al. [42], Jalasri and Lakshmanan [44] research
methods also gained moderate and very less level of relia-
bility performance. The Unal et al. [37], Ahmad et al. [39],
Selvarajan et al. [43] research methods have attained high-
reliability performance. However, the other significant met-
rics failed to improve in secured transmissions like high
response and execution time with less prediction rate.
Yet, the proposed method has achieved reliable performance
in overall works due to its effective threat detection and
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TABLE 4. A comparative study of the proposed SSCA with the cutting-edge security approaches.

FIGURE 5. A comparison of the reliability of the proposed SSCA against
the MHE-IS-CPMT, EAM, and SCSS, approaches.

optimal security function. The developed model used the best
keys generated byMBRA for PQC encryption and decryption
function as well as the blockchain-based hash verification
function is applied. Thus, the authorized person is only able
to gather and decrypt the data for their use. This method
is validated with commonly used real-world data. However,
more analysis is needed to show the function of our proposed
approach in different scenarios.

V. CONCLUSION AND FUTURE DIRECTION
In this paper, we introduced the Scalable and Secure Cloud
Architecture, a novel IoT-enabled cloud architecture that
effectively addressed the multifaceted challenges encom-
passing scalability, security, and data management within
the realm of cloud computing. The proposed architecture
combines decentralized cloud nodes, robust MBRA & PQC

encryption algorithms, and blockchain technology to ensure
efficient handling of user requests, privacy of user informa-
tion, and secure storage of confidential data. The architecture
was specifically designed and rigorously tested to effectively
handle large data sets and high-demand scenarios. The
evaluation results distinctly showcased the superiority of the
proposed SSCA over existing approaches, including MHE-
IS-CPMT, EAM, SCSS, and SHCEF, across various perfor-
mance metrics encompassing response time, scalability, and
enhanced security. Specifically, when examining the response
times for 250 and 1000 devices, the MHE-IS-CPMT model
exhibited response times of 7.69 and 9.19 seconds, whereas
the proposed SSCA model displayed significantly improved
response times of 6.02 and 8.22 seconds, respectively. This
translates to a noteworthy response time enhancement of
1.67 and 0.97 seconds in favor of the SSCA compared
to MHE-IS-CPMT. Furthermore, at the 25-user level, the
normalized AUC value for SSCA reached 0.934, while the
normalized AUC values for MHE-IS-CPMT, EAM, SCSS,
and SHCEF were 0.871, 0.865, 0.858, and 0.861, respec-
tively. Correspondingly, at the 50-user level, SSCA achieved
a normalized AUC value of 0.936, while the normalized
AUC values for MHE-IS-CPMT, EAM, SCSS, and SHCEF
were 0.884, 0.843, 0.821, and 0.782. These results imply that
SSCA outperformed other models, improving AUC values
by 6.30%, 6.90%, 7.60%, and 7.30% for the 25-user level,
and 5.20%, 9.30%, 11.50%, and 15.40% for the 50-user
level when compared to MHE-IS-CPMT, EAM, SCSS, and
SHCEF models, respectively.

However, it is worth noting that while the proposed
SSCA has been evaluated with sufficient datasets, further
assessments over larger datasets and the incorporation
of auto-scaling features would contribute to gauging the
architecture’s scalability. This future direction aims to test
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SSCA’s capacity to manage even more extensive datasets and
support increasingly complex programs. Thus, prospective
enhancements to SSCA will involve integrating auto-scaling
functionalities alongside security algorithms, and rigorous
testing across a diverse range of datasets and user profiles
to ensure the provision of reliable, secure, and scalable cloud
services.
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