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ABSTRACT The Internet of Things (IoT) is an emerging and groundbreaking technology in which devices,
individuals, and processes seamlessly exchange substantial volume of data without causing disruption. This
paradigm offers a wide range of services like healthcare, transportation, education, and smart home opera-
tions. However, owing to factors like deployment unpredictability, battery-operated nature, and the intricate
nature of IoT networks, the energy levels of these diminutive sensor nodes are rapidly depleted, significantly
curtailing the network’s overall lifespan. Moreover, energy utilization and reputation assessment are pivotal
in establishing dependability, reliability, and collaboration among sensor nodes, thereby profoundly influ-
encing the decision-making framework. In response to these challenges, this paper introduces a State-based
Energy Calculation Scheme (SECS) that leverages nodes’ statuses and the functions encompassing direct and
indirect energy utilization. The scheme identifies energy-depleted nodes, segregating them within the context
of end-to-end reliable path selection, all while minimizing control broadcasts. Empirical results underscore
the enhanced performance of the proposed scheme, as evidenced by augmented network throughput, elevated
packet delivery ratios, diminished node energy utilization, and truncated end-to-end delays.

INDEX TERMS 10T, energy, lifetime, wireless sensor networks, throughput.

I. INTRODUCTION to monitor the phenomenon and collaboratively collect the

Internet of Things (IoT) is an emerging and trending
paradigm in the field of information and communications
technology that gains popularity due to the combination
of both intelligence and smartness autonomously, where a
number of sensing devices integrate into various applica-
tions (e.g., smart cities, smart manufacturing, healthcare,
transportation, and smart agriculture) and interact with each
other [1]. These networks are made with Wireless Sen-
sor Networks (WSN) for monitoring those areas where the
physical presence of objects is difficult. Given the het-
erogeneous and complex environment, these networks are
usually deployed randomly and without human intervention
or physical protection in remote areas for longer durations
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information, which is then sent back to the Base Station
(BS) for further processing and decision-making [2]. How-
ever, the deployed sensor nodes are battery-operated and
have constrained re-sources, energy, and compute power with
unreliable communication over the broad-cast medium. The
limited battery power of sensors is utilized during sensing and
communication activities in the network. Besides, it is often
difficult to change or re-place the batteries after their initial
deployment, and such constraints have had a huge effect on
the network’s lifespan [3]. Despite the numerous benefits
that the IoT offers, there are still a series of challenges that
obstruct their operation, such as energy-depleted and mali-
cious nodes, congestion, and security concerns that adversely
impact network lifetime. However, limited energy sufficiency
is the main constraint that impacts node operational capabili-
ties and, thus, the gradual elimination of the overall lifetime.
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Therefore, a system for efficient energy conservation that
assesses the node’s energy level is needed. In sensor net-
works with limited resources, employing the sleep/awake
technique could lower sensor nodes’ power consumption
and save energy [4], [5]. The process of consuming energy
during communication is a general one; nodes with higher
energy levels extend the network lifetime, whereas nodes
with lower energy levels shorten it [6]. The energy of sen-
sors is dissipated during the reception (Rx) and transmission
(Tx) processes. Moreover, the radio transceivers consume a
significant amount of computational power compared to any
other component [7], [8], [9]. Be-sides, a node gathers and
processes data that is related to its ambient conditions.

WSN is an important building block and a founda-
tional technology where a wide variety of sophisticated
sensors serve as the IoT’s main building blocks, but limited
re-sources, stability, and energy efficiency have not only
challenged its vision but become a primary issue. Energy
use is a crucial element that affects the network’s ability
to last for a long time [10]. An energy-efficient network
not only improves the reliability of communication among
nodes but also influences the overall performance of the net-
work. As the performance of the application depends on the
energy consumed by the sensor nodes, which are necessary
for a variety of applications to operate efficiently and for
longer periods of time (such as border surveillance, health
monitoring, environment control, and protection) [11]. How-
ever, malicious energy drain nodes can impair the device’s
performance and accuracy in processing data. Although there
are various solutions [12] in place to extend the network
lifetime and reliability, including clustering [13], selection
of routing protocols [14], scheduling such as Time Division
Multiple Access (TDMA), and sleep/wake strategies [15],
which improve communication and preserve node residual
energy level [16], [17], these solutions can work well up to
a certain extent, but due to the limited constraints of nodes,
efficient energy management is more desired in sensor based
networks.

In this paper, we propose a State-based Energy Calculation
Scheme (SECS) by virtue of using the node’s behavioral
aspects, such as sleep and wake, which limit control mes-
sages and consequently reduce the communication cost.
Moreover, the identification of energy-depleted malicious
nodes helps prolong the network’s lifetime. To maintain an
energy-efficient network environment, it is mandatory that
every subject node have the minimum required energy level to
remain as recommended for communication. This approach
involves each node assessing the state and energy level of
neighboring nodes through energy computation and then
making decisions about whether nodes should be recom-
mended through the integration of cumulative decisions and
threshold value assessment. The use of direct and indirect
energy evaluation provides a cumulative value for energy,
which is then compared against a predefined threshold to
determine whether the node should be recommended for
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communication. The node’s reputation repository is main-
tained at the Cluster Head (CH) to lessen the impact of
erroneous assessments and dishonest suggestions when cal-
culating the direct and indirect energy levels of nodes.
To minimize the number of dishonest recommendations from
neighboring nodes, uniform weights are assigned to both
direct and indirect energy values. Node with negative reputa-
tion received from its neighboring node it weight is decreased
by half and the left-over weights are uniformly assigned to the
remaining neighbors. However, in a case where the negative
reputation of a neigh-boring sensor node reaches a predefined
threshold value three times consecutively, the weight of the
neighboring node is set to zero and not recommended for
communication. These uniform weights are maintained in the
reputation repository and then compared against the threshold
values. This evaluation cycle continues until a subjective node
finds an energy-efficient node for data forwarding. Exist-
ing energy-based mechanisms improve node energy levels
through clustering, duty-cycling, and cross-layer solutions
that incur higher overhead and increase communication costs
[18], [19], [20], [21]. It is also important to consider that
malicious and energy-depleted node could be selected as
CH by periodically sending false information, enabling them
to display a higher energy level to other nodes [22], [23].
In essence, the management of energy resources and the
evaluation of reputation among sensor nodes are cornerstones
that underpin the stability, reliability, and functionality of
IoT networks. These aspects not only impact the technical
performance of the network but also have far-reaching impli-
cations for the user experience, operational efficiency, and
the realization of the IoT’s transformative potential across
various domains. To counter this kind of challenges and false
reporting, SECS uses behavioral aspects using both direct
and indirect methods so that the node’s energy level can be
calculated without incurring additional communication costs
and overhead.

The proposed SECS scheme aims to improve communi-
cation between nodes and extend the network lifetime by
analyzing node energy levels directly and indirectly, which
helps in detecting energy-exhausted nodes. By keeping this
motivation in mind, the key contributions of this study are,
in essence, as follows:

« By utilizing the node’s behavioral aspects (using the
sleep/wake strategy), reduces the communication cost
and improves the network’s lifetime.

« During the routing process, evaluating the nodes’ direct
and indirect energy levels helps to avoid making false
recommendations.

o Evaluation of the node’s remaining energy level moti-
vates the nodes to maintain their reliability, since
if they don’t, they will be identified as malicious
nodes and therefore isolated and not recommended for
communication.

o The effectiveness of SECS is evaluated by considering
various performance metrics, and the efficacy of the
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proposed approach is compared to numerous widely
used techniques.

The remainder of the paper is organized as follows: The
main energy evaluation methods and schemes that have been
presented in this field are covered in Section II. The concept
of the suggested SECS scheme is presented in Section III,
and its implementation is covered in Section IV. Section V
discusses simulations and experimental findings. The paper
concludes in Section VI.

Il. RELATED WORKS

Within this section, we provide a succinct analysis of various
energy conservation schemes in IoT-based WSNs. Prolong-
ing the network’s lifetime has always been an is-sue of
concern in the IoT. These networks’ sensor nodes are subject
to energy and computational limitations. Therefore, securing
the node’s energy level is a demanding and challenging task.
In addition, to transmit the sensory information to the base
station, multiple pieces of information are required to flow
from the participating nodes. Because of that, there is a higher
probability of data redundancy, which results in excessive
energy consumption and inefficient resource management.
Consequently, during the data dissemination process, the
selection of an appropriate node with sufficient energy levels
is required toward the destination. This has an impact on the
net-work’s lifetime and data delivery performance.

Recently, authors in [24], developed the Energy Balanc-
ing and Optimal Routing-Based Secure Data Transmission
(EBORDT) protocol designed to extend the net-work’s
life. In the proposed protocol, a density-aware clustering
mechanism is deployed, which ensures the reliable trans-
mission of data. Moreover, to enhance the network lifetime,
an Ant Colony Optimization (ACO) technique is incor-
porated, which selects the optimal head of the cluster.
Furthermore, reliability, bandwidth, and energy parameters
are also considered in the selection of the optimum path.
A Dynamic Multi-hop Energy Efficient Routing Protocol
(DMEERRP) is proposed in [25] for maximizing energy effi-
ciency in cluster-based networks. DMEERP balances the path
reliability ratio and energy consumption of the nodes. More-
over, the proposed scheme is divided into three phases, where
a cluster is formed in the first phase and then a supercluster
head (SCH) is selected to maintain the cluster and member
node information based on a weight factor. Similarly, the path
reliability ratio is estimated in the second phase, while the
energy and channel capacity models are implemented in the
last phase. Although the use of clustering and the selection
of superclusters enables the method to preserve some energy,
itincurs higher overhead due to frequent exchanges of control
messages.

In another work [26], an Energy-Proficient Hybrid Secure
Scheme (EPHSS) was suggested that provides secure and
energy-efficient data transfer in the Internet of Things using
clustering, which efficiently manages the node’s energy level
during communication. Besides, security is provided using
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Elliptical Curve Cryptography (ECC), where graded coprime
keys are generated and assigned to each node for validation.
Although the proposed scheme improves the security mea-
sures, it increases energy consumption, which reduces the
network’s lifetime. The authors in [27], proposed Efficient
Dynamic Authentication and Key Management (EDAK),
a protocol for a variety of WSNs that transfers data securely
between the base station and nodes. The proposed protocol
uses a dynamic mechanism called the dynamic matrix key
in the identification of node energy levels and isolates the
other nodes. This method provides faster communication
with reduced complexity but increases network overhead and
end-to-end transmission delay.

In a similar vein, the authors in [28] suggest an Adop-
tion Broadcast Radius-based Code Dissemination (ABRCD)
method for the IoT that improves energy efficiency with
reduced delay and enhanced duty cycle. The proposed
scheme uses a larger broadcast area with more energy so
that the deployed program codes can reach the edges of
the network with a lesser number of broadcasts. Besides,
the ABRCD is based on the code dispersal approach with
a different broadcast radius, which balances energy usage
and improves the network lifetime. In this scheme, a tree-
structure-based network is deployed where a sink node is
used as the main contact point for code diffusion. The
sink node, acting as a parent node, will send the data to
a child node, which wakes up and acknowledges the par-
ent node. If this process fails, then the sink (parent) node
will send the data again in the next duty cycle. This will
be repeated until the data reaches its destination. Not only
can the nodes receive the data in their active time slot,
but they can also transmit the data in any of the available
wake time slots. However, the proposed ABRCD remains
vulnerable to higher energy consumption due to unnecessary
message broadcasts, which increase network overhead and
delay.

In [29], the authors suggested a unique Distributed
Energy-efficient Adaptive Clustering Protocol (DEACP) for
load balancing with data gathering capabilities. The proposed
protocol uses a key queue overflow strategy between cluster
heads and nodes, which not only reduces the packet-dropping
probability but also consumes less energy. Additionally, node
sleep scheduling is set up to disable the radio module of
the node, extending the lifetime of the network. The authors
in [30], proposed an Energy-Efficient Broadcasting (EeB)
scheme for smart industrial wireless sensor networks. The
suggested scheme’s methodology is based on a configurable
broadcasting radius that is propagated to other nodes by a
sink node to increase performance and reliability. In addition,
the proposed scheme can handle the energy hole phenomenon
using an adjustable radius. Moreover, it uses energy in accor-
dance with the node’s remaining energy level. Although the
proposed scheme can conserve the energy of the node up to
a certain extent, the continued transmission and monitoring
mode decreases the net-work’s performance and lowers its
lifetime.
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In another paper [31], an Imperialist Completion-based
Algorithm (ICA) is suggested as a strategy for extending a
network’s lifespan. Initially, the ICA algorithm is used for
setting up the clusters using essential parameters, where the
energy level of the node is taken into account. Also, the
cluster head maintains the node energy consumption uni-
formly and performs the compression operation. In a similar
vein, the authors in [32] proposed an Attack-Resistant Power
Management (A-RPM) structure that preserves the energy
between deployed sensor nodes and lengthens the lifetime
of the network. The working mechanism of the proposed
scheme is based on a sleep mode where each node turns
on periodically and participates in the communication pro-
cess. A-RPM efficiently decreases energy use and lengthens
the life of the network. The simulation results demon-
strate the scheme’s effectiveness in comparison with other
methods.

In order to increase the lifetime and data delivery perfor-
mance of cluster-ing-based WSNs, a Fault-Tolerant Energy-
Efficient Clustering (FT-EEC) protocol was presented in [33]
that seeks to enhance the performance of data delivery and
lifetime. The network is initially partitioned into a number
of remote clusters, and the CH is chosen from among the
nodes with the highest energy level. Additionally, CH must
compile the data gathered from other non-CH nodes before
sending it to BS. The pro-posed protocol preserves the node’s
energy level through the implementation of a sleep/wake
mechanism where the sleeping node is given higher priority
due to its available residual energy and the number of sleep
rounds. Despite the fact that the proposed protocol increases
the network’s lifespan effectiveness, it ignores incorporating
the communication cost. This incurs an additional overhead
for the network due to the excessive broadcast of energy status
frames from CH.

An efficient energy-aware framework was presented in
[34] for the IoT, which aims to lower energy consumption
and prolong the network lifetime. The proposed framework
consists of three main components: network architecture,
inter-cluster communication protocol, and a deployment
planner using square and hexagonal grid-based deployment.
The implemented algorithm conducts the overall analysis
of WSNs and efficiently manages the node sleep and wake
schedule, which increases the data flow when the transmis-
sion becomes unreliable. Although the proposed frame-work
reduces energy consumption through the sleep/wake mech-
anism, the propagation of data packets to all the deployed
nodes requires a longer time, which is a major constraint of
the proposed framework.

Trustworthiness management, energy management, and
physical-aware coalition formation for smart IoT applica-
tions were proposed in [39], which addresses the issue
of uncertainty and suggests various strategies in order to
establish trustworthiness among the nodes and to identify
and isolate the malicious nodes hampering the net-work
lifetime. Authors in [40], proposed a dynamic hierarchical
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energy-efficient solution for WSN networks. This protocol
designed based on combinatorial optimization method to bal-
ance the energy consumption of sensor nodes and improve the
energy level of network. However, this solution is purely tack-
led the energy without any security and trust aspect. Another
study [41], discussed the multi-objectives optimization solu-
tions for WSN networks. Multi-objective optimization is used
in this research. Although this paper elaborated many exist-
ing solutions, open challenges and future direction but not
considered the trust and nodes reliability issues in network.
Authors in [42], proposed an algorithm by using machine
learning and genetic algorithm. Multi-objective optimization
model is developed to address the energy hole based clus-
tering issue of the network. This solution is evaluated with
other existing solutions and improved the complexity issue.
However, the node behavior analysis is one of the significant
factor for overall network performance.

The energy consumption of a node in its active working
state without data reception and transmission is critical for
the longevity of the network. To increase the lifespan of
the network, it is crucial to develop effective energy-saving
and assessment techniques for sensor nodes. Developing
energy conservation schemes to prolong the network life-
time in resource-constrained wireless sensor networks is
still a big challenge. This is even more critical in appli-
cations where the sensors are unattended with a limited
power supply. Existing solutions like clustering, schedul-
ing using Time Division Multiple Access (TDMA), and
sleep/aware mechanisms can conserve the node’s energy
level up to a certain level. However, periodic re-evaluation
of node energy levels minimizes delay and overhead while
increasing throughput and network longevity. As IoT sys-
tems become more widespread and interconnected, managing
computational complexity becomes essential for ensuring
efficient, responsive, and reliable operations. Addressing
computational complexity involves optimizing algorithms,
using efficient data structures, leveraging distributed com-
puting strategies, and sometimes offloading tasks to more
powerful computing resources in the cloud. Balancing com-
putational demands with the capabilities of IoT devices is
crucial to achieving the desired performance and function-
ality in IoT applications. The proposed SCES overcomes the
issues by incorporating and evaluating the node’s direct and
indirect energy while isolating the energy-exhausted nodes.

Ill. PROPOSED SCHEME

Energy conservation is an essential ingredient for sensor
nodes. However, the various restricted constraints, compu-
tational capabilities, storage, memory, and energy depletion
during data gathering impose challenges to the network.
The primary goal of the suggested research is to create an
energy-efficient scheme that evaluates node energy levels
and protects the network from malicious and energy-depleted
nodes. Fig. 1 depicts the design of a state-based energy cal-
culation scheme.
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FIGURE 1. Block diagram of SECS scheme.

TABLE 1. List of notations.

Notations Definitions

CH Cluster Head

Dei Direct energy
IDEi-j Indirect energy

CEi Cumulative energy
IdWi Indirect weight

Ei Energy value

CIDE; ‘C[alir:;ulatlve indirect energy
TEi Total energy

INi Immediate neighbor
RIN ieg;ltggrlmmedlate
Th Threshold value

TI Time interval
PREQ Route Request
PREP Route Response
PERR Route Error

ESI Energy Status Index
CIDE S/l;ﬁlellatlve Indirect Energy
w weight

Tx Transmit

Rx Receive

SECS consists of five modules which are: state monitor-
ing module, energy computational module, energy weight
evaluation module, cumulative decision module, and reputa-
tion repository. Table 1 illustrates the list of notations used in
the SECS.

A. NETWORK ASSUMPTIONS

Before discussing the proposed SECS, some network
assumptions are highlighted as follows:
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Receive (RX)

o Nodes are deployed at random, are immobile, and
communicate via a common wireless channel in both
directions while within their communication range.

« Nodes cannot be added or deleted after being deployed,
and once their initial energy has been used up, they
cannot be recharged.

« Each node has identical initial energy, storage, comput-
ing, and communication capacities and is isomorphic.

o The reputation repository is maintained at the Cluster
Head (CH) to archive the information.

The following subsections present details about each module
of the proposed SECS scheme.

B. STATE MONITORING MODULE

A sensor node in a network usually performs a variety of
operations, such as sensing data, routing, and reporting.
In contrast to sensing and data processing, sending and
receiving data consume almost all of the node’s energy [35].
As shown in Figure 1, the state monitoring module observes
node states such as sleep, idle or active, receive (Rx), and
transmit (Tx) to preserve energy. Active nodes are those
nodes that are currently interacting with other neighboring
nodes, while sleeping or inactive nodes are those nodes that
are not currently participating in the communication and are
in an idle state. The various states of nodes are shown in
Fig. 2.

As depicted in Figure 2, the various behavioral states of
sensor nodes help in energy conservation through switching
between transmit (Tx), receive (Rx), idle, and sleep states
to ensure the efficient control of transmission power, node
energy consumption, and efficient routing. The sensor node
remains in the listening state, sometimes referred to as the idle
state, when there is no event. The node changes from listening
mode to transmission mode when an event happens, then back
to listening mode after the event is over. Similarly, the node
changes its mode to receiving mode if any of its neighboring
nodes sends a data packet, and after forwarding the mes-
sage, the node returns to an idle state. Also, if there is no
activity in the network, to save energy, the node enters sleep
mode.
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FIGURE 3. SECS - Network Topology Scenario.

C. ENERGY COMPUTATIONAL MODULE

Like the state monitoring module, the energy computational
module is responsible for calculating the node’s energy level.
This module calculates both the direct and indirect energy
levels of a sensor node. While the neighbors of the candidate
sensor node calculate the indirect energy, the cluster head
independently estimates the direct energy of the node. This
information is conveyed to the cluster head as presented in
Fig. 3.

The cluster head maintains the node energy information
in the reputation repository. The cluster head determines the
node’s direct energy, while the sensor node’s indirect energy
comes from its nearby nodes (N1, N2, and N3) in the form of
recommendations. Recommendation means the node has an
energy level above the defined threshold (0.5) and is trustwor-
thy for communication since this information is maintained
at Cluster Head (CH). Therefore, the cluster head has access
to both direct and indirect energy levels. The mathematical
representation of the direct energy level of the node is given
in Equation 1.

DE; = E;XDW; (1

where, DE; is the direct energy of sensor node ‘i’ calculated
by the cluster head node, whereas E; is the energy of a sensor
node ‘i’ and DW; is the weight assigned to that sensor node
‘1’. Similarly, the cumulative indirect energy value (CIDEi)
of sensor node ‘i’ is calculated by all the neighbor nodes
of ‘1’, the neighbors being represented with ‘j’. Equation. 2,
represents the cumulative indirect energy calculation, where
IdEi—j is the indirect energy of the node ‘i’ calculated by node
‘;” and IdWj is the weight assigned to sensor node ‘j’.

k
CIDE; ijo IdE;_jxIdW; )

The value of weight (W) for energy calculation is set
to 1, where half (0.5) of the weight is reserved for direct
energy calculation and is represented as DE;, whereas the
remaining half (0.5), which is represented as, IdW; is used for
the neighbor nodes of the sensor node under consideration.
However, the distribution of weights among neighbors may
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not be uniform, as it depends on the reputation of those neigh-
bors. The total energy (TE;) obtained directly or indirectly
is used jointly to assess whether the node is recommended
for communication. Mathematically, it is represented in
Equation 3.

TE; = DE; + CIDEy; A3)

D. ENERGY WEIGHT EVALUATION MODULE

The energy weight evaluation module evaluates both the
direct and indirect energy levels of a sensor node. The CH
determines the direct energy, whereas the sensor node’s indi-
rect energy comes from the nearby nodes in the form of a
recommendation for the particular node. The CH maintains
the reputation repository and stores all the necessary infor-
mation regarding the node’s energy levels. In this research,
the reputation of the neighboring sensor node depends on the
number of times it has been identified as unrecommended.
On each occurrence of negative repute for this neighbor, its
weight is decreased by half, and the left-over weights are
uniformly assigned to the remaining neighbors. However,
in a case where the negative reputation of a neighboring
sensor node reaches a predefined threshold value three times
consecutively, the weight of the neighboring node is set to
Zero.

E. CUMULATIVE DECISION MODULE

This module determines whether a sensor node is recom-
mended or not. This decision is based on comparing the
node’s total energy level with the threshold value, which
is 0.5. Based on this threshold, the node is identified as
recommended or not recommended for communication.

F. REPUTATION REPOSITORY

The reputation repository is maintained at the CH level to
archive the information (recommended or not recommended)
received from the cumulative decision module. This reposi-
tory helps determine the reputation of the neighboring node.
This reputation is used in assigning weights to the neigh-
boring nodes while calculating the indirect energy level of
the node. Hence, the nodes that have a bad reputation will
not be assigned any weights at all. Hence, the nodes that
have a bad reputation will not be assigned any weights at
all. This strategy reduces the information overhead, system
complexity and communication cost.

G. AODV PROTOCOL

The Ad-hoc On-Demand Distance Vector (AODV) is one of
the main routing protocols in WSN due to its on-demand
and reactive nature. The working mechanism of AODV is
based on the concept of a routing table, where each node in
the network maintains its own routing table, which consists
of route information from source to destination along with
distance to other nodes [43]. AODV uses control packets of
Route Request (PREQ), Route Response (PREP), and Route
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Error (RERR) to determine the feasible route. The routing
process of AODV is depicted in Fig. 4.

In the route discovery process, the source node broadcasts
the PREQ packet to its neighboring node, whereas each of
the neighboring nodes maintains an active route between the
source and the destination in its routing table and notifies
the source node by sending the PREP packet. Alternatively,
each node broadcasts the PREQ packet to its neighbors. This
process is repeated until the PREQ reaches the destination
or an intermediate node of an active route to the destination
with a sequence number greater than or equal to the PREQ
sequence. After completing the PREQ broadcast step, the
PREP is sent from the destination node in the reverse routing
of the intermediate nodes to the source node. However, when
anode loses connectivity to its next hop, it invalidates its route
by sending PERR to all nodes that could potentially receive its
PREP. Similarly, in the maintenance process, each node can
inform its neighboring node using a broadcast, also known as
Hello packets, as all message exchanges among the nodes are
in the form of hello or control data packets.

During the route request whenever the source node finds
a route to new destination it broadcasts PREQ. SECS mod-
ifies the default AODV protocol by including the additional
one-bit field known as Energy Status Index (ESI), in PREQ
packet to carry ESI information as shown in Fig. 5. ES main-
tains the energy status of node and share this information with
the neighboring nodes.

IV. IMPLEMENTATION OF PROPOSED SCHEME

Algorithms 1 and 2 were used for the calculation of node
energy and weight, respectively. Algorithm 1 takes the current
state of a sensor node (SNi) as input, whereas the second
input parameter is the Time Interval (TI). The change of
mode for any sensor node depends on the application or
domain in which the wireless sensor networks are deployed.
However, this switching of the mode is mostly periodic; in our
experiments, a 40-second interval was considered [36], [37].
This periodic value is also used to determine the state mode of
the respective sensor node. In Algorithm 1, the direct energy
is evaluated from lines 1 to 6, whereas lines 8 to 16 evaluate
the indirect energy of the node. For direct energy, the state is
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FIGURE 5. SECS version of AODV with Energy Status Index field.

evaluated in line 1 of the algorithm. A sensor node’s initial
energy value (Ei) is set to one, provided that the state of the
sensor node lies in multiples of a given periodic interval.
Otherwise, Ei is set to zero to represent the irregularities
in the modes of those sensor nodes. In this research, these
irregularities represent the untruthful behavior of the sensor
node. The irregularities may have some other reasons, such
as the node being under malicious attack; however, these
are not within the scope of current research. The subsequent
step is to multiply Ei by the corresponding energy weight
(W1i), which Algorithm 2 has calculated. In lines 8-15, the
energy value of the sensor node (SNi) is also obtained from
its immediate neighbors. Like direct energy, indirect energy
estimation is multiplied by their respective weights, as shown
in line 16 of the algorithm. In the next line, the overall
neighbor energy value (CIDEi) is obtained by summing up all
the individual neighbor energy values (NEi). The direct and
indirect energy levels are then combined in line 18 to obtain
the cumulative energy value (CEi). In lines 19-25, the CEi-j is
assessed in comparison to the set threshold value (Th) to iden-
tify the sensor node as recommended or not recommended
for communication. This recommendation is then saved in
the repository to obtain the reputation of any sensor nodes,
which is required in Algorithm 2 for the calculation of the
weights.

Similarly, Algorithm 2 (Weight Calculation) dynamically
calculates the weight required as input in Algorithm 1.
Algorithm 2 takes two parameters as input, which are:

o The number of immediate neighbors (INi) of SNi
o Their respective reputation values (RPi)

In this research, the weight values range from 0 to 1,
and both the direct (DW) and indirect (IdW) weights are
set to exactly half, forming a total of 1. At the initialization
of the experiment, there is no reputation available in the
repository; therefore, in this phase, the (IdW) is uniformly
distributed among the Immediate Neighbors (IN). However,
afterward, the IdW is recalculated based on the reputation of
the neighbors. Therefore, rather than uniformly distributing
the weight among the neighbors, it is allocated among the
reputed neighbors only. This reputation is obtained from
Algorithm 1. Lines 8-13 of Algorithm 2 record the number
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Algorithm 1 Energy Calculation

Algorithm 2 Weight Calculation

Input: Current State of Sensor Node CS(SNi), Timer Interval

(TI), Weight (W)

Output: Decision of SN recommendation

1: If CS(SNi) is Wake

2: If CurrentTime is multiple of TI (SNi)

3: Ei=1//Energy Value (Ei)of SNi

4: Else

5: Ei=0

6: endif

7: end if

8: DEi = Wi x Ei// Direct Energy (DEi) of SNi
9: CIDEi = 0// initialization of all neighbor’s energy

value of
//Sensor Node i (SNi) calculated from
neighbor Node j (SNj)
10:  for each neighbor SNj of SNi
11: |
12:  if CS(SNi-j) is Wake
13: if CurrentTime is multiple of TI(SNi)
14: 1dEi-j = 1 // Indirect Energy (Evi)of SNi

/lcalculated from SNj
15: Else
16: IdEi-j=0
17: end if
18: endif

19: NEi-i = IdEi-j x Wi-j // Neighbor Energy (NE) of SNi
20: CIDEi-j = CIDEi-j 4+ NEi-i

21: '}

22: TEi = DEi + CIDEi // Total Energy (TEi) of SNi
23: if TEi > Th

24: mark SNi as recommended

25: save its reputation

26: Else

27: mark SNi as un-recommended

28: save its reputation

29: endif

of Reputed Immediate Neighbors (RIN) that are initialized
on line 7. Fig. 6 displays the proposed SECS flowchart.
Thereafter, the weight is uniformly distributed among these
reputed immediate neighbors, as shown on lines 14 to 17 of
the algorithm.
The steps of the algorithm are as follows:

o Step 1: The CH gets the node state value from its
neighbors, both directly and indirectly.

o Step 2: The cumulative energy value of the questioned
node is determined using its direct, indirect, and weight
values.

o Step 3: Communication is recommended if the node’s
total cumulative energy value is above the threshold.

o Step 4: The node reputation is updated.

o Step 5: The reputation repository at CH is updated
accordingly.
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Input: Number of immediate neighbors of SNi (INi), Repu-
tation of immediate neighbors of SNi (RPi-j)
Output: Energy Weight
I: DWi=05
2: IdWi=0.5
Network Startup

3: for (j=0;j <INj;j++)

4: |

5: IdWi-j = IdWi / INi

6: }
Afterwards

7: RIN = 0 // initialization of Reputed Immediate
Neighbors (RIN)

8: for (j=0;j <INj;j++)

9: {

10: if RPi-j is recommended
11:  Increment RIN

12: end if

13: }

14: for j=0;j < RINj; j++)
15: {

16: IdWi-j = IdWi /RIN

17: }

START

|

Get State value of
sensor node

Get State value of
sensor node from
neighbours

!

Calculate Direct Energy Calculate Indirect Energy
Value Value

l l

«—— Weight Distribution

Cumulative Energy value of sensor node

Not-recommended
for Communication

Reputation
Repository
(at CH)

[

FIGURE 6. Flow diagram of the proposed SECS.

V. RESULTS AND DISCUSSION

The SECS is implemented in the discrete event simulator
OMNET++, which has a graphical user interface. Also,
it deals with the modeling of traffic, protocols, queuing, and
various hardware and complex software-based networks and
systems. The sensor nodes are randomly placed in a 100 m
by 100 m field. The starting energy, processing, and stor-
age capacities of the sink and sensor nodes are equivalent.
For various experiments, the simulation time varies between
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TABLE 2. Parameters for simulation.

Parameters Value

Area 100m x 100m

Placement of nodes Random
Simulated period 200 — 1000 seconds

Traffic pattern UDP

Packet size 50 Bytes
Physical requirement IEEE 802.15.4
Traffic volume CBR

No. of nodes 10-50

Queue type Drop tail
Routing protocol AODV

ESI 1 bit

200 and 1000 seconds. The traffic flow on the network is of
the constant bit rate (CBR) type, and the packet size is set to
50 bytes. The Ad-hoc On-Demand Distance Vector Routing
(AODV) routing protocol is regarded as a basic routing pro-
tocol because of its reactive and on-demand characteristics.
Table 2 displays SECS’s simulation options.

Additionally, the proposed technique is evaluated in a sim-
ulator using the set of performance parameters listed below:

Impact of Residual Energy (RE): Between the node’s
initial and final energy levels, there is an average difference
called residual energy. The increased use of residual energy
shortens the lifespan of the network.

Impact of Communication Cost (CC): The term “com-
munication cost” refers to the typical energy usage during
data packet transmission. The energy level of a node is
quickly depleted by false reporting or the presence of
malicious nodes, which shortens the network’s lifetime.
The overhead and computational cost are directly linked
with communication cost because information overhead
represents the extra data or metadata associated with the
communication process due to any malicious activity in
the network. Whereas the computational complexity refers
to the computational resources needed to solve a problem
or perform an algorithm and linked with all performance
parameters. All three factors play a role in evaluating
the performance, efficiency, and scalability of systems and
algorithms.

Packet Delivery Ratio (PDR): When compared to the
total number of transmitted packets that are expected to reach
the recipient, this metric shows how many packets are suc-
cessfully received. The average packet delivery ratio is the
sum of all the receivers’ ratios for packet delivery.

Impact of Average Network Throughput: The average
throughput, which is a network performance indicator, is the
sum of the data (measured in bits) received by the receiver and
the total time (the period between the first and last packets
received). Bits per second (bps) is the unit used to measure
network throughput.

End-to-End Delay Analysis: The end-to-end delay metric
measures how long it takes a data packet to travel across a
network, taking into account both the time it takes for the
packet to leave its origin and arrive at its destination as well
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FIGURE 9. Packet delivery ratio.

as any delay caused by a cache used to build the route, queue
waiting, and MAC layer relay time. The performance of the
network is improved by reducing the end-to-end delay.

A. IMPACT OF RESIDUAL ENERGY

Since anode’s ability to survive and complete a task on time is
directly tied to its residual energy, that node’s residual energy
is assessed in the first set of experiments. The node’s energy
usage affects how long the network will last. The network’s
lifespan decreases with increasing energy use. The average
energy consumption of nodes in the proposed SECS is shown
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FIGURE 11. End-to-end delay.

in Figure 7, shows how much energy each node in the pro-
posed SECS uses on average. This is compared with an acti-
vation function-based trusted neighbor selection (AF-TNS)
[22], a dynamic multi-hop energy-efficient routing protocol
(DMEERP) [25], and a trust model of dynamic optimization
based on the entropy technique (Trust-Doe) [23]. Unlike other
schemes, the SECS preserves better energy levels through
the selection of trustworthy and energy-conserving nodes
in its design and by keeping track of the nodes’ remaining
energy levels. In comparison to AF-TNS, DMEERP, and
Trust-Doe, SECS conserves energy by 27.18%, 25.26%, and
13.30%, respectively. This is because it takes into account
node behavioral aspects like sleep and wake states, propa-
gates fewer control packets, and takes into account the node
energy level, which reduces overhead and lengthens network
lifetime.

B. IMPACT OF COMMUNICATION COST

In the second scenario, the proposed SECS’s communication
costs are assessed. The quantity of control packets exchanged
between nodes and the energy expended when transmitting
packets are referred to as the ‘“‘communication cost” [38].
The communication cost is conventionally an important com-
ponent of the operational costs in sensor networks due to its
effect on the node residual energy level and the detection
time [39].
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If malicious or low-energy nodes remain undetected for
a long time, they can perform malicious activity through
false reporting or by dropping packets, which reduces the
network’s lifetime. Figure 8 depicts the communication cost
graph for all schemes with node counts ranging between
10% and 50%. The performance of SECS is better with
lower communication costs than the other schemes. This
is due to its selection of energy-aware nodes, while the
other schemes incur higher communication costs due to
the frequent exchange of control messages, false reporting,
and a lower capability in the detection of malicious and
energy-depleted nodes. Hence, they generate more traffic
overhead, which increases the computational cost and short-
ens the network lifetime. Comparatively, SECS exhibits low
communication costs of 27.59%, 25.16%, and 23.01%, com-
pared to AF-TNS [22], DMEERP [25], and Trust-Doe [23],
respectively.

C. IMPACT OF PACKET DELIVERY RATIO

The third set of analyses examined the impact of the packet
delivery ratio (PDR) metric. The average number of success-
fully sent packets from the source to the destination node
is calculated using the packet delivery ratio. Moreover, the
packet delivery ratio (PDR) shows whether the ability and
performance of the proposed protocol are affected due to
the inclusion of malicious and energy-depleted nodes. Fig. 9
represents a plot of the packet delivery ratio (PDR). The
graph represents that when there is a smaller number of
nodes in the network (e.g., 10%), almost all three approaches
behave similarly and yield a packet delivery ratio (PDR)
between 80% and 95%. However, when the number of nodes
increases (20%—50%), the nodes start depleting the energy
level and dropping the packets. The performance of SECS is
still better due to its ability to identify energy-depleted nodes,
thus avoiding them in the selection of the end-to-end path.
The average packet delivery ratio (PDR) achieved by SECS,
AF-TNS [22], DMEERP [25], and Trust-Doe [23] is 82.44%,
78.65%, 74.75%, and 66.76%, respectively.

D. IMPACT OF AVERAGE NETWORK THROUGHPUT

By displaying the network with energy-depleted nodes, this
experiment examines the impact on throughput. The main
objective of this experiment is to confirm the optimal perfor-
mance of the proposed SECS. Fig. 10 shows the comparison
of average network throughput. The graph shows that the
proposed SECS offers a higher throughput when there are
10% energy-depleted nodes as compared to AF-TNS [22],
DMEERP [25], and Trust-Doe [23]. Similarly, when the
ratio of the energy-depleted nodes increases to 20%—50%,
the throughput of our proposed method is still higher than
AF-TNS, DMEERP, and Trust-Doe due to the exclusion
of energy-exhausted nodes. However, with the increase of
energy-depleted nodes up to 50%, a throughput decrease is
witnessed, but the SECS still achieved a considerably higher
throughput than AF-TNS, DMEERP, and Trust-Doe. The
consistency in consideration of node energy level evaluation
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TABLE 3. Performance comparison.

Parameters Value
Residual Communication
Energy  Cost (pkts)

Packet  Network End-
Delivery Throughput to-

?‘;}C‘ffrﬁ: L/l . O Ratio (%) (kbps) End
delay
Q)]
AF-TNS 89 495 81 127 041
DMEERP 92 470 86 140 0.39
Trust-Doe 95 445 90 152 035
SECS 97 395 95 170 021

accommodates seamless transmission and retention of the
throughput of the network by constructing stable routes. As a
result, SECS’s average throughput is 25.69%, 30.68%, and
38.06% greater than those of AF-TNS, DMEERP, and Trust-
Doe, respectively.

E. END-TO-END DELAY ANALYSIS

The typical network delay is examined in this case. This
metric’s primary goal is to investigate the impact of malicious
and energy-starved nodes. A range of packets transmitted
per second was utilized to calculate the overall time (in
seconds), taking into account the data queue and route dis-
covery process delays. The graph in Fig. 11 depicts the
degree of performance comparison. It is observed that SECS,
AF-TNS [22], and DMEERP [25] encounter almost similar
delay levels when the total number of nodes is 10%. However,
when the number of nodes increases to 20% and onward, the
delay between both starts increasing, whereas SECS behaves
slightly differently from the other three schemes (AF-TNS,
DMEERP, and Trust-Doe).

The performance comparison of SECS is done with related
work such as AF-TNS [22], DMEERP [25], and Trust-Doe
[23], which are summarized in Table 3.

From Table 3, it can be observed that the overall perfor-
mance of the proposed SECS is better when compared with
AF-TNS [22], DMEERP [25], and Trust-Doe [23], which is
due to the use of node behavioral aspects and hence increased
network lifetime with enhanced throughput and packet deliv-
ery rates, while lowering latency.

VI. CONCLUSION AND FUTURE WORK

Energy efficiency is highly desirable and an important ingre-
dient in resource-constrained IoT. The use of energy-efficient
methods not only extends the life of the network but also
improves its reliability. In this research, a state-based energy
calculation scheme (SECS) is proposed that evaluates the
node’s energy levels directly and indirectly and isolates the
energy-depleted nodes. Simulations show that the SECS is
effective at improving network lifetime, lowering commu-
nication costs, and increasing network throughput between
nodes. This is because of how it is built and because it takes
into account node behaviors like sleeping and waking states.
We intend to improve SECS’ performance in the future by
including other metrics in the real-world testbed environment,
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such as node mobility, stability period, Quality of Service
(QoS), and other behavioral aspects, using cross-layer and
other methods. This solution is feasible for the IoT networks
where the energy is one of the main concern. The proposed
solution also useful for a wide range of services starting from
healthcare, transportation, education, and smart home appli-
cations. In the future work, we tested the proposed solution
in a test-bed environment to check its efficacy and robustness
in the larger environments.
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