
Received 20 August 2023, accepted 7 September 2023, date of publication 12 September 2023,
date of current version 20 September 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3314629

Quantitative Evaluation Method for Industrial
Control System Vulnerability Based on Improved
Expert Elicitation and Fuzzy Set Method
WENLI SHANG 1, TIANYU GONG2, JING HOU3, JIAYUE LU 1, AND ZHONG CAO 1
1School of Electronics and Communication Engineering, Guangzhou University, Guangzhou 510006, China
2China Industrial Control Systems Cyber Emergency Response Team, Beijing 100040, China
3Information and Control Engineering Faculty, Shenyang Jianzhu University, Shenyang 110168, China

Corresponding authors: Tianyu Gong (gongtian_yu@163.com) and Zhong Cao (zhongc@gzhu.edu.cn)

This work was supported in part by the National Key Research and Development Program of China under Grant 2021YFB2012400, in part
by the National Natural Science Foundation of China under Grant 62173101, in part by the Basic and Applied Basic Research Funding of
Guangdong Province under Grant 2022A1515010865, in part by the Guangzhou Science and Technology Funding under Grant
202201020217, and in part by the Open Fund Project of Information Security Assessment Center of Civil Aviation University of China
under Grant ISECCA-202201.

ABSTRACT For the problems of scientificity and reliability of vulnerability quantitative assessment
method based on attack tree model, we propose an improved expert decision method based on attack
tree model to improve the reliability of expert decision aggregation and solve the problem of insufficient
evaluation data for the vulnerability quantitative evaluation method. Firstly, based on the expert decision
aggregation method, the concept of deviation degree is proposed, and the maximum deviation degree method
is innovatively proposed to screen fuzzy evaluations of experts. Then the deviation degree is taken as one of
the influencing factors of fuzzy evaluations aggregation, and the expert fuzzy evaluations are aggregated to
solve the problem of insufficient evaluation data. Finally, the improved expert decision aggregation method
is combined with the vulnerability quantitative evaluation method based on the attack tree model to quantify
the leaf nodes, security events, and attack sequence events. Using the ship industry control system as an
illustration, we analyze and evaluate the feasibility and scientific validity of the proposed method. This
analysis effectively enhances the reliability of the expert’s fuzzy evaluation summary, solves the problem of
insufficient evaluation data, and provides an important basis for the information security protection of the
industrial control system.

INDEX TERMS Attack tree model, expert fuzzy evaluations, expert decision aggregation, vulnerability
quantitative evaluation, ship industry control system.

I. INTRODUCTION
Industrial control system (ICS), as an important national
infrastructure, has a direct impact on the development of the
economy and trade. Under the influence of traditional IT
networks, ICS is faced with a serious problem of information
security [1]. Especially in recent years, under the background
of the development of the Industrial Internet and 5G Com-
munication Technology, the loss caused by the information
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security of ICS has attracted much more attention from gov-
ernments all over the world.

Initially, due to the limitations of technological devel-
opment, the traditional ICS was closed and independent.
As a result, there is no unified management measure. The
security problems of ICS mainly come from the local area
network and the functions of components [2]. However, with
the development of automation technology and IT network
technology, information technology has been actively applied
in modern ICS [3]. The interconnection of traditional ICS
and IT networks will bring many serious security problems.
Network attacks against ICS are growing at an alarming rate.
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Security incidents have caused huge losses to the govern-
ment and related industries. The U.S. Department of Energy
issued 21 measures to improve SCADA network security,
which explicitly required system vendors to provide security
functions for ICS devices [4]. Nevertheless, the Stuxnet [5]
virus spread through U disk and other devices in the local
area network in 2010 and attacked Iranian nuclear indus-
trial facilities [6], [7], which caused ICS’s security problems
to be widely concerned. The security report from the US
Department of Homeland Security’s Industrial Control Sys-
tems Cyber Emergency Response Team (ICS-CERT) stated
that the number of attacks against ICS in 2016 still reached
290 and increased year by year [8]. ICS security problems
not only lead to the paralysis of key infrastructure, but also
may cause ecological problems, and even cause security acci-
dents [9]. Security threat has gradually become the biggest
challenge faced by industrial control systems, which needs to
be studied and solved urgently [10].
The quantitative analysis of ICS vulnerabilities can effec-

tively recognize the potential risks of the system to make
corresponding defense measures, which has become the
focus of current industry research. Since the control network
structure, functions, and tasks of ICS are usually relatively
fixed [11], [12], vulnerability analysis based on a graphical
model is more suitable for ICS without frequent updates
or modifications [12], [13]. Establishing the vulnerability
correlation model of the evaluation system can better help
security researchers analyze the vulnerability utilization prin-
ciple and attack path, and find information security problems
of the system in time. In addition, quantitative methods
have been widely used in vulnerability assessment based
on graph models, which can better allocate and effectively
utilize information security resources [14], [15]. However,
the modeling and quantification process relies heavily on the
knowledge of security experts, which is usually incomplete
or subjective [16]. This incompleteness and subjectivity will
have a certain impact on the reliability of modeling and quan-
tification. For large-scale complicated ICS, the problems of
incompleteness and complexity of modeling can be solved by
automatic modeling tools and optimization algorithms [17],
[18]. Therefore, how to ensure the reliability and accuracy of
quantitative evaluation is an open problem to be solved.

At present, the vulnerability quantification method based
on the tree model has the problem of insufficient evalua-
tion data and lack of processing of evaluation data, which
makes the scientificity of the evaluation process and the
reliability of the evaluation results affected by certain sub-
jective factors [19], [20]. To solve the above problems and
improve the reliability and scientificity of vulnerability quan-
titative assessment results based on the tree model, this paper
provides an improved vulnerability quantitative assessment
method based on the expert elicitation and fuzzy set (EEAFS)
method. This method has been widely used in reliability
analysis and achieved ideal results [21], [22]. However, this
method can be further optimized in the process of expert

decision-making and collection to improve the scientificity of
expert decision aggregation. Based on the original, we first
propose the concept of deviation degree and the maximum
deviation degree method, which improves the reliability of
the expert decision aggregation method. Through the com-
bination of the improved expert decision aggregation method
and the vulnerability quantitative evaluation method based on
the attack tree model, the scientificity of the evaluation pro-
cess and the reliability of the evaluation results are effectively
improved.

The rest of this paper is organized as follows: The existing
work and its problems are summarized in Section II. The
improved expert fuzzy decision aggregation method is pre-
sented in Section III. Section IV introduces the quantitative
evaluation method based on the attack tree model. A typical
ICS as an evaluation case verifies the feasibility of themethod
proposed through the comparative analysis of different eval-
uation methods and evaluation results in Section V. Finally,
the conclusion is in Section VI.

II. RELATED WORKS
A. FUZZY SET THEORY
Zadeh first proposed the theory of fuzzy sets in 1965 [23].
Traditional probability theory cannot effectively deal with
ambiguous or uncertain events caused by subjective and
objective factors. Fuzzy set theory can effectively deal with
the influence of uncertainty or subjectivity, so it is widely
used in various fields, including many engineering prob-
lems such as reliability analysis and risk assessment. Fuzzy
set theory has been widely used in the evaluation method
based on the fault tree model [24]. The fault tree is used
for fault diagnosis [25] in systems, and the fuzzy fault tree
had been used to analyze and evaluate the reliability of ship
oil tanks [26], the chemical and petroleum industry [27], the
coal mine industry [28], [29], and submarine pipelines [30].
A fuzzy probability Bayesian network (FPBN) approach was
presented for dynamic risk assessment [31]. In the above
methods, EEAFS are used to solve the reliability problem of
the evaluation data. Fuzzy fault tree analysis mainly solves
the reliability problem of evaluation data. However, the above
methods lack expert evaluation and selection process, only
consider the impact of the consistency and importance of
experts, and lack of measurement of the overall deviation
degree of evaluation, whichmakes fuzzy aggregation affected
by the evaluation gap. To solve the above problems, this paper
proposes an improved expert decision aggregation method
based on EEAFS to improve the reliability of expert decision
aggregation and provide reliable evaluation data for vulnera-
bilities quantitative evaluation based on the attack tree model.

In fuzzy set theory, fuzzy numbers can be used to express
uncertain or fuzzy events in the process of analysis and
evaluation of expert knowledge. Fuzzy numbers can be con-
sidered as a set of real numbers ranging from 0 to 1. Fuzzy
numbers describe the relationship between the membership
functionµp (x) and probability P of uncertain events. Among
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FIGURE 1. Membership function image.

all kinds of fuzzy numbers, triangular fuzzy numbers (TFN)
and trapezoidal fuzzy numbers (TZFN) are usually used as
evaluation languages. TFN is a vector (p1, p2, p3), which can
be represented by a set of four tuples P̃

α
= {αi, p1, p2, p3}S,

where α represents the confidence level of TFN. A typical
membership function of TFN is shown in formula (1).

µp (x) =


x − p1
p2 − p1

p1 ≤ x ≤ p2
p3 − x
p3 − p2

p2 ≤ x ≤ p3

0 otherwise

(1)

Similarly, TZFN is a vector (p1, p2, p3, p4), which can be
represented by a set of five tuples P̃α

= {αi, p1, p2, p3, p4}.
A typical membership function of TZFNs is shown in formula
(2).

µp (x) =



x − p1
p2 − p1

p1 ≤ x ≤ p2

1 p2 ≤ x ≤ p3
p4 − x
p4 − p3

p3 ≤ x ≤ p4

0 otherwise

(2)

In this paper, the multi-attribute utility theory is used to
quantify the leaf nodes of the attack tree, so it is necessary
for information security experts to evaluate the attributes of
leaf nodes. Experienced evaluation experts usually have a rig-
orous scientific attitude in the evaluation process. They will
use possibility language to describe the uncertainty of infor-
mation security events, and use TFN and TZFN to quantify
the possibility language [26], [27], [28], [29]. Figure 1 shows
the membership function image corresponding to the fuzzy
number. The language of fuzzy evaluation corresponding to
the fuzzy number is shown in Table 1.

B. ATTACK TREE MODEL
The attack tree (AT) model [32] was first proposed by
Professor Bruce Schneier of Carnegie Mellon University
in 1999. It is intuitive, simple and easy to grasp, but it
needs in-depth research and quantitative analysis, which is
one of the commonly used graphical models in information
security assessment. An AT graphically describes potential
attack scenarios and systematically explains and classifies
how attackers may attack systems or assets [33]. Security

TABLE 1. Fuzzy language.

FIGURE 2. Attack tree model structure.

risk assessment in the industry has long appreciated attack
trees as a means to solve cognitive scalability issues related
to securing large systems [34].

The AT (As shown in Figure 2) model is structured and
hierarchically distributed, which is generated from bottom to
top. Each leaf node of the AT is connected with its parent
node through AND or OR nodes. Leaf nodes represent vul-
nerabilities in the systems or aggressive behavior. Attackers
can AT root nodes only if they satisfy the conditions of leaf
nodes and the corresponding logical conditions. The logical
operator AND means that the root node event can only occur
if all the leaf node conditions under the root node are satisfied
at the same time, and the OR node means that the condition
of any leaf node under the root node can be satisfied.

The quantitative evaluation method based on ATmodel has
been widely used. In reference [35], the AT is used to analyze
the security of the industrial physical network system. The
paper describes the attributes of threats and vulnerabilities
represented by leaf nodes in ATs. The threat and vulnerability
vectors of attack paths are calculated using vector values.
In reference [36], the AT model is used to construct the
potential attack strategy of the attacker in the vehicle control
network, and the attack defense tree is constructed to prevent
the attack. In the above research, although the researchers
used the AT model to analyze security problems accurately,
the detailed risk quantification process is not given, and
its effectiveness is not proven through comparative analy-
sis. In reference [37], the risk analysis of abstract spatial
information systems was carried out by using the improved
AT model. The evaluation results can effectively solve the
problem of security risk assessment of information systems
based on space. In reference [38], the AT model was used
to evaluate the threat and vulnerability of intelligent vehicle
control systems. This method carries out a detailed analysis
of the system threat and risk analysis and determines the risk
assessment level by evaluating the risk. In reference [39],
[40], [41], an AT model was used to model the vulnerability
of rail transit, mobile intelligent terminals and power physical
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systems, and to evaluate the risks of the system. Although
the detailed quantitative risk assessment method and process
were given in the above research, the traditional probability
assessment method does not solve the problem of uncertainty
event quantification, and the probability assessment method
will have a certain impact on the reliability of the assessment
results. In reference [42], [43], [44], [45], [46], [47], the
AT model was used to evaluate the vulnerability of airborne
systems, ICS, and military business systems respectively,
and the security attribute weight determination method was
proposed. In order to solve the problem of uncertainty event
quantification, a vulnerability quantitative evaluation method
based on AT and fuzzy set theory is proposed [48]. However,
to some extent, it only solves the problem of uncertainty
event quantification and evaluation scientificity and cannot
effectively solve the problem of insufficient evaluation data.

To solve the problem of reliability of expert decision
aggregation and lack of evaluation data, an improved expert
elicitation and fuzzy set (IEEAFS)method for expert decision
aggregation is proposed in this paper, which is combined with
the vulnerability quantitative evaluation method based on AT
model. In contrast to existing studies, this work has threemain
innovations.

(1) Set the maximum deviation degree when collecting fuzzy
evaluations from experts, and if an expert’s evaluation is
lower than themaximumdeviation degree, ask that expert
to reevaluate.

(2) Introduce the deviation degree when calculating the com-
prehensive weights. Calculate the comprehensive weight
factor through the relative consistency of experts, expert
importance degree and deviation degree weight. Suppose
the deviation of the fuzzy evaluation of an expert from
the overall evaluation is larger. In that case, the reliability
of the expert’s evaluation is lower, and the weight it
occupies is smaller.

(3) Combine with the quantitative vulnerability assessment
method of AT to solve the problem of insufficient evalu-
ation data in the quantitative evaluation method based on
the AT model.

III. IMPROVEMENT OF EXPERT DECISION AGGREGATION
METHOD BASED ON EEAFS
This section proposes a decision aggregation method based
on IEEAFS. In a traditional expert decision aggregation
algorithm, there are the following problems: a) The method
only collects and aggregates expert evaluation, lacking the
screening process of expert evaluation. b) In the process of
expert decision aggregation, only the relative consistency
of experts and the influence of weight factors on fuzzy
evaluation aggregation are considered, and the deviation
degree is not measured. The above problems make the fuzzy
aggregation results affected by those that deviated from the
evaluation, which seriously affects the reliability of the eval-
uation results.

FIGURE 3. Quantitative vulnerability assessment process.

TABLE 2. Fuzzy assessment standard.

In order to solve the above problems, the concept of devi-
ation degree is introduced on the basis of the traditional
method, and the maximum deviation degree method is put
forward innovatively. The deviation degree is used to screen
expert evaluation, and it is regarded as one of the influencing
factors of the aggregation factors of expert fuzzy evaluation to
reduce the influence of the too large gap of expert evaluation
on the evaluation results and improve the reliability of fuzzy
aggregation. The flow chart of the expert decision aggrega-
tion method based on IEEAFS is shown in Figure 3.

Firstly, an expert evaluation group is set up to collect the
fuzzy evaluation of each security attribute at the leaf node
by each expert under the condition of anonymity among
the expert members. Then, the deviation degree is used to
screen the expert evaluation and judge whether the fuzzy
evaluation of each expert meets the Hj ≤ Hmax condition.
If it meets the condition, the relative consistency of experts,
the weight factor of experts and the weight proportion of
deviation degree are calculated respectively to determine the
aggregation weight factor. If it is not satisfied, the expert
fuzzy evaluation deviation degree and the mean value of the
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evaluation set data are fed back to the experts who do not
meet the requirements for re-evaluation. Finally, the expert
evaluation is aggregated to get reliable evaluation results.

A. FUZZY ASSESSMENT COLLECTION
The possibility of security incidents is affected by many fac-
tors. The AT leaf nodes that represent system vulnerabilities
or attack behaviors are affected by three factors: attack diffi-
culty, attack cost, and detected possibility. In order to attack
the target system, the attacker will carefully consider the
influencing factors to make rational use of the vulnerability
of the system and adopt effective attack methods, so as to
improve the success rate of the invasion.

Although the attacker will pre-evaluate before attacking
the system, there are still many uncertainties. Traditional
probabilistic assessment techniques cannot effectively repre-
sent uncertain events, so it is necessary to use fuzzy numbers
to deal with uncertain events. In addition, using a single
expert knowledge for evaluation can affect the reliability of
the evaluation results. To effectively reduce the impact of
single expert knowledge on the reliability of the evaluation
process and results, it is necessary to collect fuzzy evalua-
tions made by multiple information security experts on the
attributes of the AT leaf nodes. After evidence aggregation
algorithm processing, more reliable evaluation results can be
obtained. The assessment standard for leaf node attributes
is shown in Table 2 (F.L. represents fuzzy language). The
attack cost is proportional to the evaluation level and inversely
proportional to the fuzzy language. The difficulty of attack
and discovery are the same.

B. FUZZY EVALUATION SCREENING STAGE
According to the fuzzy evaluation of leaf nodes by experts
collected, it is necessary to screen them to improve the
reliability of fuzzy aggregation. The expert evaluation and
selection process mainly includes the following aspects.

Step1: Calculation of deviation degree
The evaluation of different security attributes by experts

will directly affect the reliability of the evaluation results.
To improve the reliability of fuzzy aggregation, the distance
between the whole fuzzy number evaluation data set is used
to express the degree of deviation of expert evaluation, and
the evaluation with excessive deviation is screened. The fuzzy
evaluation data set of the ith security attribute Ai of each
evaluation expert is

(
P̃1i, P̃2i, P̃3i · · · P̃ni

)
.

The mean value ¯̃ϕi of the evaluation data set is calculated,
and its calculation formula is shown in (3).

¯̃ϕi =
1
n

∑n

j=1
P̃ji (3)

Then, the deviation degree of each expert fuzzy evaluation
from the whole evaluation set is determined. According to the
fuzzy evaluation data set of the ith security attribute Ai and
the mean value ¯̃ϕi of the evaluation set, the deviation degree
Hj between the expert evaluation data and the evaluation data

FIGURE 4. Scenario 1: Schematic diagram of deviation confirmation.

FIGURE 5. Scenario 2: Schematic diagram of deviation confirmation.

as a whole can be calculated. If the fuzzy evaluation proba-
bility of the jth expert on the ith security Attribute is P̃ji =

(a1, a2, a3, a4) and the mean value is ¯̃ϕi =
(
b̄1, b̄2, b̄3, b̄4

)
.

The calculation formula of the deviation degree of the jth
expert is shown in (4).

Hj =

√
1
4

∑m

j=1

∣∣∣(P̃ji − ¯̃ϕi

)∣∣∣ (4)

where Hj indicates the deviation degree of expert fuzzy eval-
uation from the whole evaluation set. The value ofHj directly
reflects the reliability of the expert evaluation. In order to
improve the reliability of fuzzy evaluation aggregation, it is
necessary to calculate the maximum deviation degree to
achieve the screening of expert evaluation.

Step2: Calculation of maximum deviation degree
At present, there is not a specific and accurate method to

determine Hmax in the academic circle. Usually, the method
of direct assignment is adopted according to the specific
evaluation situation. This method has strong subjective fac-
tors and lacks certain scientificity. This paper creatively uses
the image characteristics of the membership function in the
traditional expert decision aggregationmethod and uses fuzzy
evaluation mean and Euclidean distance to determine the
upper limit of deviation degree.

In order to calculate the maximum deviation degree, the
fuzzy evaluation data set with the ith security attribute is(
P̃1i, P̃2i, P̃3i · · · P̃ni

)
and the fuzzy mean value is ¯̃ϕi, and

the fuzzy evaluation is P̃. It should be noted that there are
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three situations for the composition of the evaluation data set.
First, the fuzzy evaluation set consists of TFN and TZFN;
second, the fuzzy evaluation set consists of TZFN; third, the
evaluation data set consists of TFN.

When the mean value ¯̃ϕi of fuzzy evaluation and the TFN
P̃ is shown in Figure 4, i.e. b1 ≤ a1 ≤ b4. In this paper,
it is defined that when the shadow area of the membership
function image S = 0, a1 = b4, the expert fuzzy evaluation
P̃ has deviated from the edge of the overall evaluation level,
and the maximum deviation degree HTFN−max can be calcu-
lated by Euclidean distance. When the mean value of fuzzy
evaluation ¯̃ϕi is opposite to the position of fuzzy number P̃,
i.e. b1 ≤ a3 ≤ b4, and S = 0, a3 = b1, the maximum
value HTFZN−max of the maximum deviation degree can be
calculated by Euclidean distance. We can obtain the value of
HTFN−max = HTFN−max1, when HTFN−max1 = HTFN−max2.
When the mean value ¯̃ϕi of fuzzy evaluation and the TZFN

P̃ have the position relationship as shown in the Figure 5,
i.e. b1 ≤ a1 ≤ b4, and S = 0, a1 = b4, the maximum
deviation degreeHTZFN−max1 can be calculated themaximum
deviation degree can be calculated by Euclidean distance.
When the mean value of fuzzy evaluation ¯̃ϕi is opposite to
the position of fuzzy number P̃, i.e. b1 ≤ a4 ≤ b4, and S =

0, a4 = b1, the maximum valueHTZFN−max2 of themaximum
deviation degree can be calculated by Euclidean distance.
We can obtain the value ofHTZFN−max = HTZFN−max1, when
HTZFN−max1 = HTZFN−max2.

So, we can obtain Hmax = min {HTFN−max ,HTZFN−max}.
According to the above, the deviation degree of the jth

expert’s evaluation on the ith security attribute should meet
the following conditions.

0 ≤ H j ≤ Hmax (5)

When the fuzzy evaluation set is divided into the second
and the third cases, the maximum deviation degree method is
the same as the above principle.

In order to measure the deviation degree of the whole fuzzy
evaluation set, the overall deviation degree HJ of the fuzzy
evaluation defining the ith security attribute of the leaf node
is shown in formula (6).

HJ =
1
n

∑n

j=1
Hj ≤ Hmax (6)

Step3: Selection of expert evaluation If the deviation
degree of any expert’s fuzzy evaluation meets HJ ≤ Hmax ,
it shows that the data of the expert’s fuzzy evaluation meets
the reliability condition, and the expert’s evaluation set can
be further processed by fuzzy aggregation. If the deviation
degree of any expert’s fuzzy evaluation does not satisfy the
deviation degree condition HJ ≤ Hmax , the fuzzy evaluation
of that expert needs to be re-evaluated. We need to recalculate
the deviation degree of the expert’s evaluation until the devi-
ation degree condition is been satisfied. Expert evaluation
provides a reliable guarantee for the quantitative assessment
of vulnerability.

C. FUZZY EVALUATION AGGREGATION STAGE
Step1: Computation of similarity degree In order to better
reflect the similarity between different evaluations, the simi-
larity matrix SM is used to represent the relationship between
different evaluations. The similarity matrix SM is shown in
formula (7).

SM =


S11 S12 · · · S1n
S21 S22 · · · S2n
...

...
. . .

...

Sn1 Sn2 · · · Snn

 (7)

Each element Sij in the similarity matrix SM refers to the
similarity degree of different experts Exi and Exj for the same
attribute evaluation, and it can also refer to the similarity
between P̃i and P̃j. The formula for calculating the similarity
degree S(P̃i, P̃j) is shown in (8).

S
(
P̃i, P̃j

)
= 1 −

1
4

∑4

i=1,j=1

∣∣ai − aj
∣∣ (8)

In Formula (8), the similarity degree (P̃i, P̃j). When the
expert’s opinion Exi is in complete agreement with Exj,
S(P̃i, P̃j) = 1. In the process of calculating similarity mea-
sure, TFN should be transformed into TZFN for calculation.

Step2: Calculation of expert average agreement degree
According to the similarity matrix SM, the average agreement
degree AA (Exi) of the ith experts is calculated, and the for-
mula is shown in (9).

AA (Exi) =
1

n− 1

∑n

i̸=j
S

(
P̃i, P̃j

)
(9)

Step3: Calculation of relative agreement degree of experts
According to the average agreement degree of experts, the
relative agreement degree of experts RA (Exi) is calculated.
The calculation formula is shown in (10).

RA (Exi) =
AA (Exi)∑n
i=1 AA (Exi)

(10)

Step4: Calculation of expert importance degree
Expert knowledge is influenced by many factors, such as

education background, job position, work experience and
age, which lead to different evaluation results. Considering
the influence of these three factors on the evaluation process
and results, it is necessary to determine the weight factor
W (Exi) of different experts in the evaluation. The calculation
formula is shown in (11).

W (Exi) =
w (Exi)∑n
i=1 w (Exi)

(11)

where W (Exi) refer to the expert weight, w (Exi) is the ith
expert weight factor score. This paper determines the weight
of experts using the method in [28]. Weighting scores for
experts’ significant degree are defined in Table 3.
Step5: Calculation of expert deviation degree weight
This paper defines that the greater the deviation of expert

fuzzy evaluation from the overall evaluation, the lower the
reliability of expert evaluation and the smaller the weight in

101012 VOLUME 11, 2023



W. Shang et al.: Quantitative Evaluation Method for ICS Vulnerability

TABLE 3. Weighting scores of different experts.

the process of fuzzy set. The weight calculation formula of
expert deviation is shown in equation (12).

Wh (Exi) =

1
Hj∑n
j=1

1
Hj

=
1

Hj
∑n

j=1
1
Hj

(12)

Step6: Calculation of aggregation weighting factor
The aggregation weight factor of fuzzy evaluation can

be obtained according to the calculated relative consistency
of experts, expert importance degree and deviation degree
weight. The calculation formula is shown in (13).

C (Exi) = αW (Exi)+βWh (Exi)+(1−α−β)RA (Exi)
(13)

In Formula (13), β, α(0 ≤ β ≤ 1, 0 ≤ α ≤ 1) is a relax-
ation factor, which is used to balance the relative agreement
degree RA (Exi), the expert importance degree W (Exi) and
the expert deviation degree Wh (Exi). In this paper, we set
α =

1
3 , β =

1
3 .

Step7: Fuzzy aggregation
According to the aggregation weight factor of different

experts, the final evaluation result P̃Ai is obtained by fuzzy
aggregating the evaluation of multiple experts. The corre-
sponding calculation formula is shown in (14).

P̃Ai =

∑n

i=1

(
C (Exi) × P̃i

)
(14)

IV. FUZZY ATTACK TREE VULNERABILITY
QUANTIFICATION ASSESSMENT METHOD
Through the collection, selection and aggregation of expert
fuzzy evaluation, the reliability of fuzzy aggregation is
improved. In addition, because expert evaluations are easy
to collect, the problem of insufficient evaluation data is also
solved, which can provide a reliable evaluation for vulnerabil-
ity quantitative evaluation based on AT model. The detailed
quantification analysis process is as follows.

Step1: Quantification of AT leaf nodes
In this paper, the expert inspired and fuzzy set theory

expert decision aggregation method is combined with the
vulnerability quantification evaluation method based on AT
model to solve the problem of insufficient evaluation data and

reliability of evaluation data. In order to ensure the integrity
of this study, this paper refers to the AT leaf node quantifi-
cation method in [41], [42], [43], and [44] and its specific
quantification formula is shown in (15) and (16).

P̃α
Ai = [b1 + α (b2 − b1) , b4 − α (b4 − b3)] (15)

P̃α
SEk = Wcost × P̃α

SEcost k +Wdiff × P̃α
SEdiff k

+Wdet × P̃α
SEdet k

(16)

Wcost,Wdiff,Wdet are the weight factors of attack cost,
attack difficulty and detected possibility respectively. The
weight factor satisfies Wcost + Wdiff + Wdetk = 1. P̃α

SEk
is the interval probability of the occurrence of leaf node
events with (1 − α)% degree of confidence. P̃α

SEdiff k
is the

interval probability of attack cost with (1 − α)% degree of
confidence. P̃α

SEdet k
is the interval possibility of attack dif-

ficulty with (1 − α)% degree of confidence. P̃α
SEdet k

is the
interval detected possibility with (1 − α)% degree of con-
fidence. Formula (15) uses α − cut principle to determine the
confidence interval of fuzzy evaluation and improve the relia-
bility of evaluation. Where α (α ∈ [0, 1]) is confidence level.
To compare with literature [48] under the same conditions,
we take α = 0.05 in this paper.

In this paper, the weights of formula (16) are obtained after
processing by analytic hierarchy process. The corresponding
weights areWcost = 0.37, Wdiff = 0.35, Wdet k = 0.28.

Step2: Calculation of security events and attack sequences
According to the characteristics of AT structure, leaf nodes

are connected with their parent nodes through logical nodes
AND and OR. The interval probability formula for the occur-
rence of the parent node event En of leaf nodes connected by
the logical AND is shown in (17).

P̃α
E =

∏k

i=1
P̃α
SEk (17)

The interval probability formula for the occurrence of the
parent node event En of leaf nodes connected by the logical
OR is shown in (18).

P̃α
E = 1 −

∏k

i=1

(
1 − P̃α

SEk

)
(18)

Attack sequence refers to a set of leaf nodes representing
attack behavior or system vulnerabilities. In the attack subtree
where the leaf node and its parent node are connected by the
logical node AND, all the leaf node conditions need to be
satisfied at the same time in order to complete an attack. The
leaf node and its parent node are connected by logical node
OR in the attack subtree, which satisfies the condition of any
leaf node to complete an attack. The attack sequence Sqk ={
P̃Sq1 , P̃Sq2 , · · · P̃Sqn

}
is defined, and the interval probability

of the attack sequence occurring is shown in formula (19).

P̃α
Sqk = P̃α

SE1 × P̃α
SE2 × · · · × P̃α

SEk (19)

Step3: The process of defuzzification
In order to get the final precise probability value and

facilitate the analysis and comparison of vulnerability risk,
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it is necessary to defuzzify the fuzzy numbers. In this paper,
the area center method is used to realize the defuzzification,
and its algorithm is shown in formula (20).

Pdefuzzication=

∫
xµp (x) dx∫
µp (x) dx

=

∫ a2
a1

x−a1
a2−a1

xdx+
∫ a3
a2
xdx+

∫ a4
a3

a4−x
a4−a3

xdx∫ a2
a1

x−a1
a2−a1

dx+
∫ a3
a2
dx+

∫ a4
a3

a4−x
a4−a3

dx

=
(a4+a3)2−a4a3−(a2+a1)2+a2a1

3 (a4+a3−a2−a1)
(20)

V. CASE ANALYSIS
A. FUZZY EVALUATION AGGREGATION STAGE
Based on the quantitative vulnerability assessment method
proposed in this paper, the Ship Industry Control System
(SICS) is used as a case to evaluate and analyze. Ships are
an important means of transportation for maritime transport,
which is of great significance to national economic devel-
opment and foreign trade. Once a ship leaves the port and
sails to the sea, it is like a city moving at sea. Its security
is very important. With the development of automation tech-
nology and electronic information technology, modern SICS
has eliminated the shortcomings of traditional SICS, such
as closed, single control, low flexibility and lack of unified
management, to realize integrated automation control of the
whole ship. The architecture of the ship integrated automation
control network is shown in Figure 6.
There are three main levels: management level, monitoring

level and field equipment level. Field equipment level con-
sists of field instruments, intelligent I/O units and controllers.
Field equipment is distributed in different compartments due
to their different functions. They are controlled by controllers.
The controller transmits the collected control parameters to
the monitoring layer through the gateway for processing and
analysis, and stores them in the historical database. Man-
agement achieves unified management of the monitoring
layer through the network connection. The management can
exchange data with the remote-control center through the
satellite public network. At the management level, the Elec-
tronic Chart and Information System (ECDIS) is responsible
for the real-time state of ship navigation. It integrates the
comprehensive information of the Global Positioning Sys-
tem (GPS) and the Automatic Identification System (AIS).
GPS realizes ship navigation through remote satellites. AIS
accomplishes navigation and communication between ships
through ship-to-ship, AIS shore-based equipment and remote
satellites.

Modern ship control network adopts intelligent, net-
worked, digital, modular and integrated control to compre-
hensively monitor and manage the ship’s resources, so that
the equipment can run safely and reliably. Although this
improves the ship’s control efficiency and reduces the con-
trol difficulty, it also makes SICS network nodes numerous,
branches complex and a huge data flow. Especially with
access to the Internet, the vulnerability of SICS itself is

FIGURE 6. Ship control network architecture.

FIGURE 7. Attack tree model of ship control system.

exposed to the network. Some SICS lack cyber security pro-
tection and are very vulnerable to cyber-attack, which can
even lead to the ship being hijacked. Therefore, the cyber
security of ship control systems is especially important.

The sophisticated network environment led attackers to
tend to take multiple actions to achieve their goals [49]. The
attacker will take advantage of the vulnerability of the system
to invade, control and even destroy the ship control network in
various ways. Attackers can use external public networks to
intrude into the system. Firstly, attackers violently crack the
encryption algorithm of information transmission and steal
important data in the transmission process. Then, the impor-
tant sensitive parameters in SICS are stolen through remote
database injection. Finally, the remote execution of arbitrary
code systems to control SICS management by exploiting the
vulnerabilities in the mail. Attackers can attack GPS and AIS
through private networks. By forging the GPS signal and
tampering with the real-time data displayed in the GPS, the
ship deviates from its original course. Taking advantage of
the vulnerability of AIS software, the ship is forced to change
course by sending wrong instructions to AIS. Attackers can
also send a large amount of data to AIS, improve the fre-
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TABLE 4. The meaning of leaf nodes.

quency of data exchange, and seriously interfere with ship
navigation.

The controller is an important target of attackers. The
attacker can first crack the controller link password through
an external device. Then, it establishes a link with the con-
troller to obtain access rights beyond the authority. Finally,
denial-of-service attacks are used to exploit the controller
buffer overflow vulnerability, which affects the availability
of the controller. Industrial viruses also pose a great threat
to control systems. For example, the Stuxnet virus [5] is
injected into the control system by physical ferry through a U
disk. It uses the vulnerability of system software to complete
the process of self-installation and diffusion to control and
destroy the control system. In addition, an attacker can estab-
lish a connection with slave devices through external devices
and use denial-of-service attacks to affect the availability of
field devices to attack SICS.

Through the vulnerability analysis of the ship control sys-
tem, the relationship between vulnerabilities is determined
and the AT model is established. The AT model is shown in
Figure 7, and the meaning of each node is shown in Table 4.
In order to complete the collection evaluation, three experts

engaged in information security work are selected from a
large number of candidate experts to form an evaluation team,
and the evaluation of security attributes by each expert is
collected. The collected results are shown in Table 5.

Due to the repeated collection, screening and feedback
process of expert fuzzy evaluation, the cycle is relatively long

TABLE 5. Results of different expert assessments.

TABLE 6. Deviation degree and maximum value of security attribute
assessment set.

and complex, which cannot be reflected in the paper in detail.
The fuzzy evaluation results in Table 6 are obtained by several
rounds or evenmultiple rounds of screening and re-evaluation
and meet the deviation condition of fuzzy evaluation.

According to the deviation degree data in Table 6, the
overall deviation degree of each leaf node’s security attribute
evaluation set meets the conditions. It can be explained that
after the concept of deviation degree screens the expert eval-
uation, the credibility of the expert fuzzy evaluation can
be improved so as to improve the reliability of the fuzzy
aggregation.

Then the weight of relative consistency, weight factor and
deviation degree of experts are calculated. The relative con-
sistency of experts can be calculated by the formula (7), (8),
(9), and (10). Table 7 shows the specific information of each
evaluation expert and the weight index to the importance of
the expert calculated by the formula (11). Using the formula
(12) to determine the deviation degree of fuzzy evaluation of
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TABLE 7. Assessment expert information form.

FIGURE 8. Probability distribution histogram of security event.

FIGURE 9. Probability distribution histogram of attack.

experts from the overall evaluation. Finally, reliable evalua-
tion data can be obtained by fuzzy aggregation.

The method of Section III-C is used to analyze the AT
model. Firstly, leaf nodes are quantified, and then the prob-
ability of the security event and attack sequence event is
calculated. Finally, the evaluation results are fuzzed to obtain
accurate vulnerability risk values. Through the analysis of
the AT model, six kinds of security events that can directly
threaten the SICS are identified. From the perspective of
the attacker, 10 attack sequences that can directly threaten
the ship control network are determined. The probabilities
of security events and attack sequence events obtained by
calculation are shown in Table 8 and Table 9, respectively.

Because the security attributes of ‘‘Attack Cost’’, ‘‘Attack
Difficulty’’ and ‘‘Detected Possibility’’ are difficult to be
measured by objective data, the evaluation method based
on the AT model suffers from the problem of insufficient
evaluation data. In this paper, the expert decision aggregation
methods of EEAFS and IEEAFS are combined with the
quantitative evaluation method based on the AT model to
solve the problem of insufficient evaluation data in the current

TABLE 8. The probability of security event.

TABLE 9. The probability of attack sequences.

TABLE 10. Comparison of advantages and disadvantages of EEAFS and
IEEAFS.

TABLE 11. Comparison of advantages and disadvantages of various
vulnerability quantitative assessment methods.

evaluation method based on the AT model. At the same
time, the feasibility and scientificity of the proposed method
are verified by comparing several quantitative evaluation
methods based on ATmodel. The probability distribution his-
togram of quantitative evaluation results is shown in Figure 8
and Figure 9, respectively.

The advantages and disadvantages of EEAFS and IEEAFS
methods are shown in Table 10 and the advantages and
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disadvantages of various vulnerability quantitative assess-
ment methods based on AT model are shown in Table 11.

B. FUZZY EVALUATION AGGREGATION STAGE
According to Figure 6, Figure 7 and Table 11, the methods
EEFAF and IEEAFS are analyzed as follows. The method
of EEFAS in the fuzzy aggregation process only collects
and aggregates the fuzzy evaluation of experts, but lacks
the screening process of fuzzy evaluation. In the process of
fuzzy aggregation, only the relative consistency of experts
and the weight factor of experts are considered. The lack
of measurement of the degree of expert deviation will make
the fuzzy aggregation results affected by the evaluation of
excessive deviation and seriously affect the reliability of the
evaluation results.

Based on the traditional method, this paper introduces the
concept of deviation degree and puts forward a newmaximum
deviation degree method. To reduce the impact of the expert
evaluation gap on the evaluation results and improve the
reliability of fuzzy aggregation, the degree of deviation is
selected as one of the influencing factors.

For Figure 8 and Figure 9, the main reason for the small
difference between the two methods is that the evaluation
data sets processed by the expert decision aggregationmethod
after the improvement are from Table 6. The evaluation
data in Table 6 are the evaluation results obtained after the
collection, screening and reevaluation of expert evaluation.
In EEAFS, there is no process of selecting, feedback and
reevaluation of expert fuzzy evaluation. When the fuzzy eval-
uation of the same security attribute made by various experts
is too different, the evaluation results of security events and
attack sequences will greatly deviate from the evaluation
results of IEEAFS, and even the vulnerability risk ranking
will be different, which will seriously affect the reliability of
the evaluation results.

Through the above analysis, the following conclusions are
drawn: the improved expert decision aggregator proposed in
this paper improves the scientificity of the expert decision
aggregation process and the reliability of aggregation results.

According to Figure 8, Figure 9 and Table 11, a variety of
vulnerability quantitative assessment methods based on AT
model are analyzed as follows.

The vulnerability quantitative evaluation method in litera-
ture [41], [42], [43], [44] is based on the classical probability
theory (CP-AT). There are two problems in the evaluation
method of classical probability theory. (1) Classical proba-
bility theory can’t solve the problem of quantifying uncertain
events, which leads to information loss in the evaluation pro-
cess. (2) Traditional methods lack the process of collecting,
screening and aggregating expert evaluation data, which leads
to the evaluation results being influenced by human subjec-
tive factors. The above causes directly lead to the probability
of security events and attack sequence events, which deviates
greatly from the method proposed in this paper.

The vulnerability quantitative evaluation method in liter-
ature [48] is based on fuzzy theory and attack tree (F-AT).

Although the method solves the problem of uncertainty event
quantification and scientific evaluation criteria, and avoids
the problem of information loss in the evaluation process,
the method still fails to solve the problem of reliability of
evaluation data. The reliability of expert evaluation data is
the main reason for the high evaluation results.

Through the above analysis, it is proved that the vulnera-
bility quantitative assessment method proposed in this paper
is feasible and can effectively improve the scientificity of
the assessment process and the reliability of the assessment
results.

According to Figure 8, the order of possibility of security
event En occurrence is E4 > E5 > E3 > G3 > E6 >

E1. From Figure 9, the order of possibility of attack sequence
occurrence is SA3 > SA4 > SA2 > SA6 > SA5 > SA10 >

SA1 > SA7 > SA8 > SA9 .
It can be seen from the above results that among ship

control systems, the communication system is the most vul-
nerable target to network security threats. Attackers force the
ship to change course or even hijack the ship by attacking
the AIS or GPS, which poses a great threat to the safety of
the ship. Attackers can also break into the communication
network, steal transmission data, ship control parameters, and
even deeply penetrate the ship’s internal network. The con-
troller is the key equipment in charge of network control and
equipment operation inside the ship. Through the network
to achieve the illegal intrusion of the controller, the attacker
obtains the control authority of the ship control system,
affects its availability, and even destroys and paralyzes the
SICS. Injecting worms into the control network via external
mobile devices can also have serious consequences for SICS.
This virus is less likely to occur because of its difficulty in
design, high specificity and poor concealment of the injec-
tion process. Attacks on remote I/O units mainly come from
inside the ship. Attackers establish connections with remote
distributed I/O systems through external physical devices and
use denial of service attacks to affect the availability of I/O
devices.

The results of a vulnerability quantitative assessment can
effectively reflect the risks of the target system. However,
there is no necessary relationship between the level of risk
and the occurrence of events. Although the feasibility of
some safety incidents is low, once they happen, they will
lead to serious adverse consequences. Therefore, any risk
should be attended to and security measures should be taken
accordingly.

VI. CONCLUSION
In this paper, an IEEAFS-based expert decision aggregation
method is proposed, which is combined with the vulnerability
quantitative evaluation method based on AT model. This
method can improve the reliability of the expert decision
aggregation method, and solve the problem of insufficient
evaluation data of existing vulnerability assessment methods
based on AT model. The feasibility and scientificity of the
proposed method are proved by comparing the evaluation
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results and analyzing the advantages and disadvantages of
various methods. Through the analysis of the evaluation case
results, the system’s existing security risks are determined,
which can provide an important basis for the information
security protection of the industrial control system.

The industrial control system is a complex and huge control
network. With the continuous development of the Internet,
the complexity of industrial control systems is increasing,
and its vulnerability is constantly exposed on the Internet.
The complex network makes the hierarchical structure of
AT model more complex, which leads to a serious model
explosion and seriously affects the reliability of quantita-
tive evaluation of information security. Although this paper
improves the reliability of fuzzy aggregation to a certain
extent and solves the problem of insufficient evaluation data,
it is based on expert knowledge and traditional probability
theory, so the evaluation process will be affected by human
subjective factors. The future work will focus on how to get
real data through semi-physical simulation [50] to further
improve the reliability of the assessment results. The obtained
assessment results are also used as a basis for intelligent
deployment of the system [51].
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