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ABSTRACT This study presents a method based on elementary logic and arithmetic operations to enhance
the cryptographic properties of Substitution Boxes (S-Boxes). S-Boxes are a crucial component of cryp-
tosystems, as they apply the confusion principle to information before it is encrypted, making them vital for
ensuring the security of sensitive information transmitted through insecure channels. The proposed method
employs bitwise XOR, Modular Addition, and Circular Shift operations, which are applied to selected
S-Boxes, resulting in numerous S-Box variants that have no fixed points or reverse fixed points. We found
that some of these variants can increase nonlinearity when using modular addition or circular shift operations
and are therefore more suitable for use in cryptosystems. Our study contributes to the understanding of how
S-Boxes can be enhanced by elementary logic and arithmetic operations. We recommend using the proposed
method with the bitwise XOR operation when the S-Box has high nonlinearity (112) but requires removing
fixed points and reverse fixed points. Otherwise, first use modular addition or circular shift operations to
increase nonlinearity.

INDEX TERMS Substitution box, nonlinearity, fixed points.

I. INTRODUCTION
Currently, telecommunications play an essential role in peo-
ple’s daily lives, and this importance has increased consid-
erably due to the COVID-19 pandemic. When the pandemic
broke out, most daily activities turned to the Internet, so infor-
mation traffic multiplied in a short period of time [1], [2].
The current situation has brought to light the importance of
safeguarding personal information, and has reignited interest
in the area of information security. Additionally, it has empha-
sized the difficulties of securely sharing sensitive data, such
as financial or medical records, through potentially insecure
communication channels [3], [4].
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A widely used measure to address these problems is cryp-
tography, a field of study responsible for protecting infor-
mation through mechanical or mathematical transformations.
Cryptography is employed to encrypt information before
transmission. Currently, various types of data such as images,
videos, text, and audio can be encrypted and transmitted [5],
[6]. Block cipher systems, the focus of this study, are amodal-
ity where the format of the information is irrelevant as all
data is divided into blocks that are encrypted and transmitted
independently.

The cryptosystems implemented by computers are based
on mathematical algorithms. Currently, the techniques used
to model the most advanced cryptosystems are based on
mathematical functions with high complexity and compu-
tational cost, which are difficult to process by conventional
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computers [7], [8]. However, a series of studies [9], [10] have
shown that the complexity of themathematical functions used
in cryptosystems does not matter since these are based on
operations that are applied sequentially to the information
that is processed, so they can be easily broken. Therefore,
the solution is to apply the confusion principle [11] to the
information before encryption. This is the purpose of the
components known as Substitution Boxes (S-Boxes), which
are the most important nonlinear building blocks in cryp-
tosystems [10].
S-Boxes can be divided into two categories. The first cat-

egory consists of static S-Boxes that are represented by a
table. These S-Boxes are built using dynamic [10], [12], [13]
or discrete [14], [15], [16] nonlinear systems. The second
type of S-Boxes are called dynamic S-Boxes [17], [18], [19].
They are generated with each block of data they process and
are not represented by a static table. A quick comparison
between dynamic and static S-Boxes reveals that attackers
have an advantage because static S-Boxes are known and
can be attacked, while dynamic S-Boxes are not known
a priori because they are generated using cipher key that
provides away to augment the cryptographic power of a block
cipher [20], [21], [22]. A clear example is the S-Box of the
AES cryptosystem [23], which is one of the best-documented
static S-Boxes. Even with several optimizations and imple-
mentations, the fact that it is known by attackers gives them a
clear picture of its anatomy and behavior, making it suscep-
tible to cryptanalysis attacks.

However, this work will focus on correcting the most com-
mon vulnerabilities of static S-Boxes, these vulnerabilities
are: fixed points and reverse fixed points. Fixed points are
elements that are replaced by themselves by the S-Box, while
reverse fixed points are elements that are replaced by their
binary complement. Some of the S-Boxes that are reported
with these issues are [24], [25], [26], [27], [28], [29], [30],
[31], [32], [33], [34], [35], [36], [37], [38], [39], and [40].
Another proposal that is made in this work is to improve the
security of dynamic S-Boxes [17], [18], [19] using the same
proposed cryptographic method to correct vulnerabilities in
static S-Boxes. It is noted that fixing the aforementioned
vulnerabilities can also improve nonlinearity in some cases.
In S-Boxes, nonlinearity is one of the most important prop-
erties related to resistance against cryptanalysis attacks [17].
The cryptographic method, as well as the operations consid-
ered to correct these vulnerabilities, are detailed in Section II.

A. STATE OF THE ART
Table 1 shows the list of S-Boxes that were selected to study
the effects of our proposal to correct vulnerabilities, such as
fixed points and reverse fixed points.

The selection criteria was based on the presence of vulner-
abilities published in recent years. Additionally, the reviewed
set of S-Boxes includes both static and dynamic boxes. The
main goals are to address the aforementioned vulnerabili-
ties, demonstrate the effectiveness of the proposed method
with any S-Box, identify operations that do not reduce

nonlinearity, and analyze the effects on various metrics com-
monly used to evaluate S-Box performance. One such metric
is the nonlinearity indicator, which measures the number
of bits in the truth table of a Boolean function that must
be changed to approach the nearest affine function. A high
value for this metric is essential to resist linear cryptanalysis
attacks. A detailed explanation of this metric is provided
in Section II.
To corroborate the hypothesis of this work, a series of

S-Boxes generated using diverse nonlinear phenomena were
tested. The considered generation methods were discrete
nonlinear systems [15], [27], [29], [32], [34] and dynamic
nonlinear systems [24], [25], [26], [28], [30], [31], [33], [35],
[36], [37], [38], [39], [40]. Note that Table 1 summarizes the
properties of the S-Boxes that were considered. Column two
and three show howmany fixed and reverse fixed points these
S-Boxes have. The nonlinearity reported in each of the works
is also included in column four. Finally, the S-Boxes are
classified by their type in columns five and six, whether they
are dynamic or fixed. Note that the columns for nonlinearity,
fixed and reverse fixed points are left empty when talking
about dynamic S-Boxes since they are not represented by
a single table of fixed data. Instead, they are created each
time the generator algorithm runs. Note that all the S-Boxes
selected for study in this work are capable of processing 8-bit
blocks.

A review of the existing literature on the subject shows
several works where a study is conducted to detect and fix
vulnerabilities using affine transformations [41], [42]. How-
ever, the works do not go beyond the correction of their
proposed S-Boxes. For example [43], one work proposes a
method based on multiplications to eliminate the vulnerabil-
ities mentioned before, but they only test it with one S-Box.
Regarding the above-mentioned works, it is observed that
there is a lack of a detailed study on how the cryptographic
properties of the improved S-Boxes are affected.

B. CONTRIBUTION OF THIS RESEARCH
The main contribution of this study is to present a detailed
study of the cryptographic properties of several S-Boxes,
which is carried out to assess the effects on relevant met-
rics and to verify the advantage of the proposed correction
method. The results of experiments are promising as S-Boxes
with several vulnerabilities and generated by different nonlin-
ear procedures were corrected. Furthermore, the experiments
showed that one of the proposed operations did not affect
the security level of the studied S-Boxes. That allowed us
to propose a general method that is helpful to eliminate
vulnerabilities such as fixed points or reverse fixed points;
it was also discovered that some of these operations alter the
cryptographic properties of some S-Boxes, increasing their
degree of security. This article also proposes a way to ensure
that dynamic S-Boxes detect and avoid those vulnerabilities.
Therefore, the findings of this work are useful to design more
secure cryptosystems.
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TABLE 1. The table includes studied S-Boxes, organized by fixed points and reverse fixed points. It considers S-Boxes without these vulnerabilities as
well. The last three entries are dynamic S-Boxes.

The article is organized as follows: Section II presents
the proposed cryptographic method, along with the elemen-
tary logic and arithmetic operations used to correct S-Boxes.
Section III presents the results obtained from the crypto-
graphic analysis carried out on each of the case studies.
Section IV, we discuss the impact of our proposed solutions
on the vulnerabilities of the S-Boxes included in this study
and how they can be applied to dynamic S-Boxes. Finally,
Section V provides the conclusions of this work and discusses
its scope for future research.

II. PROPOSED METHOD
One of the most widely studied S-Boxes in the world is the
one used in the cryptosystem proposed by [23]. This S-Box
is generated from a linear transformation in GF(28). Later,
amodular addition operation is performed using a fixed value.
This generates a new S-Box that does not contain fixed or
reverse fixed points. Furthermore, the authors consider that
the second S-Box has an optimal nonlinearity with a value
of 112, this value will be referred to as high nonlinearity.
However, when doing a detailed study of this S-Box without
the last step (modular addition), it is observed that it presents
vulnerabilities such as 3 fixed points and 2 reverse fixed
points, together with a lower nonlinearity of 96, (all S-Boxes
with a nonlinearity below 100 will be referred to as having
low nonlinearity). This indicates that by applying the last step,
the fixed and reverse fixed points were eliminated, and there
was an increase in the nonlinearity. This article proposes a
method to improve S-Boxes by using elementary logic and
arithmetic operations to eliminate vulnerabilities while pre-
serving the bijective property, which is essential for an S-Box.
Since this property ensures that the mapping is one-to-one,
it means that for each input of the S-Box, it is guaran-
teed to have only one corresponding output, thus preventing
errors in the encoding [44], [45], [46]. This kind of relation-
ship between the elements of two sets is both injective and

surjective. To ensure that the function is reversible, for
instance in cryptography where encrypted data can be recov-
ered, it is essential. It is worth mentioning that the opera-
tions employed to generate new S-Boxes have no effect on
the bijectivity associated with the original S-Boxes studied
in this work. In addition, the proposed method, shown in
Figures 1 and 2, reviews which input value work best when
using such elementary operations.

The operations studied in this work are as follows: 1) Mod-
ular addition with a variable c after the function that generates
the S-Boxes. It is observed in [23] that this operation obtained
good results. 2) Bitwise XOR operation with a variable c after
employing the generating function. 3) A displacement over
the elements of the S-Boxes (circular shift operation). Each
of the proposals is detailed below.

A. OPERATION 1: MODULAR ADDITION (ADD)
This first operation is inspired by [23], and it consists of
adding a variable c to each of the S-Box elements. This
eliminates fixed and reverse fixed points when the vari-
able is selected correctly. The variable c can take values
from 0 to 255, which is the range of values that can be
represented with an 8-bit S-Box.

Consider the generating function f (x) of the S-Box pro-
posed in [15], where K is a matrix of dimensions 8 × 8,
and x ′ is a transposed vector of dimension 8 that represents
the possible values that the S-Box input takes. The division
operation is performed using the multiplicative inverse in
GF(28). This operation is defined in Equation 1

f (x) =

{(
K × x ′

)−1
, if x ̸= 0

0, if x = 0
, (1)

by applying the proposed correction operation, the new
function g(x) is expressed as follows:

g (x) = (f (x) + c) mod 256. (2)
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Since c can take 255 different values (excluding zero), our
proposal generates up to 255 distinct S-Boxes that differ from
the one proposed in [15]. In Section III, we present the results
of applying cryptanalysis to each of these S-Boxes.

B. OPERATION 2: BITWISE EXCLUSIVE LOGIC
DISJUNCTION (XOR)
The second operation consists of doing a bitwise XOR
(Exclusive Logic Disjunction) operation with the variable
c applied to each of the elements of the S-Box that is
intended to be improved. Again, this variable can take values
from 0 to 255. By applying this operation, up to 255 dif-
ferent S-Boxes can be obtained from the original. Since this
operation is defined as an affine transformation [41], it is not
expected to have negative effects on the cryptographic prop-
erties of the S-Box. Section III presents the results obtained
by applying a cryptanalysis to the S-Boxes that are generated
using this operation. Equation 3 presents the new generating
function g(x) of the S-Box proposed in [15].

g (x) =

{(
K × x ′

)−1 ⊕
c, if x ̸= 0

0
⊕

c, if x = 0
(3)

C. OPERATION 3: CIRCULAR SHIFT (CS)
The third correction operation involves applying a circular
shift (CS) to the elements of the original S-Box. To do this,
the S-Box must be modeled as a ring-like arrangement. This
means that when scrolling, the last item in the S-Box becomes
the first. The displacement is carried out according to the
number of positions established by a variable c, which can
take a value between 0 and 255, as indicated in Equation 4.

g (x) = f ((256−c+ x)mod 256) = f ((x − c)mod 256)

(4)

Note that a circular shift to the right (right side of equation
4) is equivalent to a circular shift to the left (left side of
equation 4). Since the shift is applied directly to the S-
Box elements, the generating function is not modified. The
cryptographic analysis that is applied to each of the variants
of the S-Box is provided in Section III.

D. GENERATION OF S-BOXES
The generation of S-Boxes involved a total of 3 operations ×

255 c values × 21 original S-Boxes, resulting in the creation
of 16,065 new S-Boxes through the first part of the proposed
method. This process is illustrated in Flowchart 1 (Fig. 1).
We started by selecting one of the three operations (ADD,
XOR, CS) for the experiments. Then, we chose a variable
c between 0 and 255. Note that a variable value of 0 would
have no effect with any operation, so it was ignored. Given the
operation and variable, each of the selected S-Boxes under-
went the transformation procedure, resulting in a new S-Box.
The new S-Box was then tested for fixed points, reverse fixed
points, and nonlinearity, and the resulting data was saved for
later analysis.

E. VALIDATION
In order to select the generated S-Boxes that have better cryp-
tographic properties, the search for fixed points and reverse
fixed points and the nonlinearity were carried out, as illus-
trated in the flowchart of the second part of the proposed
method (Fig. 2). These metrics have relevance in this study
because they provide elementary and reliable information
about the level of security of any S-Box.

In the specialized literature on the generation and evalua-
tion of S-Boxes, additional tests such as Linear Approxima-
tion Probability (LP) or Differential Approximation Proba-
bility (DP) are included, which support the correct design of
cryptographic systems [9], [13]. To the best of our knowl-
edge, there are no articles that study the dependency between
the DP or LP tests and nonlinearity in depth. A search for
articles related to the dependency between these metrics was
performed and a proportional dependency between nonlinear-
ity values with PD and LP measurements were found [48],
[49], [50]. In fact, in studies that reported S-Boxes with
high nonlinearity (112), the optimal values of DP and LP
were obtained, 0.0156 and 0.0625, respectively. On the con-
trary, when an S-Box has a nonlinearity value lower than
112, the performance of LP and DP decreases, as presented
in the articles on the S-Boxes selected for this study [13],
[15], [24], [24], [25], [26], [27], [28], [29], [30], [31], [32],
[33], [34], [35], [36], [37], [38], [39], [40]. It is worth men-
tioning that when an S-Box has a high nonlinearity value,
the DP and LP tests can obtain better results that are rel-
evant in the design of strong cryptographic systems based
on S-Boxes. An extensive study on the dependence of these
metrics may help to generally confirm this finding. How-
ever, it is important to mention that the main goal of this
study is to show that simple operations like bitwise XOR,
circular shift, and modular addition can eliminate vulnera-
bilities in S-Boxes like fixed points and reverse fixed points,
as well as increase nonlinearity in some cases. A detailed
description of the used metrics is provided later in this
section.

Figure 2 illustrates the procedure used to sift through the
16,065 newly generated S-Boxes and select the best ones.
The first filter asks, ‘‘does the S-Box have fixed or reverse
fixed points?’’ If the S-Box has these vulnerabilities, it is
discarded. The second filter asks, ‘‘does the S-Box have equal
or higher nonlinearity than the original?’’ If the answer is yes,
the S-Box in question is marked as a successful corrected
candidate.

Below, we list each of the tests that were applied in the
study and provide a brief overview of each of them.
Fixed and Reverse Fixed Points: One of the main con-

tributions of this work is to correct the vulnerabilities of
S-Boxes, such as fixed and reverse fixed points. Fixed Point
vulnerabilities occur when elements of the S-Box are mapped
to themselves, resulting in the input being equal to the output
at that point. Reverse fixed points occur when the S-Box
input is substituted by its binary complement. For example,
if a 0 is placed in the input, its binary version represented
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FIGURE 1. Flowchart that illustrates the generation of new S-Boxes from original S-Boxes.

FIGURE 2. Flowchart that illustrates the process of selecting the best S-Box candidates.

with 8 bits will be 00000000, and the output of the S-Box will
be 11111111, which corresponds to 255 in decimal. If these
points exist, they provide attackers with clues to break the
intrinsic security of the S-Box.

It is worth mentioning the negative effects of fixed points
and reverse fixed points in S-Boxes, a fixed point has a greater
influence on security [21], [22], since it directly reveals a
part of the information of the S-Box, while a reverse fixed
point does not directly reveal the information, but rather
provides its reverse version of said information. However,
theseweaknesses do not affect the nonlinearity of the reported
S-Boxes, for example, in [15] and [24], a S-Boxes with
a nonlinearity of 112 are proposed, but they contain fixed
points and reverse fixed point. Therefore, we can assume

that these vulnerabilities do not have an important effect on
nonlinearity.
Nonlinearity: An important requirement for any S-Box

design is nonlinearity, which ensures that the suggested S-
Box is not a linear function between the input and output
vectors. The nonlinearity (NL) represents how different the
affine functions l and the Boolean function f are from one
another. High nonlinearity is defined as having the smallest
Hamming distance between the Boolean functions, which
lowers the Walsh spectrum [17], [47], this is computed as
defined in Equation 5.

NL f = 2n−1
−

1
2

max
ωεGF(2n)

∣∣∣∣∣∣
∑

ωεGF(2n)

(−1)f (x)⊕x.ω

∣∣∣∣∣∣ (5)
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In the following section (Section III), a detailed study is
made of each of the generated S-Boxes obtained by applying
the three correction operations. Due to the large amount of
information, only the results of the best S-Boxes that were
obtained are presented, which should be free of fixed points
and reverse fixed points and where the nonlinearity shows an
increase with respect to the original S-Box.

III. RESULTS
Asmentioned in Section II, it was observed that the bijectivity
property was preserved in all cases when the proposed correc-
tion operations were applied to the original S-Boxes. A total
of 16,065 different S-Boxes were generated through these
operations, which required a significant amount of testing
and resources. To efficiently identify vulnerabilities among
these S-Boxes, we focused on studying the elimination of
fixed points and reverse fixed points. We also evaluated the
nonlinearity of the generated S-Boxes to ensure that only
those with strong cryptographic properties were selected for
further study. The primary goal of this study was to verify
the absence of fixed points or reverse fixed points in the S-
Boxes tested. The S-Box from [15] was used as a reference,
and a table was provided to summarize the results for each of
the tests. Only the results for static S-Boxes were described
in detail because the S-Boxes from [17], [18], and [19] are
dynamic and cannot be represented with a single static table.
A subsection at the end of this section shows the results of
these dynamic S-Boxes.

A. FIXED POINTS AND REVERSE FIXED POINTS
The S-Box proposed in [15] contained 2 fixed points and
1 reverse fixed point. By applying each of the proposed
correction operations, it was observed that these vulnerabili-
ties were corrected satisfactorily. Several of the 255 possible
values that the variable c could take generated new S-Boxes
that did not contain fixed or reverse fixed points. However,
these values are different for each original S-Box and must
be tested one by one.

The analysis of the data in Table 2 reveals that when using
operation 1 (ADD, modular addition), 26 out of the 255 S-
Boxes generated were able to correct the fixed points and
reverse fixed points of the original S-Box from [15], rep-
resenting 10.2% of the total. Similarly, operations 2 (XOR,
bitwise exclusive disjunction) and 3 (CS, circular shift) gen-
erated 25 (9.8%) and 44 (17.3%) successful variants, respec-
tively. The table provides the count of new S-Boxes that are
free of fixed points and reverse fixed points, along with the
count of fixed points and reverse fixed points found origi-
nally. Note that dynamic S-Boxes are not included in Table 2
because they are not represented by a static table. These
S-Boxes are generated a new with each data substitution and
cannot be captured in a single table like the static S-Boxes.
Instead, the results of dynamic S-Boxes are discussed in a
separate subsection at the end of this section.

Fig. 3 shows a survival curve [51], in which the S-Boxes
are ordered based on the number of variants that can be

generated by the three operations in order to remove fixed
points or reverse fixed points. This type of plot allows us to
quickly identify which S-Boxes are most likely to eliminate
these vulnerabilities. Each bar in the graph represents one of
the S-Boxes studied in this work and is divided into three
pieces that represent the number of variants generated from
each correction operation that eliminates vulnerabilities. The
length of the bars is the total number of variants for each
S-Box that does not contain these vulnerabilities. It can be
seen that the length of the bars does not vary significantly,
with the S-Box from Alhadawi et al. [34] having the most
variants at 122, and the S-Box from Zhu et al. [37] having the
least at 87. On average, each operation generates 34 possible
variants without fixed or reverse fixed points. In total, 2,163
variants were obtained that fix the vulnerabilities causing
fixed points and reverse fixed points. We can conclude that
there is no case in which it is impossible to eliminate fixed
points and reverse fixed points using the proposed operations.
The next test is nonlinearity, only S-Boxes that have passed
this first stage are studied further.

Fig. 4 shows the variants of the S-Boxes that not only elim-
inate fixed points and reverse fixed points but also increase
the nonlinearity property. Each bar in the graph represents an
S-Box, which in turn consists of the total number of variants
generated with each of the operations proposed in this work.
A significant contrast is observed in this graph since the
S-Box with the most variants that increase nonlinearity is
the one reported in [37], while the S-Boxes reported in [15],
[24], [26], [29], and [39] do not have variants that improve
nonlinearity. It is worth mentioning that the bitwise XOR
operation bar does not appear in Fig. 4 because this operation
has no effect on nonlinearity.

B. NONLINEARITY
The following tests were initially based on the reported non-
linearity values of each S-Box in their respective works. How-
ever, to ensure consistency, the nonlinearity was re-measured
using the specialized cryptanalysis toolbox in SageMath [52]
before applying the correction operations proposed in this
work.

For example, the S-Box reported in [15] has a nonlinearity
of 112, which is consistent with SageMath results. Table 3
shows the results obtained by this S-Box in the first row.
The first column contains the reference of the S-Box that is
studied, the second shows the nonlinearity that is reported
in the work where the S-Boxes were originally postulated.
The third column displays the nonlinearity value recalculated
using SageMath with its dedicated S-Boxes toolbox [52].
In some cases, when recalculating the nonlinearity, the results
were different from those reported by the authors. The defi-
nition of nonlinearity that is used by SageMath is based on
the minimum of this property in all its components [52].
However, some authors report the average of nonlinearity
of its components. The algorithms on which SageMath is
based are presented in the works [53], [54], [55]. The fol-
lowing columns show the maximum and minimum values of
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TABLE 2. Statistics of the generated S-Boxes that successfully eliminated fixed points and reverse fixed points.

FIGURE 3. Survival curve plot of S-Boxes ordered by number of variants generated using operations to eliminate fixed points and reverse fixed points.

nonlinearity, which are obtained by applying the correction
operations.

After observing Table 3 and taking the S-Box of [15]
as an example, we conclude that the bitwise XOR-based
correction operation allows the generation of variants that
are free of fixed points and reverse fixed points without
altering the nonlinearity. However, if operations based on
modular addition and circular shift are used, some variants
maintain this property while others do not. S-Box variants
that decrease nonlinearity should be discarded as they are
not recommended for encryption. Variants that increase or
maintain the nonlinearity properties are considered appro-
priate for use in cryptosystems and will be studied in later
works.

C. DYNAMIC S-BOXES
The analysis that was conducted on static S-Boxes was
also applied to dynamic S-Boxes, which are generated ran-
domly with each iteration. However, reaching a definitive
conclusion regarding their vulnerabilities was difficult due
to their random nature. To study these S-Boxes, we used
some S-Boxes generated by the dynamic S-Boxes proposed
in the papers [17], [18], [19] and applied the proposed cryp-
tographic method. As a result, we found that several of these
S-Boxes contained fixed points and reverse fixed points,
whichwere corrected, and in some cases, the nonlinearity was
increased.

The results of applying the proposed cryptographic method
to dynamic S-Boxes are presented in Table 4. The first block
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TABLE 3. Nonlinearity values for the original S-Boxes and the ranges that were obtained by applying the operations.

FIGURE 4. Variants of S-Boxes that both eliminate fixed points and reverse fixed points, and also increase nonlinearity.

of rows shows the basic properties of the original S-Boxes,
including their reported and re-measured nonlinearity using
SageMath, and the count of fixed points and reverse fixed
points. The second block of rows breaks down the count of
S-Boxes generated using different correction operations and
indicates howmany of them correct vulnerabilities, as well as
the counts of S-Boxes, generated that improve nonlinearity.
The third block of rows indicates the ranges of nonlinearity
observed in the pool of generated S-Boxes. Note that it was
possible to increase nonlinearity for Ahmad et al. [18] and
Zhu, et al. [19].

IV. DISCUSSION
The main focus of this work was to address the issue of
fixed points and reverse fixed points in Substitution Boxes
(S-Boxes). Despite the strong cryptographic properties of
many S-Boxes proposed in the literature, they often contain
these vulnerabilities, making them susceptible to attacks in
real-world applications. To address this problem, we devel-
oped a cryptographic method based on elementary logic and
arithmetic operations to improve the cryptographic properties
of S-Boxes by eliminating fixed points and reverse fixed
points.
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TABLE 4. The results of applying the proposed crypto method to dynamic S-Boxes.

The results of our tests show that it is possible to eliminate
these vulnerabilities in S-Boxes and, in some cases, signif-
icantly improve their nonlinearity. To validate the selection
of the generated S-Boxes, we considered the following cri-
teria: searched for fixed points and reverse fixed points, and
obtained nonlinearity.

The proposed method aims to minimize execution time
and computational resources by using elementary correction
operations. Specifically, the method employs a modular addi-
tion as the first operation, a bitwise XOR as the second
operation, and a circular shift as the third operation. All of
these operations are based on a variable, c, that can take values
from 0 to 255. Our study involved observing the behavior
of 21 S-Boxeswhen applying themethod using the operations
mentioned above. A total of 16,065 variants were obtained
(21 S-Boxes × 255 c values × 3 operations), of which only
13.5% (2,163) did not contain fixed points or reverse fixed
points.

To validate the security of the generated S-Boxes that did
not contain fixed points or reverse fixed points, we measured
their nonlinearity. During this measurement, we discovered
that nonlinearity increased in some of the variants compared
to the original S-Box. Figure 5 shows a plot of the gener-
ated S-Boxes where we verified the increase in nonlinearity.
This increase was observed in only 13 of the static S-Boxes
and 2 dynamic S-Boxes. It’s worth mentioning that only the
operations of modular addition and circular shift had an effect
on nonlinearity. We observed that the increase in the non-
linearity of the generated S-Boxes based on static S-Boxes
remained between 2 and 4 points, while the tests performed
using dynamic S-Boxes showed an increment between 1 and
2 points was possible.

TABLE 5. List of S-Boxes that improve the nonlinearity property.

Table 5 provides details on how the operations affected
nonlinearity. Note that S-Box [37] has the most successful
variants, with 31 able to increase nonlinearity, while 4 of
the studied S-Boxes [15], [24], [26], [29] did not have any
variants that increased this property. In summary, only 2,163
(13.5%) of the generated S-Boxes do not have fixed points
or reverse fixed points, and only 1,174 (7.3% of the total)
maintain or increase nonlinearity. Furthermore, only 240 of
all the variants were able to increase nonlinearity, which
corresponds to 1.5%.

It was observed that S-Boxes with a nonlinearity lower
or equal to 96 allowed for significant improvements using
the proposed method. However, it is worth mentioning that
a considerable number of the generated S-Boxes were able to
eliminate fixed points and reverse fixed points.

The findings of this study allow us to propose recom-
mendations for correcting the cryptographic properties of
S-Boxes.

99554 VOLUME 11, 2023



J. A. Aboytes-González et al.: Method to Improve the Cryptographic Properties of S-Boxes

FIGURE 5. Results of the variants of the S-Boxes that improve the nonlinearity property.

The first recommendation is to use any of the operations
(ADD, XOR, or CS) to eliminate fixed points and/or reverse
fixed points. We found that all of these operations were
effective at eliminating these vulnerabilities at least 11% of
the time. However, if an S-Box has high nonlinearity (112),
it is not recommended to use addition or circular shift, as most
of the variants generated can decrease this property. In such
cases, we recommend using the bitwise XOR operation, this
operation does not affect the nonlinearity property, it ensures
that this property remains high at all times. Conversely, for
S-Boxes with low nonlinearity (96 or lower), it is recom-
mended to use addition or circular shift, as these operations
can improve nonlinearity in some cases. Our specific recom-
mendation for dynamic S-Boxes is to use the bitwise XOR
operation. This operation has no effect on nonlinearity and
can remove fixed points and reverse fixed points, making it a
safer alternative with lower execution times that can be easily
included in the generating procedure.

V. CONCLUSION
The results obtained in this study validate the effectiveness
of the proposed method in correcting S-Boxes with vul-
nerabilities, including fixed points and reverse fixed points,
regardless of the underlying nonlinear phenomenon. Addi-
tionally, the study found that approximately 13.5% of the
attempted S-Boxes generated around 34 variants free of these
vulnerabilities.

It was also demonstrated in this study that the bitwise XOR
operation does not affect the nonlinearity. In all the tests
conducted on the S-Boxes, this property was not modified in
any of the cases, resulting in a significant contribution to our
research.

The study of the effects of the generated S-Boxes on non-
linearity justifies establishing criteria and recommendations
for correcting fixed or dynamic S-Boxes. The experiments
show that 1.5% of the generated S-Boxes (240/16,065) have
better cryptographic properties compared to the originally
proposed S-Box. In some cases, the nonlinearity was raised
up to 4 points, which is a significant improvement on this
metric. It is worth mentioning that all 21 original S-Boxes
had at least some variants that removed fixed points and
reverse fixed points, even if nonlinearity was not increased
(6.1%). Additionally, there were alternatives that preserved
nonlinearity in all cases.

According to the proposed method, it is recommended
to use bitwise XOR operation when the S-Box has a high
nonlinearity (112) but requires the removal of fixed points
and reverse fixed points. If nonlinearity is low in the original
S-Boxes, it is recommended to use modular addition or
circular shift operations to generate new variants of S-Boxes
with high nonlinearity. According to this study, the circular
shift operation is more likely to increase nonlinearity, but
requiresmore computational resources, therefore the decision
of which operation can be used is left to the S-Box designer.
Then, once the nonlinearity is increased, the next step is to
check if there are fixed points or reverse fixed points. If the
S-Box variant already has this problem, it is recommended
to apply the bitwise XOR operation which eliminates this
weakness and has no effect on the nonlinearity. In addition,
it is recommended to use the bitwise XOR operation for
dynamic S-Boxes, since this operation has no negative effect
on nonlinearity, but is effective for removing fixed points
and reverse fixed points. Furthermore, it is a faster and more
secure option that can be easily incorporated into the dynamic
S-Box generation process.
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Finally, as future work, this study can be extended by
including other S-Boxes proposed in the state-of-the-art.
Although it is possible to explore other complex correction
operations, the focus of this study was on using simple
and resource-efficient operations while obtaining promising
results.
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