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ABSTRACT Once an image has been processed by, for example, a robot machine, for the purpose of,
for example, features extraction or meaningful information retrieval, has a secure scheme been applied to
preserve security and privacy of such information before sending it to another processing party? A huge
number of image-related Internet of Things (IoT) applications face such an issue. But what are applied and
potentially being applied image processing techniques that have contributed to enhance the security and
privacy of IoT applications? There are numerous IoT applications that utilize image processing techniques
in this direction. This article aims to survey and review a number of recently published papers and research
studies that encompass proposed methods in which image processing techniques are applied to enhance the
security, privacy, and safety of IoT applications. It also aims to help interested researchers in related fields
have insights on what the role of image processing in enhancing the security of IoT applications is and
what those techniques applied to enhance the security of IoT applications are. A comprehensive framework
has been graphically extracted to give readers in the field of IoT security a map with the suitable image
processing techniques that serve better to enhancing IoT applications in terms of security and privacy.

INDEX TERMS Image processing, Internet of Things (IoT), secure IoT applications, secure image-related
IoT applications, energy IoT.

ABBREVIATIONS
AI Artificial intelligence.
AOI Areas-of-interest.
CA Cellular Automata.
DDoS Distributed denial of service.
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DLs Digital libraries.
DNNS Deep neural networks.
H-IoT Health care Internet of Things.
ID Identification.
IIoT Industrial Internet of Things.
IoT Internet of Things.
MIoT Multimedia Internet of Things.
OCR Optical Character Recognition.
OTP One-time password.
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PIR Passive infrared sensor.
RL Reinforcement learning.
ROI Region of interest.
SIFT Scale-invariant feature transform.
VGG-16 Visual Geometry Group.

I. INTRODUCTION
In software that is connected to the Internet of Things (IoT),
images are one of the most important components [1], [2],
[3]. IoT is an ecosystem that consists of a high number of
people, a big number of connected objects and connections,
and a tremendous quantity of data [4], [5], [6]. Due to the
fact that it is suitable for the challenges posed by ‘‘big data’’
and the future problems that it addresses, deep learning is
particularly suited for these circumstances [6]. Nevertheless,
ensuring both security and privacy has quickly become one of
the most pressing challenges facing management of the IoT.
Without relying to manually designed criteria, deep learning
algorithms have been shown to be increasingly effective in
a number of recent situations in the process of providing
security evaluations for IoT platform and environment [7].

Technology related to the IoT is present in practically every
aspect of our day-to-day lives, from the vehicles we drive
to the places we reside. IoT might be used to stop the fire,
identify and track goods, monitor and report changes happen-
ing in the environment, plus take images and videos in our
homes [8], on roads [9], and in workplaces, to mention just
a few of the many useful functions they are offered in [10].
Examples of this include the monitoring and prediction of
traffic [11], as well as the classification of objects based
on images gathered by the smart sensors of autonomous
automobiles [12]. Image classification with the use of deep
neural networks (DNNs) hosted on the cloud is one of the
most exciting potential applications for IoT [13]. Despite this
fact, the widespread use of ‘‘smart’’ IoT devices and applica-
tions may give rise to security problems. It still struggles to
free IoT devices from severe computational restrictions, such
as security and encryption of information, the extraction of
features, and the categorization of images [10].

The primary purpose of this review paper is to provide
an overview of many efforts that were made by earlier
researchers toward enhancing IoT applications with the assis-
tance of image processing techniques. These efforts were
done over the course of several years. The provision of intelli-
gent services to users has been the primary emphasis of many
IoT applications; however, many applications do not ade-
quately protect the users’ security or privacy. This paper aims
to review remaining lacks and proposed solutions to these
concerns aiming to contribute to the interested researchers to
find out the most suitable solutions for relevant scenarios in
an attempt to improve solutions for these concerns.

A. IMAGE PROCESSING ROLE TO IoT APPLICATIONS
DEVELOPMENT
The rise of successful deployment of services connected to
the IoT has corresponded with the assistance of a number of

different disciplines. The field of digital image processing
and the many methods associated with it is one of these
disciplines. The use of image processing has, for example,
contributed to the improvement of the services offered by
applications for the IoT [14], [15], [16], [17]. Images are
becoming more popular as a result of the unique qualities and
characteristics that they possess. Many IoT applications now
use images as a data format to execute a variety of processes
and activities. Sensors have taken images in order to, for
example, monitor a faraway site or zone. These images have
been recorded [18], [19].
Several further IoT applications have taken use of the

image processing industry to identify still or moving
objects [20], [21], [22], [23]. Following the detection of the
item, a decision might be reached in accordance with the
kind of IoT application being used. The object identification
process is the next step after the object detection process.
It is helpful for a wide variety of applications, including the
recognition of text based on color [24], texture, and form
attributes, among other things. The process of object recogni-
tion has also been utilized by a number of applications related
to the IoT in order to provide, for instance, a remote guide and
support to visually-challenged individuals once objects have
been identified without the requirement of a real supporter
being present [25], [26].

In these kinds of applications, a visual sensor is collecting
items in front of the intended person. The captured object will
be transferred to the cloud or another remote processing unit
for them to make a judgment on, and then the intended person
will be led [27].

Another possible scenario is that the remote assistance
center will be alerted in the event that the visually impaired
individual has come into contact with potentially hazardous
things. The detected objects will then be transported to the
appropriate location using IoT platforms [28].

The integration of image processing and the IoT has
made a contribution to our way of life and improved many
facets of many different industries, including healthcare [29],
industry [30], technology [31], home security [32], entertain-
ment [33], and a great many more [34], [35].

B. IoT-RELATED SECURITY CONCERN
Security of digital contents such as images is one of the issues
that needs full consideration. Images-embedded information
can be of high sensitivity and low sensitivity depending on
the IoT applications and purpose of use [36]. Hence, lots of
vulnerabilities will be an aim and searched for. The number of
vulnerabilities will be of growth due to unlimited and infinite
attempts of attackers and unusual threats [37].

In line with this, IoT related applications have endangered
images contents and carried information to a real hazard.
In some case, this hazard might be a real damage to sen-
sitive areas or zones once contents have been unauthorized
modified because such a modification action might change
the decision made by the remote processing center. Suppose
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that, an abnormal event has happened nearby a monitored
industrial zone, and the captured image that was analyzed
where the detected and identified source-dangerous object is
there; and the image has been unauthorized modified while
it was sent, a real damage might be then caused. There-
fore, there is a big need for IoT applications to work in a
secure environment [38]. That could contain communication
channels, layers networks, fog nodes in order to maintain
images being transmitted safe and private as well as to achieve
security objectives for the IoT platform [39].

This article has attempted to review a number of proposed
solutions that contribute to the security of IoT related contents
and towards a secure IoT environment.

C. IoT-RELATED PRIVACY CONCERN
Deep learning is a prominent application in robot systems
that can learn and train the outcomes according to needs.
However, the training process gathers sensitive information,
which may easily lead to leaking of users’ private informa-
tion. To this day, there has been very little research done
on deep learning models that protect users’ privacy in robot
systems [40].

In this day and age of the Industrial IoT (IIoT), enormous
volumes of data are being produced, and businesses are under
intense pressure to store the data on cloud servers so that they
may save money and improve their application efficiency.
Despite this, the data collected by IIoT are always quite
valuable. The direct outsourcing of such data might lead to
vital company information being leaked, which can result in
significant financial losses for the organizations. Thus, the
privacy concern is of high importance due to abovementioned
reasons and considerations [41].

The issue of the privacy of digital images has been linked
to many IoT applications, and one of the most important of
these applications is the Internet of Medical Things appli-
cations due to the privacy of information and data available
in medical images that are periodically stored to update the
patient’s condition. The kind of medical images and the total
number of them have both greatly risen with the introduction
of medical IoT devices. It is very important to be able to
retrieve medical images in order to increase the effectiveness
of illness diagnosis and therapy. However, this might cause
people to be concerned about their privacy, given that medical
images include sensitive and confidential information about
patients. The currently available research on the retrieval of
medical data either does not safeguard the sensitive informa-
tion included in medical images or is restricted to a single
image data source [42].

D. ROLE OF DEEP LEARNING IN PRIVACY-PRESERVING
FOR IMAGE-BASED IoT APPLICATIONS
Deep learning algorithms, which are based on neural
networks, have had a great deal of success and are cur-
rently seeing widespread use in a wide variety of applica-
tion domains. These domains include image classification,

automatic driving, clinical diagnosis, and intrusion detection,
to name just a few [43], [44], [45], [46]. However, the privacy
and security flaws of deep learning have recently come to
light. It has been shown that the deep learning model may be
lifted or reverse-engineered, that sensitive training data can
be deduced, and that even a facial image of the victim that
can be recognized can be retrieved. In addition, new research
has shown that the deep learning model is susceptible to
adversarial instances that are tainted by undetectable noise,
which may cause the deep learning model to make incorrect
predictions with a high level of confidence [47].

E. ROLE OF EDGE COMPUTING IN ENHANCING SECURITY
OF IMAGE-PROCESSED IoT APPLICATIONS
In recent years, there has been a lot of focus placed on
the IoT. Nevertheless, the image data that are recorded by
IoT devices connected are intimately tied to the personal
information of users. As such, these image data remain crit-
ical and must be secured. Even if classic privacy-preserving
outsourced computing alternatives like homomorphic cryp-
tographic primitives are able to enable privacy-preserving
computing, the amount of CPU and storage resources that
they need is enormous. Therefore, it places a significant
pressure on IoT terminal devices, which often have very little
resources [48].

Edge computing is a promising approach that, if imple-
mented correctly, has the potential to significantly improve
the data security provided by IoT applications and
systems [49], [50].

F. BASIC CONTEXT OF THE EVOLUTION OF IMAGE
PROCESSING TO ENHANCING SECURITY, PRIVACY,
AND SAFETY OF IoT APPLICATIONS
Think about how our lives have changed because of all those
smart devices around us – from smart homes to industries.
This big change is called the IoT, where devices connect and
share data. It’s pretty cool, but it also brings some challenges.
These devices are vulnerable to hackers and other threats. Our
old ways of security just don’t cut it anymore. This is where
image processing steps in to help make things safer.

G. REASONS FOR IMAGE PROCESSING TECHNIQUES
INTEGRATION IN THE FIELD OF IoT APPLICATIONS-
RELATED SECURITY ENHANCEMENT
A lot of enhancement and improvement associated with
security of IoT applications was made by image process-
ing techniques integration. Reasons of this integration is to
increase security. It is known, that new tricks are always
changing. But image processing can change too to overcome
potential treats. This makes sure our data stays safe and
protectedwith the help of image processing techniques. High-
lighted is a list of related examples that made such integration
to be performed. One of them is that, image processing has
helped provide better security with more or big data. IoT
applications and systems make all sorts of data. Some is text,
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numbers, and some is images or videos. Image processing
lets us analyze all these types together. It’s like looking at the
whole picture, which helps us catch bad stuff more accurately.

Also, image processing has locked things down with one’s
face. It has made unlocking a phone with one’s face easier and
real. It’s like having a super secure lock that only opens for
the authorized person. This makes sure only the right people
get into those devices. Plus, one’s personal data stays on the
device - no need to send it to a faraway server.

Image processing techniques can hide secrets in photos.
Sometimes, we need to send private stuff online. Image pro-
cessing can hide it in photos. Imagine your message hidden
inside a photo of your cat. Only the right person knows where
to look to find the secret message. This keeps your private
stuff safe from prying eyes.

It has helped catch trouble with one’s eyes to increase the
privacy. Imagine if your smart camera saw someone trying
to mess with it. Image processing can help these cameras see
and understand when something’s wrong. If anyone tries to
mess with your camera, you will know right away.

Besides, it can spot weird behaviors for safety. In big
factories or even in cities, IoT devices are watching. They
use cameras to see things. Image processing can tell when
something strange happens. It’s like the devices have a sixth
sense and can warn us if something unsafe is going on.

Image processing also can make sense of what is around.
Sometimes, IoT devices need to understand what’s happening
around them. Image processing helps them see and make
sense of it. This is really useful for self-driving cars – they
can see and avoid obstacles.

Additionally, image processing makes security and safety
easier for people. We humans are good at understanding
images and scenes. So, using images for security and safety
makes things easier for us. We are less likely to mess up and
make things unsafe when we can see what is happening.

H. CONTRIBUTIONS
This paper has covered a set of contributions, summarized as
follows:

1) It reviews a number of papers and research studies
that concern designing IoT applications in which image
processing techniques have been utilized.

2) It highlights a number of contributions made by image
processing techniques towards several issues that IoT
applications usually face and find difficulties to over-
come them, such as IoT data security, privacy, and
safety.

3) It highlights several types of IoT applications that
depend on image processing techniques e.g., image
processing-based IoT monitoring applications, and
image processing-based IoT security applications.

4) It reviews a number of IoT applications that depend on
object detection process that is considered crucial to
perform such IoT-related tasks e.g., monitoring, clas-
sification, and recognition.

5) It adopts PRISMA 2020 methodology for system-
atic reviews to highlight detailed steps on the papers’
extraction procedure and how that has been imple-
mented for different cascade-step phases.

6) It supports the explanation with graphical representa-
tion(s) for a more clarification.

7) It adds to results obtained from reviewed literature a set
of illustrations and graphical representations to make
the paper easily understandable.

8) It discusses the role of image processing techniques in
the direction of construction a secure IoT application.

9) It discusses the role of edge computing towards data
security of IoT applications.

10) It gives readers a number of important future trends
that need to be considered by potentially interested
researchers and designers.

11) It analyzes the obtained results according to the
research questions arisen from this review.

12) It highlights a number of key contributions of employ-
ing image processing techniques in IoT applications.

13) It suggests a framework and mapping road for the
future trends of suitability of applying an image pro-
cessing technique to the purpose of addressing an
issue faced by an IoT application (Figure 8). Both
techniques (as solutions) and IoT-related issues (as con-
cerns) are highlighted using simple graphing shapes to
make the framework easily understandable to readers
and applicable by interested researchers, designers, and
developers.

I. ARTICLE ORGANIZATION
Sections and sub-sections of this article’s organization could
be shown in a graphical representation as illustrated in
Figure 1.

II. RESEARCH DESIGN
The purpose of this article is to provide readers with addi-
tional clarification that may assist them in differentiating
between the scopes of the current papers and the scope of this
review paper by providing a summarized overview regarding
the concerns raised in the currently published review papers.
This is detailed in the first sub-section that follows. Research
topics that have been emphasized in the currently published
reviews from literature will be highlighted as well. Research
questions are mentioned in the third sub-section. Finally,
research objectives will be listed.

A. CURRENT PUBLISHED REVIEW ARTICLES
Table 1 provides a summary of the most important elements
with relation to the scopes and focuses of the most recent
review publications. In addition to that, areas that are being
addressed by recent review articles have been mentioned.

B. RESEARCH QUESTIONS
There are two main research questions for this review article,
highlighted as follows:
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FIGURE 1. Article’s organization.
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TABLE 1. A number of current review papers, focus, scope, field, and other issues.

RQ1. What is role of image processing techniques aiming
to enhance security issue of IoT applications?

RQ2. What are tools which image processing have bene-
fitted from in order to enhance security of IoT applications?

This article makes an effort to respond to each of these
research questions by providing a detailed discussion on the
primary topic. This is accomplished by trying to analyze and
investigating tens of related research articles that have been
published within the past few years. This is done to cover a
broader variety of research studies and applications in the age
of the IoT.

C. RESEARCH OBJECTIVES
Objectives of this review article can be described as follows:

1. This article tries to analyze and investigate a number of
related research articles covering a broader variety of
research studies and applications in the IoT age.

2. It also aims to review proposed methods in which
image processing techniques are applied to enhance the
security, privacy, and safety of IoT applications.

3. It aims to highlight what role(s) of image processing
techniques to enhancing security of IoT applications
are.

4. It aims to highlight what those techniques applied to
enhance security of IoT applications are.

III. METHOD
This part is broken up into three sub-sections, each of which
focuses on a different aspect of the primary technique that
was used throughout the selection process of the articles that
were evaluated. The primary strategy is broken down into
three subsections, the first of which explains the keywords
that were used to extract papers and articles from a number
of DLs, the second of which discusses the criteria that were
applied to the age of papers that were reviewed, and the third
of which lists a number of publishers along with the relative
DLs from which papers were extracted.

A. KEYWORDS APPLIED TO EXTRACT RESEARCH STUDIES
‘‘Image processing’’, ‘‘Internet of things’’, ‘‘image process-
ing based IoT security applications’’, ‘‘image processing’’,
‘‘image-processed safety IoT’’, and ‘‘image processing-based
private IoT applications’’ are some of the keywords that have
been used to extract research studies and publications from
the DLs.

B. PRISMA 2020
PRISMA 2020, a methodology designed specifically for
systematic reviews, has been used in this particular study.
Figure 2 depicts the method in all of its granularity.

C. DIGITAL LIBRARIES (DLs)
The following is a list of some of the publications that
were taken into consideration for this review: In addition,
the indexing services of the associated journals that all of
the reviewed articles in this publication are a part of have
been brought to your attention here. Figure 3 illustrates the
distribution of papers according to the DLs from which the
papers are taken.

IV. LITERATURE REVIEW
We take a look at a variety of apps that have been put into
use in an IoT and smart city setting and have used image pro-
cessing methods. There are three main topics are considered
in this review paper which are security, safety, and privacy
issues for image-related IoT applications.

A. IMAGE PROCESSING-BASED IoT SECURITY
APPLICATIONS AND SYSTEMS
Images have been exploited to secure and protect other
related data while, for example, transferring data via IoT
platforms utilizing cloud storage and communication net-
works. Through this transferring, data is in a non-secure
medium, images have been used in such a way they should
have protected data through this journey until it arrives to
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FIGURE 2. Statistics related to the PRISMA 2020 methodology for systematic reviews.

destination safely. What digital image processing techniques
have contributed to IoT applications for security purposes
will be highlighted.

In this subsection, we survey a number of researches
reviewed in literature in which image processing techniques
are contributing to secure data and other digital contents while
being transferred between IoT parties. The general architec-
ture for IoT security applications is depicted and shown in
Figure 4.

The proposed system in [54] has replaced the cur-
rently being used techniques for securing transferred data
between IoT applications and parties including communica-
tion networks and devices, by proposing a biometrics- and
pairing-based encryption solution. It is said that this tech-
nique is stronger against vulnerabilities than other techniques
such as password-based authentication due to the unique
features the biometrics-based techniques have.

The proposed solution is supported with case study
performing face recognition process utilizing relevant bio-
metrics’ features. Prior to the face recognition process, the
face image has been captured by a certain sensor installed on
an IoT-connected device such as a smartphone. The proposed
system will transmit the captured image via communication
network to the destination utilizing IoT platform. An end-to-
end encryption with the help of image processing techniques
might be achieved.

Image processing techniques have been used in order to
perform a security task for an IoT-based home control sys-
tem [55]. The main aim of the proposed system is to perform
a security task to the home via IoT platform by capturing
an image at the location the camera-embedded system is
installed in. The role of image processing is to perform a
number of image processes such as image preprocessing,
analysis, and matching between the captured image and the
database-stored image. The system alerts the owner of the
home if there is amismatch by sending an IoT-basedmessage.

Image processing has been used to carry out an image
encryption with the help of Cellular Automata (CA). Values
representing pixel intensities (elements of an image) are con-
verted into a group of 8-bit string series. These values are
mixed with CA rules. The authors in [56], have highlighted
that the camera, firstly, captures an image to be encrypted at
the perception layer, it is supposed that these images contain
sensitive contents.

Therefore, they are encrypted at this layer. Secondly, those
images will be sent to network layers. They will be decrypted
at this stage. This security scheme has been applied on sen-
sitive images to ensure a secure path between the network
and perception layers. Since, the fog nodes are deployed at
the network layer. At this stage, fog nodes are responsible to,
send received images to the cloud for other processing upon
necessity.
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FIGURE 3. Distribution, [%], of reviewed papers per DLs.

Image encryption has been used widely and increasingly in
recent times due to the huge amount of information as images
sent via cloud whereby a lot of IoT applications perform
this transmission. Therefore, image-based encryption is still
of improvement to serve better and contribute towards this
direction [57]. The image needs to be encrypted to ensure
a secure public channel between the image capturing source
through which image is sent to the other destination which is
the fog node. An interesting encryption scheme is that both
pixels’ intensities and CA-generated values are combined
together.

Security of IoT devices has utilized the image processing
by classifying a distributed denial of service (DDoS) malware
attacks. Gray-scale images can be classified according to
the families, firstly. Secondly, DDoS malware attacks can be
detected. Additional security scheme can be achieved then
with the help of image processing techniques [58].

For security purposes, face recognition process is needed.
Many IoT applications have utilized this feature for varied
uses. Face recognition can be used with smart home for many
purposes such as control and security. Other applications
are dedicated to perform face recognition for the purpose

of crowd monitoring in certain areas and zones such as
airports [59].

Another security IoT application utilizing image process-
ing can be reviewed in [10]. An indistinguishable plaintext
attack-protected image classification framework for IoT
applications is proposed and implemented in [10]. An IoT
device is not required to constantly communicate with the
cloud-based image categorization system. Using DNNs,
a mechanism for the safe evaluation of linear functions has
been proposed, such as divide-and-conquer and a set of uni-
fied ideal protocols, as well as for the secure evaluation of
non-linear functions.

The lattice-based homomorphic approach and 2-PC secure
computation algorithms ensure that the image contents, the
private DNNsmodel parameters, and the intermediate outputs
are kept secret. Visual Geometry Group (VGG-16) pre-
trained deep convolutional neural network model is used to
extract deep features from an image. The proposed frame-
work has been shown to be accurate and efficient in a wide
range of experiments. The white-box membership inference
attack, often considered the most powerful attack against
DNN models, is another way that the framework’s security is

VOLUME 11, 2023 101931



A. M. Al-Ghaili et al.: Review on Role of Image Processing Techniques to Enhancing Security of IoT Applications

FIGURE 4. Image processing-based IoT security applications and systems: A graphical conception. Images are licensed. Design done by authors.
A number of parts of this illustration has been derived from [54].

tested. The failure of the attack demonstrates that this system
is practical secure [10].

B. IMAGE PROCESSING-BASED IoT SAFETY
APPLICATIONS
Different needs have come out with purposes from using
image processing in the field of smart city and IoT appli-
cations. One interesting application has exploited image
processing with the purpose of safety of people on roads
by applying detection and recognition of road target(s).

Meaning, the proposed algorithm presented in [60] has
applied a fusion-based recognition process of interested
objects placed on roads such as harm and harmless
objects.

Once the object recognition has been applied and success-
fully been performed, an artificial intelligence (AI)-based
reinforcement learning (RL) algorithm is used to transfer this
information to a robot or wearable device so that the user can
understand and/ or interact with that device in order to make
a decision based on.
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Safety is a real matter to human being and therefore it
has been assigned a big quota for vision-impaired people.
A graphical representation highlighting a generalized con-
ception of IoT safety and privacy applications and systems
and how they interact with image processing is illustrated
in Figure 5.

FIGURE 5. Image processing-based encryption for IoT safety applications
and systems: A graphical representation. Images are licensed. Design
done by authors. Selected parts in this figure have been derived
from [48].

For example, an Optical Character Recognition (OCR)-
based smart assistance system using face detection is pro-
posed [61]. The proposed systemmainly depends on captured
images and recorded video for objects detected and recog-
nized by the system so that the visually-challenged person
will be supported and guided once objects have been identi-
fied without the need for a real supporter.

The proposed system has ability to share locations, listen to
audio received from the system after translation a text during
the pre-defined read mode, and capture multi frame images.

Additionally, using the OCR, the built-in camera captures
a book’s page, translates it, and then recognizes its writings
so that the user will be able to listen to translated texts as
an audio format by auto reading. This is a feature allowing
visually-impaired humans virtually read books.

Safety of valuable and digital assets such as workplace
are considered to have sensitive data. By protecting them,
more privacy of the relevant contents should have achieved.
Protecting these places requires, for example, a security
scheme for the door by locking and unlocking it via an IoT
application [62]. Therefore, to allow a securely authorized
access to that workplace, there should be a verification of
the identification (ID) of the person who is aiming to access.
A face-based matching process will be required to achieve
such a security goal. The proposed IoT application, will apply
an image analysis process to the captured image of a person’s
face and then it applies a matching process with the prestored
images in the database. If the face is recognized correctly,
an authorized access can be allowed. Then, a privacy purpose
in regard to the digital assets and contents will be achieved.
For more security, an email is sent to notify the person who
is allowing such an access to happen.

Recent years have seen a rise in interest in the IoT. IoT
terminal devices, on the other hand, collect images that are
intimately linked to users’ personal information, which is
sensitive and has to be secured. Homomorphic encryption
primitives, for example, may facilitate privacy-preserving
outsourced computing, but they take a lot of CPU and stor-
age resources. Because of this, IoT terminals with limited
resources are put to the test. An edge-assisted privacy-
preserving outsourced computing architecture for image
processing is proposed, including image retrieval and clas-
sification, in order to decrease the resource consumption of
the terminal device.

A semi-trusted cloud server is supported by edge nodes
that work with the terminal device to secure data and provide
privacy-preserving computing in the cloud. Using [48], image
retrieval and classification methods that use edge-assisted
privacy preservation are proposed. IoT terminal devices’
computing, communication, and storage burdens may be sig-
nificantly reduced by the suggested approaches, according to
the security analysis and performance assessment.

Another image processing based contents safety has been
proposed by [63]. In this proposed IoT system, once the
image has been captured, a cryptographic scheme has been
applied. Then, it was sent to another server. Then, another
security scheme has also been applied to the cryptographic
image; that is a cover image security scheme. The cryp-
tographic image then will be embedded in a cover image.
Finally, the cover image is sent via the IoT platform to be
stored in the cloud.

Other examples that utilized image processing techniques
for the IoT applications and platform can help in industrial
monitoring for the purpose of machine safety and industries’
environment monitoring [18], help in agriculture industry for
the purpose of plants growth monitoring for better safety of
such a process [64], or help to detect a location of the illness
on plants [65].

In [18], the input image has been gone through the feature
extraction in order to apply the objects’ detection process
later on. The original image will be re-presented in order
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to verify its consistency the image’s scale space and scale
invariance. Then, spatial filters are applied such as Difference
of Gaussians in order to detect edges as well as to find inter-
ested points from the original image. After that, by computing
the maximum and minimum values from the previous step
related to the Difference of Gaussians, interested points will
then be identified. Interested points that have edges or low
contrast regions will then be recognized and removed. After
that, orientation of the interested points will be calculated and
then the rotation for those points will be invariant. Finally,
the use of scale and rotation invariance in place will allow for
the generation of another representation for the feature gen-
eration based on the scale-invariant feature transform (SIFT).
This will allow to identify the features in the image in a unique
way.

In [64], images have been acquired; then it has been con-
verted to a gray-scale image; after that, it has been binarized
by converting its values to only white and black correspon-
dences by applying a thresholding technique; next, small
objects that don not belong to the Region of interest (ROI)
have been removed. The ROI has been identified from the
binarized image. The last step applied was to compute the
ROI’s area.

In [65], there will be a camera that is connected to a
PC, then captured images will be gathered in order to be
processed. Then, illness location existed in a very small area
on the plants will be detected by increasing the lucidity of
the captured processed image where the k-implies grouping
is highlighted.

C. IMAGE PROCESSING-BASED IoT PRIVACY
APPLICATIONS
The issue of privacy leakage caused by deep learning in
robot systems has been addressed by the presentation of a
unique privacy-preserving image classification deep learning
model. This will help to fill the vacuum in research on the
privacy implications of deep learning in robotics. To enhance
the effectiveness of the training process and make use of
deep learning, two methodologies have been proposed. These
methodologies use encrypted activation and cost functions,
alongwith secure calculation protocols. Thesemethodologies
are then implemented in a fog control center with an honest
server using homomorphic encryption. This might also assist
address the encryption computation concerns and preserve
the privacy of data and models in robot systems. The results
of the performance assessment and security analysis show
that the suggested methods provide the desired levels of
security, accuracy, and efficiency while maintaining minimal
levels of both communication and computing overhead [40].

In the IIoT age, enterprises are driven to store data on cloud
servers for cost savings and efficient application. IIoT data are
always valuable. Direct outsourcing might leak crucial com-
pany data and create economic losses. Before outsourcing,
it is a good idea to encrypt the data using one of the basic
encryption techniques. This is an easy approach. Despite this,
the consumption of data will become extremely cumbersome

as a result of this. The safe storage of image data on cloud
servers is the primary subject of this research article. images
are saved in an encrypted format on cloud servers, and the
local binary pattern feature may be immediately retrieved
from encrypted images for use in programs. The encrypted
images are also kept in the cloud. Both the security anal-
ysis and the experimental results reveal that our approach
is both secure and effective [41]. A graphical conception of
privacy for image-related IoT applications has been shown
in Figure 6.

A blockchain-based system for the recovery of medical
images that also provides protection for users’ privacy has
been presented in this article. In the first part of [42], the
common circumstances surrounding the recovery of medical
images are discussed. After that, a synopsis of the appropri-
ate requirements for the system design is presented. In this
section, researchers show the layered architecture and threat
model of the proposed system bymaking use of the upcoming
blockchain methods. A carefully picked feature vector is
extracted from eachmedical image, and a bespoke transaction
structure is built, in order to make room for large-sized image
with storage-constrained blocks. This is done in order to
accommodate the images. This ensures that the privacy of
medical images and image characteristics is maintained [42].

An edge-assisted privacy-preserving outsourced comput-
ing architecture for image processing has been proposed as
a means of cutting down on the amount of resources that
terminal devices are required to use. Image retrieval and cat-
egorization have been components of this process. Together
with the terminal device, the edge nodes work to provide
data protection and support for computing that is sensitive
to the user’s privacy on the nearly fully trusted cloud server.
In [48], researchers offer edge-assisted privacy-preserving
image classification algorithms that function inside this con-
text. Specifically, they focus on image retrieval. The security
analysis and performance assessment both reveal that the pro-
posed schemes significantly decrease the load placed on IoT
terminal devices in the areas of computing, communication,
and storage while simultaneously maintaining the safety of
data of image.

V. ANALYSIS
In this section, there are two types of analysis. They both con-
sider to provide an analysis of the reviewed papers according
to the said research questions.

A. WHAT IS ROLE OF IMAGE PROCESSING TECHNIQUES
AIMING TO ENHANCE SECURITY ISSUE OF IoT
APPLICATIONS?
1) COMMUNICATION CHANNELS SECURITY
Image processing has considered the security of the commu-
nication channel between the source of image processing and
the destination by proposing different techniques. Mentioned
are roles of image processing techniques to improving com-
munications channels security:
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FIGURE 6. Privacy conception for image-related IoT applications. Images are licensed. Design done by authors. Conception highlighted in
this illustration is partially retrieved from [41].

1. Images matching process has been used with in-cloud-
stored images where it has shown success with security
of data storage and communication networks. It has
contributed to the safety and privacy of the recalled in-
cloud-stored image. Matching process has contributed
to security of communication [55].

2. Image encryption has been associatedwith image trans-
ferring to cloud storage by several IoT applications.

communication channel’s security have been enhanced
in term of security [57].

2) CONTENT’s SECURITY
Image processing techniques have contributed much to
increase the security of contents and channels needed for
transmission. We review a number of mechanisms that image
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TABLE 2. A summary of roles of image processing techniques towards
addressing privacy, safety, and security issues.

processing techniques have helped to produce in order to
increase the security of the IoT applications.

1. Zigzag image encryption approach can be more resis-
tant to data threats [66].

2. IoT devices and networks may now safely transport
data because of advances in image processing tech-
niques. A biometric encryption system utilizing image
processing has been proposed to replace the present
conventional security strategy, notably the two-step
authentication process [54].

3. A division process of an image into blocks con-
tributes to security achievement specifically for those
IoT applications that might be vulnerable to attacks
at the server level once they are stored. By dividing
the secret image into blocks, the safety of the contents
will be increased the attacking probability is being
reduced [67].

4. Image encryption could lead to enhance security of
image contents safety. However, this process is still in
improvement to increase the performance of privacy of
images’ contents related to the IoT applications [57].

5. Matching process has contributed to safety of image
contents related to the IoT applications [55].

In Table 2, a list of issues that image processing techniques
have played an indispensable role to enhance security, pri-
vacy, and safety of IoT applications.

FIGURE 7. Distribution, [%], of analyzed papers according to techniques
and methods applied to enhance security of image-related IoT
applications.

B. WHAT ARE TOOLS WHICH IMAGE PROCESSING HAVE
BENEFITTED FROM IN ORDER TO ENHANCE SECURITY
OF IoT APPLICATIONS?
According to the reviewed papers, the analysis performed
in this phase has surveyed and deeply focused on the other
technologies and methods applied alongside image process-
ing techniques to enhance the security of image-related IoT
applications. This analysis does not concern the image being
encrypted as a whole piece but instead it concerns how such
an image processing technique has been applied to serve
to the security of the image itself. For example, using a
zigzag method by an IoT application applied to an image in
order to increase the ambiguity of images details to increase
the protection of image is that the concern of this analysis.
Statistics extracted from the analyzed papers have shown a
number of methods and techniques that image processing
has utilized to increase the security of processed image such
as deep learning, edge computing, block-chain, encryption
schemes and few others. In Figure 7, results obtained after
the analysis has been applied where the distribution of papers
according to the techniques and methods applied to enhance
the security of image-related IoT applications.

VI. DISCUSSION
On the basis of the nature of the use of image processing by
IoT applications, which has been reviewed in the literature,
there is a primary consideration that is the purpose of using
image processing techniques exploited by IoT applications
in order to potentially produce secure and safe IoT appli-
cations. This purpose of using image processing techniques
exploited by IoT applications is to produce secure and safe
IoT applications.
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As a result of this, there are many different reasons why
IoT applications and systems have been making use of image
processing techniques. A number of the reasons that have
been reported and mentioned have been chosen. The aims of
various IoT applications are outlined in Table 3.

TABLE 3. What are the image processing techniques that have been used
for, and what is their purpose? in this review paper, the presented values
are calculated in accordance with the total number of articles that were
reviewed.

Table 3 shows that the computed percentage numbers vary
depending on the context in which techniques are applied.
As can be seen, the most common uses for image processing
are for security applications that run via the IoT and the
Cloud. There is a pressing need for researchers working in
the field of privacy of IoT applications to pay a greater
amount of attention to the widespread utilization of image
processing techniques. This would allow for an improve-
ment in the related performance in terms of reliability and
security of data and information. That is important and cru-
cial with, for instance, medical IoT applications specifically
the patient’s medical history and record(s). Fortunately, the
relevant information that needs to be transferred to another
IoT-dependent party or to the Cloud will be securely pro-
tected by a number of different security schemes. These
schemes, in a number of cases, depend primarily on the uti-
lization of image processing techniques in order to function
properly.

VII. FUTURE TRENDS
In this section, we will examine future trends and highlight
a number of crucial possibly increased developments that
may be made in the era of the IoT via the use of image
processing techniques. There are three further subsections,
the first of which discusses the function that enables image
processing to play as a bridge linking us to a safe environ-
ment for IoT devices in an effective and seamless manner.
The second of these is a list of several areas related to
the IoT to which image processing techniques have con-
tributed. In addition, this area is backed by a stated menu
of associated methods that image processing has included.
In the third subsection, we present and suggest a compre-
hensive framework that circulates essential points that could
help interested IoT-related researchers and designers from
a variety of fields and areas to propose and design an IoT
environment that is supported by image processing tech-
niques. This framework circulates these points in a way that
could help researchers and designers from other fields and
areas.

A. IMAGE PROCESSING AS A BRIDGE TO THE IoT
PLATFORM AND ENVIRONMENT
Applications of the IoT have been primarily reliant on a
variety of technologies that are evolving and expanding. The
digital image processing technique is only one of these tech-
nologies. How did the various image processing algorithms
contribute to the improvement of the IoT platform, the related
devices, and the many additional communication networks?
Image processing techniques have been responsible for the
development of a great deal of functionality and progress in
the IoT. The following is a list of upcoming developments in
image processing that are related to the IoT:

1. Image processing aims to enable IoT be more secure
whereby all things associated with its infrastructure are
involved. Thus, image processing techniques are day-
by-day improved and therefore researches dedicated to
enhance image processing techniques would also aim
to reflect this enhancement towards development of IoT
in terms of several considerations such as security and
safety of data either transferred through IoT medium
and stored in IoT storage devices [54].

2. Images matching process considering both captured
and previously in-cloud-stored images is a very sen-
sitive task due to that the success of this process
mainly depends on the highly secure data storage
and communication networks. Hence, the security of
communication between cloud and image-matching
processing part, from the one hand, and the safety and
privacy of the recalled in-cloud-stored image, on the
other hand, is a huge matter and is a future trend of
interaction between and integration of IoT and image
processing. Any issue, with or without knowledge,
in regard to security of communication and/ or safety
of image contents will make the whole system fails to
achieve a potential image matching processing for IoT
applications. Hence, researches should have concerned
this issue and could either enhance security of com-
munication between IoT parties including the image
processing part or enhance image processing tech-
niques to perform further complicated security schemes
applied to in-cloud-stored image while they continu-
ously and repeatedly recalled once a matching process
and image-based analysis is required [55].

3. Image processing can contribute to IoT by shortening
the distance between two far and remote workplaces.
How? In the so near future, several applications will
be used for the aim of accessing digital and sensitive
workplaces. To allow both an authorized access and
safety and privacy of contents, there must be an authen-
tication and verification procedure by another party,
it could be, for example, the owner of the digital asset.
So, firstly, the first party will ask for an authorized
access to the workplace. Secondly, a captured image
of the person is sent to the other party for verification
purpose, however, a matching process might be used to
support the decision making. Thirdly, the other party

VOLUME 11, 2023 101937



A. M. Al-Ghaili et al.: Review on Role of Image Processing Techniques to Enhancing Security of IoT Applications

could allow for such an authorized access to maintain
contents safe. The role of image processing is essential
in such a scenario. The focus will also be on, for
example, security enhancement and computation time
needed to process either a single image or multi-frame
images. From any place in the world, the access request
made by the first person at the location of workplace
might be approved or rejected via a smartphone-based
application [62].

4. Recently, the topic of image encryption has been
widely and increasingly considered by numerous IoT
applications to perform an image transferring to cloud
storage. To enhance security during this process, both
image contents safety and communication channel’s
security are essential. One research direction in the
near future is to efficiently perform image encryp-
tion. Therefore, image-based encryption is still of
improvement to serve better and contribute towards this
direction. There is a need to enhance performance of
the IoT application that aims to transfer images to cloud
storages or to a remote part such as between two users.
The most important and critical issue to be considered
regarding IoT application performance is the security
and privacy of images’ contents [57].

5. Even though security of IoT devices by enabling them
be always protected against DDoS malware attacks
utilizing the image processing has achieved a good and
promising level of highly detected rate, there is a need
to enhance this way of security by reducing potential
vulnerabilities caused by complex code obfuscation
that is usually associated with image-based detectors.
One of the proposed solutions by [58] is to consider
more complex static features.

6. Another big challenge to image processing in the envi-
ronment of IoT-implemented systems is related to the
security of the communication channel between the
source of image processing and the destination. This
issue is still challenging because of the necessity of
the safety of transferred digital contents and security
of the communication channel during the time those
contents are sent. Hence, currently proposed works
are focusing and addressing this issue with notic-
ing that the security scheme is required to achieve a
high level of lightweight. The concern about security
achievement before transfer is due to the necessity
of protecting sensitive digital contents before it can
be lost due to the unsecure communication chan-
nel through which the images are transmitted to the
Cloud [68].

7. Another vital safety is ensuring the well-being of indi-
viduals, particularly youngsters. In order to address
this worry, a system that makes use of FPGA was
suggested. Researchers designed a fog-based system
that can accept numerous Kinect sensors near each
other, such as at a school or hospital, by reproducing
violent activities against children IP and according to

number of Kinect sensors and running in parallel with
only one FPGA device [69]. The testing with violent
actions against children IP yielded promising results,
which prompted the researchers to build the fog-based
system [69].

8. According to [63], the more secure the image being
transferred via IoT-cloud is, the less image size is. That
is, as a result, going to indirectly contribute to energy
consumption issue (energy-reduced consumption) by
reducing the size needed to be transmitted though IoT
communication channels. This finally will contribute
to shift energy-friendly IoT aiming to achieve the con-
ception of development of sustainable energy. One of
the future trends towards sustainable energy in the IoT
environment is to apply effective security schemes that,
besides, help largely reduce the size of image in order
to reduce both the time of transmission and size. That
would reduce the related and resulted heat as well as
reduce the CO2 caused by the processes of transmitted
contents at the IoT cloud server or at the destination
location.

9. An effective and useful solution to increase the security
for those digital contents specifically images being
stored at the IoT cloud and/ or other servers is to
divide the image into blocks of images to constitute
a double-phase security scheme applied to images.
A suggested scenario implemented by [67] is described
as follows:
a. The first security scheme constitutes the

encrypted images.
b. These encrypted images can be transmitted to the

IoT cloud or server for storage purposes.
i. But, what will it be happening if the server

itself has been attacked?
ii. There are many possibilities able to occur.

c. Then, before sending these encrypted images to
the IoT cloud or servers, it is better to store these
images in a secure server.
i. How was that be happening?
ii. Answer of this question is provided in the

following point (i.e., d).
d. By increasing the security of both images and the

IoT cloud or server. How?
i. That can be done by performing a process that

divides encrypted images into block of other
sub-images.

ii. These blocks are by a decentralized mecha-
nism stored in many other servers.

e. This scenario of a double-phase security guar-
antees a better scheme for protecting highly
sensitive images than other single-layer security
schemes.

f. This security scheme might be one of the future
trends to secure stored images in the IoT cloud.
It would be useful to very important images to
have such a double-phase security scheme.
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FIGURE 8. Future trends. To read what has been conceptualized and illustrated in this figure, it is useful to have a look at the two main layers
illustrated – Layer A and Layer B. The rectangle-shaped layer is Layer A and the decagon-shaped layer is Layer B. Each layer consists of a number of
elements. Layers A and B encompass 9 and 10 elements, respectively. This figure can be read as: role of image processing via an element belongs to
Layer A can enhance a relevant element belongs to B. Highlighted relationships between elements from layers A and B through the blue-colored
arrows represent the future trends of suitability of applying a technique (an element from Layer A) to the aim of enhancing an issue (an element
from Layer B). Meaning, if there is a need to enhance, for example, ‘‘image contents protection’’ (an element from B), one of the proposed solutions
is to utilize ‘‘image encryption’’ (an element from A). Numbers between brackets represent cited research studies being analyzed. Images and photos
shown in this figure are licensed. Design is done by authors.
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FIGURE 9. A combination of selected contributions of image processing towards various IoT applications and systems as concluded
from the reviewed papers.

10. Embedding a password technique in an encrypted med-
ical image is one of the effective methods enabling a
verification procedure to be carried out so that authenti-
cation of images’ contents can be verified. Embedding
a password technique should have contributed to the
achievement of the integrity objective of encrypted
medical images [70]. That can be achieved by embed-
ding a One-time password (OTP) within the encrypted
medical image where the OTP can be verified by the
authorized person by comparing the embedded OTP to
another OTP sent via a secure channel to the autho-
rized person’s mobile. It is preferable for certain cases
to implement such a technique so that a contribu-
tion to the healthcare and medical images could be
achieved.

11. Passive infrared sensor (PIR sensor) can be used by
different IoT applications to perform a remote moni-
toring to maintain certain areas secure [71]. The image

processing role can be summarized in the following
steps:

a. A PIR sensor is to be mounted in areas-of-interest
(AOI).

b. A camera is also mounted in certain areas. More
than a camera can be used.

c. Suppose, an object has moved and entered
the AOI.

d. The PIR sensor would be able to sense the move-
ment.

e. The PIR will be able to send a notification to the
camera via a pre-set mechanism.

f. The camera is enabled to capture the object.

i. The camera could capture the face of the per-
son.

ii. The camera is able to capture the whole
object.
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g. The image can be sent utilizing the IoT platform
to a server for a further processing in a remote
processing unit. It is sent before any process.
i. The image is processed locally.
ii. Then, it will be sent after it has been pro-

cessed.
iii. Usually, the object detection process is needed

in such cases.
h. A decision can be made depending on the nature

of the security of that area, i.e., AOI.
12. There is an issue associated with the security IoT

systems specifically those which require a real-time
Internet connection. The availability of processed
images or digital contents [72].
a. This issue has been partially solved by storing the

captured images (with monitoring IoT applica-
tions) in the system until the internet connection
is available.

b. However, this procedure that postpones to send
the image to the IoT cloud to a postponed time,
will face another issue which is the size of the
images especially if it is required to send multi-
frame images.

TABLE 4. IoT future trends based on the roles of image processing
techniques: applications and fields served by these techniques.

B. FUTURE TRENDS – CONCERNS AND DIP TECHNIQUES
Image processing has made significant contributions to a
variety of sectors that are relevant to the IoT, as shown in
Table 4 below. Table 4 contains image processing techniques
that are relevant to the aforementioned domains and elements
of study.

C. FUTURE TRENDS – A COMPREHENSIVE FRAMEWORK
An extensive summary of vital and critical aspects that should
be taken into consideration by interested academics working
in a variety of relevant domains that are connected to both

image processing and the IoT. In the not-too-distant future,
it will be essential for highlighted points relating to fields to
be applied by techniques. These techniques are graphically
represented in Figure 8. In spite of this, the articles that
were read and analyzed for this work revealed that image
processing has been beneficial to a variety of domains and
facets within the IoT industry as well as its associated appli-
cations. In addition, it has been demonstrated that the image
processing techniques presented in Table 4 and Figure 8 have
been used for a variety of IoT applications; however, it is
necessary that related researchers make significant efforts to
improve those techniques, with the goal of achieving high
levels of performance(s) in the direction of optimizing the IoT
platform and environment through the efficient utilization of
image processing techniques that can meaningfully assist in
this direction.

VIII. CONCLUSION
A. OVERVIEW
This analysis will focus on three of the most common chal-
lenges that are associated with IoT applications. In this
context, both the problems that may be solved and the con-
tributions that can be made by image processing techniques
have been extensively discussed. The roles that various image
processing approaches have in improving the performance of
these three difficulties have been analyzed and discussed. The
primary advantage that the possibly interested academics and
engineers in the relevant domains can probably obtain from
this review article is the ability to design a private, safe, and
secure application that makes use of the IoT.

This article reviewed 76 research studies that concerns the
field of image-processed IoT applications in terms of security,
privacy, and safety issues. For the review process, related
studies have been extracted from a number of DLs including
IEEE Xplore, ScienceDirect, Nature, and SpringerLink.

The remainder of the conclusion consists of detailed obser-
vations and conclusions on the papers that were examined,
in which the benefits and drawbacks of systems as well as
research studies have been evaluated alongside one another.

B. CONCLUDED REMARKS
1. Image processing techniques contributed to IoT regard-

ing to safety of data transferred through commu-
nication networks. It replaced conventional security
schemes specifically two-step authentication proce-
dure by proposing a biometrics-based encryption
scheme. Image processing increased data encryp-
tion by introducing multi-processing solutions. Image
processing-based security solutions lessen vulnerabili-
ties compared to other methods [54].

2. According to [55], image processing techniques could
contribute to enhance home safety and security by
using sensors and camera for sensing any change in
movement and capturing images. Then, easily and
effectively, an alert as a message could be sent to
another remote part (receiver) utilizing IoT links.
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Additionally, the role that image processing has played
is by performing analysis of captured images and
matching comparative analysis based on details and
features of the analyzed image to that one in-cloud-
stored, safety and security in home sector should be
enhanced.

3. Digital and precious assets are becoming more acces-
sible thanks to image processing. Images of a person’s
face can be captured using image processing in the
proposed system application, which can then be shared
with a person who is providing access to a digital
asset. This person has the ability to grant remote
access to someone who has been authorized, and
that person can then unlock the door on their behalf.
IoT platform has run smoothly and safely thanks
to the ability to ensure safety and security from a
distance [62].

4. Image processing has contributed to securely sent
delivery of sensitive contents at perception layer to the
network layer. Images will be then sent to the Cloud.
Hence, a variety of IoT applications that need to encrypt
images using random and complex patterns with the
help of CAmight benefit from using the proposed secu-
rity scheme and that could be applied for, specifically,
cloud-enabled IoT [56], [57].

5. The classification of dangerous image families is one
of the ways that image processing contributes to the
detection of malware. Images are created from the
malicious binaries. Because the classification of mal-
ware images is being handled, IoT devices that have
been compromised by an assault will be safer. Malware
that causes DDoS assaults is one of the attacks that has
been linked to IoT devices [58].

6. The application of lightweight security techniques to
images before the step of transmitting them to the IoT
cloud will prevent the need for a significant amount of
processing and computing capacity. Therefore, achiev-
ing energy sustainability would be within the realm of
possible [63].

7. It is suggested that a division process of an image into
blocks of sub-images contributes to security achieve-
ment specifically for those IoT applications that might
be vulnerable to attacks at the server level after a
storage procedure has been done at the IoT cloud.
It is mentioned by [67] that it is not enough to main-
tain communication channels secure while an image’s
transmission but it is needed to maintain the IoT servers
dedicated for images storage to be also highly secure.
Hence, by dividing the secret image (or even other
IoT data) into blocks, the safety of its contents will
be increased and the probabilities of images being
attacked will be reduced.

8. According to [70], a password can be embedded in
a medically-encrypted image. This approach increases
the security of an image’s contents by verifying the
embedded password and sending it to an authorized

individual. The comparison will be used to verify the
encrypted image’s integrity and authenticity.

9. Image processing is utilized to monitor and secure
IoT-enabled areas. Image processing has improved
security, therefore smart systems have integrated
image processing-based and non-image processing-
based security techniques [71], [72], [76], [77], [78],
[79], [80].

10. In order to accomplish the goal of maintaining pri-
vacy, FPGA-based solutions have been deployed.
An intellectual property solution based on FPGAs
has been made available for detecting instances of
child abuse. The proposed device safeguards indi-
viduals’ privacy at home or at school by collecting
information only on their skeletal joints. The rec-
ommended hardware achieved an over 98 percent
detection rate. The FPGA-based intellectual property
for recognizing frequent child maltreatment with-
out invading a kid’s privacy by using just skeleton
joint data, and the IP identifies both violence and
kindness [69], [81], [82], [83].

11. Cloud computing security has become vital in health-
care, especially for storingmedical data and images and
predicting sickness. The healthcare business creates a
lot of data due to medical device advancements. Cloud
computing stores and handles these vast volumes of
data securely. Enhanced zigzag image encryption is
utilized in a secure cloud computing environment to
identify illnesses [66], [80], [84], [85], [86].

12. Edge computing is a promising approach that, if imple-
mented correctly, has the potential to significantly
improve the data security offered by IoT applications
and systems [63], [73], [74], [87], [88], [89], [90].

Themost widely discussed and concluding observations from
evaluated articles that have emphasized the contributions of
image processing to IoT applications are shown in Figure 9.

C. EXAMPLES OF IMAGE PROCESSING TECHNIQUES IN
REAL-WORLD IoT SECURITY
We conclude by providing a list of examples of image pro-
cessing techniques in real-world IoT security.

One of these examples is that, imagine a smart office where
employees use their smartphones to gain access. Image pro-
cessing algorithms analyze facial features to allow authorized
individuals entry. Even if someone knows the access code,
they can’t get in without their face matching the system’s
records. This is particularly useful in ensuring physical secu-
rity within corporate environments [59].

In a medical setting, IoT devices transmit patient data
among various healthcare providers. Image processing comes
into play by encrypting patient records into images using
visual cryptography techniques. Only when multiple autho-
rized parties collaborate can the original data be decrypted,
ensuring the confidentiality of sensitive patient information
during transmission [91].
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In a smart city scenario, surveillance cameras capture
visual data across urban spaces [92]. Image processing
algorithms continually monitor these feeds, flagging any
instances of tampering or vandalism. If someone tries to
disable a camera, the system detects the change and sends an
alert, ensuring the integrity of the surveillance network [93].

Another example is that image processing techniques
contribute to anomaly detection in industrial IoT. In an indus-
trial setup, IoT sensors monitor machinery and equipment.
Image processing analyzes real-time images of these devices
and their surroundings. If a machine behaves strangely or
there’s an unauthorized presence, the system triggers an
alert, preventing potential safety hazards and unauthorized
access [94].

Smart traffic management is one of the important exam-
ples benefiting from image processing techniques. In urban
traffic management, IoT-enabled cameras monitor traffic
flow. Image processing identifies license plates, allowing
for real-time monitoring of vehicle movements. If a stolen
vehicle is detected, the system triggers an alert to aid law
enforcement in preventing crime [95].

Biometric authentication in smart homes is a real example
of utilizing image processing by IoT applications towards
security achievement. In a smart home environment, bio-
metric authentication using image processing ensures that
only authorized family members can access the premises.
Smart doorbells equipped with cameras can recognize
familiar faces and allow entry, while alerting homeowners
about unfamiliar individuals, enhancing both security and
privacy [96].

D. LIMITATIONS OF IMAGE PROCESSING TECHNIQUES
ASSOCIATED WITH IoT APPLICATIONS
A number of considerations and limitations of employing
image processing in the context of IoT application security
have been included.

One significant limitation of image processing techniques
is their computational complexity [97]. These methods
often involve complicated algorithms that require substan-
tial processing power. In resource-constrained IoT devices,
especially those with limited computing capabilities, imple-
menting real-time image analysis might be challenging. This
can lead to delays in threat detection and response, potentially
compromising the overall security of IoT systems.

Another imitation is that image processing techniques
often rely on consistent and favorable environmental con-
ditions for accurate analysis. Factors like lighting changes,
weather conditions, and image quality variations can affect
the performance of these techniques [98]. In real-world IoT
deployments, where devices operate in diverse and uncon-
trolled environments, ensuring consistent and reliable image
data can be challenging.

One more thing is that, while image processing can be
effective in detecting known patterns and anomalies, its
efficacy can diminish when faced with novel or evolving

threats [99]. Adversarial attacks, where malicious actors
manipulate visual input to deceive image processing algo-
rithms, can undermine the security of IoT applications.
Developing algorithms that are resistant to such attacks is a
complex endeavor [100].

The privacy concerns are considered a big limitation.
Image processing techniques that involve biometric authen-
tication or visual data analysis can raise privacy concerns.
The storage and transmission of sensitive visual information,
even when encrypted, can be subject to breaches or unautho-
rized access. Balancing security and privacy considerations
becomes paramount, requiring robust encryption and secure
data management practices [101].

E. GAPS AND CHALLENGES IN THE LITERATURE
Since image processing techniques offer substantial potential,
it is essential to recognize the frontiers that have yet to be
explored and the obstacles that need to be overcome. This
section attempts to discuss gaps and challenges within the
literature and to highlight the areas in order to warrant further
research and development.

A significant gap in the literature pertains to the lack of
standardized methodologies for incorporating image process-
ing techniques into diverse IoT applications. The absence of a
unified framework hampers comparability across studies and
limits the scalability of these techniques. Addressing this gap
requires collaborative efforts to establish best practices and
guidelines that can be universally adopted across different IoT
contexts.

The literature reveals a notable challenge in adapting
image processing techniques to resource-constrained IoT
devices. Many existing methods are computationally inten-
sive, potentially straining the limited processing power and
energy reserves of these devices. Overcoming this chal-
lenge necessitates the exploration of techniques that strike
a balance between accuracy and computational efficiency,
ensuring real-time security without compromising device
performance.

The literature presents a gap between theoretical efficacy
and real-world application.While studies highlight the poten-
tial of image processing techniques, their practical validation
in diverse IoT scenarios remains limited. Bridging this gap
requires more empirical research that deploys these tech-
niques in real-world settings, comprehensively evaluating
their effectiveness, feasibility, and impact.

The literature lacks comprehensive strategies to enhance
the resilience of image processing techniques against a
number of attacks, demanding research efforts to develop
techniques that can maintain their integrity in the face of
adversarial manipulations.

Existing literature lacks comprehensive privacy-preserving
mechanisms that effectively protect sensitive visual infor-
mation without compromising the accuracy of security
measures. Exploring innovative solutions to strike a balance
between security and privacy remains explored in a limited
domain.
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F. LINKAGE TO SUSTAINABLE DEVELOPMENT
GOALS 7 AND 13
Sustainable Development Goal 7 (SDG 7) focuses on ensur-
ing access to affordable, reliable, sustainable, and modern
energy for all. While on the surface, the relationship between
image processing and energy might not be immediately
apparent, the application of image processing techniques in
IoT security significantly contributes to the advancement of
this goal.

IoT devices play a significant role in managing and
monitoring energy distribution networks. By fortifying the
security of these devices using image processing techniques,
vulnerabilities in energy systems are mitigated, leading
to enhanced resilience against cyber threats and potential
disruptions.

Besides, a secure IoT ecosystem facilitates the efficient
collection and analysis of energy consumption data. Image
processing aids in identifying anomalies and patterns that
could indicate energy wastage or inefficiencies. This con-
tributes to the promotion of sustainable energy consumption
patterns.

Efficient energy utilization directly impacts environmental
sustainability. Strengthening the security of IoT applications
through image processing indirectly supports environmen-
tally conscious energy practices, aligning with SDG 7’s focus
on sustainable energy and climate action (SDG 13).
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