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ABSTRACT The electric network frequency (ENF) represents the transmission frequency of the electrical
grid and fluctuates constantly around 50 Hz or 60 Hz, subject to the region. This constant fluctuation, caused
by the continuous mismatch in power demand and supply, makes the ENF a unique signature, which can be
utilized for several applications. According to studies, the ENF may be intrinsically implanted in audio
recordings captured by digital audio recorders (e.g., microphone-based voice recorder) plugged into the
mains supply or are situated close to sources of power and power transmission cable due to electromagnetic
field interference originated from power source or acoustic hum and mechanical vibrations emitted by
electrically operated devices such as regular household appliances. Recent studies further observed that
video recordings made under an illumination source powered by main power can pick up the ENF signal.
Following this discovery, several research efforts have been invested towards successful and accurate
extraction of the ENF signal, and utilizing the ENF signal retrieved for several applications, including time
stamp verification, audio/video authentication, location of recording estimation, power grid identification,
estimation of camera read-out time, and video record synchronization. To the best of our knowledge, there
has been no comprehensive survey on ENF-based multimedia forensics. Thus, in this paper, we present a
comprehensive survey of studies conducted in this field, identifying several application specifics, current
challenges, and future research directions.

INDEX TERMS Electric network frequency (ENF), ENF detection, ENF estimation, ENF audio and video
forensic, ENF applications.

I. INTRODUCTION political lives. Currently, several advanced methods rely on

With the majority of the younger generation preferring
images and videos as the major mode of communication,
an increasing amount of multimedia content is generated and
shared via the Internet. Because of the enormous amount of
information contained in multimedia content, such as images,
audio, and video recordings, they have become targets of
malicious attacks to falsify digital content. Advances in digi-
tal forensics have grown at an increasing rate in recent years,
as digital manipulation techniques are continually expanding
and influencing different facets of our socioeconomic and
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generative adversarial networks (GNNs) and autoencoders,
and a large number of datasets are publicly available to
train them. Deepfakes are now widespread and pose a seri-
ous threat to the accuracy of information, affecting many
facets of society including the economy, journalism, and
politics. As new and more complex types of manipula-
tion emerge, these issues can only worsen. As a result,
the government, research community, and various non-profit
organizations have intensified their emphasis on mitigating
and developing cutting-edge technologies to cope with these
phenomena. To encourage research in this area Major IT
corporations, such as Facebook and Google, have created
massive databases of edited videos available online [1]. There
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have also been efforts by funding agencies to encourage
extensive research projects on these topics. For example,
in 2006, DARPA launched the Media Forensic Initiative
(MediFor) [2] to support well-known research organiza-
tions on media integrity worldwide, which produced sig-
nificant results with regard to methodologies and reference
datasets. Subsequently, the Semantic Forensics Initiative
(SemaFor) [3] was launched in 2020, which collaborated
on text, audio, images, and video to develop semantic-level
detectors for fake media to combat state-of-the-art attacks.

Over the past few years, electric network frequency (ENF)
has been utilized as a tool in some applications in multimedia
forensics. Analysis of the ENF is a forensic tool used to
validate multimedia files and spot any attempts at manipu-
lation [4], [5], [6], [7], [8]. The ENF is an electric power grid
supply frequency and varies in time about its nominal value
of 60 Hz in North America, and 50 Hz in Europe, Australia,
and much of the rest of the world because of the inconsis-
tencies caused by power network supply and demand [4],
[9]. The nature of these inconsistencies can be observed to
be random, unique per time, and usually the same across all
locations connected by the same power grid. Consequently,
an ENF signal recorded at any point in time while plugging to
a certain power mains may serve as a reference ENF signal for
the entire region serviced by that power grid for that period of
time [4], [10]. The instantaneous values of ENF over time are
considered ENF signals. An ENF signal is embedded in audio
files created with devices connected to the mains power or
located in environments where electromagnetic interference
or acoustic mains hum is present [4], [10].

Recent studies have shown that ENF signals can be
extracted from video recordings made under the illumina-
tion of a main-powered light source [11], [12]. Fluorescent
lights and incandestine bulbs used in indoor lighting fluctuate
in light intensity at double the supply frequency, making
it nearly impossible to notice the flickering that occurs in
the illuminated environment. Consequently, videos captured
under indoor illumination settings using a camera may con-
tain ENF signals. Research has also recently demonstrated
that an ENF can be embedded in an image captured with a
rolling shutter camera [13].

The ENF was identified as a relevant resource for mul-
timedia forensic in 2005 when Grigoris [4] first reported
that digital audio recordings captured by devices plugged
into the power mains contain ENF artefacts. This work
was further extended in [5], where experiments were car-
ried out in Romania. Subsequently, several experiments were
conducted in other parts of Europe, such as Poland [6],
Denmark [10], [14], [15], the United Kingdom [16], [17],
[18], the Netherlands [8], and then in North America [9],
[12], [19], and in other parts of the world [20], [21], [22].
The experiments were further carried out with devices con-
nected to alternating current (AC) power and battery-powered
devices [23]. Research in ENF has been broadly towards the
development and improvement of approaches for accurately
extracting the ENF signal from media recordings, as well
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as the application of the extracted ENF signal. A schematic
showing the different stages of ENF forensic application
is shown in figure 1. In this paper, we present a compre-
hensive survey of research in this area, identifying current
challenges and providing future directions. The remainder of
this paper is structured as follows: Section II describes the
basic concept and methods employed in creating the ENF
reference database. Section III discusses different approaches
for estimating ENF. Section IV describes the ENF detection
in media recordings. A review of approach approaches for
extracting ENF from audio and video recordings and from a
single image is provided in Section V. Section VI discusses
the factors affecting ENF embedding in audio and video
recordings. Section VII discusses forensic and non-forensic
applications of ENF. Section VIII presents current challenges
and future research directions. Section 9 concludes the paper.

Il. BACKGROUND KNOWLEDGE

This section provides a background of the power generation
and control mechanism of the electric power grid to aid in
understanding of the ENF signal. It also discusses methods
for recording the ENF signal at the power distribution level
and from the power mains to build a reference ENF database.

A. OVERVIEW OF ENF
In power grids, ENF is the electricity supply frequency. Coal,
geothermal, wind, solar, and other energy sources can all be
used to generate this electricity. These energies are harvested
and transformed into electricity before being transmitted to
the power grid [24]. A schematic of power generation and
control is shown in figure 2. The generators receive kinetic
energy from the turbines and transform it into electrical
power. The generator rotates as a result of the provided power
(P*), converting kinetic energy into electrical energy to satisfy
the power demand (P?). The angular velocity of the genera-
tor is represented by w and is inversely proportional to the
system/voltage frequency f;, which represents the ENF [25].
The nominal value of the ENF is 50 Hz in Europe,
Australia, and across many other regions of the world,
and 60 Hz in the majority of Americas. The ENF is at
the nominal value (50 Hz/60 Hz) when the power supply
(P°) is equal to the power demand (P%). However, because
of consumers’ varying demand for power per unit time,
it constantly varies with its nominal value. These variations,
which are within 20 mHz of the nominal value, are due to
the power-frequency control systems that maintain equilib-
rium between electric energy production and consumption
throughout the power grid [26]. The nature of the variations
may be observed to be random and unique over time, and
usually quite the same across all locations connected by
the same power grid [18]. Because of this type of power
generation, the electric signal of the power grid is modeled as
a single sinusoidal waveform with a set frequency, as shown
in the following equation:

v(t) = ApSin 2rft + 0) (1)
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FIGURE 2. Schematics of power generation and control [26].

where A, and @ represent respectively the amplitude and
phase while f denotes the ENF of the grid. Therefore, ENF is
defined as the change in instantaneous ENF values over time.

A successful extraction of this unseen signature from a
media recording will enable the determination of the time
and location where it was made and if any manipulation had
occurred.

B. ENF REFERENCE DATA
The ENF signals retrieved from multimedia files may be
vital in a variety of practical real-world forensic applications.
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k Reference database/

However, for us to rely on the outcome of its application,
we must verify that the extracted signal is actually the ENF
signal. Therefore, the ENF criterion was based on the ENF
reference data. Usually, power reference signals are obtained
using special equipment and are substantially more potent
than ENF traces extracted from multimedia. Consequently,
they can serve as a reference for the extracted ENF signal
from multimedia recordings [4], [27]. Therefore, the ENF sig-
nals of multimedia and power grids recorded simultaneously
are anticipated to be similar at the same time instants.

Several techniques for acquiring power reference data have
been suggested in the literature. The authors in [28] and [29]
presented a detailed discussion of the implementation of the
wide-area frequency monitoring network (FNET)/GridEye
system, a situational awareness tool for an electrical grid that
captures high-precision Global Positioning System (GPS)
time-stamped data at the distribution level in real time. The
FNET has been implemented and utilized to capture the
power reference signal from the three North American inter-
connections [30]: Texas power grid, Eastern power grid,
Western power grid.

Figure 3 shows the different components of the FNET/
GridEye framework. The frequency disturbance recorder
(FDRs) and the associated information management soft-
ware (IMS) are the main elements of the FNET system.
FDRs are system sensors deployed at the distribution level
to measure regional GPS-synchronized instantaneous ENF
values using phasor approaches [31]. FDRs transmit the
measured data via the Internet to the data center, which
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FIGURE 3. Building blocks of the FNET/GridEye system [28].

is managed by the IMS for various applications. More
discussion on the FNET/GridEye system can be found in
[32], [33], and [34].

The authors in [21] and [35] provided a detailed discussion
and analysis of the wide area management system (WAMS)
deployed in the Egyptian grid for wide-area synchronized
measurements. Contrary to the definition that the ENF signal
is similar in all areas of the same grid, the authors opined
that the instantaneous ENF value recorded from a single point
is not constant throughout the grid when there are system
disturbances such as transformer or local network failure
and disconnection of unsynchronized local sections of the
grid [14]. The authors proposed a robust method that relies
on creating an ENF reference database from many FDRs
spread across multiple grid points instead of one point. Their
choice of the number of sensors to deploy was based on their
sensitivity to frequency, as well as the frequency sensor’s
estimation accuracy. They also suggested a harmony search
technique that uses GIS data and wide-area frequency mea-
surements to determine geographically coherent frequency
regions for various disturbance situations and allocated the
sensors to different regions based on their geographical fre-
quency coherence. Their experimental results revealed that
the proposed approach enables the building of a robust ENF
reference database and, in turn, improves the accuracy of the
matching process.

The authors in [36] considered the methods discussed
above expensive, involving a substantial amount of work from
design to setup, and lack efficiency to adequately monitor
the collection equipment dispersed across the world. They
therefore proposed a method to build worldwide ENF map
by extracting ENF signal from online streaming multime-
dia files gathered from sources like “Ustream,” ‘“Youtube,”
and “Earthcam,” rather than installing expensive specialized
hardware. Their approach employed various signal process-
ing methods to discuss and address several issues, such as
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accounting for packet loss, aligning various ENF signals from
several multimedia broadcasts, and interpolating geographic
ENF signals to take consider areas that are not serviced by
streaming services. The evaluation of the recovered ENF
signal using the proposed method compared to those obtained
using the FDR from FNET/GridEye demonstrates that the
proposed method performs better in steady acquisition and
control of the ENF signals than the conventional approach.

Other systems have been implemented to locally build
an ENF reference database. Although the systems dis-
cussed above provide enormous advantages in terms of
power-frequency monitoring and coverage, researchers can
locally obtain ENF references without requiring access to
them. A low-cost hardware circuit can be implemented and
plugged into an electric wall outlet to capture a power signal
or detect ENF fluctuations. In such systems, transformers,
such as those utilized in the power supplies of several DC-
powered equipment, are usually employed to convert the wall
outlet voltage level to a level that can be captured by an
analog-to-digital converter (ADC). An example of a generic
circuit that can be implemented to record the power reference
is depicted in figure 4. The circuit also included an aliasing
filter and a fuse to the circuit as a safety measure, subject to
the sampling rate of the ADC [37].

i 58

I N

Fuse
s |

Transformer

FIGURE 4. A sample generic diagram of sensor hardware [37].

The sensor hardware may be implemented using a variety
of different designs.

The authors in [5] implemented an electronic circuit
to record the power reference signals. The circuit relies
on a transformer capable of producing a 100mV peak-to-
peak voltage connected to a personal computer’s soundcard.
A software system called DCLive Forensics was used to
record and analyze the audio signal. The device was used to
obtain the ENF reference signal from the Romania electric
network and other locations in the European electric net-
work. In the implementation in [38], a step-down circuit was
connected a digital audio recorder to obtain the raw power
signal in Maryland, part of the US Eastern grid. In this case,
an ENF estimation method is employed to further process the
obtained signal to retrieve the ENF reference signal.

The authors in [39] implemented a step-down circuitry,
together with a Schmitt trigger on a BeagleBone Black board,
which applies the Schmitt trigger to spontaneously retrieve
the ENF signal from the raw ENF data without requiring an
ENF extraction method, as in the implementation in [38]. The
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device was used to independently record ENF reference data
in Dresden, Germany. Other implementations can be found
in [40], [41], and [42]. Depending on the available resources,
there are various approaches to obtain the ENF reference.
These measurements often yield an ENF signal with a high
signal-to-noise ratio (SNR), which can be utilized in ENF
investigations as reference data.

IIl. APPROACHES TO ESTIMATING ENF SIGNAL

This section discusses the procedures employed in the liter-
ature to extract ENF traces implanted in media recordings.
In these approaches, preprocessing of the media signal may
be necessary prior to measuring the varying instantaneous
ENF sequences over time to significantly speed up the esti-
mation process and conserve memory for the estimation
algorithm. In general, there are three main categories of
approaches used for estimating the ENF which: (a) time-
domain approach, (b) non-parametric approach and (c) para-
metric approach.

A. TIME-DOMAIN APPROACH

The time-domain approach consists of the measurement of
zero crossings and comparison of the results to the refer-
ence ENF values [5]. The time-domain zero-crossing method
is relatively simple and does not require segmentation of
the recording into successive frames for independent pro-
cessing [43]. It relies on deriving ENF variations from the
zero crosses of a genuine power reference or media record-
ing. [44]. The authors in [45] reported that with the zero-
crossing strategy, the ENF-containing signal was pre-filtered
around the nominal range to isolate the ENF component
from the other contents of the recording. Subsequently, the
temporal differences between successive zero values were
derived and utilized to realize instantaneous ENF estimation
after the zero crossings of the surviving ENF signal were
computed.

B. NON-PARAMETRIC APPROACH TO
FREQUENCY-DOMAIN ENF ESTIMATION

ENF estimation based on non-parametric methods does not
make explicit model assumptions about the data. The major-
ity of these methods rely on the Fourier analysis of the
signal. The time recursive adaptive approach (TR-IAA) and
spectrogram- or periodogram-based methods that employ the
short-time Fourier transform (STFT) comprise the major-
ity of non-parametric frequency-domain methods [46], [47].
The STFT is typically employed for time-varying spectrum
signals, such as ENF signals. The signal is first segmented
into overlapping frames, and each frame is then subjected
to Fourier analysis to ascertain the available frequencies.
Therefore, a spectrogram provides a visual representation
(2-D representation) of the time-frequency information pro-
vided by the STFT. Time-frequency information is usually
conveyed using a heat map, with time and frequency as the
axes [48]. Because the ENF signal fluctuates very slowly,
it is logical to assume that the instantaneous frequency is
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relatively consistent throughout the frame period for analy-
sis [43].

1) MAXIMUM ENERGY APPROACH

Considering the ENF signal in a frame as a frequency sinusoid
near the nominal value embedded in noise, applying the
spectrogram method should ideally peak its power spectral
density (PSD) at the sinusoidal signal frequency. In this situa-
tion, finding the frequency whose spectral component has the
maximum power is a simple way to estimate this frequency.
However, directly adopting this frequency as the ENF value
usually results in a loss of accuracy because the spectrum
is computed for a discretized frequency value, and there
might be a misalignment of the exact frequency of the maxi-
mum energy and the discretized frequency. Consequently, the
STFT-based ENF estimation method often employs quadratic
interpolation [49] or a weighted approach [12] to perform
additional operations to achieve a more precise estimation.
Quadratic interpolation is usually performed around the iden-
tified spectral peak, while the weighted approach is applied
to the detected ENF estimate, in which the frequency bins of
the nominal value are weighted according to their spectrum
intensities [43]. Examples of spectrogram-based approaches
includes the maximum-energy approach and the weighted-
energy approach.

2) WEIGHTED ENERGY APPROACH

This approach involves calculating the average frequency of
each spectrogram’s time bin, considering the weighting of
the frequency bins based on their energy levels relative to
the nominal ENF value. This results in an average frequency
value that is representative of the energy of the signal. The
expression of the frequency estimation as described by [46]
is given as:

Sk f ) S (m, k)
Sk, S (m.k)

where K; and K, denote the FFT indices of the averaging
region’s boundary, f (m, k) and S(m, k) represents, respec-
tively, the frequency and energy values for the k”* frequency
bin of the m"” time-frame. Compared to the maximum energy
approach, this approach estimates the instantaneous ENF
frequencies more accurately because of the robustness of the
weighting against outliers.

F (m) @

3) TIME RECURSIVE ITERATIVE ADAPTIVE APPROACH
(TR-1AA)

The most recently developed non-parametric frequency esti-
mation approach relies on the TR-IAA [50]. To obtain the
spectral estimate for a particular frame, the algorithm for-
mulates a weighted least-squares method to minimize the
quadratic function. The TR-IAA is an iterative approach
with a convergence period of 10 -15 iterations. The spectral
estimate in the first iteration was set to the value from either
the spectrogram or the last value from the time frame before
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it [51]. This approach requires a longer processing time than
the spectrogram-based approach. A quadratic interpolation
procedure was applied after the spectral estimate converged
to estimate frequency. Compared with the spectrogram-based
approach, this approach has been demonstrated to yield some-
what better frequency estimation results, particularly when
the frame size is between 20 and 30s [50].

C. PARAMETRIC APPROACH TO FREQUENCY-DOMAIN
ENF ESTIMATION

Parametric approaches to frequency-domain ENF estimation
are based on making specific model assumptions about the
signal and the underlying noise. These approaches produce
more precise estimations than non-parametric approaches
because of the explicit model assumptions on which they rely.
In fact, modeling the signal provides a means of avoiding the
idea that the recorded sequence has a value of zero beyond
the time period in which it was observed. This makes the res-
olution dependent on the SNR such that increasing the SNR
results in an improved resolution threshold [52], [53]. The
MUIltiple SIgnal Classification (MUSIC) [54] and Estimation
of Signal Parameters via Rotational Invariance Techniques
(ESPRIT) [55] are two of the most commonly used para-
metric approaches that rely on the subspace analysis of a
model that includes both the signal and noise components.
In principle, these methods can be utilized for the frequency
estimation of a signal composed of P complex frequency
sinusoids contained in white noise. The value of P for ENF
signals is equal to 2 because there is only a single actual
sinusoid in an ENF signal [46]. A brief discussion of these
methods is provided below.

1) MUSIC
The MUSIC algorithm estimates the essential characteristics
of a signal based on the observations provided [54]. This
approach assumes that a signal x is composed of p complex
sinusoidal components with an unknown angular frequency
o embedded in additive white Gaussian noise. It conducts
an eigenspace decomposition of the autocorrelation matrix
R%XM based on M observations of signal x, in such a way
that it projects the p complex sinusoids onto a signal space
that is perpendicular to the noise space. Such a projection may
be generated by performing Singular Value Decomposition
(SVD) on the RY>*M for which the highest eigenvalues cor-
respond to the signal sub-space eigenvectors [54], [56]. The
signal spectrum can then be obtained from the noise subspace
as follows:
: 1
P () = ;

where ¢ = [1e/?¢2? . . JJM—D@] 5 3 vector that contains M
complex sinusoids, el denotes the Hermitian operator, wg is
the eigenvector of RMY*M and xx is the vector matrix of the
signal x.

Compared to the Fourier-based analysis, the MUSIC
approach offers a better frequency estimation. The spectrum
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in equation (3) is a continuously differentiable function in
o that allows for some flexibility because the frequency
resolution may be raised to counteract the binning problem,
which affects the Discrete Fourier Transform (DFT). It can
also intrinsically reduce the level of additive white noise
in the measured signal. However, these features come at
the expense of reduced stability when there is a drop in
the SNR or when the noise stops becoming addictive and
white [54]. The MUSIC method may also lead to increased
computational complexity when the autocorrelation matrices
and the number of frequency points are large. A variant of
the MUSIC method called Root MUSIC [57], [58] provides a
high-resolution estimation of instantaneous frequency while
significantly conserving computational resources.

2) ESPRIT

The ESPRIT approach employs invoked rotational attributes
between staggered subspaces to provide frequency esti-
mation. ESPRIT shares similarities with MUSIC, as both
approaches rely on subspace analysis. However, ESPRIT
differs in that it operates in the signal subspace instead of
the noise subspace [55]. In addition, ESPRIT relies on the
information in the data matrix to compute the signal sub-
space, whereas MUSIC explicitly computes the correlation
matrix. ESPRIT, like MUSIC, offers a robust estimation of
the signal frequency utilizing fewer data points compared
to spectrogram-based approaches. Compared with MUSIC,
ESPRIT has the advantage of lower computation and storage
costs [59].

IV. DETECTING ENF PRESENCE IN DIGITAL

MULTIMEDIA RECORDING

Detecting the presence of ENF in digital multimedia record-
ings is a crucial and fundamental issue that must be resolved
to conduct a successful ENF-based forensic investigation
process with confidence. The ENF traces can be obtained
from media recordings and reflect the way the power net-
work operates during recording. Therefore, it is essential that
there is electrical activity present at the location where the
recording is made in order to acquire ENF traces. It is com-
monly accepted that audio recordings created by recorders
connected to a power outlet will contain ENF traces owing
to the electromagnetic interference produced by the con-
nection between the recorder and the wall outlet [8], [39].
However, when it comes to audio recordings captured with
recorders that use battery as a source of power, the situation
becomes more complicated because of several factors. For
video recordings, studies [11], [12] have shown that ENF can
be picked up as time-varying light intensity by multimedia
recordings made with cameras, resulting in unseen flickering
generated by electric-powered interior lighting. Nevertheless,
the ENF signal that is present in audio/video content may
be destroyed by strong Doppler effects as a result of normal
recording device movement, because the nominal frequency
(together with a number of harmonic frequencies) exists in
the lower frequency band [60], [61].
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We noted that in an audio recording, the intensity of the
ENF signal and the square of the distance between the micro-
phone and the nearest ENF source are inversely proportional,
whereas in video recording, it is normally rare to observe
the flickering of the light intensity [60], [61]. Meanwhile,
even when the recording is done near a mains power, the
ENF hum’s intensity is consistently much weaker compared
to the recorded material of interest [62]. Therefore, we can
infer that the recorded ENF signal is on average quite weak.
It is irrelevant to adopt an ENF-based forensic analysis if
the file under investigation is severely distorted by interfer-
ence, noise, and Doppler effects. It is even more dangerous
to progress the analysis assuming that the ENF signal was
successfully captured, as this will negatively impact on the
related investigation. Therefore, before performing further
forensic studies based on ENF, it is necessary to ascertain
whether it is captured in the media file under investigation.
This step will aid in checking if ENF is present and then
inform the progress analysis. Several approaches have been
proposed for ENF detection.

The authors of [63] presented a comprehensive examina-
tion of the ENF detection problem in audio recording and
proposed three practical detectors to address these prob-
lems. In their approach, the audio file under examination
is down-sampled and bandpass filtered in the preprocessing
step, which removes duplicate computational overheads and
subdues the interference and out-of-band noise, respectively.
Consequently, the detection of the ENF signal within an
audio file was explained by identifying a delicate ENF signal
that has been corrupted by unknown WSS Gaussian noise
with varying colors. In general, this problem is challenging
owing to the frail nature of ENF, the random behavior of
the amplitudes and instantaneous frequencies, and the ini-
tial phase of the ENF signal. Supposing prior information
about the ENF signal, the authors developed three Neyman-
Pearson (NP) detectors, including a matched filter (MF)-like
detector, a general matched filter (GMF), and the asymptotic
approximation of the GMF to address this problem. Sup-
posing the unknown parameters of the ENF are constants,
the authors suggested two least-squares (LS)-based time
domain-detectors known as LS-LRT and naive-LRT. Addi-
tionally, assuming that the ENF is steady over a short time
interval, the authors suggested a time-frequency (TF) domain
detector to conduct short-time Fourier transform-based TF
analysis of the audio file utilizing the ENF’s prior knowl-
edge obtained from public reference ENF databases. The
performance of the proposed detectors was comprehensively
evaluated in relation to the test statistic distribution, thresh-
old selection, and computational complexity. The authors
reported that the decision thresholds for LS-LRT, naive-LRT,
and TF detectors could be efficiently established without
knowing the noise parameter. The results of experiments
using synthetic and actual audio recordings revealed that the
LS-LRT and TF detectors produced highly competitive detec-
tion outcomes for normal and lengthy recordings, whereas the
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naive LRT detector surpassed the others for extremely small
recordings. Their results further demonstrated that estimating
ENF using the nominal value is an effective remedy for ENF
detection in extremely short recordings.

Liao et al. [64] suggested a multi-tone harmonic combining
(MHC) approach that exploits the harmonic components of
the ENF to improve the single-tone TF domain ENF detector
presented in [64]. Their approach first eliminated contami-
nated harmonics that may interfere with ENF detection using
an enhanced sub-band SNR estimator. Then, the test statis-
tics (TS) of the TF detector were applied to further screen
the selected harmonic candidates. Subsequently, the MHC
mechanism was applied to combine the harmonic compo-
nents and generate the TS function used to make the final
ENF detection decision. The suggested multi harmonic TS
may also be used to measure the quantity and quality of the
ENF harmonics that can be utilized. Both the results of the
simulation and real-world experiment revealed that the MHC
detector achieved improved detection precision compared to
the single-tone DF detector.

The authors in [65] introduced a detector for ENF presence
that can identify the presence of an ENF signal in a digital
video recording. This is accomplished by conducting multiple
ENF estimations on stable regions of the video, known as
super pixels. The detector computes the average of steady
super-pixels instead of all the steady pixels contained in a
frame. Each video was segmented into super-pixel regions,
and the steady points within each region were identified
throughout all frames. The steady pixels within all regions
of every frame of the video were combined to generate an
intensity signal, from which an ENF vector was computed
for each successive video frame in a particular shot. The next
step involved analyzing the similarity between the computed
ENF vectors to detect whether the ENF was present or absent
in the test video. The detector was applied to a video dataset
of 160 videos of different lengths recorded under differ-
ent conditions using cameras that adopt both metal oxide
semiconductor (CMOS) and charged-couple device (CCD)
sensors, and the findings of the experiments showed that
the proposed detector is capable of detecting ENF signals in
videos even as short as 2-minutes video clips. The detector
can be useful in cases where a set of data on a disc or social
media is subjected to ENF-based forensic examination to
detect and distinguish ENF-containing videos from ENF-free
videos before progressing analysis. In doing so, unnecessary
exposure of ENF-free videos to a full ENF-based analysis
can be avoided, thereby saving both time and computational
effort.

Recently, the authors in [13] and [66] suggested that it
is possible to detect and retrieve ENF from a single image
captured by rolling shutter cameras under electric light. They
showed that the sequential read-out time mechanism of a
rolling shutter camera provides the resultant image to pick up
instances of electric light signal entering at slightly various
points in time, resulting in a brief section of ENF patterns.

101247



IEEE Access

E. Ngharamike et al.: ENF Based Digital Multimedia Forensics

Section V presents a detailed discussion of the ENF within a
single image.

V. A REVIEW OF RESARCH ON ENF EXTRACTION FROM
AUDIO AND VIDEO RECORDING

This section provides an overview of the methods that have
been suggested for extracting the ENF signal embedded into
audio and video recordings and from a single image.

A. ENF EXTRACTION FROM AUDIO RECORDING

The use of ENF in audio forensic analyses has been widely
studied. The crucial initial stage of this process involves suc-
cessfully extracting the ENF pattern from the audio record-
ings under investigation. Researchers have proposed several
parametric and nonparametric techniques to estimate and
extract the ENF signals. Early approaches to ENF extrac-
tion from audio recordings were based on the STFT. The
questioned signal is first partitioned into overlapping frames,
after which Fourier analysis is performed on each frame to
ascertain the available frequencies. Next, the instantaneous
frequency (IF) of every frame was combined to create an
estimate of the ENF [7], [16], [29], [45]. In addition to
the widely used STFT-based approach, substantial research
efforts have focused on more accurate ENF estimates.

In [50], the authors introduced a technique called the
time-recursive iterative adaptive approach (TR-IAA), which
is a non-parametric, high-resolution algorithm that is also
adaptive. To obtain the spectral estimate for a particular
frame, the algorithm formulates a weighted least-squares
method to minimize the quadratic function. The TR-IAA is
an iterative approach with a convergence period of 10 -15
iterations. The spectral estimate in the first iteration was set
by utilizing the value obtained from either the spectrogram
or the last value from the time frame before it [67]. This
approach requires a longer processing time in contrast to
the FFT-based approach. According to the authors, the FFT
method achieved a slightly more precise estimation of the
network frequency when dealing with the high SNR produced
by the first dataset. Nonetheless, in the second dataset, which
contained other strong interfering signals, the proposed IAA
obtained a higher ENF estimation precision. To enhance the
precision of their ENF extraction, the authors formulated
a frequency-tracking algorithm rooted in discrete dynamic
programming [68], which searches for the path of minimum
cost. The approach creates a list of potential frequency peak
locations for each frame, and then builds the path with the
lowest cost. A cost function is chosen considering the slowly
varying nature of the ENF and penalizes large frequency vari-
ations between frames. The estimated ENF was determined
using the lowest path.

In situations where there is a low SNR, it may be difficult to
accurately determine the possible locations of the frequency
peaks utilized by the authors in [50]. To circumvent the issue
of uncertain peak locations, the authors in [69] and [70]
proposed a novel weak frequency component detection and
tracking algorithm for conditions with very low SNR and
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in nearly real-time, termed Adaptive Multi-Trace Carving
(AMTC). The process involves using iterative dynamic pro-
gramming together with adaptive trace compensation on a
preprocessed output from a system, such as a spectrogram,
to detect frequency traces. The proposed algorithm uses fairly
high energy traces that persist for a particular amount of time
to prove the existence of the desired frequency components
of interest after several forward and backward passes. Experi-
mental results utilizing both synthetic and actual forensic data
power signatures reveal that under low SNR conditions, the
proposed technique performs better than other representative
earlier methods [50] and can be applied in near real-time
environments.

Other adaptations to non-parametric approaches have been
suggested in previous studies to improve the estimation of the
final ENF signal. In [71], the authors presented the idea of
computing precise spectral lines at a specific frequency using
a DFT algorithm rather than across the entire frequency band.
The spectral line computation was then repeated for each
target frequency bin using a binary search technique until the
concealed ENF signal was extracted. An experimental study
of the algorithm using real audio recording and simulated
audio signals with various SNRs and error-evaluation criteria
proved its effective performance with regard to accuracy and
precision. However, SNR significantly influences the perfor-
mance of the suggested algorithm. A large window length is
required under low-SNR conditions, which may weaken its
ability to track frequency fluctuations in the time domain.

A frequency-extraction problem was constructed by the
author in [72] as a frequency-modulation problem. The
author postulated that instead of measuring the ENF directly,
it should be considered as a sinusoidal signal at the nominal
power network frequency that is subject to frequency modu-
lation by a frail frequency, making it possible to create and
analyze an intermediate-frequency signal with a frequency
of 0 Hz. According to the authors, this provides substan-
tial data reduction through comprehensive down-sampling
to enable the utilization of FM demodulation algorithms to
extract the ENF.

In [73], the authors suggested a method that utilizes tem-
poral windowing and a filter-bank carpon spectral estimator.
Their method proposed building non-parametric frequency
estimation techniques on top of the refined periodograms.
Their studies also showed that selecting proper windows can
offer an enhanced spectral resolution and improve frequency
estimation precision. The superiority of the method over [50]
is in its ability to achieve high accuracy even in the recording
of 1s frame length.

An approach that combines the Blackman-Tukey spec-
tral estimation method with a modified lag window design
was introduced by the authors of [74]. Such a lag window
design ensures an accurate ENF calculation under various
SNR situations, while striking a balance between minimizing
smearing and leakage. They formulated leakage reduction
as an energy-maximization problem within the main lobe
of the spectral window. The ENF estimation accuracy was
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measured using the maximum correlation coefficient (MCC)
and minimum standard deviation of the errors. A test of the
proposed approach on real-world datasets revealed that it
outperformed many existing techniques.

The authors in [75], presented a method that leverages
robust principal component analysis to exploit the low-rank
nature of the ENF signal, enabling the elimination of speech
content interference as well as background noise. This
approach enhances the extraction of the ENF estimates, par-
ticularly in situations where the SNR is low. ENF estimates
were then extracted by enforcing a weighted linear prediction.
The authors reported that a small number of signal observa-
tions are required for the proposed method to successfully
capture ENF variations along the time axis while maintaining
adequate frequency precision.

The robustness of ENF signal estimation may be improved
by exploiting the existence of ENF traces at multiple har-
monics when extracting the ENF signal. In [76], the authors
extended a model based on single-tone harmonics to a
multi-tone ENF model by applying the maximum-likelihood
estimator (MLE). The model employed the Cramer-Rao
bound (CRB) to estimate the variance of the ENF Estimator
and demonstrated that the proposed model can achieve a
theoretical improvement factor of O(M?) in the estimation
accuracy, where M represents the number of harmonics. The
experimental findings indicated that the proposed model out-
performed estimators based on a single-tone.

In [38], the authors proposed a spectrum combining
method that adaptively combines the various ENF compo-
nents that are present at different harmonics in a signal using
the local SNR at each harmonic. Compared with estimates
produced using only one component, the technique produced
estimates that were more reliable and accurate.

In [77], the authors presented a technique based on the
linear canonical transform (LCT) to estimate ENF audio files
recorded in a complex noise environment, such as multipath
interference. The authors argued that the method proposed
in [76] may not be adequate in a noisy network such as
China’s electrical network, because it did not account for
unpredictability in delays and amplitudes. They modeled the
electrical signal from such a complex and noisy network
as a signal with variable amplitude and narrow bandwidth
and applied the LCT, adjusting the coefficient suitably to
transform the signal into a frequency spectrum characterized
by a sharp pulse.

In [78], the authors presented a strong filter technique
called the robust filtering algorithm (RFA) to enhance the
ENF signal estimation in audio recording. The RFA accepts
as input a preprocessed (down-sampled and bandpass fil-
tered) recording and produces a denoised ENF signal, which
is then extracted and further analyzed. RFA achieves its
denoising operation by encoding the time-domain expres-
sion of the preprocessed audio signal into the instantaneous
frequency of an analytical sinusoidal frequency modulated
(SFM) signal. A kernel function is then formulated to cre-
ate a sinusoidal time-frequency distribution (STFD) of the
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encoded signal, where the STFD peaks correspond to the
ENF signal that has been purified from noise. RFA con-
verges within two or three iterations in a single-tone harmonic
formulation. The authors noted that this algorithm could be
integrated with any frequency estimation method to improve
the performance of the estimator by increasing the SNR.

In [79], the authors proposed a robust ENF extrac-
tion framework that included an improvement over the
single-tone algorithm proposed in [78]. First, the authors
introduced a harmonic robust filtering algorithm (HRFA) to
extend single-tone RFA to a multi-tone scenario. The HRFA
enhances each harmonic element individually without any
unwanted interference from other elements, thereby reducing
the impact of undesired noise and audio material. Considering
that certain harmonic elements may still be distorted despite
the use of HRFA, the authors introduced a graph-based har-
monic selection algorithm (GHSA) that selects a group of har-
monic elements based on their strong correlations with each
other. The problem of selecting the most suitable harmonic
element was framed as a maximum-weight clique problem,
and the authors employed the Bron-Kerbosch algorithm to
effectively solve it. According to the authors, the proposed
framework surpasses the current single- and multi-tone tech-
niques when used in combination with modern MLE to
estimate the ENF. The superiority of the proposed framework
was demonstrated through an experimental evaluation using
130 real-world audio recordings from the ENF-WHU dataset.

B. ENF EXTRACTION FROM VIDEO RECORDING

Recent research has focused on the difficult problem of recov-
ering ENF signals from visual content. The fluctuation in
light intensity over time included inside the video frames may
be leveraged to obtain the ENF signal. Oscillations in the
ENF in the grid network influence the brightness of the light
emitted by any light source linked to the power grid. Because
the light source flickers during both positive and negative
AC current cycles, the frequency of the light is twice that
of the main power frequency. Thus, the light signal may be
considered as an absolute representation of the cosine wave
function [65]. For instance, for any video recording made
under indoor illumination powered by 50 Hz power mains,
because the polarity of the current changes at double the
frequency of the main power, the light flickers at 100Hz.

In addition, higher harmonics of decaying energy fre-
quently exist at integer multiples of 100Hz when there is a
mild deviation from a perfect sinusoidal mains power signal.
In addition, the higher harmonics have a larger bandwidth
than the primary component because the actual ENF sig-
nal, which is a narrowband signal rather tha