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ABSTRACT In this paper, we examine the validity of the differential characteristics of ARX-based block
ciphers. Recently, Peyrin et al. showed that some of the differential characteristics of block ciphers, SKINNY
and GIFT, in the literature are not valid. However, their work is limited to SPN-based block ciphers. We find
out that some of the differential characteristics of block ciphers, SIMON, SPECK, and CHAM, that appeared
in the literature are not valid. Our work indicates that not only the differential characteristics of SPN-based
block ciphers, but also the differential characteristics of ARX-based block ciphers may be invalid.

INDEX TERMS Block cipher, CHAM, differential characteristic, SIMON, SPECK, validity.

I. INTRODUCTION

A differential characteristic is the most fundamental building
block to mount a differential attack on a block cipher, one
of the most powerful attacks on block ciphers. Therefore,
when a new block cipher is developed, a lot of research
is done to find differential characteristics of it. Most of
the research looking for differential characteristics of block
ciphers assumes independence between rounds (Markov
assumption [1]). However, the rounds of a real block
cipher are not independent at all. Actually, we already
know that SPECK and CHAM are not Markov ciphers [2],
[3]. Nevertheless, making Markov assumption even for a
non-Markov cipher is still one of the best ways to find
differential characteristics.

A differential characteristic of a block cipher is said to be
valid (informally) when there exists a tuple of a plaintext pair,
a ciphertext pair, and a key compliant with it. The existence
of such a pair does not imply the success of a differential
attack utilizing it. Because the existence of such a pair does
not tell us the exact probability of it. On the other hand, the
non-existence of such a pair does not imply the failure of a
differential attack utilizing it. Because the non-existence of
such a pair does not preclude the possibility of using it as
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a differential to mount a differential attack, rather than as a
differential characteristic itself.

Nevertheless, it is not meaningless to check the validity
of a differential characteristic. When calculating the success
probability of a differential attack, one of the most important
things is the probability of the differential used in the
attack. If any of the underlying differential characteristics
that form the differential are invalid, the probability of the
differential may not be as expected, which means that the
success probability of the attack may also not be as expected.
Therefore, the validity of differential characteristics of a
block cipher is closely related to the security of the block
cipher.

Recently, Peyrin and Tan gave a framework and a
corresponding tool to investigate the validity of differential
characteristics [4]. They showed that many differential
characteristics that appeared in the literature are invalid:
they checked differential characteristics from eight articles
(four each for both SKINNY and GIFT) and most of these
published paths are impossible or working only for a very
small proportion of the key space.

Our Contributions: Both SKINNY and GIFT are based on
a design principle known as a substitution-permutation net-
work (SPN). Another well-known design principle of block
ciphers is an addition-rotation-XOR (ARX) structure. In this
paper, we study the validity of differential characteristics that
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TABLE 1. Invalid (related-key) differential characteristics.

(Key difference)

Cipher Rounds Prob. Input difference Ref. Validity
Output difference
SPECK-48/k 10 g—41 Eggg}:gi gz;ggg; [5] Invalid under the Markov assumption
13 27559 ggggggég gggéiggg; [6] Invalid under the Markov assumption
_ T
SPEClcok 12 963 (02080888 1A120848) 71 Invalid under the Markov assumption
(80008004 84008020) )
SPECK-96/k t 13 2789 E?iiiigiggggg Zégiiii 8(6)?1(032; [7] Invalid under the Markov assumption
_117.28 (0640240804002440 6004400C20040004) . }
SPECK 128" 15 2 (8380802080820828 E8BC81A4A0924820) [6] Invalid under the Markov assumption
) 14 g~ 112 (144304280€010420 0006402400040024) [51 Invalid under the Markov assumption
(0180208402886884 0080248012C96C80) SSump
. 39 2763 Egigi gi :2 8882 8288; [8] Invalid with independent round keys
CHAM-64/128
44 2773 Egggg zggg 88182 8288; [8] Invalid with independent round keys
(00000000 00000000 24924925 24924925)
CHAM-128/128* 47 27120 (00000000 00000000 00000000 FFFFFF25) (8] Invalid

(FFFFF925 00000000

00000000 00000000)

T: Differential characteristic, {: Related-key differential characteristic

appeared in the literature of SIMON, SPECK, and CHAM,
which are ARX-based block ciphers. We check differential
characteristics from eleven articles (five for SIMON, eight
for SPECK, and two for CHAM) and related-key differential
characteristics from one article (one for CHAM). We find that
some of them are invalid. In doing so, we define several forms
of validity such as ““valid differential characteristic,” ‘““valid
differential characteristic with independent round keys,”
“valid differential characteristic under the Markov assump-
tion,” ““valid differential,” and *‘valid related-key differential
characteristic,” so that we can understand the nature of invalid
(related-key) differential characteristics a little better. The
invalid (related-key) differential characteristics that we have
found are summarized in Table 1. In the last column of the
table, the several forms of validity are used to describe the
nature of the characteristics. The rigorous definitions of them
will be given later.

Peyrin et al.’s framework does not apply well to
ARX-based block ciphers, so we take a different approach.
We set up a set of equations, which can check the validity
of a differential characteristic, and convert it to a Boolean
satisfiability problem. Then we use a SAT solver to see if the
Boolean satisfiability problem is satisfiable or not.

Note that SIMON uses bitwise AND operations instead
of additions. However, we can also check differential
characteristics of it using our approach.

Paper Organization: The outline of the paper is as follows.
We provide basic definitions and notations and brief descrip-
tions of SIMON, SPECK, and CHAM in Section II. Several
forms of validity of (related-key) differential characteristics
are rigorously defined in Section III. Section IV shows
whether each of the (related-key) differential characteristics
of SIMON, SPECK, and CHAM in the literature is valid or
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not. Finally, Section V concludes the paper and presents some
further studies.

Il. PRELIMINARIES
A. BASIC DEFINITIONS AND NOTATIONS
1) BOOLEAN SATISFIABILITY PROBLEM
The Boolean satisfiability problem involves determining
whether a given Boolean formula can be satisfied by any
interpretation. In simpler terms, it seeks to ascertain if the
variables in the formula can be assigned the values TRUE
or FALSE in a consistent manner that results in the formula
evaluating to TRUE. If this is possible, the formula is said to
be satisfiable. Conversely, if no such assignment exists, the
formula is said to be unsatisfiable, indicating that the formula
evaluates to FALSE for all potential variable assignments.
As you know, the Boolean satisfiability problem is classi-
fied as NP-complete, meaning that currently, only algorithms
with exponential worst-case complexity are known for solv-
ing it. However, efficient and scalable algorithms are being
constantly developed to solve it. Prominent examples include
MiniSAT [9], ManySAT [10], and CryptoMiniSat [11].
Among these solvers, we utilize CryptoMiniSat due to its
ability to perform multi-threaded operations and support for
XOR clauses.

2) NOTATIONS

We will denote by x&y and x @ y the bit-wise AND and
the bit-wise exclusive OR (XOR) of bit strings x and y,
respectively. Let x B y denote the addition of a w-bit word
x and a w-bit word y modulo 2", and let x <« i and x >> i
denote the rotation of a w-bit word x to the left and right,
respectively, by i bits. Hexadeicmal values are written in a
typewriter font.
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FIGURE 1. The round function of SIMON.

B. THE BLOCK CIPHERS SIMON, SPECK, AND CHAM

In this subsection, we briefly review the block ciphers
SIMON, SPECK, and CHAM.

1) SIMON
By applying r iterations of the key-dependent round function,
SIMON-n/k encrypts a plaintext of two n/2-bit words to a
ciphertext of two n/2-bit words under a k-bit key. For a round
key rk € GF (2)"/2, the round function of SIMON is defined
as follows.

fix - GEQQ)"? x GF(2)"* — GF(2)"/? x GF(2)"/?
N =08 (x <€ D&(x K 8)® (x K 2)® rk, x)

The SIMON key schedules generate round keys rk; for a given
key K = (rkm—1, - , rki, rko), where rk; € GF(2)"/? and
m = 2k/n € {2, 3, 4}. The round keys are generated by

c® (z); ® rki ® (rki1 < 3)
& (ki1 K 4), ifm=2,
Phim=1 € @ (z); ® rki ® (rkiva << 3)
D (rkip2 K 4), ifm=3,
c® (Zj)i @ rki B (rkiy3 <K 3) @ rkiy1
D (rkiyz <K 4) b (ki K 1), ifm =4,

for0 <i <r—m,wherec =2"? — 4 = 0xff... fc and
7 (0 < j < 5) is a constant sequence. The value rk; is the i-th
round key, for0 <i < r.

The round function of SIMON is depicted in Fig. 1 and
parameters of it are specified in Table 2.

2) SPECK

By applying r iterations of the key-dependent round function,
SPECK-n/k encrypts a plaintext of two n/2-bit words to a
ciphertext of two n/2-bit words under a k-bit key. For a round
key rk € GF (2)"/?, the round function of SPECK is defined
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TABLE 2. SIMON parameters.

. block  key  word key const
cipher . R . rounds

size size size words seq
SIMON-32/64 32 64 16 4 20 32
SIMON-48/72 48 72 24 3 20 36
SIMON-48/96 96 4 z1 36
SIMON-64/96 64 96 32 3 22 42
SIMON-64/128 128 4 z3 44
SIMON-96/96 96 96 48 2 z2 52
SIMON-96/144 144 3 z3 54
SIMON-128/128 128 128 64 2 z2 68
SIMON-128/192 192 3 z3 69
SIMON-128/256 256 4 24 72

(o)

y A
Xir1 )

FIGURE 2. The round function of SPECK.

as follows.

fix 1 GE(2)"? x GF(2)"/* — GF(2)"/? x GF(2)"/*

frk (-x7y)
= (x> ) By)Prk, (y K BB((x > a)By) @ rk)

The SPECK key schedules generate round keys rk; for a given
keyK = (Ly_2,--- , lo, ko), where [;, kg € GF(2)"/? andm =
2k/n € {2, 3, 4}. Sequences rk; and /; are defined by

rko = ko,
liym—1 = (rk; B (; > o)) @ i, and
rkiy1 = (rki <K B) & litm—1.

The value rk; is the i-th round key, for 0 < i < r.
The round function of SPECK is depicted in Fig. 2 and
parameters of it are specified in Table 3.

3) CHAM

By applying r iterations of the key-dependent round function,
CHAM-n/k encrypts a plaintext of four n/4-bit words to a
ciphertext of four n/4-bit words under a k-bit key. For a round
key rk € GF(2)"*, the i-th round function of CHAM is

VOLUME 11, 2023
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TABLE 3. SPECK parameters.

block  key  word key rot

=

. o

cipher size size size words « B rounds
SPECK-32/64 32 64 16 4 7 2 32
SPECK-48/72 48 72 24 3 8 3 36
SPECK-48/96 96 4 36
SPECK-64/96 64 96 32 3 8 3 42
SPECK-64/144 128 4 44
SPECK-96/96 96 96 48 2 8 3 52
SPECK-96/144 144 3 54
SPECK-128/128 128 128 64 2 8 3 68
SPECK-128/192 192 3 69
SPECK-128/256 256 4 72

FIGURE 3. The round function of CHAM.

[ Yir2 )

(zn ) (Wi )

defined as follows.

fix : GR(2Y* x GF(2)"* x GF(2)"* x GF(2)"/*
—> GF(2)"* x GF2)"* x GF(2)"* x GF(2)"/*
Sk (6, 9,2, w)
=Uu,zw (x®)H (Y<K a) & rk)) K b)),

where ¢; = 1 and B; = 8 when i is even and o; =
8 and B; = 1 when i is odd. The CHAM key schedules
generate round keys rk; for a given key of 4k /n n/4-bit words
K = (ko,ki,+- , kakjn—1). The round keys are generated
by

rk;

ke <<l) e (k< 8), if0 <j < dk/n,
kig1 © (kjem XK 1) ® (kj@] X 11) , otherwise,

where j = i mod 8k /n. The value rk; is the i-th round key,

forO<i<r.

The round function of CHAM is depicted in Fig. 3 and
parameters of it are specified in Table 4.
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TABLE 4. CHAM parameters.

cipher block size  key size ~ word size  rounds
CHAM-64/128 64 128 16 88
CHAM-128/128 128 128 32 112
CHAM-128/256 128 256 32 120

1ll. VALIDITY OF A (RELATED-KEY) DIFFERENTIAL
CHARACTERISTIC

In this section, we rigorously define the validity of a
differential characteristic. In particular, we define several
forms of validity, so that we can obtain a more comprehensive
understanding of a differential characteristic.

Suppose that there is an r-round differential characteristic
(Ady, Ady, ---, Ad,)of ablock cipher. Here, h; denotes the
key schedule function of the block cipher that takes a key as
an input and outputs a sequence of round keys up to (i — 1)-
th round as an output and g denotes the round key-dependent
round function of the block cipher. We now give definitions
of the several forms of validity of a differential characteristic.
(For simplicity, we use a slightly different notation for
round functions than the definitions of round functions in
Section II-B. For SIMON and SPECK, f,«(x, y) = g(rk, x||y)
and for CHAM, fy (x, y, z, w) = g(rk, x|[yl|zllw).)

Definition 1: We say that an r-round differential charac-
teristic is valid up to s rounds, where s < r, if there is at least
one tuple (k, po, p1, -+, DPs» 90, q1, - - - » qs) such that

1) hy(k) = rko| - - - 1 rks—1,

2) g (rki,pi) = pit1for0<i<s,

3) g (rki,qi) = qiy1 for0 <i < s, and

4) pi®qgi=Adfor0<i<s.

In particular, we say that an r-round differential characteris-
tic is valid if it is valid up to r rounds.

Definition 2: We say that an r-round differential char-
acteristic is valid with independent round keys up to
s rounds, where s < r, if there is at least one
tuple  (rko, ki, - -+, rks—1,p0, P15, Ps, 90,41, """ + qs)
such that

1) g(rki,pi) = pir1for0<i<s,
2) g(ki, q;) = qivr1 for0 <i < s, and
3) pidqgi=Adifor0 <i<s.

In particular, we say that an r-round differential character-
istic is valid with independent round keys if it is valid with
independent round keys up to r rounds.

Definition 3: We say that an r-round differential char-
acteristic is valid under the Markov assumption up to s
rounds, where s < r, if there is at least one tuple

(rkO’rkla e ’rk.S'flvaaply Tt 7[72_?71’ q07 qla Tt q2s71)
such that
1) g (rki, p2i) = paiv1 for0 <i <s,
2) g (rki, q2i) = qiv1for0 <i <s,
3) p2i @ qoi = Adi for0 <i < s, and
4) priv1 ® qriy1 = Adiy1 for0 <i <s.
100675
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In particular, we say that an r-round differential characteris-
tic is valid under the Markov assumption if it is valid under
the Markov assumption up to r rounds.

Note that the differential characteristics in the literature are

supposed to be valid under the Markov assumption.

Definition 4: We say that an r-round differential charac-

teristic is a valid differential if there is at least one tuple
(k, po, p1,--- s Pr» 40,41, -, qr) such that

D) hy(k) = rkol| - - - lIrky—1,

2) g (rki,pi) = piv1forO<i<r,

3) g (rki, qi) = qix1for0 <i<r, and

4) pi®qgi = Adifori=0andr.

The above properties have the following relations and

implications.

« A valid differential characteristic is valid with indepen-
dent round keys.

o A valid differential characteristic is valid under the
Markov assumption.

e A wvalid differential characteristic is also a valid
differential.

o A wvalid differential characteristic with independent
round keys is valid under the Markov assumption.

o Suppose that a differential characteristic of a block
cipher is invalid, but valid with independent round
keys. Then the block cipher is not a Markov cipher.
Furthermore, it means that dependencies in the round
keys may make the differential characteristic invalid.

o Suppose that a differential characteristic of a block
cipher is invalid and also invalid with independent round
keys, but valid under the Markov assumption. Then
the block cipher is not a Markov cipher. Furthermore,
it means that dependencies in the plaintexts may make
the differential characteristic invalid.

o Suppose that a differential characteristic of a block
cipher is invalid, invalid with independent round keys,
and invalid under the Markov assumption. This means
there was an error in finding it.

Now suppose that there is an r-round related-key differ-
ential characteristic (Ak, (Adp, Ady, --- , Ad,)) of a block
cipher. Again, /; and g denote the key schedule function
and the round key-dependent round function of the block
cipher, respectively, as earlier. We now give a definition of
the validity of a related-key differential characteristic.

Definition 5: We say that an r-round related-key differen-
tial characteristic is valid up to s rounds, where s < r, if there
is at least one tuple (k,,, kg, Po, 1, -, Ps» 40, q1, -+ ,qs)
such that

D hs(kp) = rkp,O” ce ”rkp,s—b

2) hs(kq) = rkq,O” s ”rkq,sf],

3) g (rkpipi) =pir1for0<i<s

4) g (rkq,i, qi) =gqgiy1 for0 <i <y,

5) ky @ kg = Ak, and

6) pi®qi=Adifor0 <i<s.

In particular, we say that an r-round related-key differential
characteristic is valid if it is valid up to r rounds.
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TABLE 5. Part of the differential characteristic #1 of SPECK-48/k.

r AL AR log, p
0 480B0O1 094009
1 081082 42084A —8

IV. VALIDITY OF DIFFERENTIAL CHARACTERISTICS OF
SIMON, SPECK, AND CHAM
In this section, we examine the validity of the differential
characteristics of SIMON, SPECK, and CHAM that appeared
in the literature. For CHAM, we also check the validity of the
related-key differential characteristics. Furthermore, we give
maximum probability of a differential characteristic of
CHAM-64/128 by round and an optimal 38-round differential
characteristic with probability greater than 2764 that is valid.

As mentioned earlier, we utilize a SAT solver, Crypto-
MiniSAT, to obtain the results. We first set up a set of
equations as shown in Section III to find out whether the given
differential characteristic is valid or not. Then we convert the
set of equations to a Boolean satisfiability problem in the
conjunctive normal form so that it can be taken as input to
the SAT solver. Finally, we can see whether the differential
characteristic is valid or invalid based on the result of the SAT
solver (satisfiable or unsatisfiable).

Meanings of the symbols in the last column of the
tables that show the validity of the (related-key) differential
characteristics are as follows.

o (O: The given (related-key) differential characteristic is
valid.

o x (Up to i rounds): The given (related-key) differential
characteristic is not valid. And it is valid up to i rounds,
not i 4+ 1 rounds.

o 7 (Up to i rounds): We do not know whether the given
(related-key) differential characteristic is valid or not.
However, we do know that it is valid up to i rounds.

A. SIMON
This subsection shows whether the differential characteristics
of SIMON in [5], [12], [13], [14], and [15] are valid or not.

We find that the four differential characteristics of SIMON-
32/64, the five differential characteristics of SIMON-48/72,
the five differential characteristics of SIMON-48/96, the four
differential characteristics of SIMON-64/96, and the four
differential characteristics of SIMON-64/128 are all valid
(Table 13 in Appendix).

And we only find that each of the four differential char-
acteristics of SIMON-96/96, the four differential character-
istics of SIMON-96/144, the two differential characteristics
of SIMON-128/128, the two differential characteristics of
SIMON-128/192, and the two differential characteristics of
SIMON-128/256 is valid up to a certain number of rounds
(Table 14 in Appendix). This means that we do not know
whether each of them is valid or not. However, we do
find that all of them are valid with independent round
keys.

VOLUME 11, 2023
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TABLE 6. Part of the invalid differential characteristic #1 of SPECK-64/k.

r AL AR logy p
3 00000000 00000080
4 40000000 40000000 —1

TABLE 7. Part of the invalid differential characteristic #6 of SPECK-64/k.

r AL AR log, p
1 92480040 40184200
2 008A0A00 0481A021 —8

TABLE 8. Part of the invalid differential characteristic #3 of SPECK-96/k.

r AL AR logy p
6 800000000000 000000000000
7 800000000000 008000000000 -1

TABLE 9. Part of the invalid differential characteristic #1 of SPECK-128/k.

r AL AR log, p

1 2002002828000020 2020004928200003

2 0000900900480001 0100001003084008 —12.66
TABLE 10. Part of the invalid differential characteristic #2 of
SPECK-128/k.

r AL AR logy p

1 2012032028080120 2020020028280000

2 0000100318400801 0100000249000800 —13

B. SPECK

This subsection shows whether the differential characteristics
of SPECK in [5], [6], [7], [14], [16], [17], [18], and [19] are
valid or not.

Note that the authors of [7] did not give the differences
of the last rounds of their differential characteristics.
Therefore, the differential characteristics we experimented
are one-round shorter than those they claimed.

We find that all of the twelve differential characteristics of
SPECK-32/64 are valid (Table 15 in Appendix).

Out of the nine differential characteristics of SPECK-48/72
and SPECK-48/96, we find that one, #1, is invalid and the
others are valid (Table 16 in Appendix).

Now let’s see why the differential characteristic #1 is
invalid. Suppose that ((ALg, ARo) , (AL1, ARy), -+, (AL,
AR,)) be an r-round differential characteristic of SPECK.
Forall 0 < i < r, AR;y; should be equal to (AR; < B) &
AL;y1 for it to be valid. However, for the differential
characteristic #1, AR; # (ARy) <k 3) & AL; as you
can see from Table 5. Therefore, it is definitely invalid
for both SPECK-48/72 and SPECK-48/96. This means that
it is neither valid with independent round keys nor valid
under the Markov assumption for both SPECK-48/72 and
SPECK-48/96.
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We have tested the validity of eighteen differential
characteristics of SPECK-64/96 and SPECK-64/128 (Table 17
in Appendix). We find that three, #2, #3, and #5, are valid.

On the other hand, we find that two, #1 and #6, are invalid
for both SPECK-64/96 and SPECK-64/128. As you can see
from Tables 6 and 7, ARs # (AR3; < 3) & ALy for #1
and ARy # (AR « 3) & AL, for #6. This means that
they are neither valid with independent round keys nor valid
under the Markov assumption for both SPECK-64/96 and
SPECK-64/128.

And we only find that each of the other thirteen differential
characteristics is valid up to a certain number of rounds for
both SPECK-64/96 and SPECK-64/128. This means that we
do not know whether each of them is valid or not. However,
we do find that all of them are valid with independent round
keys for both SPECK-64/96 and SPECK-64/128.

We have tested the validity of six differential charac-
teristics of SPECK-96/96 and SPECK-96/144 (Table 18 in
Appendix). We find that one, #2, is valid.

On the other hand, we find one, #3, is invalid for both
SPECK-96/96 and SPECK-96/144. As you can see from
Table 8, AR7 # (ARg < 3) @ AL;. This means that it is
neither valid with independent round keys nor valid under
the Markov assumption for both SPECK-96/96 and SPECK-
96/144.

And we only find that each of the other four differential
characteristics is valid up to a certain number of rounds for
both SPECK-96/96 and SPECK-96/144. This means that we
do not know whether each of them is valid or not. However,
we do find that all of them are valid with independent round
keys for both SPECK-96/96 and SPECK-96/144.

We have tested the validity of six differential charac-
teristics of SPECK-128/128, SPECK-128/192, and SPECK-
128/256 (Table 19 in Appendix). We find that one, #4, is valid.

On the other hand, we find two, #1 and #2, are invalid for all
of SPECK-128/128, SPECK-128/192, and SPECK-128/256.
As you can see from Tables 9 and 10, AR, # (AR << 3) @
AL for both #1 and #2. This means that they are neither valid
with independent round keys nor valid under the Markov
assumption for all of SPECK-128/128, SPECK-128/192, and
SPECK-128/256.

And we only find that each of the other nine differential
characteristics is valid up to a certain number of rounds for all
of SPECK-128/128, SPECK-128/192, and SPECK-128/256.
This means that we do not know whether each of them is valid
or not. However, we do find that all of them are valid with
independent round keys for all of SPECK-128/128, SPECK-
128/192, and SPECK-128/256.

C. CHAM
In this subsection, we check the differential characteristics
and the related-key differential characteristics of CHAM
from [8] and [18].

We have reviewed the validity of three differential
characteristics of CHAM-64/128 (Table 20 in Appendix).
We find that one, #3, is valid and the other two, #1 and
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TABLE 11. Maximum probability of a differential characteristic of CHAM-64/128 by round.

Rounds 1 2 3 4 5 6 7 8 9 10
[8] 1 1 1 1 2~ 1 2~ T 272 2~ 2~ 270
This paper 1 1 1 1 2~ ! 2t 2- 2- 274 2790
Rounds 11 12 13 14 15 16 17 18 19 20
[8] 27(‘, 277 2— 2—9 2—11 2—14 2—15 2—16 2—19 2—21
This paper 276 277 278 279 2~ g~ 14 2715 216 219 2—21
Rounds 21 22 23 24 25 261 27 28t 291 30f
[8] 2—23 2—25 2—2 2—30 2—32 2—34 2—38 2—39 2—41 2—43
Thispaper 2723 2725 2728 2730 2—32 2—35 2738 2740 2—42 2746
Rounds 31t 32f 33t 341 35t 367 37t 38t 391 40
[8] 2—46 2—48 2—49 2—51 2—55 2—56 2—58 2—60 2—63 < 2—64
This paper 2749 2750 2751 2753 2—56 2—58 2759 2761 < 2764
TABLE 12. Optimal 38-round differential characteristic with probability 261 of CHAM-64/128.

Round Difference Prob. ‘ Round Difference Prob. Round Difference Prob.
0 0020 0010 1020 2800 13 0001 8100 4001 0200 271 26 0004 0002 0000 0000 2-!
1 0010 1020 2800 0000 2-1 14 8100 4001 0200 0100 272 27 0002 0000 0000 0000 2-1
2 1020 2800 0000 4000 272 15 4001 0200 0100 0201 272 28 0000 0000 0000 0004 2-1t
3 2800 0000 4000 2040 273 16 0200 0100 0201 8003 273 29 0000 0000 0004 0000 20
4 0000 4000 2040 5000 272 17 0100 0201 8003 0000 2~ ! 30 0000 0004 0000 0000 270
5 4000 2040 5000 0080 270 18 0201 8003 0000 0004 272 31 0004 0000 0000 0800 2-1
6 2040 5000 0080 0040 272 19 8003 0000 0004 0402 274 32 0000 0000 0800 0008 2-1t
7 5000 0080 0040 4080 272 20 0000 0004 0402 0007 272 33 0000 0800 0008 0000 270
8 0080 0040 4080 A000 272 21 0004 0402 0007 0800 21 34 0800 0008 0000 0010 2-1
9 0040 4080 A000 0000 2! 22 0402 0007 0800 0400 272 35 0008 0000 0010 1008 272
10 4080 A000 0000 0001 21 23 0007 0800 0400 0004 24 36 0000 0010 1008 0010 2~ 1
11 2000 0000 0001 8100 273 24 0800 0400 0004 0002 274 37 0010 1008 0010 2000 2-1
12 0000 0001 8100 4001 2~ ! 25 0400 0004 0002 0000 271 38 1008 0010 2000 1000 272

TABLE 13. Validity of the differential characteristics of SIMON-32/64, SIMON-48/72, SIMON-48/96, SIMON-64/96, and SIMON-64/128.
. Input difference iy
Ciph N Rounds Prob. Ref. Validit
tphier © ounds o Output difference ¢ andty
1 13 236 (0000 0040)/(4000 0000) [5] O
—3Z
SIMON.32/64 2 12 2755 (0400 1900)/(1500 0500) [14] O
3 13 2 (0000 0040)/(4000 0000) [14] O
4 11 2=30 (0001 4404)/(0444 1010) [15] O
5 15 216 (008000 022200)/(002200 000800) [13] o Yie)
6 16 2=°0 (800000 220082)/(800000 220000) [12] [oYi®)
SIMON-48/72 / -48/96 7 15 20 (010100 044040)/(444040 100000) [5] [eYI®)
8 15 2= 7 (200020 080088)/(080888 000200) [14] [eYle®)
9 15 2~ (000001 400004)/(400044 000010) [15] [oYi®)
10 21 2-70 (00080000 00222000)/(00002000 00000000) [12] [eYle)
=80
SIMON-64/56 / -64/128 11 21 2_“ (00000100 00000440)/(00000440 00000100) [5] [oYI®)
12 21 2 (04000000 11000000)/(11000000 04000000) [14] [eYle®)
13 19 2707 (00000000 00000001)/(00000011 00000004) [15] [eYl®)

#2, are invalid. We also find that the two invalid differential
characteristics are invalid with independent round keys. They
are valid with independent round keys only up to 21 and
30 rounds, respectively. However, they are both valid under
the Markov assumption. This tells us that CHAM is not
a Markov cipher. Unfortunately, we do not know why the
two differential characteristics, #1 and #2, are invalid. Note
that it was already shown that #1 is invalid and #3 is
valid [3].

We have tested the validity of three differential character-
istics of CHAM-128/128 and CHAM-128/256. We only find
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that each of them is valid up to a certain number of rounds
for both CHAM-128/128 and CHAM-128/256 (Table 21 in
Appendix). Again, this means that we do not know whether
each of them is valid or not. However, we do find that all of
them are valid with independent round keys for both CHAM-
128/128 and CHAM-128/256.

The designers of CHAM also gave a related-key differential
characteristic for each of CHAM-64/128, CHAM-128/128,
and CHAM-128/256 [8]. Therefore, we have also checked
the validity of the related-key differential characteristics of
CHAM.
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TABLE 14. Validity of the differential characteristics of SIMON-96/96, SIMON-96/144, SIMON-128/128, SIMON-128/192, and SIMON-128/256.

Input difference

Cipher No Rounds Prob. Output difference Ref. Validity
| 0 5106 (000000100000 000000444040) 5] 7 (Up to 18 rounds)
SIMON-96/96 (000000010100 000000004440) ? (Up to 18 rounds)
SIMON-96/144 2 28 5-96 (000000000001 440000000004) [15] ? (Up to 25 rounds)
(000000000100 040000000044) 7 (Up to 25 rounds)
(0000000000001000 0000000000004440) ? (Up to 26 rounds)
SIMON-128/128 3 41 g~ 144 (0000000000004440 0000000000001000) [5] 7 (Up to 24 rounds)
SIMON-128/192 ? (Up to 24 rounds)
SIMON-128/256 (0000000000000001 4000000000000004) ? (Up to 26 rounds)
4 37 9128 (4000000000000004 0000000000000001) [15] 2 (Up to 26 rounds)
? (Up to 26 rounds)
TABLE 15. Validity of the differential characteristics of SPECK-32/64.
No Rounds Prob. Input / output differences Ref. Validity
1 9 2-31 (0A60 4205)/(81A8 D30B) [51 O
2 9 2-30 (8054 A900)/(0040 0542) [14] O
3 9 2-30 (0211 0A04)/(1001 5001) [16] O
4 10 2735 (2040 0040)/(0800 A840) [17] O
5 7 2-30 (0014 0800)/(D440 85E9) 7] O
6 8 2-31 (14AC 5209)/(850A 9520) 7] O
7 9 2-30 (8054 A900)/(0040 0542) [18] O
8 9 230 (7458 BOFS)/(802A D4AS) [19] O
9 9 2-30 (7C58 BOF8)/(802A D4AS) [19] O
10 9 2-30 (1488 1008)/(802A D4AS8) [19] O
11 9 230 (7448 BOF8)/(802A D4AS8) [19] O
12 9 230 (7C48 BOF8)/(802A D4AS8) [19] O
TABLE 16. Validity of the differential characteristics of SPECK-48/k.
No Rounds Prob. Input / output differences Ref. SPECKA szll/d;tl);E CK.43/96
1 10 21 (480B01 094009)/(808524 84A805) [5] x (Up to 0 rounds) / X (Up to 0 rounds)
2 11 2= 47 (202040 082921)/(808424 84A905) [14] [oY]®)
3 11 2~ 16 (504200 004240)/(202001 202000) [17] oYie)
4 9 2= 47 (100082 120000)/(919020 B91080) [7] [eYl®)
5 10 213 (020888 5A4208)/(248085 0584A8) [7] [eYl®)
6 11 2~ 45 (080048 080800)/(808400 848000) [18] OO
7 11 215 (001202 020002)/(210020 200021) [16], [19] [©XA®)
8 11 2~ 45 (080048 080800)/(808400 848000) [19] oYie)
9 11 2—45 (0800C8 080800)/(808400 848000) [19] o Yie)

We find that the related-key differential characteristic
of CHAM-64/128 is valid and the related-key differential
characteristic of CHAM-128/128 is invalid (it’s valid up to
only 7 rounds). However, we do not know whether the
related-key differential characteristic of CHAM-128/256 is
valid or not. We only find that it is valid up to 40 rounds
(Table 22 in Appendix).

The designers of CHAM also gave the maximum proba-
bility of a differential characteristic by round. However, it is
found that there were no valid differential characteristics of
CHAM-64/128 with the probabilities they gave for several
rounds (with ¥ marks in Table 11). This means that for
these rounds, the maximum probability of a differential
characteristic is smaller than they presented. In particular,
we can conclude that there are no valid differential char-
acteristics with probability greater than 27%* and that the
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maximum length of a valid differential characteristic with
probability greater than 2% is 38 rounds. We also find an
optimal 38-round differential characteristic with probability
201 (Table 12). Note that unfortunately, we do not use the
Markov assumption to check the validity of the differential
characteristic, but we still use it to calculate the probability of
the differential characteristic. This means that the maximum
probability per round that we find may not be the exact
probability.

V. CONCLUSION

In this work, we showed that some of the (related-key)
differential characteristics of SIMON, SPECK, and CHAM
that appeared in the literature are not invalid. To better under-
stand the nature of (related-key) differential characteristics,
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TABLE 17. Validity of the differential characteristics of SPECK-64/k.

. P ) Validity
No Rounds Prob. Input / output differences Ref. SPECK-64/96 / SPECK-64/138
1 13 27559 (10420040 40024000)/(20000524 20202C04) [6] % (Up to 3 rounds) / X (Up to 3 rounds)
2 13 2-59 (49200020 20082100)/(20000524 20202C04) [5] [eYle)
3 14 260 (00000009 01000000)/(00040024 04200D01) [14] [eYle)
4 15 262 (04092400 20040104)/(808080A0 A08481A4) [16], [17] ? (Up to 14 rounds) / ? (Up to 14 rounds)
5 11 263 (00000000 08000000)/(A0A00800 81A0680C) 7] [eYle)
6 12 263 (02080888 1A4A0848)/(80008004 84008020) 7] x (Up to 1 round) / x (Up to 1 round)
7 15 262 (40004092 10420040)/(0A080808 1A4A0848) [18] 2 (Up to 14 rounds) / ? (Up to 14 rounds)
8 15 262 (92400040 40104200)/(080A0808 481A4A08) [19] 2 (Up to 14 rounds) / ? (Up to 14 rounds)
9 15 262 (924000C0 40104200)/(080A0808 481A4A08) [19] 2 (Up to 14 rounds) / ? (Up to 14 rounds)
10 15 2=03 (96400040 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
11 15 2=03 (B2400040 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
12 15 2=03 (B24000C0O 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
13 15 2=03 (92440040 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
14 15 2=03 (924400C0 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
15 15 =03 (92Cc000C0O 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
16 15 2=03 (964000C0 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
17 15 2=03 (92Cc00040 40104200)/(080A0808 481A4A08) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
18 15 2=03 (09240004 04010420)/(8080A080 8481A4A0) [19] ? (Up to 14 rounds) / ? (Up to 14 rounds)
TABLE 18. Validity of the differential characteristics of SPECK-96/k.
< . Validity
No  Rounds Prob. Input / output differences Ref. SPECK.96/96 7 SPECK.96/144
1 13 2784 (2A20200800A2 322320680801)/(01008004C804 0C0180228C60) [5] 2 (Up to 11 rounds) / ? (Up to 11 rounds)
2 10 2=92 (000000000080 000000000000)/(C00481364920 80608C811463) [7] [©YA®)
3 13 2=89 (A22A20200800 013223206808)/(80A0A0000088 8C81A02004C8) [7] X (Up to 6 rounds) / X (Up to 6 rounds)
4 16 2=87 (010420040000 000024000400)/(800400008124 842004008801) [19] 2 (Up to 14 rounds) / ? (Up to 14 rounds)
5 16 2787 (240004000009 010420040000)/(800400008124 842004008801) [16],[19] 2 (Up to 14 rounds)/ ? (Up to 14 rounds)
6 17 2796 (240004000009 010420040000)/(A0A000008880 81A02004C88C) [17] 2 (Up to 14 rounds) / ? (Up to 14 rounds)
TABLE 19. Validity of the differential characteristics of SPECK-128/k.
Input difference Validity
No  Rounds Prob. Output difference Ref. SPECK-128/128 / SPECK-128/192 / SPECK-128/256
_117.28 (0640240804002440 6004400C20040004)
1 15 2 (8880802080820828 ES8CS1A4A0924B20) [6] X (Up to 1 round) / x (Up to 1 round) / x (Up to 1 round)
— 144304280C010420 0006402400040024)
2 14 112 ( 1 1 1
2 (0180208402886884 0080248012C96C80) 51 x (Up to I round) /> (Up to I round) / x (Up to I round)
3 20 g—128 (0124000400000000 0801042004000000) [17] ?(Upto 11 rounds)/ ? (Up to 11 rounds) / ? (Up to 11 rounds)
(8004000080000124 8420040080000801)
_125 (0000000000000060 0000000000000000)
4 1 2 (8808020008280082 80c81a0201682804) 7] O/0/0
_ 0096492440040124 0420144304600c01)
1 127 ( ? 11 s)/? 11 ? 11
5 5 2 (02481008004800008 6080018020840288) [7] (Up to 11 rounds) / ? (Up to 11 rounds) / ? (Up to 11 rounds)
— 0124000400000010 0801042004000000)
1 120 ( 1 ?(Upto 11 ds)/? (Upto 11 ds)/? (Upto 11 d
6 o 2 (8080808000000020 A084808000000124) (1] (Upto 11 rounds) /7 (Up to 1 rounds) /2 (Up to 11 rounds)
7 19 9—119 (0124000400000000 0801042004000000) 161 4 54 11 rounds) /2 (Up to 11 rounds) / 2 (Up to 11 rounds)
(8080808000000020 A084808000000124) [19]
8 19 9120 (0324000400000000 0801042004000000)  19; 9 p 1o 11 rounds) /2 (Up to 11 rounds)/ ? (Up to 11 rounds)
(8080808000000020 A084808000000124)
—_ 0124000C00000000 0801042004000000)
1 120 ( 1 ? 11 $)/? 11 s)/? 11 s
9 9 2 (8080808000000020 A084808000000124) [19] (Up to 11 rounds) / ? (Up to 11 rounds) / ? (Up to 11 rounds)
(0124400400000000 0801042004000000) 9 N9 N /9 .
10 19 9—120 (8080808000000020 A084808000000124) [19] ? (Upto 11 rounds)/ ? (Up to 11 rounds) / ? (Up to 11 rounds)
(012C000400000000 0801042004000000) N 9 N
11 19 9—120 (8080808000000020 A084808000000124) [19] ? (Upto 11 rounds) / ? (Up to 11 rounds) / ? (Up to 11 rounds)
—120 (0164000400000000 0801042004000000) 9 9 9
12 19 2 (8080808000000020 A084808000000124) [19] ?(Upto 11 rounds)/ ? (Up to 11 rounds) / ? (Up to 11 rounds)

we defined several definitions of validity and classified them
according to these definitions.

Whereas there has been research on the validity of
differential characteristics of SPN-based block ciphers, this

100680 VOLUME 11, 2023



D. Roh: Validity of Differential Characteristics of ARX Block Ciphers

IEEE Access

TABLE 20. Validity of the differential characteristics of CHAM-64/128.

No Rounds Prob. Input / output differences Ref. Validity
1 39 2763 (0102 0280 0000 0400)/(0100 0281 0002 0000) [8] X (Up to 20 rounds)
2 44 2=73 (4000 8040 00AO0 0000)/(0001 8100 0001 0200) [8] X (Up to 29 rounds)
3 39 2~ 61 (0020 0010 1020 2800)/(0010 2000 1000 2810) [18] O
TABLE 21. Validity of the differential characteristics of CHAM-128/k.
Input difference Validity
N Round: Prob. Ref.
© ounds ro Output difference ¢ CHAM-128/128 / CHAM- 128/256
_ 08000000 04000000 000C0800 00020008)
1 2 126 ( ? 4 $)/? 4 s
6 2 (04000002 00040001 00000800 00000400) 8 (Up to 40 rounds) /7 (Up to 40 rounds)
2 67 5138 (0001000C 08000000 04000000 000C0800) 8] 2 (Up to 44 rounds) / ? (Up to 40 rounds)
(08000004 00180002 00000000 00000010) TP R ’
3 64 9-130 (80000000 40000000 00408000 00200080) [18] 2 (Up to 40 rounds) / ? (Up to 40 rounds)
(00008000 00004000 80000040 00800020)
TABLE 22. Validity of the related-key differential characteristics of CHAM in [8].
Key difference
Cipher No Rounds Prob. Input difference Validity
Output difference
(0000 0000 3251 A938 0000 0000 100F A463)
CHAM-64/128 1 47 2757 (0000 0000 0000 83E0) @)
(F8C3 0000 0000 0000)
(00000000 00000000 24924925 24924925)
CHAM-128/128 2 47 9120 (00000000 00000000 00000000 FFFFFEF25) x (Up to 7 rounds)
(FFFFF925 00000000 00000000 00000000)
(00000000 00000000 5BEE1236 00800000
CHAM-128/256 3 47 9121 00000000 00000000 B5DC246C 6AB848D9) 2 (Up to 40 rounds)
(00000000 00000000 00000000 81100000)
(3EC7091F 00000000 00000000 00000000)

paper focused on the validity of differential characteristics
of ARX-based block ciphers. So we took a slightly different
approach. We constructed a set of equations, which can verify
the validity of a (related-key) differential characteristic, and
converted it to a Boolean satisfiability problem. Then we used
a SAT solver to see if the Boolean satisfiability problem is
satisfiable or not.

Invalidity of a differential characteristic does not mean
that it can not be used for a differential attack, because a
differential attack uses a differential and not a differential
characteristic. However, it does mean that some of the
differential characteristics that make up the differential
are invalid, so the probability of the differential will be
smaller than expected. Therefore, this affects the prob-
ability of success of the differential attack using the
differential, and in some cases, the attack may not be
feasible.

In order to better understand the properties of differential
characteristics of ARX-based block ciphers, we anticipate
that the following further studies are necessary:

« finding a way to check the validity of the (related-key)
differential characteristics more efficiently,

« finding theoretical backgrounds on the validity of
(related-key) differential characteristics,
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calculating an exact probability of a (related-key)
differential characteristic,

calculating an exact probability of a (related-key)
differential, and

studying whether the approach in this paper can be lever-
aged for the characteristics used in other attacks such
as linear cryptanalysis, rotational-XOR cryptanalysis,
truncated differential cryptanalysis, etc.

APPENDIX

DETAILED RESULTS

In this appendix, we present tables describing detailed results
on the validity of the (related-key) differential characteristics.
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