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ABSTRACT In this paper, we examine the validity of the differential characteristics of ARX-based block
ciphers. Recently, Peyrin et al. showed that some of the differential characteristics of block ciphers, SKINNY
and GIFT, in the literature are not valid. However, their work is limited to SPN-based block ciphers. We find
out that some of the differential characteristics of block ciphers, SIMON, SPECK, and CHAM, that appeared
in the literature are not valid. Our work indicates that not only the differential characteristics of SPN-based
block ciphers, but also the differential characteristics of ARX-based block ciphers may be invalid.

INDEX TERMS Block cipher, CHAM, differential characteristic, SIMON, SPECK, validity.

I. INTRODUCTION
A differential characteristic is the most fundamental building
block to mount a differential attack on a block cipher, one
of the most powerful attacks on block ciphers. Therefore,
when a new block cipher is developed, a lot of research
is done to find differential characteristics of it. Most of
the research looking for differential characteristics of block
ciphers assumes independence between rounds (Markov
assumption [1]). However, the rounds of a real block
cipher are not independent at all. Actually, we already
know that SPECK and CHAM are not Markov ciphers [2],
[3]. Nevertheless, making Markov assumption even for a
non-Markov cipher is still one of the best ways to find
differential characteristics.

A differential characteristic of a block cipher is said to be
valid (informally) when there exists a tuple of a plaintext pair,
a ciphertext pair, and a key compliant with it. The existence
of such a pair does not imply the success of a differential
attack utilizing it. Because the existence of such a pair does
not tell us the exact probability of it. On the other hand, the
non-existence of such a pair does not imply the failure of a
differential attack utilizing it. Because the non-existence of
such a pair does not preclude the possibility of using it as
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a differential to mount a differential attack, rather than as a
differential characteristic itself.

Nevertheless, it is not meaningless to check the validity
of a differential characteristic. When calculating the success
probability of a differential attack, one of the most important
things is the probability of the differential used in the
attack. If any of the underlying differential characteristics
that form the differential are invalid, the probability of the
differential may not be as expected, which means that the
success probability of the attack may also not be as expected.
Therefore, the validity of differential characteristics of a
block cipher is closely related to the security of the block
cipher.

Recently, Peyrin and Tan gave a framework and a
corresponding tool to investigate the validity of differential
characteristics [4]. They showed that many differential
characteristics that appeared in the literature are invalid:
they checked differential characteristics from eight articles
(four each for both SKINNY and GIFT) and most of these
published paths are impossible or working only for a very
small proportion of the key space.
Our Contributions: Both SKINNY and GIFT are based on

a design principle known as a substitution-permutation net-
work (SPN). Another well-known design principle of block
ciphers is an addition-rotation-XOR (ARX) structure. In this
paper, we study the validity of differential characteristics that
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TABLE 1. Invalid (related-key) differential characteristics.

appeared in the literature of SIMON, SPECK, and CHAM,
which are ARX-based block ciphers. We check differential
characteristics from eleven articles (five for SIMON, eight
for SPECK, and two for CHAM) and related-key differential
characteristics from one article (one for CHAM). We find that
some of them are invalid. In doing so, we define several forms
of validity such as ‘‘valid differential characteristic,’’ ‘‘valid
differential characteristic with independent round keys,’’
‘‘valid differential characteristic under the Markov assump-
tion,’’ ‘‘valid differential,’’ and ‘‘valid related-key differential
characteristic,’’ so that we can understand the nature of invalid
(related-key) differential characteristics a little better. The
invalid (related-key) differential characteristics that we have
found are summarized in Table 1. In the last column of the
table, the several forms of validity are used to describe the
nature of the characteristics. The rigorous definitions of them
will be given later.

Peyrin et al.’s framework does not apply well to
ARX-based block ciphers, so we take a different approach.
We set up a set of equations, which can check the validity
of a differential characteristic, and convert it to a Boolean
satisfiability problem. Then we use a SAT solver to see if the
Boolean satisfiability problem is satisfiable or not.

Note that SIMON uses bitwise AND operations instead
of additions. However, we can also check differential
characteristics of it using our approach.
Paper Organization: The outline of the paper is as follows.

We provide basic definitions and notations and brief descrip-
tions of SIMON, SPECK, and CHAM in Section II. Several
forms of validity of (related-key) differential characteristics
are rigorously defined in Section III. Section IV shows
whether each of the (related-key) differential characteristics
of SIMON, SPECK, and CHAM in the literature is valid or

not. Finally, Section V concludes the paper and presents some
further studies.

II. PRELIMINARIES
A. BASIC DEFINITIONS AND NOTATIONS
1) BOOLEAN SATISFIABILITY PROBLEM
The Boolean satisfiability problem involves determining
whether a given Boolean formula can be satisfied by any
interpretation. In simpler terms, it seeks to ascertain if the
variables in the formula can be assigned the values TRUE
or FALSE in a consistent manner that results in the formula
evaluating to TRUE. If this is possible, the formula is said to
be satisfiable. Conversely, if no such assignment exists, the
formula is said to be unsatisfiable, indicating that the formula
evaluates to FALSE for all potential variable assignments.

As you know, the Boolean satisfiability problem is classi-
fied as NP-complete, meaning that currently, only algorithms
with exponential worst-case complexity are known for solv-
ing it. However, efficient and scalable algorithms are being
constantly developed to solve it. Prominent examples include
MiniSAT [9], ManySAT [10], and CryptoMiniSat [11].
Among these solvers, we utilize CryptoMiniSat due to its
ability to perform multi-threaded operations and support for
XOR clauses.

2) NOTATIONS
We will denote by x&y and x ⊕ y the bit-wise AND and
the bit-wise exclusive OR (XOR) of bit strings x and y,
respectively. Let x ⊞ y denote the addition of a w-bit word
x and a w-bit word y modulo 2w, and let x ≪ i and x ≫ i
denote the rotation of a w-bit word x to the left and right,
respectively, by i bits. Hexadeicmal values are written in a
typewriter font.
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FIGURE 1. The round function of SIMON.

B. THE BLOCK CIPHERS SIMON, SPECK, AND CHAM
In this subsection, we briefly review the block ciphers
SIMON, SPECK, and CHAM.

1) SIMON
By applying r iterations of the key-dependent round function,
SIMON-n/k encrypts a plaintext of two n/2-bit words to a
ciphertext of two n/2-bit words under a k-bit key. For a round
key rk ∈ GF (2)n/2, the round function of SIMON is defined
as follows.

frk : GF(2)n/2 × GF(2)n/2 −→ GF(2)n/2 × GF(2)n/2

frk (x, y) = (y⊕ ((x ≪ 1)&(x ≪ 8)) ⊕ (x ≪ 2) ⊕ rk, x)

The SIMON key schedules generate round keys rki for a given
key K = (rkm−1, · · · , rk1, rk0), where rki ∈ GF(2)n/2 and
m = 2k/n ∈ {2, 3, 4}. The round keys are generated by

rki+m=



c⊕
(
zj
)
i ⊕ rki ⊕ (rki+1 ≪ 3)

⊕ (rki+1 ≪ 4) , if m = 2,
c⊕

(
zj
)
i ⊕ rki ⊕ (rki+2 ≪ 3)

⊕ (rki+2 ≪ 4) , if m = 3,
c⊕

(
zj
)
i ⊕ rki ⊕ (rki+3 ≪ 3) ⊕ rki+1

⊕ (rki+3 ≪ 4) ⊕ (rki+1 ≪ 1) , if m = 4,

for 0 ≤ i < r − m, where c = 2n/2 − 4 = 0xff · · ·fc and
zj (0 ≤ j < 5) is a constant sequence. The value rki is the i-th
round key, for 0 ≤ i < r .
The round function of SIMON is depicted in Fig. 1 and

parameters of it are specified in Table 2.

2) SPECK
By applying r iterations of the key-dependent round function,
SPECK-n/k encrypts a plaintext of two n/2-bit words to a
ciphertext of two n/2-bit words under a k-bit key. For a round
key rk ∈ GF (2)n/2, the round function of SPECK is defined

TABLE 2. SIMON parameters.

FIGURE 2. The round function of SPECK.

as follows.

frk : GF(2)n/2 × GF(2)n/2 −→ GF(2)n/2 × GF(2)n/2

frk (x, y)

= (((x ≫ α) ⊞ y)⊕rk, (y ≪ β)⊕((x ≫ α) ⊞ y) ⊕ rk)

The SPECK key schedules generate round keys rki for a given
keyK = (lm−2, · · · , l0, k0), where li, k0 ∈ GF(2)n/2 andm =

2k/n ∈ {2, 3, 4}. Sequences rki and li are defined by

rk0 = k0,

li+m−1 = (rki ⊞ (li ≫ α)) ⊕ i, and

rki+1 = (rki ≪ β) ⊕ li+m−1.

The value rki is the i-th round key, for 0 ≤ i < r .
The round function of SPECK is depicted in Fig. 2 and

parameters of it are specified in Table 3.

3) CHAM
By applying r iterations of the key-dependent round function,
CHAM-n/k encrypts a plaintext of four n/4-bit words to a
ciphertext of four n/4-bit words under a k-bit key. For a round
key rk ∈ GF (2)n/4, the i-th round function of CHAM is

100674 VOLUME 11, 2023



D. Roh: Validity of Differential Characteristics of ARX Block Ciphers

TABLE 3. SPECK parameters.

FIGURE 3. The round function of CHAM.

defined as follows.

frk : GF(2)n/4 × GF(2)n/4 × GF(2)n/4 × GF(2)n/4

−→ GF(2)n/4 × GF(2)n/4 × GF(2)n/4 × GF(2)n/4

frk (x, y, z,w)

= (y, z,w, ((x ⊕ i) ⊞ ((y ≪ αi) ⊕ rki)) ≪ βi) ,

where αi = 1 and βi = 8 when i is even and αi =

8 and βi = 1 when i is odd. The CHAM key schedules
generate round keys rki for a given key of 4k/n n/4-bit words
K =

(
k0, k1, · · · , k4k/n−1

)
. The round keys are generated

by

rki

=

{
kj ⊕

(
kj ≪ 1

)
⊕

(
kj ≪ 8

)
, if 0 ≤ j < 4k/n,

kj⊕1⊕
(
kj⊕1≪1

)
⊕

(
kj⊕1 ≪ 11

)
, otherwise,

where j = i mod 8k/n. The value rki is the i-th round key,
for 0 ≤ i < r .

The round function of CHAM is depicted in Fig. 3 and
parameters of it are specified in Table 4.

TABLE 4. CHAM parameters.

III. VALIDITY OF A (RELATED-KEY) DIFFERENTIAL
CHARACTERISTIC
In this section, we rigorously define the validity of a
differential characteristic. In particular, we define several
forms of validity, so that we can obtain a more comprehensive
understanding of a differential characteristic.

Suppose that there is an r-round differential characteristic
(1d0, 1d1, · · · , 1dr ) of a block cipher. Here, hi denotes the
key schedule function of the block cipher that takes a key as
an input and outputs a sequence of round keys up to (i − 1)-
th round as an output and g denotes the round key-dependent
round function of the block cipher. We now give definitions
of the several forms of validity of a differential characteristic.
(For simplicity, we use a slightly different notation for
round functions than the definitions of round functions in
Section II-B. For SIMON and SPECK, frk (x, y) = g(rk, x∥y)
and for CHAM, frk (x, y, z,w) = g(rk, x∥y∥z∥w).)
Definition 1: We say that an r-round differential charac-

teristic is valid up to s rounds, where s ≤ r, if there is at least
one tuple (k, p0, p1, · · · , ps, q0, q1, · · · , qs) such that

1) hs(k) = rk0∥ · · · ∥rks−1,
2) g (rki, pi) = pi+1 for 0 ≤ i < s,
3) g (rki, qi) = qi+1 for 0 ≤ i < s, and
4) pi ⊕ qi = 1di for 0 ≤ i ≤ s.

In particular, we say that an r-round differential characteris-
tic is valid if it is valid up to r rounds.
Definition 2: We say that an r-round differential char-

acteristic is valid with independent round keys up to
s rounds, where s ≤ r, if there is at least one
tuple (rk0, rk1, · · · , rks−1, p0, p1, · · · , ps, q0, q1, · · · , qs)
such that

1) g (rki, pi) = pi+1 for 0 ≤ i < s,
2) g (rki, qi) = qi+1 for 0 ≤ i < s, and
3) pi ⊕ qi = 1di for 0 ≤ i ≤ s.

In particular, we say that an r-round differential character-
istic is valid with independent round keys if it is valid with
independent round keys up to r rounds.
Definition 3: We say that an r-round differential char-

acteristic is valid under the Markov assumption up to s
rounds, where s ≤ r, if there is at least one tuple
(rk0, rk1, · · · , rks−1, p0, p1, · · · , p2s−1, q0, q1, · · · , q2s−1)

such that

1) g (rki, p2i) = p2i+1 for 0 ≤ i < s,
2) g (rki, q2i) = q2i+1 for 0 ≤ i < s,
3) p2i ⊕ q2i = 1di for 0 ≤ i < s, and
4) p2i+1 ⊕ q2i+1 = 1di+1 for 0 ≤ i < s.
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In particular, we say that an r-round differential characteris-
tic is valid under the Markov assumption if it is valid under
the Markov assumption up to r rounds.

Note that the differential characteristics in the literature are
supposed to be valid under the Markov assumption.
Definition 4: We say that an r-round differential charac-

teristic is a valid differential if there is at least one tuple
(k, p0, p1, · · · , pr , q0, q1, · · · , qr ) such that

1) hr (k) = rk0∥ · · · ∥rkr−1,
2) g (rki, pi) = pi+1 for 0 ≤ i < r,
3) g (rki, qi) = qi+1 for 0 ≤ i < r, and
4) pi ⊕ qi = 1di for i = 0 and r.
The above properties have the following relations and

implications.
• A valid differential characteristic is valid with indepen-
dent round keys.

• A valid differential characteristic is valid under the
Markov assumption.

• A valid differential characteristic is also a valid
differential.

• A valid differential characteristic with independent
round keys is valid under the Markov assumption.

• Suppose that a differential characteristic of a block
cipher is invalid, but valid with independent round
keys. Then the block cipher is not a Markov cipher.
Furthermore, it means that dependencies in the round
keys may make the differential characteristic invalid.

• Suppose that a differential characteristic of a block
cipher is invalid and also invalid with independent round
keys, but valid under the Markov assumption. Then
the block cipher is not a Markov cipher. Furthermore,
it means that dependencies in the plaintexts may make
the differential characteristic invalid.

• Suppose that a differential characteristic of a block
cipher is invalid, invalid with independent round keys,
and invalid under the Markov assumption. This means
there was an error in finding it.

Now suppose that there is an r-round related-key differ-
ential characteristic (1k, (1d0, 1d1, · · · , 1dr )) of a block
cipher. Again, hi and g denote the key schedule function
and the round key-dependent round function of the block
cipher, respectively, as earlier. We now give a definition of
the validity of a related-key differential characteristic.
Definition 5: We say that an r-round related-key differen-

tial characteristic is valid up to s rounds, where s ≤ r, if there
is at least one tuple

(
kp, kq, p0, p1, · · · , ps, q0, q1, · · · , qs

)
such that

1) hs(kp) = rkp,0∥ · · · ∥rkp,s−1,
2) hs(kq) = rkq,0∥ · · · ∥rkq,s−1,
3) g

(
rkp,i, pi

)
= pi+1 for 0 ≤ i < s,

4) g
(
rkq,i, qi

)
= qi+1 for 0 ≤ i < s,

5) kp ⊕ kq = 1k, and
6) pi ⊕ qi = 1di for 0 ≤ i ≤ s.

In particular, we say that an r-round related-key differential
characteristic is valid if it is valid up to r rounds.

TABLE 5. Part of the differential characteristic #1 of SPECK-48/k .

IV. VALIDITY OF DIFFERENTIAL CHARACTERISTICS OF
SIMON, SPECK, AND CHAM
In this section, we examine the validity of the differential
characteristics of SIMON, SPECK, and CHAM that appeared
in the literature. For CHAM, we also check the validity of the
related-key differential characteristics. Furthermore, we give
maximum probability of a differential characteristic of
CHAM-64/128 by round and an optimal 38-round differential
characteristic with probability greater than 2−64 that is valid.

As mentioned earlier, we utilize a SAT solver, Crypto-
MiniSAT, to obtain the results. We first set up a set of
equations as shown in Section III to find out whether the given
differential characteristic is valid or not. Then we convert the
set of equations to a Boolean satisfiability problem in the
conjunctive normal form so that it can be taken as input to
the SAT solver. Finally, we can see whether the differential
characteristic is valid or invalid based on the result of the SAT
solver (satisfiable or unsatisfiable).

Meanings of the symbols in the last column of the
tables that show the validity of the (related-key) differential
characteristics are as follows.

• ⃝: The given (related-key) differential characteristic is
valid.

• × (Up to i rounds): The given (related-key) differential
characteristic is not valid. And it is valid up to i rounds,
not i+ 1 rounds.

• ? (Up to i rounds): We do not know whether the given
(related-key) differential characteristic is valid or not.
However, we do know that it is valid up to i rounds.

A. SIMON
This subsection shows whether the differential characteristics
of SIMON in [5], [12], [13], [14], and [15] are valid or not.
We find that the four differential characteristics of SIMON-

32/64, the five differential characteristics of SIMON-48/72,
the five differential characteristics of SIMON-48/96, the four
differential characteristics of SIMON-64/96, and the four
differential characteristics of SIMON-64/128 are all valid
(Table 13 in Appendix).
And we only find that each of the four differential char-

acteristics of SIMON-96/96, the four differential character-
istics of SIMON-96/144, the two differential characteristics
of SIMON-128/128, the two differential characteristics of
SIMON-128/192, and the two differential characteristics of
SIMON-128/256 is valid up to a certain number of rounds
(Table 14 in Appendix). This means that we do not know
whether each of them is valid or not. However, we do
find that all of them are valid with independent round
keys.
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TABLE 6. Part of the invalid differential characteristic #1 of SPECK-64/k .

TABLE 7. Part of the invalid differential characteristic #6 of SPECK-64/k .

TABLE 8. Part of the invalid differential characteristic #3 of SPECK-96/k .

TABLE 9. Part of the invalid differential characteristic #1 of SPECK-128/k .

TABLE 10. Part of the invalid differential characteristic #2 of
SPECK-128/k .

B. SPECK
This subsection shows whether the differential characteristics
of SPECK in [5], [6], [7], [14], [16], [17], [18], and [19] are
valid or not.

Note that the authors of [7] did not give the differences
of the last rounds of their differential characteristics.
Therefore, the differential characteristics we experimented
are one-round shorter than those they claimed.

We find that all of the twelve differential characteristics of
SPECK-32/64 are valid (Table 15 in Appendix).

Out of the nine differential characteristics of SPECK-48/72
and SPECK-48/96, we find that one, #1, is invalid and the
others are valid (Table 16 in Appendix).
Now let’s see why the differential characteristic #1 is

invalid. Suppose that ((1L0, 1R0) , (1L1, 1R1) , · · · , (1Lr ,
1Rr )) be an r-round differential characteristic of SPECK.
For all 0 ≤ i < r , 1Ri+1 should be equal to (1Ri ≪ β) ⊕

1Li+1 for it to be valid. However, for the differential
characteristic #1, 1R1 ̸= (1R0 ≪ 3) ⊕ 1L1 as you
can see from Table 5. Therefore, it is definitely invalid
for both SPECK-48/72 and SPECK-48/96. This means that
it is neither valid with independent round keys nor valid
under the Markov assumption for both SPECK-48/72 and
SPECK-48/96.

We have tested the validity of eighteen differential
characteristics of SPECK-64/96 and SPECK-64/128 (Table 17
in Appendix). We find that three, #2, #3, and #5, are valid.
On the other hand, we find that two, #1 and #6, are invalid

for both SPECK-64/96 and SPECK-64/128. As you can see
from Tables 6 and 7, 1R4 ̸= (1R3 ≪ 3) ⊕ 1L4 for #1
and 1R2 ̸= (1R1 ≪ 3) ⊕ 1L2 for #6. This means that
they are neither valid with independent round keys nor valid
under the Markov assumption for both SPECK-64/96 and
SPECK-64/128.
And we only find that each of the other thirteen differential

characteristics is valid up to a certain number of rounds for
both SPECK-64/96 and SPECK-64/128. This means that we
do not know whether each of them is valid or not. However,
we do find that all of them are valid with independent round
keys for both SPECK-64/96 and SPECK-64/128.
We have tested the validity of six differential charac-

teristics of SPECK-96/96 and SPECK-96/144 (Table 18 in
Appendix). We find that one, #2, is valid.

On the other hand, we find one, #3, is invalid for both
SPECK-96/96 and SPECK-96/144. As you can see from
Table 8, 1R7 ̸= (1R6 ≪ 3) ⊕ 1L7. This means that it is
neither valid with independent round keys nor valid under
the Markov assumption for both SPECK-96/96 and SPECK-
96/144.

And we only find that each of the other four differential
characteristics is valid up to a certain number of rounds for
both SPECK-96/96 and SPECK-96/144. This means that we
do not know whether each of them is valid or not. However,
we do find that all of them are valid with independent round
keys for both SPECK-96/96 and SPECK-96/144.
We have tested the validity of six differential charac-

teristics of SPECK-128/128, SPECK-128/192, and SPECK-
128/256 (Table 19 inAppendix).Wefind that one, #4, is valid.
On the other hand, we find two, #1 and #2, are invalid for all

of SPECK-128/128, SPECK-128/192, and SPECK-128/256.
As you can see from Tables 9 and 10, 1R2 ̸= (1R1 ≪ 3)⊕

1L1 for both #1 and #2. This means that they are neither valid
with independent round keys nor valid under the Markov
assumption for all of SPECK-128/128, SPECK-128/192, and
SPECK-128/256.

And we only find that each of the other nine differential
characteristics is valid up to a certain number of rounds for all
of SPECK-128/128, SPECK-128/192, and SPECK-128/256.
This means that we do not knowwhether each of them is valid
or not. However, we do find that all of them are valid with
independent round keys for all of SPECK-128/128, SPECK-
128/192, and SPECK-128/256.

C. CHAM
In this subsection, we check the differential characteristics
and the related-key differential characteristics of CHAM
from [8] and [18].

We have reviewed the validity of three differential
characteristics of CHAM-64/128 (Table 20 in Appendix).
We find that one, #3, is valid and the other two, #1 and
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TABLE 11. Maximum probability of a differential characteristic of CHAM-64/128 by round.

TABLE 12. Optimal 38-round differential characteristic with probability 2−61 of CHAM-64/128.

TABLE 13. Validity of the differential characteristics of SIMON-32/64, SIMON-48/72, SIMON-48/96, SIMON-64/96, and SIMON-64/128.

#2, are invalid. We also find that the two invalid differential
characteristics are invalid with independent round keys. They
are valid with independent round keys only up to 21 and
30 rounds, respectively. However, they are both valid under
the Markov assumption. This tells us that CHAM is not
a Markov cipher. Unfortunately, we do not know why the
two differential characteristics, #1 and #2, are invalid. Note
that it was already shown that #1 is invalid and #3 is
valid [3].

We have tested the validity of three differential character-
istics of CHAM-128/128 and CHAM-128/256. We only find

that each of them is valid up to a certain number of rounds
for both CHAM-128/128 and CHAM-128/256 (Table 21 in
Appendix). Again, this means that we do not know whether
each of them is valid or not. However, we do find that all of
them are valid with independent round keys for both CHAM-
128/128 and CHAM-128/256.
The designers ofCHAM also gave a related-key differential

characteristic for each of CHAM-64/128, CHAM-128/128,
and CHAM-128/256 [8]. Therefore, we have also checked
the validity of the related-key differential characteristics of
CHAM.
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TABLE 14. Validity of the differential characteristics of SIMON-96/96, SIMON-96/144, SIMON-128/128, SIMON-128/192, and SIMON-128/256.

TABLE 15. Validity of the differential characteristics of SPECK-32/64.

TABLE 16. Validity of the differential characteristics of SPECK-48/k .

We find that the related-key differential characteristic
of CHAM-64/128 is valid and the related-key differential
characteristic of CHAM-128/128 is invalid (it’s valid up to
only 7 rounds). However, we do not know whether the
related-key differential characteristic of CHAM-128/256 is
valid or not. We only find that it is valid up to 40 rounds
(Table 22 in Appendix).

The designers of CHAM also gave the maximum proba-
bility of a differential characteristic by round. However, it is
found that there were no valid differential characteristics of
CHAM-64/128 with the probabilities they gave for several
rounds (with † marks in Table 11). This means that for
these rounds, the maximum probability of a differential
characteristic is smaller than they presented. In particular,
we can conclude that there are no valid differential char-
acteristics with probability greater than 2−64 and that the

maximum length of a valid differential characteristic with
probability greater than 2−64 is 38 rounds. We also find an
optimal 38-round differential characteristic with probability
2−61 (Table 12). Note that unfortunately, we do not use the
Markov assumption to check the validity of the differential
characteristic, but we still use it to calculate the probability of
the differential characteristic. This means that the maximum
probability per round that we find may not be the exact
probability.

V. CONCLUSION
In this work, we showed that some of the (related-key)
differential characteristics of SIMON, SPECK, and CHAM
that appeared in the literature are not invalid. To better under-
stand the nature of (related-key) differential characteristics,
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TABLE 17. Validity of the differential characteristics of SPECK-64/k .

TABLE 18. Validity of the differential characteristics of SPECK-96/k .

TABLE 19. Validity of the differential characteristics of SPECK-128/k .

we defined several definitions of validity and classified them
according to these definitions.

Whereas there has been research on the validity of
differential characteristics of SPN-based block ciphers, this
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TABLE 20. Validity of the differential characteristics of CHAM-64/128.

TABLE 21. Validity of the differential characteristics of CHAM-128/k .

TABLE 22. Validity of the related-key differential characteristics of CHAM in [8].

paper focused on the validity of differential characteristics
of ARX-based block ciphers. So we took a slightly different
approach.We constructed a set of equations, which can verify
the validity of a (related-key) differential characteristic, and
converted it to a Boolean satisfiability problem. Thenwe used
a SAT solver to see if the Boolean satisfiability problem is
satisfiable or not.

Invalidity of a differential characteristic does not mean
that it can not be used for a differential attack, because a
differential attack uses a differential and not a differential
characteristic. However, it does mean that some of the
differential characteristics that make up the differential
are invalid, so the probability of the differential will be
smaller than expected. Therefore, this affects the prob-
ability of success of the differential attack using the
differential, and in some cases, the attack may not be
feasible.

In order to better understand the properties of differential
characteristics of ARX-based block ciphers, we anticipate
that the following further studies are necessary:

• finding a way to check the validity of the (related-key)
differential characteristics more efficiently,

• finding theoretical backgrounds on the validity of
(related-key) differential characteristics,

• calculating an exact probability of a (related-key)
differential characteristic,

• calculating an exact probability of a (related-key)
differential, and

• studying whether the approach in this paper can be lever-
aged for the characteristics used in other attacks such
as linear cryptanalysis, rotational-XOR cryptanalysis,
truncated differential cryptanalysis, etc.

APPENDIX
DETAILED RESULTS
In this appendix, we present tables describing detailed results
on the validity of the (related-key) differential characteristics.
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