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ABSTRACT The Internet of Vehicles (IoV), with advanced technology in 5G communication, is considered
the backbone of a smart city’s intelligent transport system. There are mainly two types of vehicular
communication: (1) Vehicle to Vehicle (V2V) and (2) Vehicle to Infrastructure (V2I). In IoV, there is
a dynamic change in the network topology according to the controllers, destination, vehicle movement,
and road structure. Intelligent vehicles are assumed to work with the capacity of data processing, data
storage devices, and communication devices to communicate with vehicles or Roadside InfraStructure (RSI).
This article presents a post-quantum secure ring learning with error-based key exchange. This assumption
ensures security against quantum attacks. The proposed design is an ant colony optimization-based ad hoc
ordered distance vector routing algorithm that avoids suspicious vehicles in IoV broadcasting. The proposed
framework consists of three parts: (i) certificate authority, (ii) suspicious vehicle detecting algorithm, and
(iii) optimal path selection algorithm. The performance analysis section contains an analysis of the proposed
design with related ones, and the proposed has better results.

INDEX TERMS Key exchange, optimized routing, the Internet of Vehicles, ring learning with errors,
cryptography.

I. INTRODUCTION
Due to a significant technological change, people are
integrating it with daily life, making surroundings smart
in the form of intelligent automobiles, smart cities, smart
homes, smart transportation, etc. The smart transportation
systemmainly depends on smart automobiles and the Internet
of Vehicles (IoV). The IoV is an advanced technology to
solve common problems such as traffic congestion, road
safety towards accidents, amount of fuel consumption, and
air and sound pollution [1], [2]. Smart Transportation systems
attracted many sectors, such as governments, academics,
and industries, in the form of two types of communica-
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tion over vehicles: (1) V2V communication and (2) V2I
communications [3]. In IoV, data is frequently exchanged
between vehicle to vehicle to manage road safety, congestion,
and traffic productivity. The optimal connection with other
vehicles can be selected instantly using intent-based network
design for IoV. For example, an ideal networking route can be
determined by (1) the least approximated latency and packet
failure rate, (2) maximum speed of data and protection, and
(3) minimum routing expenses [4], [5], [6]. The architecture
IoV can be utilized in the form of two broad applications:
(1) Safety application and (2) Non-safety application. The
safety application for IoV includes (a) lane shifting and
direction knowledge, (b) announcement of forthcoming
traffic and roadway circumstances, and (c) automobile traffic
assistance for preventing jams. The non-safety application
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for IoV includes (a) automatic toll payment, (b) intelligent
parking, and (c) access to the web services [3], [7], [8], [9].
A vehicle interacts with another to enjoy internet services,
but security and privacy are two major concerns. A general
vehicle consists of the individual’s identity and a unique
number plate. Interaction in IoV usually happens in the
following two forms: (1) V2V communication [10], and
(2) V2I communication [11]. In IoV communication, any
vehicle can be malicious, mainly during vehicle-to-vehicle
communication. This type of communication needs both
security and privacy. To integrate IoVwith security attributes,
few research works have been done [12] using cryptography,
protection technology, and certificate exchange [13], [14].
But, there are more advanced protocols: (1) anonymous
on-demand routing to hide identity and (2) authenticated
anonymous, secure routing to establish secure connections.
These techniques improve latency and communication over-
head for intelligent transportation [15]. But, there are some
constraints like effectiveness, security, and privacy in IoV
architecture. The current IoV architecture suffers from delay,
protection, communication expenses, and lack of privacy
preservation. Therefore, we have suggested a framework for
IoV based on ring learning with errors and Ant Colony
Optimization Ad hoc On-demand Distance Vector (ACO-
AODV) routing. The ring learning errors assumption ensures
security against quantum attacks, and ACO-AODV improves
latency and is used to detect malicious vehicles. The rest
of the paper is arranged as the related work is given in
Section II. Section III describes the motivation and the
contribution of this paper. The reason of utilizing ACO
is explained in Section IV. The preliminaries is given in
Section V. Section VI describes the proposed privacy aware
post-quantum secure ant colony optimization adhoc on-
demand distance vector routing protocol. Section VII shows
the performance analysis, evaluation, and the discussion.
Section VIII concludes the paper.

II. RELATED WORK
This section contains an overview of recent work prior to
the proposed framework. Makhlouf and Guizani [16] are
the first who introduced the idea of multi-paths distance
vectors routing to (1) stop false verification processes, (2)
improve automobile disparity, (3) ensure the integrity of
transmitted data packets, and (4) monitor network activity
to handle routing attacks. Further the increasing demand
for perfect privacy, conflicts with a rather more serious
security threat called ‘‘Sybil Attack’’ which refers to, the
impersonation of one physical entity for many, namely Sybil
nodes. In such circumstances, data received from malicious
Sybil attackers may seem as if it was received from many
distinct physical nodes. Sybil nodes may deliberately mislead
other neighbors, resulting in catastrophic situations like
traffic jams or even deadly accidents. Hussain and Oh [17]
proposed a protocol to protect vehicle communication from
Sybil attacks. They aim at two conflicting goals, i.e. privacy
and Sybil attack on VANET. In order to avoid Sybil attack

through scheduled beacons, they employed a tamper resistant
module (TRM) to carry out a pre-assembly data analysis
on data that is used to assemble beacons whereas for event
reporting message (ERM), and roadside units (RSUs) to
localize Sybil nodes in VANET and report them to the
revocation authority. Kerrache et al. [18] proposed a method
to detect harmful activities of vehicles. The idea was used
to unmanned aerial vehicles for detection of malicious
activities. Hasrouny et al. [19] proposed a new advanced
approach to detect the activity of vehicles. The method is
a combination of a hybrid trust model and a misbehavior
detection system. The hybrid trust model is used to judge
the trust of the vehicle, and it is responsible for reporting
malicious activity to the authorities. This is also responsible
for deactivating the malicious vehicle. Bylykbashi et al. [20]
proposed Fuzzy Clusters Management Systems (FCMSs)
for managing vehicular networking systems. The system
can be divided into two parts (1) FCMSs1 contains three
inputs factors to determine the availability of vehicles in
the clusters, and (2) FCMs2 contains parameters identical to
those of FCMs1, with the addition of a new parameter vehicle
trustworthiness. The results obtained for this system ensure
enhanced safety. Wang et al. [21] introduced a lightweight
authentication preserving privacy for VANETs. This protocol
uses lightweight operation symmetric encryption for authen-
ticating and validating messages. This scheme supports
message verification and signing, and reduces message loss
ratios and network traffic delays. Zhong et al. [22] introduced
a privacy preserving protocol for VANETs supporting con-
ditional privacy. This scheme preserves a vehicle’s privacy,
and meets the security requirements of authentication,
untraceability, and non-repudiation. This protocol allows the
trusted authorities to trace malicious vehicles. Li et al. [23]
proposed IoV enabling Maritime Transportation Systems
(MTS) supporting reliability and low latency, and large
scale connectivities. They selected the system parameters
to trade-off between reliability and security. Khan et al. [24]
proposed an access technique supporting a small-cell IoV
network. Gupta et al. [25] proposed a lightweight, load bal-
ancing, scalable, and decentralized framework for IoV. This
framework opens new research directions where researchers
are looking forward to a lightweight blockchain based
framework for IoV. Shen et al. [26] proposed a framework
supporting both security and efficiency well. The protocol
ensures authentication among moving nearby vehicles, edge
nodes, and the central cloud. Gupta et al. [27] designed
an advanced protocol supporting security functionalities,
including unlikability, conditional-traceability, anti-replay,
and data authenticity. This protocol is better in terms of
energy consumption, data computations, communications,
and cryptographic key storage overhead. Zhang et al. [28]
introduced a new authentication framework for the IoV
to remove overhead over trusted authority. The trusted
authority is responsible for generating partial keys using
identity, and avoiding key escrow problems. Chen et al. [29]
introduced an authentication protocol supporting a better key
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transfer mechanism to reduce the computations on the cloud.
Pan et al. [30] proposed an authentication and key exchange
protocol to enable the establishment of a session key between
Unmanned Ariel Vehicles and ground station. This protocol
uses low cost symmetric encryption technique rather than
asymmetric encryption. Both security and efficiency are not
easy jobs due to the dynamic behavior of moving vehicles in
the IoV. The above discussed protocols improve the security
of vehicles in the IoV, but low efficiency causes packet
drops, and delay in communication. Therefore, it is highly
demanded to design protocol supporting (1) security against
quantum attacks and (2) uses optimized routing to detect
malicious vehicles.

III. MOTIVATION AND CONTRIBUTION
We have studied [16], [25], [26], [28], [29], [30], [31], [32]
and found that these protocols are not secure against quantum
attacks. All the protocols [16], [25], [26], [28], [29], [30],
[31] Both [16], and [31] don’t use optimized routing to detect
malicious vehicles.We need to design a protocol that supports
(1) security against quantum attacks and (2) uses optimized
routing to detect malicious vehicles. The ring learning with
errors is an assumption that is efficient and secure against
quantum attacks. We have proposed a ring learning with the
errors-based protocol that uses Ant Colony Optimization Ad
hoc On-demand Distance Vector Routing for the Internet of
Vehicles. This also contains an analysis of the proposed and
relevant protocols.

IV. WHY ANT COLONY ALGORITHM
In computer science, the ant colony optimization algorithm
(ACO) is an optimization probabilistic method to solve
computational problems, which is reducible to finding good
paths through graphs. The ACO method is very helpful in
solving combinatorial optimization problems or routing of
vehicles. It is very popular and has been applied to find
optimal solutions to the traveling salesman problem (TSP).
The major advantage of the ACO method is that it can be run
and adapt to changes in realtime. This is the main reason for
my interest in network routing and intelligent transportation.
Furthermore, in terms of the shortest distance between the
vehicles, ACO performs better than GA and SA algorithms.
Although both ACO and GA methods are the benchmark to
find an optimal solution, ACO is more consistent [33], [34].

V. PRELIMINARIES
The Ring Learning with Errors [35] based key exchange [36]
functions in the ring of polynomials Rp[ω] =

Zp[ω]
8(ω) modulo a

polynomial 8(ω) = ωn
+ 1, beginning with a prime integer

modulo (p). Polynomial multiplication and addition would
also function as usual, with the results of a multiplication
reducedmodulo (8(ω)) over the ring. For 256 bits of security,
we take n = 1024, and prime p = 40961, then 8(ω) =

ω1024
+ 1. Ding et al. [36] was the first to suggest the use

of ‘‘Learning with Errors’’ and ‘‘Ring Learning with Errors’’
for key exchange, and the security depends upon the solution

of well known assumption Learning with Errors over the
ring. A typical polynomial is written as follows b(ω) =

b0 + b1.ω + b2.ω2
+ · · · + bn−1.ω

n−1, where bi are the
coefficients reduced under modulo (p). If 8(ω) = ωn

+

1 is cylclotomic, then n = 2i for some i > 0 being an
integer. The ring learning with errors based key exchange
works with polynomials having small infinity norms where
it considers the largest coefficient of the polynomial over
the set of integers. There are two ways to choose this type
of small norm polynomials: (1) uniform sampling from with
coefficients from {−p, −p+1, . . . , p−1, p}, and Gaussian
sampling from {−

p−1
2 , . . . ,

p−1
2 } with mean zero, and

standard deviation σ , respectively. Using the ring learning
with errors assumption, a user can choose a polynomial b(ω),
and small polynomial s(ω), and e(ω) to be kept secret. The
user can compute the public key ϱ(ω) = b(ω).s(ω) + e(ω),
and he publishes the public directory through a certificate.

VI. PROPOSED PRIVACY AWARE POST QUANTUM
SECURE ANT COLONY OPTIMIZATION AD HOC
ON-DEMAND DISTANCE VECTOR ROUTING
A. TECHNOLOGY 5G FOR INTERNET OF VEHICLES
The prevalence and rapid growth of smart terminal network
traffic clearly shows the demand for 5G technology and
its development. As 5G evolves, both network capacity
and spectrum efficiency are constantly improving to give
advancement to user experience for different communication
techniques and approaches. Recently, the Internet of Vehicles
has attracted industry-wide attention for its ability to improve
the efficiency of an intelligent vehicular communication
system and enhance the user experience. The 5G technol-
ogy improves Internet of Vehicles communication, and on
demand distance vector routing algorithm with an optimiza-
tion technique that enables to send the valid information
directly between vehicles without passing through roadside
infrastructures or the network infrastructure. Vehicular com-
munication improves bandwidth efficiency, strengthens com-
munication applications, and improves online experience.

B. CERTIFICATE AUTHORITY AND GENERATING KEYS
To map the vehicle’s plate number, we consider a third
party, like the Department of Motor Vehicles (DMV) in the
United States, as a certification authority (CA) to generate
private/public key pairs using ring learning with errors
assumption as shown in Fig. 1. The CA is responsible for
managing the vehicle plate number, mapping their identity
using an encryption key pair, and validating error messages
sent by inspecting vehicles and changing the trust value of
the vehicle during inspection. The CA creates a certificate for
each registered vehicle in a network and also maintains key
pairs and vehicle certificates as shown in Fig. 2. An RSU and
the DMV would be capable of identifying if the misbehaving
vehicle has a valid license number and a certificate, thereby
assisting in the protection of users’ privacy. In generating
keys, ring learning with errors requires less computing power
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FIGURE 1. CA (DMV) based Proposed Algorithm 1 Scenario to Identify Malicious Vehicles.

FIGURE 2. Key exchange between two vehicles .

and memory compared to other encryption systems, and it
is applicable dynamic network of IoV. The vehicle UA has
private key sA, eA, and its public key is ϱA = b.sA + eA.
Similarly, the vehicle UB has secret key sB, eB, and computes
public key ϱB = b.sB + eB, where ‘‘b’’ is public parameter.
If an attacker knows ϱB, b, then it can’t compute sB, and eB
because ring learning with errors assumption.

The symbol 9 is signal function defined on S =

{⌊−
p
4⌋, . . . , ⌊

p
4⌉} ⊆ {−

p−1
2 , . . . ,

p−1
2 }, where ⌊.⌋, and

⌊.⌉ denotes the floor and rounding to the closest integer. The
function 9 : Zp → {0, 1} is defined as

9(ω) =

{
0, ω ∈ S
1, ω ̸∈ S

The Mod2(.) function is defined as Mod2(c, ω) = (c +

ω.
p−1
2 )mod(p)mos(2) that is used to eliminate the error term.

C. MALICIOUS VEHICLE DETECTION
Malicious vehicle detection refers to the use of technology
and methods to identify vehicles that may pose a threat to
public safety. A method for detecting malicious vehicles
using frequent communication is proposed in this section.
At a particular time (t)msgξ (t) is considered to be a legitimate

message of a vehicle (ξ ) in the Internet of Vehicles. If δξ

is added or subtracted in order to change the legitimate
message (msgξ ± δξ ) then those vehicles are said to be
malicious. To enhance the precision of the suggested method,
we analyze each vehicle by observing several interactions,
which typically consist of exchanging six status messages
out of ten that occur within a second. After this careful
analysis, we classify a vehicle as nefarious. In the case of N
vehicles interacting within a particular road segment during
an observation period of Ot , the level of non-confidence of
‘‘ξ ’’ is determined.

πξ (t) =
P(O|Tξ=M )P(Tξ=M )

6N
msg=1P(O|Tmsg=M )P(Tmsg=M )

Furthermore, if the instantaneous signal-to-noise ratio (SNR)
of a particular signal, denoted as ηξ , falls below the minimum
threshold SNR value η̄ξ , then there is a high likelihood
of errors occurring in the received messages. Therefore,
to address this issue, we factor in the probability of error
that arises due to the insufficient instantaneous SNR. This
probability of error is calculated as part of the overall analysis

Pηξ
(t) = Pr{ηξ < η̄ξ } = 1 − Pr{ηξ ≥ η̄ξ }

The non-confidence level arises due to a deliberate alteration
of a message and the subpar quality of the signal received can
be restated as follows.

πξ (t, ηξ ) = πξ (t) × Pηξ
(t)

Then, the level of confidence of ‘‘ξ ’’ can be computed from
its level of suspect as

ϕ̂ξ = ϕ̂ξ (t, ηξ ) = 1 − πξ (t, ηξ )
In our proposed approach for detecting malicious vehicles,

we have scrutinized the malevolent activity of the blackhole
attack. This type of attack pertains to a situation where a
particular vehicle, acting maliciously, exploits the routing
protocol by falsely claiming to be the shortest path to the
destination vehicle. However, instead of forwarding packets
to its neighbors, it drops the routing packets, rendering
the communication useless. The occurrence of blackhole
attacks is rampant in IoV networks. The trust model we
propose is designed to address the issue of vehicles with
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Algorithm 1 Detection of Malicious Vehicles and
Finding

1 Inputs Periodic status messages from N participating
vehicles and trust threshold level λt , ξm = ∅, ξt = ∅

2 Repeats
3 For each vehicle ξi do
4 Computes ϕ̂ξiξi = 1N based on communications

belongs to IoV.
5 if ϕ̂ξi < λT
6 Vehicle ξi is malicious.
7 ξm = ξm ∪ ξi
8 else
9 Vehicle ξi is honest.

10 ξt = ξt ∪ ξi
11 end if
12 end for
13 Until exchange of message belongs to IoV
14 Outputs: non trusty & trusty vehicles: ξm ∩ ξt = ∅

constantly changing behavior, those that transmit incorrect
data, and of course, the ones that are malicious. It is
important to highlight that while determining the optimal
route for data transmission, only reliable vehicles are taken
into account. The proposed ACO-AODV algorithm dismisses
any malicious vehicles and focuses solely on the trustworthy
ones when charting out the data routes.

D. ANT COLONY OPTIMIZED AODVs ROUTING
Adhoc On demand Distance Vectors (AODVs) is a sensitive
routing that facilitates route search and recovery in wireless
networks. It employs conventional routing tables, which
contain a single entry per destination and sequence numbers
that verify routing information updates and prevent routing
loops. AODV is known for its efficient routing table
management and minimal broadcast overhead, as routes are
established only when required. ACO-AODV is an enhanced
version of AODV that utilizes Ant Colony Optimization
(ACO) to identify the optimal path between the source and
destination vehicles in the Internet of Vehicles (IoV). The
system containing IoV broadcasts messages periodically, and
certain applications likewise search a parking spot before
the arrival of a vehicle and need more sophisticated routing
protocols such as ACO-AODV. The ACO algorithm selects
the best route from the possible routes, using request for path,
and path-answer methods in conjunction with AODV. The
utilization of ACO in AODV enables the protocol to leverage
the benefits of both ACO and AODV, resulting in improved
routing performance in IoV. ACO leverages the foraging
behavior of ants to optimize the path discovery process, while
AODV maintains low overhead and efficient routing table
management. Algorithm 2 illustrates the ACO algorithm used
in ACO-AODV.

The Ant Colony Optimization (ACO) algorithm is an
exemplary adaptive method that can effectively transfer
information from the previous environment to the next
environment and to adapt dynamic change. ACO exhibits

Algorithm 2 ACO Algorithm
1 Inputs: Possible Paths for Data Communication

Belongs to IoV.
2 Outputs: Best Path for Data Belongs to IoV
3 Repeats
4 Repeats
5 for Each of Ants/data do
6 Chooses new ξ ∈ ξt using state transition

rules and AODVs
7 Updates pheromones by (6) and (10).
8 end for
9 until All paths for routing are investigated.

10 All possible data routings are explored.
11 until Routing is needed.

remarkable robustness and can handle extreme conditions
adeptly. Therefore, ACO traveling salesman is a viable
solution for varying routing in the IoVs. The primary
objective of the ACO algorithm is to solve the traveling
salesman problem efficiently. This problem aims to identify
the optimal route that connects more than one vehicle.
In the ant system, each ant builds their route and deposits
pheromones on the trails it has traveled. The symbol pkij
denotes the probability of routing request by an ant, k
shifting from vehicle’s i to vehicle’s j. By employing ACO
in dynamic routing scenarios, the algorithm can adapt to the
frequently changing environment of the Internet of Vehicles.
The utilization of ACO in traveling salesman problems can
yield a highly optimized route, even in cases where the
number of vehicles is vast, and the routes are highly complex.

pkij =


χα
ij · γ

β
ij∑

l∈ξt

χα
il · γ

β
il

, for i, j ∈ ξt

0, otherwise

(1)

In the context of ant-based routing protocols, the set
of trusted vehicles that an ant or data packet k can visit
is represented by ξt . The concentrations of pheromone
between vehicles i and j, denoted by χij, are inversely
proportional to delay and distance, while the desirability of
transitioning from i to j is indicated by γij, where α ≥

0 and β(≥ 0) determine importance measurement of χij,
and γij respectively. After all the data routes have been
built, the pheromone trails are updated. This process involves
decreasing the pheromone value to discard previously made
poor decisions. The value χij computed for two vehicles i
and j becomes a part of the process. By considering these
parameters, ant-based routing protocols can establish an
efficient and optimized route for data transmission between
trusted vehicles. The utilization of pheromone trails and their
timely updates can help ensure that the most favorable route
is chosen, even in complex and dynamic scenarios.

χij = ϕ̂j(1 − ρ)χij +
|Q|∑
k=1

1χk
ij , ∀i, j ∈ Vt , k ∈ Q (2)
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In the proposed routing, the selection of the next hop in
a path is determined by the trust level φ̂j of the neighboring
vehicle j, which is calculated based on its previous behavior.
This trust level is used to evaluate whether the vehicle j should
be included in the set of potential next hops from vehicle
i. The pheromone deposition by the kth RREQ/ants for a
path from vehicles i to j is denoted by χ ijk , and the rate of
pheromone evaporation is represented by ρ (0 ≤ ρ ≤ 1).
Additionally, Q is the set of queries/ants in the system.

χk
ij =


1
Sk

, i ∈ ξt and j ∈ ξt uses direct link.

0, otherwise.
(3)

Sk represents the computation cost associated with the link
between ξi and ξj. The pheromone update method is used by
an ant is defined as follows.

χij = φ̂j(1 − ρ)ηij +
|Q|∑
k=1

1χk
ij + 1ηbestij (4)

The pheromone efficiency of ant on the route from ξi to ξj
is 1χbestij .

1χbest
ij =


1
S

best
, i ∈ ξt and j ∈ ξt uses best link,

0, otherwise.
(5)

The source SV initiates the process by sending a Route
Request (RREQ) to the nearby vehicles (as indicated by the
red arrow). Subsequently, each vehicle forwards the RREQ
to its closest vehicle, and this continues until it reaches
the destination. Notably, Algorithm (1) identifies malicious
vehicles such as MV1 and MV2, as depicted in Fig. (1),
and these are excluded from consideration for potential data
routes.

VII. PERFORMANCE ANALYSIS, EVALUATION AND
DISCUSSION
The performance is evaluated on Matlab’s simulator over
Lenovo, RAM-8GB, Windows 10, Intel i-7 (3.8 GHz). This
simulation is carried out by considering four roads with
300 to 600 vehicles with speed following the general normal
distribution with a mean of 80 miles and a variance of
60 miles per hour, respectively. This simulation contains
nearly 30 percent of malicious vehicles to perform periodical
analysis of communicated messages. The proposed design
takes the help of the discussed algorithm to analyze honest
vehicles, and the optimal path to send data from the source
to the destination node. In order to check effectiveness of the
proposed routing key exchange denoted [D], we have taken
care of other relevant frameworks, [16] denoted [A], [31]
denoted [B], and [32] denoted [C] with respect to packet
dropping, needed throughput, expected delays, and overhead
by routing in the IoV. The analysis is mainly performed
with several components like average delay, communication
bits, single vehicle throughput, dropping rate of packets, and

FIGURE 3. Packet drop rate comparison among related frameworks.

FIGURE 4. Expected throughput vs the percentage of malicious nodes
variations.

overhead by routing. The dropping rate of packets denotes
the ratio of the packets received at the receiver end to
those sent from the source within specific time periods. The
Fig. (3) shows the expected rate of packet dropping versus
the number of nodes in the IoV. The expected drop rate
of packets analyses how many of them were transmitted
and received successfully within a period. The Fig. (3)
shows more vehicles in an IoV causes more drop rate.
It concludes nodes in the IoV are directly connected to
the packet drop rate. The Fig. (3) also shows the proposed
design ensures less packet loss rate, the highest trust and
the least congestion. The Fig. (4) represents the expected
throughput, and it also analyses the mean of periods to sent
messages from the source to the target. The expected delay
shows an increment directly to the number of nodes in the
IoV. However, the proposed design takes low expected delay
whenever we consider trusted IoV. The Fig. (5) contains
analysis of expected throughput for the proposed and the
relevant frameworks [16], [31], and [32].

The Fig. (5) contains an analysis to prove the proposed
routing framework has a better performance than [16], [31],
and [32]. Moreover, the Fig. (6) contains the analysis of
the vehicle’s expected throughput versus average speed, and
the proposed framework has better performance than [16],
[31], and [32]. The Fig. (7) shows expected overhead during
routing versus the number of vehicles. The overhead varies
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FIGURE 5. Expected throughput comparison among related frameworks.

FIGURE 6. Expected throughput versus average speed comparison.

FIGURE 7. Transaction latency comparison among related frameworks.

with the number of needed packets to be routed. The
proposed framework has low overheads because it uses a
detection algorithm for doubtful vehicle. The Fig. (8) shows
the expected drop rate of packets versus the percentage of
doubtful vehicles, and it records an increment in the dropping
rate, and it reaches to worst level at the value 158 with the
percentage of malicious nodes at 87 percent.

VIII. CONCLUSION
The proposed design uses ring learning with errors assump-
tion that makes it secure against quantum attacks. The
Internet of Vehicles enables more than one vehicle to transfer
confidential information using an on-demand distance vector

FIGURE 8. Analysis of expected drop rate of packets with respect to
malicious vehicle percentage.

routing assisted networking system. The proposed protocol
can handle IoV with dynamic change in network-topology
according to the controllers, destination, destination or vehi-
cle movement and road structure. This framework ensures
both security and latency, and it uses an optimized path
algorithm based on ad hoc ordered distance vector routing.
It also uses an advanced detection algorithm that prevents
suspicious vehicles from entering in the communication
framework of IoV. The performance analysis ensures that the
proposed framework is more suitable than existing ones.
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