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ABSTRACT Classical two-dimensional chaotic systems are not safe enough due to few control parameters
and limited chaotic range. To cope with this problem, a new wide-range 2D-Logistic-Sine hyperchaotic
map (2D-LSHM) is proposed in this paper. By analyzing the bifurcation map and Lyapunov exponent of
2D-LSHM, the results prove that the map has good ergodicity and unpredictability. In addition, this paper
proposes a 2D-LSHM-based image encryption scheme, LSHM-IES, to solve the problem that the dislocation
diffusion algorithm based on specific rules is vulnerable to attacks. The scheme uses a 3 × 3 convolutional
kernel to replace the pixel values in the dislocation process. An improved Zigzag transform is developed in
the diffusion phase to make the algorithm more secure and the key space larger. Experimental results from a
variety of performance tests on different images indicate that the LSHM-IES encryption scheme possesses
favorable encryption performance, low time cost, and high robustness against data missing attacks and noise
effects.

INDEX TERMS Chaotic systems, image security, image encryption, security evaluation.

I. INTRODUCTION
As data exchange on open networks and the Internet contin-
ues to rise, the boundaries between the physical and virtual
worlds are increasingly blurred, and safeguarding data has
become a crucial issue. Images are commonly utilized in
diverse domains for their visual representation. However,
images in the context of Internet of Things andmobile devices
may encompass substantial personal information. Especially,
the 5G era is expected to boost the use of images, making
it even more crucial to ensure their secure storage and trans-
mission. The main drawbacks of traditional image encryption
techniques are slow encryption speed and low security [1].
For example, for larger images, DES encryption can takemin-
utes or even hours. AES algorithm encryption is several times
faster than DES, but it still cannot meet the current demand
and is difficult to cope with today’s computer attacks in terms
of security [2]. To solve the problem, researchers are con-
stantly exploring new encryption algorithms and techniques,
including chaos theory, deep learning based and quantum
techniques [3], [4], [5], which have been introduced into
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encryption schemes. Chaotic systems exhibit random behav-
ior and unpredictable trajectories in nonlinear systems, and
are sensitive to initial values and control parameters, which
makes their trajectories difficult to replicate. As such, they
offer a fresh perspective for the design of cryptosystems,
and have therefore become an important aspect of modern
cryptography [6], [7], [8].

The chaotic image encryption algorithm leverages the
sequence produced by chaotic systems to modify the image,
creating a visual discrepancy between the original and
modified versions, thereby achieving image encryption [9].
In practice, the effectiveness of image encryption techniques
relies heavily on the performance of chaotic maps, as per
the chaos theory. Chaotic maps can be categorized as one-
dimensional (1D) or multidimensional (MD) [10]. 1D chaotic
maps possess a simple structure and minimal parameters,
which can make their chaotic behavior predictable in certain
scenarios. In contrast, MD chaotic maps exhibit complex
structures and numerous parameters, making it challeng-
ing to predict their chaotic trajectories. While MD chaotic
map offers superior characteristics, it can be impractical
and costly to implement in real-world scenarios. As such,
two-dimensional (2D) chaotic map has emerged as a more
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viable option, given its favorable features and implementation
cost [11], [12].

In this work, an enhanced two-dimensional logical hyper-
chaotic map is designed and an LSHM-IES encryption
scheme is developed based on it. The main contributions are
the following three:

• An enhanced two-dimensional logistic hyperchaotic
map is proposed. Compared with the 1D chaotic map,
it can demonstrate more complex dynamical behavior,
generate more random and complex chaotic sequences,
easier to regulate and control and handle larger amounts
of data.

• An encryption scheme LSHM-IES is proposed based on
2D-LSHM chaotic system. 2D-LSHM generates chaotic
sequence based on the key, uses convolution kernel to
convolve with the chaotic sequence to disrupt the pixel
values in the permutation stage, and uses a modified
Zigzag transform to diffuse the image pixels.

• According to the evaluation of LSHM-IES, the proposed
encryption scheme demonstrates improved performance
and practicality.

Specifically, the work of this paper is organized as follows:
Section I introduces the background related to the research
of chaotic image encryption. Section II presents the current
state of research related to chaotic image encryption systems.
Section III introduces the new chaotic map model 2D-LSHM
proposed in this paper. section IV presents the algorithms of
the dislocation and diffusion phases of LSHM-IES; section V
simulates and compares LSHM-IES; section VI summarizes
the research of this paper and briefly explains the next work
schedule.

II. RELATED STUDIES
The chaotic map used by Fridrich is a two-dimensional
logistic map that maps two-dimensional coordinates to new
coordinates. The logistic map is iterated many times to gen-
erate a series of pseudo-random numbers that are used as keys
for the encryption process. This has sparked the development
of numerous image encryption methods grounded in chaos
theory by other scholars [13]. For instance, Man et al. [14]
employed a five-dimensional hyperchaotic system to gen-
erate chaotic sequences as weights for convolutional neural
networks, successfully scrambling plaintext image pixels
and effectively thwarting plaintext attacks. This approach
yielded dynamic adaptive capability and high security. The
study byMuthu andMurali [15] combines a one-dimensional
chaotic map system with a shuffling algorithm that divides
the plaintext image into multiple blocks and performs mis-
match operations using the shuffling algorithm, and finally
performs heteroscedastic operations in the diffusion phase.
Although this scheme is faster in encryption, the diffusion
performance is poor, resulting in lower security. On the other
hand, Orhan [16] proposed an encryption algorithm based
on Fibonacci polynomials and matrices, which increases the
randomness and unpredictability of the encryption algorithm

through mathematical operations such as modulo and shift
operations, but the high computational complexity and
storage space requirements lead to inefficient encryption.
Hua [17] et al. proposed a method to design S-boxes using
a complete Latin square, which can improve the security of
cryptographic algorithms without increasing the complexity
too much.

Lai et al. proposed two important schemes: a novel Hop-
field neural network structure [18] for real-time encryption
applications with high encryption strength and attack resis-
tance while realizing fast encryption and decryption oper-
ations, and a cross-channel two-dimensional hyperchaotic
map-based algorithm [19] with high security and efficiency
against illegal attacks. In addition, they proposed a pixel seg-
mentation image encryption scheme based on 2D Salomon
map [20], which generates the key by segmenting the image
and Salomon map, which is further enhanced in security.
They also extended the dynamic properties and applications
of neural networks by adjusting the parameters and intro-
ducing memory resistive elements to generate and control
attractors with complex dynamical behavior [21]. Mean-
while Qian et al. [22] improved on this by introducing bidi-
rectional bit-level cyclic shifting and dynamic DNA level
diffusion techniques to enhance the obfuscation and dif-
fusion of encryption. Wei et al. proposed various image
encryption algorithms. First, they designed an algorithm
based on image filtering and discrete logarithmic transforma-
tion [23] by reducing redundant information and increasing
image complexity, and then utilized scrambling code per-
turbation technique and keystream generator for encryption
and decryption. Secondly, they improved the scheme based
on disambiguation perturbation technique [24] to enhance
the obfuscation and diffusion of encryption and improve the
encryption strength. For the pixel-level filtering and DNA
diffusion problem with low encryption strength, they also
proposed an improved scheme based on cyclic replacement
and nonlinear replacement [25] to enhance the obfuscation
and diffusion of encryption and improve the encryption
strength. In addition, they utilized two different chaotic maps
to enhance the security of image data [26].

As information technology continues to evolve, the
issue of image security becomes increasingly impor-
tant. Various attacks and jamming methods continue to
emerge to assess the confidentiality of algorithms. These
methods include [27], [28], and [29]. While encryption
algorithm design has made some headway, certain algo-
rithms remain vulnerable to deciphering techniques that have
evolved [30], [31]. Thus, the quest to discover more secure
and efficient encryption schemes must persist.

III. 2D-LOGISTIC-SINE CHAOTIC MAP
This section introduces the classical one-dimensional logistic
map and Sine map, and then leads to the 2D-LSHM chaotic
map proposed in this paper.
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FIGURE 1. Bifurcation diagram:(a) Logistic map;(b) Sine map;(c)2D-LSHM map.

A. CLASSICAL CHAOTIC MAPS
A common drawback of many one-dimensional chaotic maps
is their limited chaotic range and weak output sequence
randomness, often due to their restricted control parameters.
To address this issue, multiple chaotic maps can be combined.
The 2D logistic-Sine hyperchaotic map (2D-LSHM) intro-
duces cosine variations and offers an improved solution. The
logistic map is a classic and extensively researched example
of one-dimensional chaotic map, known for its intricate non-
linear behavior and defined by Eq. (1).

xn+1 = µxn(1 − xn) (1)

The sine map is also a high-quality random sequence
generator, which is widely used in chaotic encryption and
pseudo-random number generation, and the mathematical
expression is Eq. (2).

xn+1 = δ sin(πxn)
/
4 (2)

Fig.1(a) shows the bifurcation of the Logistic map, while
Fig.1(b) displays that of the Sine map. Due to the small
chaotic ranges and multiple period windows, the Logistic and
Sine maps exhibit discontinuous chaotic ranges. The cosine
transform is a nonlinear map function that maps the input
values to the range [−1,1], and it can be used in chaotic maps,
chaotic encryption, and pseudo-random number generation to
produce more complex dynamical behavior and higher qual-
ity random sequences. Thus, to address this issue, we propose
2D-LSHM, which involves applying cosine variation to the
logistic and sine maps using Eq. (3).{

xn+1 = k1[1 + α cos(πxn)β ] mod 1
yn+1 = k2 cos(yn(1 − xn))

(3)

where the control parameters α = 3, β = 5, k1 = 20, k2 = 20.
From Fig. 1(c), respectively, 2D-LSHM can produce chaotic
states over a fairly wide range, which means it has a high
flexibility and adjustability to adjust the parameters as needed
to achieve better encryption.

B. PERFORMANCE EVALUATION OF 2D-LSHM
The attractor of a chaotic map is a set of values, and they
are important factors to guide the system into the chaotic

state. The attractor is a stable state to which the chaotic
map converges after continuous evolution, and it has a highly
complex structure and unpredictable trajectory.
Specifically, the better the chaotic performance of a chaotic

map, the more complex and higher the fractal dimension of
its attractor is usually, and the larger the region in the phase
space it occupies. This is because the chaotic performance
of a chaotic map requires its iterative sequence to cover as
many states as possible in the phase space in order to exhibit
randomness and unpredictability. In this paper, we choose
two existing chaotic maps, 2D-TM and 2D-ICM, for compar-
ative analysis. Firstly, the initial conditions are set and a point
(0.6, 0.8) is chosen randomly, secondly, 20,000 iterations are
computed, and by tracking the iterative trajectories of the
chaotic maps, the trajectory images of the attractors can be
drawn.
In Figure 2, the attractor trajectories of the 2D- LSHM are

compared with those of the two 2D chaos maps.
According to Fig. 2(c), it can be seen that the attractors

of 2D-LSHM completely occupy a two-dimensional phase
space in the range of (-20,20), which means that the attractors
of 2D-LSHM form a highly complex geometric structure.
And it has better ergodicity than 2D-ICM (2D infinite col-
lapse map) [32] and 2D-TM (triangular map) [33].
Chaotic systems exhibit a crucial feature called sensitivity

to initial conditions, which can be analyzed by studying
the growth or decay rate of small perturbations over time
in a dynamical system using the Lyapunov exponent (LE).
In chaotic systems, the Lyapunov exponent (LE) measures
both the stability and degree of chaos in a system. A larger
LE exponent indicates greater unpredictability and sensitivity
to initial conditions, which leads to more erratic behavior
within the system. A positive value of the Lyapunov expo-
nent (LE) indicates chaos in a dynamical system, with the
distance between phase trajectories increasing over time.
Hyperchaotic systems are different from chaotic systems in
that their Lyapunov exponent is an infinite function, indicat-
ing an even greater sensitivity to initial conditions. The phase
space structure of hyperchaotic systems is also more com-
plex. Hyperchaotic phenomena occur in many natural and
technological systems, for example, in the fields of weather
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FIGURE 2. Attractors of different 2D chaotic maps:(a) 2D-TM; (b) 2D-ICM; (c) 2D-LSHM.

FIGURE 3. LE Index Comparison:(a) 2D-TM; (b) 2D-ICM; (c) 2D-LSHM.

forecasting, biological systems, and communications. Let the
chaotic system be. The LE index is calculated by Eq. (4) [34]
Fig. 3 compares the 2D- LSHM proposed in this study with
two other 2D chaotic maps: 2D-TM and 2D-ICM. As shown
in the figure, the Lyapunov exponent of our proposed 2D
chaotic map is larger, which means that its dynamical behav-
ior is more chaotic and unpredictable. Moreover, the relative
trend is smoother and more stable in the graph, which also
indicates that the nature of this chaotic system is better than
the existing 2D chaotic graphs.

LE = lim
n→∞

1
n

n−1∑
i=0

ln
∣∣f ′(xi)

∣∣ (4)

Our proposed 2D-LSHM graph possesses several advan-
tages based on the above metrics. First, it shows a continuous
hyperchaotic range, which is crucial in cryptographic appli-
cations because it avoids falling into the cycle range that
could lead to dynamical disruptions and serious security
problems. In addition, LSHM has almost no cycle range,
which further improves its performance. Second, LSHM has
a maximum Lyapunov exponent of up to 80, which is highly
random and facilitates message encryption. Finally, the struc-
ture of LSHM is scalable, and we can derive completely
novel two-dimensional hyperchaotic maps by replacing one-
dimensional maps.

C. NIST SP800-22 TEST
The security of stream cipher is closely related to the random-
ness of the generated sequence. Therefore, when designing

stream ciphers, pseudo-random sequence generation algo-
rithms with good statistical properties need to be selected to
ensure that the generated key streams are sufficiently random
and unpredictable. Currently, the linear congruence generator
is one of the most commonly used pseudo-random number
generators. It can be described as

Xn+1 = (aXn + c) mod m (5)

where m is the modulus, a is the multiplier, and c
is the increment. Both the linear congruence genera-
tor as well as the 2D-LSHM are capable of generat-
ing pseudo-random sequences in floating-point form. After
amplitude expansion, rounding, and modulation, these gener-
ated pseudo-random sequences are quantized to values in the
range (0, 1).

The NIST SP800-22 test suite is a widely adopted industry
standard and contains 15 different test items. According to
the official documentation, if the P-VALUE of a test result
is greater than 0.01, the test has been successfully passed.
Meanwhile, the larger the value of P-VALUE, the better
the test result is. We conducted the NIST SP800-22 test on
the above pseudo-random sequences, and the test results are
shown in Table 2. As shown in Table 2, both pseudo-random
sequences successfully passed all 15 test items. It is worth
noting that the P-VALUE of the 2D-LSHM pseudorandom
sequence is larger than that of the linear congruence pseu-
dorandom sequence in all 10 tests. This indicates that the
pseudo-random sequence generated by 2D-LSHM has better
randomness.
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TABLE 1. The comparison between the proposed 2D-LSHM and existing 2D chaotic maps.

TABLE 2. NIST test results of linear congruence and hyperchaotic
pseudorandom sequences.

IV. 2D-LSHM BASED IMAGE ENCRYPTION SCHEME
In a typical image, individual pixel values are often strongly
correlated, and this correlation may be used by an attacker
to break the encryption algorithm or extract the image infor-
mation. Therefore, a reliable algorithm should be developed
that combines chaotic sequences to further ensure security.
LSHM-IES, an image encryption scheme depicted in Fig 4,
is introduced in this section.

The IES encryption scheme comprises three primary com-
ponents: key generation, scrambling, and diffusion. The
scrambling process of IES involves modifying pixel values
primarily through convolution, the diffusion component of
the encryption scheme propagates changes made to a few
pixels in the plaintext image throughout the entire ciphertext
image. IES encryption scheme can efficiently transform a
standard image into a chaotic and unidentifiable image in a

FIGURE 4. The structure of the system for encrypting images.

FIGURE 5. Key structure.

relatively short duration, resulting in enhanced security and
efficiency.

A. KEY CREATION
Generating chaotic sequences using 2D-LSHM requires
determining an initial value, also referred to as the seed value
or key. The generated chaotic sequences are usually highly
unpredictable and random, so they can be used to encrypt and
decrypt data. To resist brute-force attacks [35] and ensure a
balance between encryption efficiency and security, the key
space must exceed 2100. In this paper, a 256-bit key is used,
Fig.5 depicts the structure of the key, which consists of the
original initial value (x0, y0) of length 48 bits and the original
control parameters r0, the perturbation coefficients d , and
the correlation coefficients A1 and A2 of the original initial
value.Where the variables (x0, y0, r0) and d are floating point
numbers between [0-1) and can be calculated by Eq. (6). The
parameters work in tandem to determine the size of the key
space and the strength of the encryption algorithm. Among
them, (x0, y0) and r0 define the dynamical behavior of the
chaotic system, while d perturbs initial values to increase
randomness, while A1 and A2 are used to control the nature
of the chaotic system. By properly selecting and tuning these
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FIGURE 6. How convolution works.

parameters, keys with high randomness and security can be
generated.

FN =

48∑
i=1

Bini × 2−i (6)

The variables A1 and A2 are 32-bit integers and can be
calculated by Eq. (7).

IN =

32∑
i=1

Bini × 2i−1 (7)

Eq. (8) can be used to calculate the seed value for generat-
ing the chaotic sequence.

x(i)0 = (x0 × A1 + d) mod 1

y(i)0 = (y0 × A2 + d) mod 1

r (i)0 = (r0 × Ai + d) mod 1

(8)

where i = (1, 2), using the initial state (x0, y0, r0), 2D-LSHM
can generate chaotic sequences for efficient permutation and
random number permutation diffusion.

B. DISRUPTION PROCESS
In image processing, convolutional filtering is a common
technique used to modify spatial frequency features. Typi-
cally, a fixed kernel matrix, either 3 × 3 or 5 × 5 in size,
is selected, and the central pixel value is determined by adding
the weighted values of its neighboring elements. The weights
are calculated by multiplying the neighboring pixel values
with the corresponding entries in the kernel matrix, and this
process is used to replace the pixel values. In this section,
we use 3×3 convolution kernels. The use of a 3×3 convolu-
tion kernel can increase network depth, decrease convolution
kernel parameters, increase the number of nonlinear maps,
simplify the model, and improve the efficiency of operations.
Defining the convolutional operation can be achieved using
Eq. (9).

h(a, b) = f (a, b) ∗ g(a, b)

=

∞∑
i=−∞

∞∑
j=−∞

f (i, j) · g(a− i, b− j) (9)

where h denotes the output, f denotes the input, and g denotes
the convolution kernel. Fig.6 shows the working principle

FIGURE 7. Convolutional changes of the dislocation process.

of convolution. In this paper, the plaintext index is calcu-
lated using a convolution operation. A chaotic sequence,
f (a, b), generated by a chaotic system, and the plaintext pixel
value of the pure image, g(a, b), are used as inputs for the
convolutional operation, which outputs the dislocated cipher-
text image, h(a, b). The convolution process can effectively
destroy the pixel size of the image and reduce the pixel
correlation. Fig.7 clearly illustrates the convolutional changes
of the dislocation process.

Step 1: The sequence A = [a1, a2, · · · , am×n] of length
m× n is generated by putting the image Rm×n in the order of
first and then the column. The chaotic sequence is generated
by substituting the original initial values, x0 and y0, into the
chaotic system for m × n + 1000 iterations. To remove any
transient effects, the first 1000 terms are discarded to obtain
the chaotic sequence B = [b1, b2, · · · , bm×n]. The elements
of B in the sequence correspond to the elements of A one by
one.

Step 2: Converting the sequences A and B into
two-dimensional matrices produces A1 and B1, both of size
m× n,where the elements of B1 correspond one-to-one with
those in A1. Through the convolution process, the matrix
B1 composed of chaotic sequences is convolved with the
corresponding part of the 3 × 3 convolution kernel matrix
A1 to obtain the convolution result, and it is composed of
the matrix C(m × n). The matrix C is the image after pixel
size dislocation, and the encryption processing of the image
is realized.

C. IMPROVED ZIGZAG DIFFUSION
The Zigzag transform is a process of scanning and storing
two-dimensional matrix elements in a ‘‘Z’’ shape into a one-
dimensional array. A specific rearrangement method [36] can
convert the 1D array into a 2D matrix. The Zigzag transform
is a useful tool for aligning image pixels in encryption. The
process of the Zigzag transform, which rearranges pixels in a
‘‘Z’’ shape into a 2D matrix based on specific requirements,
is illustrated in Fig.8. The pixel traversal order may begin
from other corners of the image, resulting in eight Zigzag fold
transform patterns, as depicted in Fig.9, which scan either
horizontally or vertically from the four corners. Enhancing
randomness can be achieved by shifting the one-dimensional
array and arranging the scan order array in a ring. The Zigzag
arrangement offers the advantages of simplicity and speed
while enabling each pixel to be traversed for rearrangement.
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FIGURE 8. Zigzag folding line change.

FIGURE 9. Eight modes of Zigzag transformation.

Similarly, Zigzag diffusion can create a butterfly effect by
altering only a few pixels, resulting in the modification of the
entire encrypted image.

The eight Zigzag fold patterns discussed above begin from
the four corners of the image and utilize both vertical and
horizontal patterns, resulting in a total of eight patterns.
Nonetheless, this approach has a drawback: it only utilizes
one round of Zigzag transformations for diffusion, and the
key space of the encryption scheme is not sufficiently large
to withstand brute force attacks. Effectively breaking down
the high correlation between adjacent elements is also a
challenge for the encryption scheme.

The eight Zigzag fold patterns discussed above begin from
the four corners of the image and utilize both vertical and
horizontal patterns, resulting in a total of eight patterns.
Nonetheless, this approach has a drawback: it only utilizes
one round of Zigzag transformations for diffusion, and the
key space of the encryption scheme is not sufficiently large
to withstand brute force attacks. Effectively breaking down
the high correlation between adjacent elements is also a
challenge for the encryption scheme.

Introducing a modified Zigzag fold transform allows us
to tackle these challenges and obtain more randomized out-
comes. In contrast to the existing Zigzag variation, which
arranges each pixel in a fixed order based on its Zigzag on the
new coordinates, the modified Zigzag transform determines
the transformation pattern based on the initial coordinates
determined by the chaotic sequence. After a single round of
alterations, the next initial point and transformation mode are
determined using the chaotic sequence. The cycle involves
three rounds of transformations since the position of the

TABLE 3. Scan map.

initial coordinates is random in each round, and each change
has eight modes. Thus, the overall change employs a power-
increasing mode, resulting in an extensive key space. The
enhanced Zigzag transform is governed by a parameter that
alters only the pixel positions, considerably enhancing the
transform’s efficiency and security level. The chaotic system
used in this approach is the enhanced two-dimensional logis-
tic chaotic map introduced in the preceding section.

We divide the modified Zigzag transform into five steps to
operate on a matrix D of size m× n:
Step 1: Eq. (8) is used to generate four chaotic sequences

with a length of L, and each chaotic sequence is sorted to
obtain the corresponding index vector. R1,R2,C1 and C2
are used as row indexes, and R1 and R2 are used as col-
umn indexes, which can generate the coordinate matrices
C1 and C2, respectively, to generate the coordinate matrices
O1 and O2.
Step 2: Set q(i) = (Ri(1) mod 2) + 1, p(i) = (Ci(1) mod

4)+1, x(1) = R1(2), y(1) = C1(N ), x(2) = R2(2), y(2) =

C2(N ), where p is the control parameter, p ∈ [1, 2, 3, 4]. p(i)
and q(i) are used to determine the scan selection mode of Oi
shown in Fig.10. Determination of the starting point for each
scan is based on x(i) and y(i). Correspondence between p, q,
and scan mode Oi is illustrated in Table 3.
Step 3: Perform scanning on O1 and O2 using the selected

scan method from Step 2, as illustrated in Fig.10-(a). Then,
record each coordinate on their scan paths into the cache
matrices c1 and c2.

Step 4: Swap the elements in matrix M with coordinates
c1(i) and c2(i).

Step 5: Repeat Step 2 and scan Fig.10-(b),10-(c) in turn.
According to the above steps, we provide an originalmatrix

of size 5 × 5 to demonstrate the process of three scans and
further illustrate the revised Zigzag changes, allowing us to
understand the details more intuitively. First, according to
the coordinate matrix, (a) scan with mode_1, (b) scan with
mode_8, and (c) scan with mode_5. After three rounds of
scanning, we can get the final coordinate map as (1,1) →

(4,1), (1,2) → (3,1), (1,3) → (3,2), (1,4) → (2,3), (1,5) →

(4,3), (2,1) → (2,4), (2,2) → (1,5), (2,3) → (1,3), (2,4) →

(3,3) and (2,5) → (2,1).
To obtain the final swap matrix W , pixel swapping is

performed on the matrix D based on the coordinate map.
In order to test the advantages and disadvantages of the

proposed zigzag transform algorithm, as shown in Table 4
we use a 6 × 6 pixel digital model using correlation analysis
and other methods to compare and test the four characteristics
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FIGURE 10. Three scans of the diffusion process.

TABLE 4. Comparative analysis of Zigzag diffusion methods.

of Guo et al. [37] and Zheng and Lv [38] Zigzag transform
methods. From the data in Table 4, it can be obtained that the
encryption efficiency and encryption security of the proposed
Zigzag algorithm is higher than the other two algorithms.

In comparison to the current Zigzag algorithm for image
encryption, this paper presents an improvement in which
the scanning method is dynamically selected by altering the
initial state of the chaotic system and disrupting the order
determined by the previous scan through multiple scans. This
enhances the security of diffusion. Additionally, the scanning
diffusion process only necessitates four chaotic sequences
of length L to determine the initial position and scanning
mode. This is more efficient than most diffusion algorithms
utilizing chaos encryption that require chaotic sequences of
length L × L.

V. SIMULATION AND PERFORMANCE ANALYSIS
A comprehensive analysis of the LSHM-IES encryption
scheme’s performance is presented in this section, consid-
ering several perspectives. To assess the algorithm’s effec-
tiveness, speed, and flexibility, various tests are conducted,
including pixel distribution, histogram, information entropy,
local information entropy, NPCR, UACI, image sensitivity,
key sensitivity analysis, and encryption speed [39], [40]
and [41]. Moreover, robustness analysis is a critical indicator
for evaluating the algorithm’s reliability and security, and
for determining its ability to withstand various attacks. The
combination of these test methods can provide a compre-
hensive performance evaluation of the LSHM-IES encryption
scheme.

A. HISTOGRAM ANALYSIS
In image encryption, the histogram is a crucial tool for evalu-
ating the effectiveness and security of encryption algorithms.

It displays the distribution of image brightness or color and
can detect whether the distribution of the encrypted image
is similar to that of the original image. If the encryption
algorithm effectively scrambles and obfuscates the image,
the histogram of the encrypted image should differ signif-
icantly from that of the original image. Conversely, if the
encryption algorithm has vulnerabilities or is insufficiently
secure, an attacker can use the histogram of the encrypted
image to deduce information about the image or reconstruct
the original image. Figs. 12(a)-(f) display the histograms of
the Lena, Pepper, and Baboon plaintext images, as well as
their corresponding encrypted images.

With the purpose of identifying deviations, the chi-square
examination may be employed, in which χ2 measures the
extent of discrepancy between the picture pixel arrangement
and the entirely even distribution. Eq. (10) outlines the defi-
nition of χ2.

χ2
=

255∑
i=0

(pi − p̄)
p̄

(10)

where pi is the frequency of image pixel i. p̄ represents
the average frequency of all pixels, p̄ = (M × N )/256.
M × N denotes the size of the image. As χ2 decreases, the
pixel distribution becomes more uniform in the image, so the
closer the image is to a uniform distribution. Table 5 presents
the detection outcomes for Lena, Pepper, Baboon, Barbara,
Flintstones, black plaintext, and ciphertext images. The value
of χ2 for ciphertexts is considerably lower than that of plain-
texts, indicating that the pixel values in each ciphertext image
are more uniformly distributed. Cardinality testing results
demonstrate the uniform pixel value distribution in ciphertext
images, thereby affirming the feasibility and effectiveness of
LSHM-IES in safeguarding image privacy information.

B. ADJACENT PIXEL POINT CORRELATION ANALYSIS
To enhance resistance to statistical analysis, a reliable encryp-
tion algorithm must effectively minimize the correlation
between neighboring pixels in the plaintext image. To eval-
uate the algorithm’s security in this aspect, we conduct tests
on the plaintext and ciphertext images in the horizontal, ver-
tical, and diagonal directions, using the calculation method
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FIGURE 11. Image encryption and decryption. (a) Lena, (b) Peppers, (c) Baboon.

illustrated in Eq. (11). It’s important to exclude the first row
and column in the calculation.

E(x) =
1
N

N∑
i=1

xi,D(x) =
1
N

N∑
i=1

(xi − E(x))2

rxy =
cov(x, y)

√
D(x)

√
D(y)

cov(x, y) = E((x − E(x))(y− E(y)))
(11)

The correlation distribution of adjacent pixels in plaintext
and ciphertext images is presented in Fig. 13, indicating
that the correlation is more concentrated and stronger in the
plaintext image, whereas the distribution is more uniform in
the ciphertext image. Table 6 displays the numerical repre-
sentation of the correlation between adjacent pixels in each
direction of the image, revealing that the correlation of the
ciphertext image is almost zero. The comparison results are
shown in Table. 7, the APC value of the encrypted image is
closer to 0 than the original image, but it is in the middle of
the range compared to other encryption schemes in this test.
These findings demonstrate the effectiveness of the proposed

encryption algorithm in resisting statistical analysis, and indi-
cate that the chaotic system employed is well-suited for image
encryption. In short, LSHM-IES is able to protect the image
security well.

While the pixel distribution of the encrypted image is more
uniform. In Fig.12(a), the distribution of pixel values in the
plaintext image is more prominent, whereas the distribution
of pixels in the encrypted image in Fig.12(b) is more uniform
and lacks distinctive features. This uniform pixel distribution
helps prevent attacks aimed at obtaining the plaintext infor-
mation of the image.

Figures that are meant to appear in color, or shades of
black/gray. Such figures may include photographs, illustra-
tions, multicolor graphs, and flowcharts.

C. INFORMATION ENTROPY
To evaluate the randomness and uniformity of the pixel
value distribution in the encrypted image, we can compute
its information entropy. A higher information entropy of
pixel values indicates that the encryption algorithm intro-
duces sufficient randomness and noise, thereby enhancing the
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FIGURE 12. Histograms of plaintext and ciphered images.

TABLE 5. χ2 test results.

difficulty of cracking the image and improving the security
of the encryption algorithm. The formula for information
entropy is provided in Eq. (12).

H (S) =

2N−1∑
i=0

p(si) log2
1

p(si)
(12)

In Eq. (12), S represents the image, si represents the pixel
in image S, and p(si) represents the probability of occurrence
of pixel si. The ideal information entropy of a grayscale
image is 8, indicating a more uniform pixel distribution as it
approaches 8. Table 8 shows that the information entropy of
the ciphertext images is close to the ideal value of 7.99, indi-
cating that the encryption effect is satisfactory. This suggests
that the encryption algorithm has effectively introduced suf-
ficient randomness and noise to enhance the image security.
As shown in Table 9, theH (S) value of the encrypted image is
larger in our proposed scheme compared to other encryption
schemes, indicating that our scheme is more secure.

D. LOCAL INFORMATION ENTROPY
The local information entropy evaluates the distribution state
of the local information of the ciphertext image and is defined
as Eq. (13).

Hk,TB (C) =

k∑
i=1

H (Ci)
k

(13)

where C represents the ciphertext image, k and TB represent
the random selection k groups of TB pixels from C . H (Ci)
represents the information entropy of Ci composed of TB
pixels. when k = 30, TB = 1936 and confidence level α =

0.001, the local information entropy of ciphertext image is
located at [7.901902305, 7.903036329], then the algorithm
passes the test and is secure. Table 10 shows the test results of
Lena, Pepper and other cipher images, all the local informa-
tion entropy values of cipher images are within the required
interval, all pass the test, so the encryption scheme proposed
in this paper is secure.

E. IMAGE SENSITIVITY ANALYSIS
To measure the sensitivity of the encryption algorithm to
slight changes in the plaintext image, we define image sen-
sitivity as the degree of difference in the ciphertext image
produced by slightly different plaintext images under the
same key encryption. A higher degree of difference indi-
cates higher sensitivity of the image to small changes in the
plaintext. To quantify this difference, we use two metrics,
NPCR and UACI, which respectively measure the number of
adjacent pixel changes and the average intensity of pixel value
changes. These metrics assist in evaluating the sensitivity
and reliability of the encryption algorithm to image changes
and enhancing its security and robustness. The calculation of
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FIGURE 13. Correlation coefficients of Pepper.

TABLE 6. Correlation coefficients.

TABLE 7. The APC under different encryption schemes (Using the average value of ‘‘Baboon.’’).

TABLE 8. Information entropy comparison.

NPCR and UACI is presented in Eq. (14).
NPCR =

∑
ij
d(i,j)

w×h × 100%

UACI =
1

w×h

[∑
ij

|z1(i,j)−z2(i,j)|
255

]
× 100%

(14)

We conducted 100 sets of tests, where each set comprised
two images, F1 and F2. F1 is the original ciphertext image,

TABLE 9. The H(S) under different encryption schemes (Using the
average value of ‘‘Baboon.’’).

while F2 is the ciphertext image generated after changing a
single plaintext pixel. Table 11 displays the average NPCR
and UACI of each image, while Table 12 compares the results
with other algorithms. The experimental findings reveal that
the NPCR and UACI values of all tested images are close
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FIGURE 14. Key sensitivity analysis.

TABLE 10. Local entropy of different images.

TABLE 11. NPCR and UACI.

to the ideal values, indicating that the LSHM-IES algorithm
is relatively effective in protecting against selected plaintext
attacks.

F. KEY SENSITIVITY ANALYSIS
In chaotic encryption, the key plays a vital role as it is
the key information used to encrypt and decrypt the data.
For chaotic encryption algorithms, a small change in the
key may lead to completely different results. For key sen-
sitivity, we take Fig. 14(a) as an example and change
x0 = 0.677615301413672 to x ′

0 = 0.677615301413673 and
then decrypt the ciphertext image, the decrypted image is
Fig. 14(b), and the decrypted image using x0 is Fig. 14(c).
It can be observed that even with extremely small changes
in the key, the block disambiguation and diffusion strategies
change dramatically and the algorithm is highly sensitive to
the key.

G. ENCRYPTION SPEED ANALYSIS
The encryption speed is a critical metric for evaluating the
performance of a chaotic image encryption algorithm, and

TABLE 12. Comparison of NPCR and UACI.

TABLE 13. Time analysis of the proposed and existing algorithms.

it is also a key factor in determining its suitability for
widespread use. Typically, the speed of encryption is deter-
mined by the design of the algorithm and the software and
hardware employed.

We performed a test by encrypting ‘‘Peppers (128× 128)’’,
‘‘Lena (256 × 256)’’, and ‘‘Cameraman (512 × 512)’’ plain-
text images 100 times and computed the average encryption
time. Table 13 presents a comparison of our algorithm’s
encryption speed with those of algorithms from the liter-
ature [8], [34], [35], and [41]. Table 13 analysis indicates
that LSHM-IES ismore appropriate for real-time applications
due to its shorter encryption time in comparison to other
algorithms.

Additionally, algorithm complexity has a significant
impact on speed performance. In our proposed algorithm,
the alignment diffusion phase is the primary factor affecting
computational complexity. This phase involvesmoving pixels
a maximum of 3 × (M × N) times. Thus, the computa-
tional complexity of the LSHM-IES algorithm in this paper is
O (M × N).

H. ROBUSTNESS ANALYSIS
During image transmission, noise or data loss may corrupt
the image, making it necessary for the encryption algorithm
to possess robustness. The algorithm’s robustness is evaluated
through simulation experiments with shear and noise attacks.

Figures 15(a) and (c) depict intercepted ciphertext images,
while Figures 15(b) and (d) display the corresponding
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FIGURE 15. Anti-noise and data loss analysis.

decrypted intercepted ciphertext images. These images serve
as an example of an interception attack. Taking pepper
noise as an example, Figures 15(e) and (g) show the pep-
per noise with 0.02 and 0.2 ratio added respectively, and
Figures 15(f) and (h) show the decrypted images after adding
noise. Even when ciphertext is subjected to varying degrees
of attacks and noise, the decrypted image remains visible.

Additionally, algorithm complexity has a significant
impact on speed performance. In our proposed algorithm,
the alignment diffusion phase is the primary factor affecting
computational complexity. This phase involvesmoving pixels
a maximum of 3 × (M × N) times. Thus, the computa-
tional complexity of the LSHM-IES algorithm in this paper
is O (M × N).

VI. CONCLUSION
This paper proposes a novel two-dimensional Logistic-Sine
hyperchaotic map (2D-LSHM) that incorporates classical
one-dimensional maps via cosine variation. It features more
parameters and stronger sensitivity. The chaotic properties are
evaluated using LE indices and outperform the current 2D
chaotic system. Based on this, we propose a dislocation-based
encryption scheme (LSHM-IES) comprising convolutional
altered pixel values and an improved Zigzag variation diffu-
sion method. To begin with, the initial state and parameters
of 2D-LSHM are generated using a 256-bit binary key. Then
the image is encrypted by this system generating chaotic
sequence combined with the algorithm of permutation and
diffusion. Through simulation performance analysis, LSHM-
IES has good encryption performance and the encryption
time is better than other algorithms under the same con-
ditions. By security performance analysis, LSHM-IES has

strong robustness against data missing attacks and noise
effects.

This paper focuses on examining the encryption process of
a single grayscale image. Nevertheless, in real-world scenar-
ios, it is often necessary to transmit multiple images simulta-
neously. So how to transmit multiple images efficiently and
securely with encryption becomes an important issue. The
next work plan is to study the encryption process of multi-
ple images in depth, including how to manage and encrypt
multiple images in a unified way, and how to improve the
efficiency and security of transmission of multiple images.
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