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ABSTRACT The CENELEC TS 50701 is the first encompassing standard aiming at governing cybersecurity
risk management processes within the railway industry. Although the technical maturity of this framework is
undeniable, its application in practical projects is still an active field of discussion among practitioners, espe-
cially when dealing the communication-heavy subsystems. Among such subsystems, signalling is among
the most critical ones. Both Communication-based Train Control (CBTC) and European Railway Traffic
Management Systems (ERTMS) heavily rely on wireless communications for their operation. This paper
describes two cybersecurity attack scenarios regarding wireless communications for CBTCs that can impact
the safety of these systems using the lens of the framework provided by the novel CENELEC TS 50701.
In doing so, we discuss the implications of using such guidance, especially concerning the different
interpretations found in the literature regarding zoning communication systems, to assess and mitigate the
cybersecurity risk and improve the posture of CBTC systems concerning the examined attacks. Experimental
tests conducted in controlled laboratory environments and high-fidelity simulations have been conducted to
support the cybersecurity analysis.

INDEX TERMS Railway security, jamming, TS 50701, railway communications, telecommunication
security, railway signalling.

I. INTRODUCTION
Railways have been one of the primary commodities to move
passengers and freight since at least the late 19th century.
Yet, railway operators continuously face constant pressure to
increase performance and the availability of their services [1].
Despite the recent technological advances, however, increas-
ing the performance of such well-tuned systems without
compromising their already excellent safety characteristics is
nothing short of a titanic challenge. This is even more true if
one considers the high degree of control that the general pub-
lic (which is both a final user and one of the biggest sponsors
for much infrastructure) imposes on railway industry players.

Given this premise, it should be no surprise that the railway
industry has quickly become a massive user of the novel
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networked and computerized systems to handle most aspects
of its operations, thus replacing the ancient electromechanical
systems onboard the train and off-board. Indeed, computer-
based systems offer an almost unparalleled level of flexibil-
ity and performance, enabling operators to offer additional
services like infotainment to passengers. Moreover, using
this kind of technology, practitioners have access to a vast
array of off-the-shelf components already for affine indus-
tries, thus significantly bringing down costs and speeding up
deployments.

Unfortunately, the use of such modern technology has
brought a novel set of issues to the railway community: one
of them is cyber security. Indeed, these novel systems offer
both a broader attack surface than past dedicated systems
and require far less specialized knowledge to be attacked
due to the high degree of commonality between different
parts. These facts, coupled with the relative lack of security
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awareness among industry players and the high profile of the
target, make railway systems a golden target for all kinds of
attackers, ranging from ‘‘script kiddies’’ to state-sponsored
actors. Indeed, many attacks on railway infrastructure have
been carried out in recent years. Even if we limit ourselves to
attacks against signaling [2], [3], one must cite the event in
Lodz, Poland, in 2008, in which a teenager was able to derail
four trams using a replay attack [4].

While the topic of security in railway systems has been
significantly explored in the literature (we refer the interested
reader to [5], [6], [7], and [8] and the references therein),
as we said before, the industry has severely lagged on this
issue, possibly due safety certification concerns. Indeed, one
might argue that novel CENELEC Technical Specification
50701 [9] is the first, and arguably far from too early, attempt
to merge together the topic of safety and security in the
railway sector [10].
The CENELECTS 50701 aims to govern the cybersecurity

risk management process within the railway industry. Briefly,
Its general structure loosely follows the EN 50126 [11] and
requires one to carry out several steps to achieve a secure and
safe design of a railway system. The TS 50701 describes a
seven-step process (each called ‘‘Zone and Conduit Require-
ments’’ (ZCR)) to improve the security posture of railway
systems. The procedure covers the security process’s imple-
mentation, from its beginning to the final approval of the
developed cybersecurity plan by the Asset Owner. For the
first step, the regulation demands one to identify the so-
called System under Consideration (SuC) (‘‘ZCR 1’’), which
will be further divided into zones according to the context.
In particular, each zone will comprise devices carrying out a
specific task and subject to the same security requirements.
Different zones communicate with each other through the
use of conduits that define how communications can occur.
At this stage, we perform an initial risk evaluation in which
the threat landscape and the corporate risk matrix are eval-
uated (‘‘ZCR 2’’ phase). Using such information, the initial
zoning is further refined (‘‘ZCR 3’’ phase) to individuate the
most critical parts of a SuC and to draw the communications
avenues (the conduits) between different zones or SuCs. Fol-
lowing this stage, we then delve into defining the ‘‘Security
Level - Target’’ to achieve in each zone, analyzing each
zone’s threats, and proposing the necessary countermeasures
to flatten the risk to an acceptable level.

Although this norm has practically reached its maturity,
how to apply the often overreaching prescription dictated
by the norm to practical projects is still an active field
of discussion among practitioners. In this study, we try to
address this crucial issue by examining the application of TS
50701 by taking as use cases two attacks targeting wireless
communication apparatuses introduced at the 2016 Seventh
Nordic Workshop on System and Network Optimization for
Wireless.1 By investigating how TS 50701 can be applied

1The original contribution was accepted for oral presentation only.
A preprint of the presented material can be found at in [12] to facilitate the
review process.

to mitigate and resolve these challenges, we aim to provide
valuable insights into the practical implementation of the
norm. In doing so, we will also expand the original discussion
of the two considered attacks and discuss the security risks,
the consequences, and the mitigation of the analyzed attacks.

In Figure 1, we depict the scenarios we analyze in this
paper. In particular, we analyze a first scenario in which
an adversary jams a Balise near the passenger platform.
In the second scenario, we consider an attacker on a train
trying to compromise Vehicle-to-Vehicle (V2V) or Intra-
Vehicular (IV) Wi-Fi-based communication systems.

The paper is organized as follows: Section II illus-
trates the operation framework provided by the TS 50701,
taking the security of signalling systems at a physical
level from a telecommunications perspective as a use case.
In Section III, we explore how off-the-shelf network systems
can be exploited to attack onboard communications networks
onboard a train, focusing on wireless-based communications.
In doing so, we provide several considerations regarding how
the security process of communications systems should be
analyzed in the TS framework, especially analyzing how
communications infrastructure should be treated within this
framework. Finally, Section IV concludes the paper with a
brief recap and a perspective on future works.

II. IDENTIFYING THE SYSTEMS UNDER CONCERN:
SIGNALING SYSTEMS
Signalling comprises all the machinery necessary to ensure
the safe movement of rolling stocks on railway infrastruc-
ture. It is part of the so-called wayside systems, including
other critical components such as the electrification sys-
tems and level crossings, fulfilling several essential roles
in maintaining safe and efficient railway and urban transit
services [13], [14].

Among the many systems and standards proposed for
signalling, the European Rail Traffic Management Sys-
tem/European Train Control System (ERTMS/ETCS) and
Communication Based Train Control (CBTC) arguably
belong among the most deployed and used. In particular,
CBTC [14], [15], [16] was designed with the metro mar-
ket [17] in mind, but has found applications in non-urban
railway systems. ETCS, instead, has de facto become the
global standard [18] in the high-speed and mainline railway
market segment [3], [19], [20].

ETCS relies on a safe spot transmission system
called EuroBalises for conveying safety-related information
between the wayside infrastructure and the train to achieve
high headway performance and provide continuous Auto-
matic Train Protection functions and vice-versa [21]. Similar
technology is also used in CBTC, which relies on ‘‘con-
tinuous, high-capacity, bidirectional train-to-wayside data
communications’’ [14], which heavily exploits the accurate
positioning guaranteed by EuroBalises. As EuroBalises are
such a vital component of railway systems, it is no surprise
that both the safety and security aspects of this apparatus
must be guaranteed. For this reason, in the remainder of this
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FIGURE 1. CBTC cybersecurity scenario in which the attacker disrupts BTM-Balise (attack #1) communication or violates the wireless
communications on board the train (attack #2).

Section, we will provide a security analysis of this com-
munications subsystem according to the approach defined
by TS 50701.

A. ZONING: A CLOSER LOOK TO EUROBALISES
COMMUNICATIONS
Following the line of reasoning in the previous Section, it is
apparent that, within the Signaling SuC, Vehicle to Infras-
tructure (V2I) systems, including the spot communications
system built around Eurobalises, are very natural candidates
to become a zone. From a technological point of view, the
EuroBalises (in the rest of the article, they will also be called
simply Balises) are inductive transponders installed on the
railway track that store infrastructure data in ‘‘telegrams’’
(which encode information such as speed limits, line gradient,
etc.) and send their data to the train when energized by power
from the train’s antenna. In most cases, these telegrams are
static, but in particular scenarios, they can also be varied
dynamically by the rail traffic control room. In such a case,
EuroBalises are connected to the Lineside Equipment Unit
installed at the trackside. When the train passes above the
Balise, the Balise Transmission Modules (BTM) mounted
under passing trains broadcast radio frequency energy to
energize this passive transponder through a tele-powering
signal at 27.095MHz. Each Balise returns the telegram to the
train when activated via the up-link signal at 4.234MHz [21].

B. THE THREAT LANDSCAPE: A ZOOM ON JAMMING
ATTACKS
Since EuroBalises are a vital component of railway systems,
it is no surprise that many Authors have explored how robust
such systems are against different kinds of attacks. Among
the many types of attacks, jamming attacks [22] are among
the most studied. These attacks can be loosely defined as
all those events in which a malicious actor injects noise
or interference signals to disrupt wireless communications.
Looking carefully at the ERTMS standard that defines the
technical aspects of this communications scheme, however,

FIGURE 2. Test bed in the semi-anechoic chamber to simulate a jamming
attack (attack #1) on the BTM communications system.

it can be noticed that no particular care is employed to prevent
and or mitigate jamming phenomena [21], [23]. The effect of
this type of attack can be very significant. Indeed, as noted
in [24], simply making one or more Balises unavailable in
a metro rail context can severely hinder the train’s ability
to successfully perform an automated train stop, possibly
compromising the system’s overall safety. This kind of attack
could bring severe consequences beyond the domain of a
single train: as noted in [5], even short delays can cascade
into a generalized disservice.2

To summarize, a successful attack of this kind can sig-
nificantly impact the operation and possibly the safety of a
railway system. However, this datum alone is insufficient to
deliver a proper risk analysis. Indeed, to evaluate the risk, the
TS 50701 [9, Chapter 6] asks for two additional data on top
of the already mentioned impact evaluation: the vulnerability
(which measures the knowledge to achieve and the technical
difficulties that one has to overcome to build the necessary

2Although the Authors in [5] consider a slightly different scenario, their
method should also be well applicable to the use case presented in this work.
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FIGURE 3. FSK modulated up-link signal transmitted from Balise to BTM
during its normal operation.

machinery to carry out an attack) and the exposure (the level
of difficulty to overcome to reach the attacked apparatus)
ratings. These two factors are weighted into a likelihood
rating assessment, which will be then used to compute the
risk rating.

C. A CASE STUDY FOR RISK EVALUATION
As a case study to further delve into the application of the
TS 50701, we recall and expand the attack reported in [12]
and show how electromagnetic interference can be used to
disrupt the wireless spot communications between the train
and a Balise installed on the tracks.

As previously mentioned, during the train’s passage, the
ETCS onboard subsystem BTM energizes the Balise on
the ground. This latter device will, in turn, responds with
an up-link telegram. It is a narrow-band signal modu-
lated by Frequency Shift Keying (FSK) with characteristics
as follows [21]

• frequency: 4.234 MHz ± 5 kHz;
• data-rate: 564.48 kbps;
• telegram coding: BCH coding is used to synchronize
Balieses with the BTM;

• telegram length: 341/1023 bits.

Starting from this basic observation, we now define our
working conditions for conducting the attack. Figure 2 shows
the test bed created to simulate the attack on real systems.
We can see how the BTM system was placed on a wooden
stand inside a semi-anechoic chamber to reproduce the cor-
rect distance from a Balise placed under it at ≈ 50 cm. Using
a magnetic sniffer connected to a spectrum analyzer, we ver-
ified that the BTM correctly exchanged telegrams with the
Balise once activated, Figure 3 shows the BTM system during
regular operations while receiving telegrams from Balise.

A simple wire loop of the same size as the Balise was then
used to simulate jamming. This loop was fed by a function
generator whose signal was first amplified. With this setup,
two different attacks have been simulated: one based on
Continuous Wave (CW), i.e., a single frequency tone (see
Figures 3- 5), and one which involved a swept tone close to
the up-link frequency (see Figures 6- 7).
Knowing that the up-link signal is at 4.234 MHz and is

FSK modulated at a rate of 564.48 kbps, for example, the
frequencies we need to jam for the first FSK tone are at
3.95176MHz and 4.51624MHz. The same principle holds in
case onewants to jam the other FSK tone as long as the correct
shifted frequencies are used. The frequencies were selected
considering the technical specifications of the uplink. It is

FIGURE 4. Continuous wave jamming attack to Balise: start of jamming
attack.

FIGURE 5. Continuous wave jamming attack to Balise: effect of the
attack, i.e., communications between BTM and Balise breaks down. The
spectrum analyzer shows only the jamming signal.

also helpful to remember that it is sufficient to interfere with
only one of the two tones used to block an FSK modulation.

Figure 4 shows the beginning of the single-tone jam-
ming type attack. After a few moments, the communication
between BTM and Balise is disturbed, the up-link stops, and
we have no more telegram transmission (see Figure 5). Simi-
larly, Figure 6 shows a single tone jamming swept over 1 ms
in the range of one frequency utilized by FSK modulation,
i.e., 3.92 . . . 3.98 MHz. Once again, like in the first attack,
the communication between BTM and Balise is disturbed,
the up-link stops, and we have no more telegram transmission
(see Figure 7).

D. BIT ERROR RATE ANALYSIS WHEN UNDER JAMMING
ATTACKS
The black-box nature of railway systems severely limits the
kind of analysis that can be performed on the system under
test. This consideration also applies to the possibility to com-
municate quantities such as the Bit Error Rate (BER) to the
external world. However, given the significant consequences

FIGURE 6. Sweeping the CW jamming signal to disrupt BTM-Balise spot
communications: start of jamming attack.

FIGURE 7. Sweeping the CW jamming signal to disrupt BTM-Balise spot
communications: effect of the attack, i.e., communications between BTM
and Balise breaks down. The spectrum analyzer shows only the jamming
signal.
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of these jamming attacks on the wireless communication
between Balise and the train, the need for a complete under-
standing of the system’s behaviour in these circumstances is
crucial.

To overcome this issue, we designed simulation-based
experiments for our security analysis using MATLAB. The
aim here was to replicate the non-coherent FSK modulation
of the communication system and to simulate the potential
impact of jamming attacks under varying Signal-to-Noise
Ratio (SNR) conditions, ranging from 0 dB to 10 dB. These
simulations provided a more detailed view of the system
response to jamming interference and allowed us to measure
the BER, an accomplishment inaccessible in our laboratory
tests. Thus, the FSK up-link signal (i.e., xU ) can be expressed
as [25]

xU (i) =


√
2ES
T

cos(2π f1n), for 0 ≤ n ≤ T (bit 1),√
2ES
T

cos(2π f2n), for 0 ≤ n ≤ T (bit 0),

(1)

where ES is the energy of the signal, f1 = fc +
1
2T and f2 =

fc− 1
2T are the two frequencies needed to transmit two binary

digits, T is the symbol time, and fc is the carrier frequency of
the modulated signal.

For the first attack, we used a CW jamming tone with a
power higher than the legitimate signal, with a frequency of
500 kHz, far from the FSK tones. Thus, the i-th sample of the
received signal in the presence of CW jamming and Additive
GaussianWhiteNoise (AWGN) can be represented as follows

r(i) = xU (i) +

√
2EJ
T

cos(2π fJn)︸ ︷︷ ︸
Single-tone Jamming

+ν(i), (2)

where EJ is the energy of the jamming signal, fJ is the
jamming frequuency and ν denotes the complex zero-mean
Gaussian noise with variance σ 2.
Instead, for the second case, we simulated single-tone

jamming in a range of frequencies that included at least one
of the FSK tones and swept in 1 ms. Thus, the i-th sample
of the received signal in the presence of sweep jamming and
Additive Gaussian White Noise (AWGN) can be represented
as follows

r(i) = xU (i) +

√
2EJ
T

cos
(
2π

(
fJan+

kn2

2

))
︸ ︷︷ ︸

Sweep Single-tone Jamming

+ν(i), (3)

where EJ is the energy of the jamming signal, k =
fJb−fJa

1t is
the sweep step in the 1t sweep time, fJa and fJb are the start
and final jamming frequencies, and ν denotes the complex
zero-mean Gaussian noise with variance σ 2.
To create sufficient statistics, we transmitted for both

attacks 100k bits for each SNR per bit Eb
N0

value. Where
N0 represents the noise spectral density. The simulation
results depicted in Figure 8 showed a higher BER under

FIGURE 8. BER comparison of theoretical non-coherent FSK with AWGN
and in the presence of jamming attacks.

attack (in both cases described by equations (2) and (3)) than
what expected under theoretical non-coherent FSK,3 thereby
validating our observations from the real-world experiments.
These findings support our assertion that jamming attacks
could severely disrupt the integrity of railway wireless com-
munication systems.

The simulations also agreed with laboratory results regard-
ing the system’s response strategy, namely the halting of
communication — observed through the spectrum ana-
lyzer — upon encountering jamming interference underlines
the safety-critical aspect of this subsystem. This automatic
shutdown is indeed a fail-safe operation intended to prevent
potentially disastrous outcomes from using corrupted data.

This study underscores the critical vulnerability of railway
signalling subsystems to jamming attacks. The system’s auto-
matic termination of communication under jamming interfer-
ence indicates its safety-centric design philosophy, but it also
highlights the need for improved defences against such dis-
ruptive tactics. The challenge is to design ways to support the
system’s robustness without compromising the indispensable
safety features of our railway communication systems.

Please note that although simulations should only be con-
sidered in support of real experiments conducted in the
laboratory, given the seriousness of the potential security
problems, any tool that improves our understanding of the
effect of this type of attack is justified.

E. RISK EVALUATION AND POSSIBLE
COUNTERMEASURES
To carry this attack, one can hypothesize that the adver-
sary has no specific knowledge regarding the internal

3Recall that the theoretical BER for a non-coherent BFSK in the presence
of AWGN noise can be written as [25] BERt =

1
2 e

(−Eb/2), where Eb is
expressed in the linear form.
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implementation details regarding the Balises or the onboard
equipment as the attack exploits publicly available informa-
tion only. Building themachinery to implement such an attack
is also potentially very simple as it does not require complex
control electronics or none. An adequately dimensioned and
energized electrical conductor loop might be enough to gen-
erate a magnetic field that can disturb the operation of the
Balises. As such, it is apparent that this kind of attackwarrants
a high vulnerability rating.

Regarding the exposure, we note that the train antenna
is directed toward the ground, and the distance between
this onboard antenna and the Balises is on the order of
40 . . . 60 cm. In other words, placing the necessarymachinery
to carry out this attack presents non-negligible difficulties.
This fact suggests assigning a medium exposure rating to this
kind of attack.

This analysis is summarized in the first row of Table 2.
As a whole, this attack warrants a high level of risk, mean-

ing proposing mitigations is imperative to achieve security
and safety.

To carry this attack, one can hypothesize that the adversary
has no specific knowledge regarding the internal implemen-
tation details regarding the Balises or the onboard equip-
ment as the attack exploits publicly available information
only. Building the machinery to implement such an attack is
also potentially very simple as it does not require complex
control electronics or even any electronics at all. An ade-
quately dimensioned and energized electrical conductor loop
might be enough to generate a magnetic field that can
disturb the operation of the Balises. As such, it is appar-
ent that this kind of attack warrants a high vulnerability
rating.

Regarding the exposure, we note that the train antenna
is directed toward the ground, and the distance between
this onboard antenna and the Balises is on the order of
40 . . . 60 cm. In other words, placing the necessarymachinery
to carry out this attack presents non-negligible difficulties.
This fact suggests assigning a medium exposure rating to this
kind of attack.

This analysis is summarized in the first row of Table 2.
As a whole, this attack warrants a high level of risk, mean-

ing proposing mitigations is imperative to achieve security
and safety. Fortunately, mitigating such an attack nowadays
is relatively simple and can be done by operating at the
onboard system level as many technologies to do so exist
(see, for instance, [26]). Indeed, as depicted in Figure 9,
a simple interference detector can be utilized to identify dis-
turbances in the radio channel, thus distinguishing between
faults within the V2I subsystem and the action of external
actors. This information can then be relayed to the central
onboard unit, enabling it to make informed decisions, such
as discarding the affected Balise or engaging in interference
cancellation strategies. Such countermeasures should be able
to bring the achieved security level to acceptable levels with-
out requiring significant modifications of the already existing
subsystems.

FIGURE 9. Interference detection system to mitigate jamming-type attack
on BTM/Balise.

FIGURE 10. A schematic representation of the many communications
channels used by railways systems. Dashed boxes list possible
technological solutions.

III. CYBERSECURITY CONSIDERATIONS: A VIEW ON
CONDUITS
According to TS 50701, different zones can be intercon-
nected through conduits, which nature designates the type of
communications between different zones. This concept is not
a novelty by itself. Indeed, as also acknowledged by norm
itself [9, Annex A], a very similar concept is also present
(for instance) in the IEC 62443 [27] and the EN 50159 [28]
regulations.

In particular, the TS 50701 describes three types of
conduits: i) the transparent gateway (which connects with-
out filtering different zones with the same security level);
ii) the diode types (which allows for unidirectional com-
munication); iii) and the firewall type (which allows for
bidirectional filtered communications). This granularity is a
novelty introduced by the framework.

While the TS 50701 suggests that a conduit is more a
logical than a physical asset, it also leaves unanswered if the
machinery used to build the conduits (e.g., routers) belong
only to the zone they protect or only to the conduit or to both.
In the following, we provide a view on this issue, taking the
use of Wi-Fi communications as a test case.

A. A VIEW ON WI-FI BASED DCS
The worldwide proliferation of wireless local area networks
(WLAN) started many years ago, and today Wi-Fi confirms
its maturity. Nowadays, Wi-Fi communications technologies
based on IEEE 802.11 and other standards are often selected
in CBTC for safety-related applications such as V2V and V2I
(see Figure 10).
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Unfortunately, these general-purpose communications
technologies have often been designedwithout explicit indus-
trial security/safety characteristics in mind. Thus, as shown
in Figure 10, they may have security vulnerabilities that,
if exploited, can compromise systems availability and,
in some cases, put passengers at risk. Despite these limi-
tations, the already mentioned constant struggle for better
performance and lower costs has also pushed the use of such
technology in the railway industry. An example is the use of
cellular communications technology for ERTMS, which has
raised many security concerns [8]. In such a case, wireless
communications is a common choice because it minimizes
the hardware modification to trains as it requires limited
rewiring. This is especially interesting because Wi-Fi-based
DCSs have become popular to revamp existing CBTC instal-
lations, where a customer must upgrade an old signaling
system based on old buses whose performance is no longer
adequate. Indeed, we will consider this use case for the
remainder of this Section.

In this case, however, wireless communications become
the very conduit interconnecting the already existing zones.
In order to maintain the security of the overall system, it is
necessary to analyze the threat model and mitigate the risks
associated with this technology.

B. ZONING
As introduced, also in this case, the SuC analyzed is the one
related to signalling systems, although we focus primarily on
its onboard components. As we want to explore the role of
conduits and connectivity in general, we also assume, without
loss of generality, that two zones (in the head and tail of the
train) with the same high-security level exist and that they
have to be interconnected by means of a transparent conduit,
which is our Wi-Fi network.

C. THREAT MODELS FOR IV COMMUNICATIONS
In this Section, we collect some types of attacks on
IV communications often discussed in the literature (see, for
instance, [29], [30], [31]).4 Consider an adversary onboard
the train (see Figure 11) with his laptop that performs various
attacks against IV Wi-Fi communications. These attacks can
be grouped into the following categories:

• eavesdropping attacks. As with any wireless communi-
cations, a Wi-Fi link between the head and tail of the
train can be intercepted by an attacker onboard the train
using, for example, his laptop or other similar devices.
These attacks passively breach the confidentiality of the
communication;

• Man-in-the-Middle (MITM) attacks. In this attack
model, the attacker could generate false rail signalling
information, putting passengers on the train at risk. Any
spoofed messages fed into the onboard network can
cause emergency failures, unplanned travel delays, and

4Although in this work we restrict our analysis to IV communications, the
same considerations also holds for V2V and V2I communications.

TABLE 1. Summary of potential attacks in CBTC.

affect vehicle speed. In addition, an attacker could reply
to some messages causing an unwanted event while the
train driver remains unaware of the actual state of the
vehicle. These attacks actively violate both the authen-
tication and the integrity of the communication;

• DoS Flooding attacks. They happen when an attacker
inserts an overwhelming number of false messages
into the wireless communications inside the vehicle
to exhaust network resources. As a result, the system
becomes unresponsive to legitimate traffic, whichmeans
that emergency failures and system malfunctions can
occur. These attacks actively violate the availability of
the onboard wireless network.

D. A RISK ANALYSIS
MITM and DoS attacks aim at breaking integrity, confiden-
tiality (for the former), and availability (for the latter) of
the communication channel between the zones. Attacks like
these happen in environments that are easy to access for
attackers and therefore have a high exposure rating. Similarly,
the vulnerabilities of off-the-shelf Wi-Fi technology require
only moderate technical efforts, corresponding to a high-to-
medium vulnerability rating according to the norm. At the
same time, these kinds of attacks have a high impact rating as
they can disrupt normal train operations and possibly com-
promise safety. This situation warrants a high level of risk,
according to TS 50701. Similar reasoning also holds for the
eavesdropping attacks, although in this case, the impact can
be considered very low as it threatens only the confidentiality
of the communication. For this reason, the overall risk can be
considered more manageable.

These considerations are summarized in Tables 1 and 2.
In all cases, it is apparent that simply substituting a cable

connection with a Wi-Fi connection without considering
security is, at best, a naive approach. In the next Section,
we explore a possible idea to reduce the risk associated with
such threats.

E. BUILDING A SECURE CONDUIT: AN APPROACH BASED
ON HOST IDENTITY PROTOCOL
Typically, a communications system is made secure if design-
ers implement security services that guarantee authentica-
tion, confidentiality, integrity, and availability. As shown
in Table 1, all these services can be attacked; therefore,
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FIGURE 11. Attack and mitigation to the onboard wireless network
(attack #2). Principle diagram of an attack against a Wi-Fi-based network.

FIGURE 12. Attack and mitigation to the wireless onboard network
(attack #2).Use of Host Identity Protocol to mitigate MITM-type attacks.

to enable Wi-Fi communication as a means for transparent
conduits in highly secure zones such as the CBTC systems,
we need to find suitable mitigations.

To do so, Soderi et al. [29], [30], [31] proposes using Host
Identity Protocol (HIP) for industrial and railway applications
to secure the IV communication system architecture.

HIP [32] exploits a new idea in which the communica-
tion node’s identity and location are separated, unlike in the
TCP/IP stack, where each node is identified in the network by
its IP address. This new paradigm enables the HIP to nego-
tiate cryptographic keys (called host identities) that enable
Internet Protocol Security (IPSec), making host mobility and
multihoming between different address families (IPv4 and
IPv6) secure. HIP also provides end-to-end data encryption
and mutual authentication that fits the scenario we need to
protect, as shown in Figure 12.
The host identity consists of the public key component

of a private-public key pair, providing strong authentication,
a feature that is useful against MITM attacks. Furthermore,
with this mechanism, any end-node can implement multiple
identities exporting this feature to the application layer.

HIP can be thus used to secure IV communications because
it offers end-to-end security and resistance to all the attacks
listed in Table 1 [33]. Figure 13 presents the results of using
HIP in a tunnel scenario similar to the one where a CBTC
typically operates. The measurements, extracted from [30],
used OpenHIP [34], an open-source version of HIPv1 [35].
Results show how HIP introduces an acceptable overhead of

FIGURE 13. HIP performance evaluation in a tunnel scenario in which a
CBTC normally operates [30].

throughput loss, jitter, and packet loss up to 300 m without
any repeater and in Non-Line-of-Sight (NLOS) configura-
tions [30]. HIP alsomakes the conduit resilient toMITM-type
and eavesdropping attacks and makes the communication
between the two zones (i.e., between two physical areas of the
train) transparent and secure, significantly reducing the secu-
rity risk associated with these attacks. From an implementa-
tion point of view, adopting HIP is generally uncomplicated
due to the availability of industrial-grade network appliances
that inherently support it [36], [37]. This, together with the
very promising performance shown in the test, ensures that
the associated costs of implementing this technology remain
manageable.

F. A CONDUIT OR A ZONE?
While the mitigations mentioned above are able to mitigate
the security posture of Wi-Fi communications, one may ask
if, after all these considerations, communications systems are
still ‘‘only’’ a conduit or rather a zone itself. The answer to
this question is not trivial. Indeed, this point is covered by the
TS 50701 itself when its relationship with the EN 62443 is
discussed in [9, Annex A.2] where, as mentioned, the belong-
ing of network apparatus to the zone is discussed. Another
consideration is made in [38, Page 33], in which it is analyzed
that WAN connections can be considered ‘‘transparent’’ for
the zoning process as long as there cannot be any possible
impact on the dataflow by the provider, and it is theoretically
possible to change the nature and the provider of the link
without further (or at most minimal) operations on other
systems, including the security ones. Although the analysis
provided by ENISA is primarily meant for WAN connection,
in our opinion, as long as these conditions hold, any network
should be considered transparent. This idea is even more
true if one considers that such recommendations are very
unlikely to hold for WAN connections due to external factors
(such as dynamic routing convergence, congestion aris-
ing from different customers, etc.) that may alter the
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TABLE 2. Risk estimation of the analyzed attacks to CBTC according to TS 50701 [9]. The likelihood is computed by summing the vulnerability and
exposure rating minus one. For all the rating levels, we followed the examples provided in the norm. The risk level is assigned using the risk matrix
provided in [9, Table 4].

characteristics of the link while, at the same time, they are
likely to hold for a dedicated local area network. To summa-
rize, while defining a zone dedicated to network devices is
not an error, we believe such a thing is often unnecessary.

IV. CONCLUSION
In this paper, we explored the applications of the TS 50701 to
improve the security posture of railway systems. In detail,
in the first part, we investigated a common weak point of V2I
communication based on Eurobalises, discussed the implica-
tion of these attacks, and proposed mitigations to negate their
adverse effects. In the second part of the paper, we instead
focused on the emerging trend of applying general-purpose
wireless technology for intra-vehicular (but also V2V and
V2I) communications. We showed how such technology
needs to improve its application to railway operations.

This work represents an important step in the cybersecu-
rity assessment of onboard railway signalling systems. The
practical implications of the proposed mitigations and their
implementation within new regulatory constraints are open
questions that require extensive experimental validation. Fur-
thermore, exploring novel high-fidelity hardware-in-the-loop
simulation environments presents an exciting opportunity to
verify our proposals, which we plan to investigate in future
research.

In conclusion, while this work represents a significant
advancement in securing railway systems, it also emphasizes
the necessity for continuous research. The dynamic nature of
cybersecurity threats and the evolving landscape of railway
communication technologies demands an unrelenting com-
mitment to research, experimentation, and innovation in this
critical field.
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