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ABSTRACT Vulnerability assessment is one of the effective ways to prevent cascading failures of
a distribution network (DN). Considering topological structure and operation status, a comprehensive
assessment method based on the technique for order preference by similarity to ideal solution (TOPSIS)
is proposed to accurately identify the vulnerable parts of the DN. In the method, the improved structural
vulnerability indices based on complex network theory are defined, such as degree and network efficiency.
And the electrical betweenness and power flow transfer entropy are established to evaluate the state
vulnerability of a DN. Combining the analytic hierarchy process (AHP) and the entropy weight method,
a comprehensive weight matrix of each vulnerability index is obtained. Based on the weighted vulnerability
indices, the TOPSIS method is proposed to calculate the comprehensive vulnerability of each node and line
in the DN. Moreover, the obtained comprehensive vulnerability results are corrected by the grey correlation
degree to accurately identify vulnerable parts in the DN. In addition, the system transmission efficiency index
is established to describe the degree of system performance degradation of the DN under different attack
strategies. The simulation results of IEEE 33-bus test case show that the proposed method can effectively
identify vulnerable nodes and lines in the DN.

INDEX TERMS Distribution network, vulnerability assessment, TOPSIS method, complex network theory,
attack strategy.

I. INTRODUCTION

The stable operation of the DN is crucial to the reliability
of the power system and the daily of users because it
is the bond connecting the power system and users [1].
The complexity of DNs has increased significantly with the
penetration of distributed generation and the growth of the
network scale [2], [3]. Although the change in the scale of
the DN can improve the robustness of the system, it will
also increase the vulnerability of the network [4]. Due to
the uncertainty of power flow and the interaction between
nodes, the vulnerability of distribution systems is a key factor
affecting the safe operation of the power system [5], [6].
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Effective vulnerability assessment of DNs is beneficial for
the safe and stable operation of the power system [7].

The complex network theory studies systems in the form
of a network avoiding complex dynamic analysis [8], [9].
It has been widely used in analyzing cascading failures [10],
[11] and identifying vulnerable nodes in power systems [12],
[13]. Many scholars have carried out a lot of research work
in vulnerability assessment. But the existing researches have
mainly focused on transmission networks. The complex
network theory was used to analyze the topological structure
of power networks. The research results reveal the scale-free
properties of power networks and indicate the system is more
vulnerable to deliberate attacks than random failures [14].
To improve the robustness of the system and accurately
address potential threats, some topological structure indices
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and overall information centrality have been applied to
identify vulnerability nodes in the power networks [15], [16],
[17]. Howeyver, the pure topological metrics fail to take into
account the physical characteristics of the power system.
The vulnerability indices with electrical characteristics were
proposed [18], [19], [20]. In [18], the electrical distance of
electrical parameter of transmission network is used to extend
pure topological metrics in complex network theory. The
maximum-flow method was proposed to identify vulnerable
lines in power systems according to the power flow from
generator to load [19]. Reference [20] extended the traditional
betweenness index to the hybrid flow betweenness based
on the actual path and transmission capacity of the system.
Although the improved vulnerability indices considered the
operational characteristics of transmission networks, the
propagation mechanism of failures is not revealed. For this
reason, the influence graph [21], cascading fault graph [22],
and adjacent graph [23] were proposed. The mechanism of
failure propagation and the adjacent relationships among
lines are revealed by analyzing the structural, physical, and
operational characteristics of transmission networks. The
power system presents an increasingly complex situation with
access to wind energy, photovoltaic and electric vehicles and
the increase of the demand of users for electricity. Thus, the
researchers propose a vulnerability identification model of
the power system considering the volatility of distributed gen-
eration and the uncertainty of load demand [24], [25], [26].
Moreover, reference [27] explored the impact of extreme
weather on the vulnerability of transmission networks.

Due to the difference in topological structure, the research
results obtained in transmission networks cannot be directly
applied to DNs. Therefore, it is necessary to identify the
vulnerable parts according to the unique topological structure
and power flow characteristics of distribution systems.
Reference [28] found that spatial properties and geographical
constraints significantly affect the performance of DNs.
In [29], the structural indices of degree and cohesion have
been applied to evaluate the vulnerability of nodes in DNs.
Reference [30] constructed a comprehensive assessment
model based on the network structure and load shock to
evaluate the vulnerability of lines in DNs. Although the
above methods analyze the vulnerability of distribution
systems from the perspective of a complex network, none
of them improve the evaluation indices according to the
radial topology of DNs. Considering the topological structure
sparse of DN, reference [31] improved the node degree index
and the line flow entropy index to evaluate the vulnerability
of nodes and lines in DNs.

To sum up, the current vulnerability researches mainly
focus on the transmission network. The specific and reliable
evaluation indices are still lacking in the vulnerability
assessment of the distribution system. Therefore, we present
the important theories of the vulnerability assessment method
for DNs [32]. Based on the theory in [32], we propose
vulnerability assessment indices of the distribution system
from different perspectives. Considering the radial topology
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of the DN, the extended node degree index and line degree
index are proposed based on complex network theory.
By analyzing the impact on network efficiency after removing
a node or line, the node efficiency index and line efficiency
index are proposed. Based on the network structure and
system power flow, the state indices are proposed, such
as electrical betweenness. And the AHP and the entropy
weight method are combined to construct a comprehensive
weights matrix. The weights of each evaluation index are
determined using the weighted vulnerability matrix. The
TOPSIS method is presented to obtain the comprehensive
vulnerability of nodes and lines in the DN. The obtained
results are corrected by the grey correlation degree [33].
Finally, we have established random attack and deliberate
attack models based on the attack strategies. The system
transmission efficiency index is constructed to describe the
degree of system performance degradation of the DN under
different attack strategies. Different attack methods are tested
on IEEE 33-bus system to simulate the change in system
transmission efficiency before and after the system attacks.
Using the proposed method, the results show that the attack
makes the transmission efficiency of the system decrease
the most. It is proved that the comprehensive multi-index
TOPSIS method can effectively identify the vulnerable nodes
and lines in the DN. The key contributions of this paper are
as follows:

1) Some structural vulnerability indices considering the
radial topology of the distribution system are proposed.
By analyzing the power flow change of the DN after removing
a node or line, some state vulnerability indices are proposed.
Each index can describe the vulnerability of DN from
different aspects.

2) A TOPSIS method improved by the grey correlation
degree is presented to calculate the comprehensive vulnera-
bility of nodes and lines in the DN. This method integrates
multiple assessment indices to identify vulnerable nodes and
lines in the DN, which overcomes the deficiency of a single
indicator.

3) An attack model is established, including deliberate
attack and random attack strategies. Moreover, an effi-
ciency index is presented to describe the degree of system
performance degradation of the DN under different attack
strategies.

The rest of this paper is organized as follows: Section II
gives vulnerability assessment indices of node and line,
including structural indices and state indices. Section III
provides the TOPSIS method to identify vulnerable nodes and
lines by integrating multiple indices. Section IV presents the
system transmission efficiency index and the attack model.
Section V presents the simulation results of an IEEE 33-bus
system. Finally, section VI outlines conclusions.

Il. VULNERABILITY ASSESSMENT INDICES
A. STRUCTURAL VULNERABILITY INDICES

According to complex network theory, the DN can be
simplified as an undirected weighted network without
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self-loops G = (V,L, W), where V. = {vi,va,...,vn}
is the node set composed of generator nodes, load nodes
and transmission nodes in the system, L = {l1,l», ..., L,}
is the set of transmission lines between nodes, and W =
{wit, wia, ..., wp,} is the set of weights of each line.
Considering that the longer the line in the same type of line,
the greater the impedance, we set the weight of each line as
the modulus value of the line impedance, so wy,, = |Zp,|.

1) EXTENDED NODE DEGREE

The degree is defined as the number of edges connected to
a node. Due to the radial topology of the DN, many nodes
with the same degree. To distinguish the importance of these
nodes, we will make improvements to the traditional degree
metrics.

Considering that a network consists of nodes and edges, the
importance of nodes is not only related to the edges but also
affected by adjacent nodes [34]. Moreover, since the degree
only reflects the local characteristic and cannot describe the
global importance of the node, the definition of closeness
centrality is introduced. The closeness centrality of i node is:

Ci= ey

M=~

1 .
n—1 4 d’]

j=1

where n is the number of nodes in the network, dj; is the
weighted shortest distance between i and j nodes.

The closeness centrality can measure the degree to which
a node is located in the center of the network. The greater
the closeness centrality of a node, the more critical its global
position in the network is.

In summary, by considering the contribution of adjacent
nodes and the degree of nodes approaching the network
center, the extended degree of i node is defined as:

D.
ND; = C,-k—zl Z CiD 2)
JEVad

where D; is the traditional degree of i node, k is the average
degree of all nodes, V,; represents the set of all nodes
adjacent to i node.

2) LINE DEGREE

The degree is usually used to describe the importance of
nodes. We introduce the degree to the evaluation of line
vulnerability. The higher the degree of nodes connected at
the beginning and end of the line, the more critical the line is.
Therefore, the degree of line / is defined as:

1
LD, = D_\/DIIDI2 3)
N

where Dy is the average value of newly defined degrees of
all nodes, D;1 and D;, are the newly defined degrees of the
first and last nodes of line / respectively.
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3) NODE EFFICIENCY

In (2), the degree index identifies vulnerable nodes from a
static point of view. For a dynamically changing network,
the identification of vulnerable nodes needs to consider the
changes in the network topology after nodes are removed due
to failure.

Therefore, we introduce the node deletion method to
evaluate the vulnerability of nodes by analyzing the change
in network efficiency of DN before and after node deletion.
The network efficiency is defined as:

2 1
E=—— — 4)
nin—1) i%}\/ djj
where N is the set of nodes in the network.

Considering the characteristics of closed-loop design and
open-loop operation of DN, the corresponding tie switches
can be closed to reconnect the network when a node is
removed. Therefore, we will close the corresponding tie
switches to make the network reconnect after deleting a node.
The node efficiency index of i node is defined as:

_E—E*
- E

where E and E* are network efficiency before and after i node
deletion respectively.

NE; &)

4) LINE EFFICIENCY
Refer to the method of calculating the node efficiency
by using the node deletion method. The line efficiency
index evaluates line vulnerability by the change of network
efficiency after the line is deleted. Similarly, considering
the special structure of the DN, it is necessary to close the
corresponding tie switches to make the network reconnect
after deleting a line.
Therefore, the line efficiency index of [ line is defined as:
E — E'*
LE) = —— (©6)
where E’ and E’* are network efficiency before and after [
line deletion respectively.

B. STATE VULNERABILITY INDICES

1) LINE ELECTRICAL BETWEENNESS

The betweenness is the number of times the shortest
path passes an edge between all pairs of nodes in the
network. Reference [35] points out that the power is not
only transmitted along the shortest path between generator
and load. According to the characteristics of power flow
propagation and combined with the basic ideas of existing
models, the electrical betweenness of the line (m, n) can be
defined as follows:

Be(m,n) =D JWiWlI;jim, n)| (7
i€G,jeF
where I;;(m, n) represents the current induced on the line

(m, n) after adding a unit injection current source between
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the generator and the load node pair (i, j), W; is the weight
of generator node i, which takes the rated capacity or actual
output of the generator, W; is the weight of load node j, which
is the actual or peak load, G and F are sets of generator nodes
and load nodes, respectively.

In the above electrical betweenness, current will be
generated on all lines in the system when a current source
is injected between generator i and load j. However, this is
inconsistent with the actual situation in the power system that
the transmission from the generator to the load is only along
some lines.

In this paper, the factors not considered in the
above-mentioned electrical betweenness are improved. The
electrical betweenness of / line is defined as:

=] 3 w2 ®)

i€G,jeF Pij

where w;; = min(Sg;, SFj), Sci represents the rated
generating capacity of the generator node 7, Sr; represents the
maximum load demand of the load node j, P;; is the power
transmitted from generator node i to load node j, P;;(!) is the
component of the power transmitted from generator node i to
load node j on line /.

The line electrical betweenness overcomes the deficiency
of the traditional betweenness assumption that the power
flow between buses flows along the shortest path. It not only
considers the topological structure of the DN and the power
flow distribution of the system, but also reflects the utilization
of the line by the power flow between the ‘‘generation-load”
node pairs and the direction of actual power transmission.

2) NODE ELECTRICAL BETWEENNESS

There are three types of nodes in DNs: generation nodes,
load nodes and transmission nodes. According to Kirchhoff’s
law, the absolute value of the inflow power to any node is
equal to the absolute value of the outflow power; that is,
the power passing through the node is equal to half of the
sum of the absolute value of the inflow and outflow power.
Therefore, the importance of a node is related to its type and
the line connected to the node. According to the electrical
betweenness mapping relationship between lines and nodes
in the DN, the electrical betweenness corresponding to the
three types of nodes is [36]:

- 1 )
E(Z LB[—I—ZW[]), ieG
LleF(i) jeL
1 :
NB; = § 5( 2. LBi+ D wi). i€l ©)
leF(i) jeG
1 . :
EZLBZ, i¢G, i¢lL
| © leF ()

where LB is the line electrical betweenness of [ line, F (i)
represents the set of lines connected to i node, G and L are
sets of generator nodes and load nodes, respectively.
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3) LINE POWER FLOW TRANSFER ENTROPY

Entropy can reflect the degree of chaos in the system.
Therefore, it can be used as an indicator to measure the order
and disorder of the system. The entropy is defined as:

M
Hi=~C > y(W)lny (W, (10)
i=1
where W; is the i state, y is the probability of W;, C is a
constant, M is the number of states.

The power system is a complex nonlinear system. The
entropy can be used as an indicator to characterize its
state during operation. Reference [37] proposed the power
flow transfer entropy of the transmission network based
on the entropy theory, which is used to quantitatively
describe the balance degree of residual power flow distribu-
tion in the system after a fault line is disconnected.

Considering the radial structure characteristics of the DN,
subsequent nodes will not be able to supply power when a line
is disconnected. Therefore, when a line is out of operation
due to failure, we will close the tie switch of the ring network
where the line is located. Then, the disconnected lode nodes
can reconnect to the system.

When the line / in the DN is disconnected due to failure,
the power flow variation APy, of line k is:

APy = |Py — Prol (1D

where Py is the initial power of line k, Py is the power of
line k after line [ is disconnected.

Then, after line / is disconnected, the power flow impact
ratio iy borne by line k is:

APy
Nkl = x (12)
z APy
k=1
where K is the number of lines in the system.
Given a constant sequence U = [Uy, Uz, U, ..., Uyl,

we take U = [0, 0.02,0.04, ..., 1] in this paper. Using Z,
to represent the number of lines whose power flow impact
ratio is in the interval ny € (U,, U.41] after the line [ is
disconnected, it can be known that the probability of any line
load rate in 1y € (Ue, Upt1] is:

Ze(
Pe(l) = —nfle() (13)

2 Zey
e=1

Based on the traditional entropy model, we define the
power flow transfer entropy of line / as:
n—1
LT, =-C Zpe(l) Inpeq) (14)
e=1
where C takes in In 2.

In (14), the power flow transfer entropy index LT; reflects
the uniformity of the transfer power flow distribution after the
lines in the DN are out of operation. When the value of LT;
is large, it indicates that the impact of the transfer power flow
on the system after the line / is disconnected is large.

94361



IEEE Access

J. Wen et al.: TOPSIS-Based Vulnerability Assessment Method of DN

4) NODE-INJECTED POWER
The node-injected power can reflect the ability of the node to
transmit power in the system. If nodes with the same injected
power are located in different positions of the distribution
system, their impacts due to failures are also different.
Therefore, based on the radial structure of the DN, we assign
different grades to nodes in different branches and use it as
a weight factor to multiply the node injection power. The
weighted node injection power ratio is proposed as:

P;

NP, i = Wi— (15)

Sh
where w; represents the level of distribution node i, P; is the
injected power of i node, S, is the base capacity of the system.

The node hierarchical search step includes: in the initial
situation, let all nodes of the DN be one-level. Search
downward along the feeder from the bus node. If the next
node is not a branch node, continue to search down while
keeping the node level unchanged. If a branch node is
encountered, the level of this node and all nodes before the
node will be increased by one. Continue to search along the
line in this way until all nodes in the DN are traversed.

The IEEE 33-bus system in Fig. 2 is taken as an example to
analyze. After adopting this hierarchical method, nodes 1 and
2 are four-level nodes, node 3 is a three-level node, nodes 4,
5 and 6 are second-level nodes, and other nodes are first-level
nodes.

Ill. VULNERABILITY ASSESSMENT METHOD
A. TOPSIS METHOD
Taking nodes or lines in the DN as a scheme and the
vulnerability indices defined in Section II as attributes. Then,
the vulnerability assessment of nodes and lines can be
transformed into a multi-attribute decision-making problem.
We propose the TOPSIS method to solve this problem.
However, when the Euclidean distances of the two schemes
are the same, the TOPSIS method cannot be effectively
evaluated. Therefore, we use the grey correlation degree to
adjust the results obtained by the TOPSIS and construct
a relative closeness to evaluate each scheme. The detailed
implementation process of the TOPSIS is as follows [33].
Step 1: The vulnerability assessment indices of the node
and line in the DN were calculated according to the definition
in Section II. Let the number of nodes be n, the number
of lines be n/, and the number of corresponding indices
be m and m'. Take nodes and lines as row vectors and
evaluation indices as column vectors to construct decision
matrices X = (X;)uxm and X = (ij)n/xm’- The row and
column vectors can be viewed as alternatives and attributes,
respectively. The vulnerability identification of nodes and
lines is carried out independently, and the subsequent steps
take node vulnerability identification as an example.

index 1 index m
node 1 X111 ... Xlm
X= : : (16)
node n Xnl oo Xnm
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Step 2: Calculates the normalized decision matrix R =
(rij)nxm-. Perform vector normalization processing on each
element in X = (xj)uxm. In this way, the difference in
dimension and meaning of each index can be eliminated.
Then, the unified calculation of the index can be realized.

n

2

rij =i/ | D%
i=1

Step 3: Calculates the weight normalized decision matrix
Z = (Zjj)nxm- Set the weight W = (w1, w2, ..., ®y) for each
evaluation index, and calculate each element in the weight
normalization matrix as:

7)

Zjj = wjryj (18)

Step 4: Determine the positive ideal solution and negative
ideal solution of the evaluation object as Z'T and Z~
respectively.

Zt = .,Z;;) = (max z;;, Maxzp, ..., Max ;)
- 1 1 l
Z" = (3,2 -+ Z) = (Ming;;, ming, ..., minz;;)
l l l
(19)

Step 5: Calculate the Euclidean distance for each scenario:

+ _ z Z+_Z..2
Mi_\/ ]I(J ’/)

- — E 7" Z:)2
Mi_\/ jl(j_ ,])

Step 6: Calculate the grey correlation coefficient matrix
of each alternative scheme and the ideal scheme as UT =

(20)

(u;'r)nxm, U = (u,’;)nxm' where:
min min |Zj+ — Z;j| 4+ 0.5 max max |zj+ —Zj
+ J i j
Wy = ¥ _ 7. ¥ _ 7.
|Zj Z;j| + 0.5 max max |Zj Zjj|
i
minmin |Z;" — Z;| 4 0.5 maxmax |Z; — Zj|
u_ _ L J 1 J
ij |Zj_ —Zi| +0.5 mlax mjax |Zj_ —Zj|

21

The grey correlation degree calculated according to the
grey correlation degree matrix is:

Nt = 1 S +
i m 4 ij

| ) 22)
N; w2

Step 7: Calculate close distance L;r and L; . Normalize
M ;r, N ;r, M and N respectively.

(23)

+ - +
[ LY =aM; + BN;
L7 =aM; + BN;
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where « and B represent the closeness coefficients of the
alternative and the positive ideal scheme in terms of position
and shape, respectively, satisfying o« + 8 = 1. We believe
that the Euclidean distance and the grey correlation degree
are equally important and are taken as 0.5.

Step 8: Calculate the relative closeness D.

L

T aivL e

14

The positive ideal scheme can reflect the maximum

vulnerability of nodes that may exist in the DN. The
relative closeness can be used to measure the closeness
of the node’s vulnerability to the maximum vulnerability.

Therefore, the relative closeness can be used as a measure
of the comprehensive vulnerability of each node in the DN.

B. COMPREHENSIVE WEIGHT

We adopt the AHP and the entropy weight method to weight
each index from both subjective and objective perspectives.
Entropy can be used to measure the disorder of a system. The
more obvious the difference in the state of each parameter in
the system is, the more unstable the system is. Thus, entropy
can be used to measure the role of indices in describing the
vulnerability of nodes and lines. Define the entropy value of
index j as:

n
Ejz_zhljlnhl]’ (]:1,2,,”1) (25)
i=1

where h;; is obtained after standardizing the decision matrix
n
in (16), then hj; = x;;/ Z Xij-

The larger the entr(l)l_);/, the more stable the system, and
the smaller the role of indices in evaluation. Therefore, the
entropy of index j is processed as follows, and its objective
weight 1; is obtained as:

l—Ej

—, (=12,...,m) (26)
m—>E
j=1

&1 =

The entropy weight method assigns weight to each index
from an objective perspective, but it cannot fully describe
the importance of indices. Therefore, we combine AHP and
entropy weight method to construct a comprehensive weight.

The AHP can combine qualitative analysis with quanti-
tative analysis. Commonly used scaling methods in AHP
include three-scale, nine-scale, and exponential scales. Con-
sidering that multiple indices are required for vulnerability
assessment, we choose the scale of €95 ~ ¢8/5 to construct a
judgment matrix and calculate the subjective weight of each
index. The judgment scale is shown in Table 1.

The maximum eigenvalue and eigenvector of the judgment
matrix are calculated. After the judgment matrix passes
the consistency test, the subjective weight vector &; is
calculated. The description of the importance of indices
should combine the effects of both objective and subjective
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TABLE 1. Judge rules.

Evaluation Scale value
Equally important e
Minor importance el
Slightly important e’

More important e
Obviously important e’
Very important e’
Strongly important e
More strongly important e’
Extremely important e’

weights. Therefore, the comprehensive weight calculation
formula is as follows:

E1;€2i
g=-Y T - G=1.2....m @7)

/8]]82]'

Mz

j=1

IV. ATTACK MODEL

A. SYSTEM TRANSMISSION EFFICIENCY

Most of the existing studies use the maximally connected
subgraph index to analyze the impact of the removal of nodes
and lines on the system. However, the essence of the power
system is power flow transmission. Reference [38] proposed a
network efficiency index by analyzing the system topological
structure. The relative efficiency R is used to evaluate the
decline degree of system performance after the system is
attacked.

2 1
E=—— — (28)
nn—1) ot djj
R E 29
=& (29)

where Ej is the network efficiency of the initial network, E
is the network efficiency after the system is attacked.

Considering the actual characteristics of the power net-
work, we propose the transmission efficiency index TE based
on the network efficiency.

1 Z Z min(P;, Pj) (30)
NGNL, Zii

i€G jeL v

TE =

where Ng and Ny are the number of generator nodes and
load nodes in the network, min(P;, P;) is the maximum
transmission power between the generator-load node pair, Z;;
is the electrical distance between nodes i and j.

To describe the ability of the system to maintain power
transmission after being attacked, we add the active power
survival rate PS to the evaluation index.

2P
_ JjeL

Psum

PS

(3D
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where >° P; is the sum of active power remaining after the
JjeL

system is attacked, Py, is the initial total active power of

the system. Therefore, we propose the system transmission

efficiency index as follows:

STE = TE x PS
2P
min(P;, P; jeL
“rw == ) < | @
GLzeG]eL sum

B. ATTACK STRATEGY

Two attack strategies of random attack and deliberate attack
are used. The attack process is to continuously remove
nodes or lines in the system and calculate the variation of
STE. Random attacks simulate the generation of random
failures, removing nodes or lines at random. Deliberate
attacks are based on the ranking results of the vulnerability
of nodes or lines. The nodes or lines with high vulnerability
in the system are removed in turn. Considering that the
DN has the characteristics of closed-loop design and open-
loop operation, the normal operation of the system can be
maintained by closing the tie switch when a node or line is
attacked. Therefore, the corresponding tie switches are closed
to reconnect the disconnected load nodes after each attack.
Taking node attack as an example, the attack flow chart is
shown in Fig. 1.

V. CASE STUDY AND RESULTS

In this work, the proposed comprehensive assessment method
and attack strategy are tested on an IEEE 33-bus system,
presented in Fig. 2. The system has five loops which the
tie-branches are e34-e37.

A. NODE VULNERABILITY ANALYSIS
1) VULNERABLE NODE IDENTIFICATION
The IEEE 33-bus system is modeled as a weighted network
in Python following the procedure in Section II. The line
weights are impedance values. Based on the network model,
the ND and NE values of each node are calculated according
to equations (1), (2), (4), and (5). It can be seen from
Fig. 2 that when nodes 1 and 2 are removed, adding tie
switches cannot keep the network connected to the generator
node 1. Therefore, nodes 1 and 2 are considered important
and assigned the maximum value of NE in the calculation.
The power flow model of this system is built in MATLAB.
Based on the power flow model, the NB and NP values of
each node are calculated according to equations (9) and (15).
The calculated results are shown in Fig. 3 after normalization.
From Fig. 3, it can be observed that the ND and NE values
of each node are quite different. For instance, the ND value of
node 4 is 0.4723, while the NE value is 0.9878. The reason for
this difference is that the ND index and the NE index identify
the vulnerable nodes of the network topology from different
perspectives. The ND index reflects the degree to which a
node is close to the center of the network topology and the
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Calculate the STE, of the
initial network

v

.th
Remove i" node |

Is the network a

radial structure? Open the tie switch e, ‘

Calculate the STE, of the
current network

| Output all STE values

FIGURE 1. The flow chart of the node attack.

importance of its neighbor nodes. In Fig. 2, nodes 3 and 6
are the convergence centers of the branches in the network.
When these nodes are attacked, it will cause great damage to
the network structure. Therefore, the vulnerability values of
nodes 6 and 3 obtained by the ND index are 1.0 and 0.8917,
respectively. The NE index identifies vulnerable nodes by
describing the degree of damage to the network topology after
removing a node. In Fig. 2, nodes 3, 4, 5, and 6 are located at
the key positions of power transmission in the system. When
these nodes are attacked, the network efficiency of the system
will drop significantly. Therefore, the vulnerability values of
nodes 3,4, 5, and 6 obtained through the NE index are 0.9397,
0.9878, 0.8916, and 1.0, respectively.

In Fig. 3, the calculation results of the NP and NB indices
of each node in the system are similar. The reason for this
phenomenon is that both NP and NB indices describe the
role of nodes in transmitting energy in the system. When
the active power passing through a certain node is greater, the
vulnerability of the node calculated by NP and NB indices is
greater, such as nodes 1, 2, 3,4, 5, and 6.

To distinguish the importance of each index in the vul-
nerability assessment, a comprehensive weight is established
to weight the indices from a subjective and objective
perspective. Calculate the subjective weight of each index
through AHP according to the steps in Section III. According
to the definition of each index in Section II, we believe that
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FIGURE 3. Calculation results of node vulnerability indices.

TABLE 2. The comparison matrix of node indices.

i NBx

Indexes

ND

i

NE,

i

NB,

i

NP,

e-1/5
e-1/5
e0/5

e-2/5

the NB index is the most important, followed by the ND and
NE indices, and the NP index is the least important. Based on
the above judgments and the assignment rules in Table 1, the
comparison matrix is constructed as shown in Table 2.

The subjective weight is calculated according to the
comparison matrix. According to the calculation results of
each index in Fig. 3 and equations (25) and (26), the objective
weights are calculated. According to the equation (27), the
comprehensive weight results of each index are obtained by
combining the subjective and objective weights, as shown in
Table 3.

The calculation results and weight information of each
index are substituted into the TOPSIS method. Then, the
comprehensive vulnerability of each node in the system is
calculated following the steps in Section III, as shown in
Fig. 4.

The top ten nodes are 2, 3, 1, 6, 4, 5, 7, 26, 8, and 9.
In Fig. 4, it is worth noting that the vulnerability values of
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TABLE 3. Weight results of each node index.

Indexes ND, NE, NB, NP,
Subjective weight 0.2475 0.2475 0.3023 0.2026
Objective weight 0.1625 0.0891 0.2549 0.4935

Comprehensive
. 0.2127 0.1575 0.2944 0.3354
weight

Node vulnerability

10 20

cr

30

15
Node numb

FIGURE 4. Calculation results of node comprehensive vulnerability.

nodes 1, 2, 3, 4, 5, and 6 are much larger than other nodes.
From Fig. 2, it can be observed that node 1 is a generator
node. Moreover, nodes 2, 3, 4, 5, and 6 are located at key
positions where the generator node transmits active power
to other nodes. The results show that the vulnerable nodes
identified by the proposed method are in line with the actual
situation.

2) NODE ATTACK ANALYSIS

To justify the effectiveness of the proposed method, the
former methods such as single-index methods, and methods
in [7] and [31] are compared to our method. The results are
shown in Table 4.

As seen in Table 4, the ranking results of node vulnerability
obtained by each single index are not the same. Every
single index only evaluates the vulnerable nodes in the
DN from a specific aspect. The results obtained by this
assessment method have limitations. The proposed method
takes into account the complementarity among the indices,
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TABLE 4. Comparison of node vulnerability ranking by different methods.

Single index [7] [31] Method in this paper
Rank
ND, NE, NB, NF, node node node vulnerability
1 6 1 1 1 1 2 2 0.783
2 3 2 2 2 2 1 3 0.701
3 2 6 3 3 3 3 1 0.670
4 26 4 4 4 4 4 6 0.556
5 7 3 5 5 5 6 4 0.537
6 5 5 6 6 6 5 5 0.526
7 4 7 7 7 7 23 7 0.373
8 27 8 23 26 8 7 26 0.365
9 8 26 26 23 26 26 8 0.333
10 23 9 27 8 9 24 27 0.310
LOF
- = ND attack o?
| b ® +— NE attack 2
.GU. 9 1| | 'y . —&— NP attack ‘:‘ 0.8
G 1\ . +— NB attack %
S8} +— Random attack = 0
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FIGURE 5. Node attack results under different methods.

and the results obtained are more convincing. In addition,
the assessment results obtained by the proposed method
are in good agreement with the results of references [7]
and [31]. The results obtained by the three methods show
that high-vulnerability nodes are 1, 2, 3, 4, 5, 6, 7, and
26 respectively. It proves that the comprehensive multi-index
TOPSIS method can reliably assess the vulnerability of the
system.

To justify the superiority of the proposed method, the
attack strategy proposed in Section IV is tested on the
IEEE 33-bus system. From Fig. 2, once nodes 1 or 2 are
attacked, other nodes will not be able to connect to the
generator node again by closing the tie switch. Therefore,
the protection level of nodes 1 and 2 is extremely high and
they will not be removed during the attack on the system.
Two attack models of random attack and deliberate attack are
established in MATLAB. The deliberate attack results include
the results obtained with four single indices, the TOPSIS
method, and references [7] and [31]. According to different
attack methods, the change curve of the system transmission
efficiency index is shown in Fig. 5. The data of the first ten
attacks are shown in Table 5.

Compared with the random attack, Fig. 5 shows that
deliberate attacks make the transmission efficiency of the sys-
tem significantly lower under the first three attacks. Among
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FIGURE 6. Calculation results of line vulnerability indices.

them, the NE attack, the proposed method, reference [31]
reduces the system efficiency by 31.93%, the ND attack
reduces the system efficiency by 30.74%, the NB attack,
the NP attack, reference [7] reduces the system efficiency
by 29.48%, random attack reduces the system efficiency by
11.57%. It indicates that the damaging effects of attacks on
high-vulnerability nodes in the system are much higher than
those of ordinary nodes.

In Table 5, the 4th to 7th deliberate attacks only slightly
reduce the transmission efficiency of the system. Among
them, reference [7] makes the system efficiency decrease
the most, which is 6.76%. The distribution system was
compromised into a more sparse network after the first three
attacks. Some high-vulnerability nodes became unimportant
nodes. For this reason, subsequent attacks only cause minor
damage to the system. In Fig. 5, according to reference [31],
ND attack, NE attack and the proposed method, the
transmission efficiency of the system drops sharply after the
9th, 10th, 11th and 13th deliberate attacks respectively. After
the first eight attacks, the five tie switches of the IEEE 33-bus
system have all been closed. Once the subsequent attack
is close to the power node, there will be no tie switch to
reconnect the disconnected part. At this point, massive loads
will exit the system.

According to Table 5, the proposed method reduces the
system efficiency by 29.66% after the first attack, which
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TABLE 5. Comparison of the first ten node attack results of different attack methods.

STE drop ratio/%
Number
of attacks ND NE NP NB Random Proposed Reference Reference

attack attack attack attack attack method (7] [31]

1 6.93 6.93 29.65 29.65 3.21 29.65 29.65 29.65

2 31.93 12.08 30.32 30.32 6.33 31.93 30.32 30.32

3 30.74 31.93 29.48 29.48 11.57 31.93 29.48 31.93

4 33.70 31.93 31.93 31.93 16.22 31.93 31.93 31.93

5 33.70 34.88 34.88 34.88 22.97 34.88 34.88 31.42

6 33.70 37.33 33.70 34.46 25.25 33.70 37.33 34.46

7 32.52 36.23 33.28 33.28 29.73 36.23 36.23 33.28

8 35.05 35.22 35.81 31.93 32.43 35.05 35.22 40.88

9 34.54 32.52 34.54 34.54 34.12 33.95 33.95 64.78

10 64.78 32.52 42.74 33.19 36.66 33.36 32.77 64.78
TABLE 6. The comparison matrix of line indices. according to equations (7)-(8) and (11)-(14). Similarly, when
calculating the LT value of line el, the maximum LT value
[ndexes LD, LE, LB, LT among other lines will be assigned to el. The calculated

LD, e¥'s el's el els results are shown in Fig. 6 after normalization.
LE, s s R s From Fig. 3 and Fig. 6, there is a corresponding
LB, oS o s Qs 25 relationship between the calculation results of the ND value
LT s s s s and the LD value. For instance, the ND value of nodes 6 and
! ¢ ¢ ¢ ¢ 26 are large, and the LD value of line e25 connecting nodes
. o 6 and 26 is also large, which is 0.9331. Similarly, there is a
TABLE 7. Weight results of each line index. . . . .

corresponding relationship between the calculation results of
Indexes LD, LE, LB, LT, the LB value and the NB value. The lines el, €2, €3, e4, and
— ] e5 connecting nodes 1, 2, 3, 4, 5, and 6 are the top five lines
Subjective weight 0-2475 0-2475 02026 0.3023 in the LB index. The above analysis shows that the results
Objective weight 0.2614 0.2199 04111  0.1077 in Fig. 3 and Fig. 6 are consistent with the definitions of
Comprehensive these four indices in Section II. Both the LE index and the
weight 0.2659 0.2438 0.3017  0.1886 LT index calculate the vulnerability of the line by describing

is higher than 6.93% of the ND attack and the NE attack.
After the second attack, the proposed method reduces the
system efficiency by 31.93%, which is higher than 6.93%
of the NE attack and 30.32% of references [7] and [31].
It turns out that the multi-index TOPSIS method is superior
to the single-index method and the methods proposed in [7]
and [31].

B. LINE VULNERABILITY ANALYSIS

1) VULNERABLE LINE IDENTIFICATION

Similar to the process of calculating the vulnerability index
results of each node in Section V. Based on the weighted
network model, the LD and LE values of each line are
calculated according to equations (3) and (6). In Fig. 2, el is
the only line connected to the generator node in the system.
Once the line e1 is disconnected, the generator node cannot be
connected to the system by closing the tie switch. Therefore,
when calculating the LE value of line el, the maximum LE
value of other lines will be assigned to e1. Based on the power
flow model, the LB and LT values of each line are calculated
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the state change of the system after a line is disconnected.
In Fig. 2, when lines €2, €3, e4, and e5 are disconnected,
the tie switch needs to be closed to connect e33 to the
network. At this time, the distance between each node in the
network will become larger. The network efficiency will also
decrease accordingly. Therefore, lines e2, €3, e4, and e5 have
larger LT values, which are 0.8612, 1.0, 0.9401, and 0.8460,
respectively. The power flow fluctuation of the system caused
by disconnecting a line is small, so the difference of LE
value of each line is small. Among them, the lines with
larger LT values are €2 and e8, which are 1.0 and 0.9169
respectively.

According to the definition of each index in Section II,
we believe that the LT index is the most important, followed
by the LD and LE indices, and the LB index is the least
important. Based on the above judgments, the comparison
matrix is constructed as shown in Table 6.

The subjective weight is calculated according to the
comparison matrix. The objective weights are calculated
based on the calculation results in Fig. 6. The comprehensive
weight results of each index are obtained by combining the
subjective and objective weights, as shown in Table 7.
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TABLE 8. Comparison of line vulnerability ranking by different methods.

Single index [31] [39] Method in this paper
Rank
LD, LE, LB, L7 line line line vulnerability
1 e2 el el el es5 e2 e2 0.772
2 e25 e3 e2 e2 e3 es5 el 0.694
3 eb e4 e3 e8 el e3 e3 0.657
4 e5 e2 e4 e25 e4 el es5 0.634
5 e3 es5 es5 e26 e25 e4 e4 0.608
6 e22 e6 e6 e3 e27 e27 e6 0.548
7 e4 el8 e22 e9 €26 e7 e25 0.530
8 el8 e25 e25 el9 e22 e6 e7 0.453
9 €26 e7 e7 e27 e8 e8 e22 0.450
10 e7 el0 e26 e28 €9 e9 €26 0.437
08 Ll F . =— LD attack
0.7k 1\S +— LE attack
’ i | L N, +— LT attack
o6l 8 | . +— LB attack
2 So.8f| : + Random attack
% . 5 ‘ \ 2 > > Method in this paper
£ : == Reference [31]
EIH | 2 Rt ﬁt%‘ e gl +— Reference [39]
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FIGURE 7. Calculation results of line comprehensive vulnerability.

The calculation results and weight information of each
index are substituted into the TOPSIS method. Then, the
comprehensive vulnerability of each line in the system is cal-
culated following the steps in Section III, as shown in Fig. 7.

In Fig. 7, the top ten lines are €2, el, e2, e5, e4, €6, €25, 7,
€22, and e26. From Fig. 7, the vulnerability values of lines el,
e2, €3, e4, and e5 are much larger than other lines. In Fig. 2,
the lines el, e2, e3, e4, and e5 are located at key positions
where the generator node transmits energy to other nodes.
Therefore, the vulnerable lines identified by the proposed
method are in line with the actual situation.

2) LINE ATTACK ANALYSIS

To illustrate the effectiveness of the proposed method, the
former methods such as single-index methods, and methods
in [31] and [39] are compared to our method. The results are
shown in Table 8.

As seen in Table 8, the ranking results of line vulnerability
obtained by each single index are not the same. In Table 8§,
every single index describes the vulnerability of each line
in the system from a certain perspective. The proposed
method combines all indices to identify vulnerable lines in
the system. Moreover, the evaluation results obtained by the
proposed method are in good agreement with the results of
references [31] and [39]. The results obtained by the three
methods show that high-vulnerability lines are el, e2, €3,
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ed, e7, and e26, respectively. It proves that the results of the
proposed method can identify effectively vulnerable lines.
To illustrate the superiority of the proposed method, two
attack models of random attack and deliberate attack are
established in MATLAB. Fig. 8 shows the deliberate attack
results including the results obtained with four single indices,
the TOPSIS method, and references [31] and [39]. From
Fig. 2, once line el is attacked, the generator node cannot
be connected to the system again by closing the tie switch.
Therefore, the protection level of line el is extremely high
and it will not be removed during the attack on the system.
The data of the first ten attacks are shown in Table 9.
Compared with random attacks, Fig. 8 shows that
deliberate attacks cause greater damage to the system
except for reference [31] under the first five attacks.
Among them, the LE attack, the LB attack, the pro-
posed method reduces the system efficiency by 33.36%,
reference [39] reduces the system efficiency by 32.6%,
the LD attack reduces the system efficiency by 32.35%,
the LT attack reduces the system efficiency by 31.50%, the
reference [31] reduces the system efficiency by 10.3%,
random attack reduces the system efficiency by 17.31%.
According to Table 9, the proposed method reduces the
system efficiency by 29.56% after the first attack, which
is higher than 11.91% of the LE attack and 6.33% of the
reference [31]. After the second attack, the proposed method

VOLUME 11, 2023



J. Wen et al.: TOPSIS-Based Vulnerability Assessment Method of DN

IEEE Access

TABLE 9. Comparison of the first ten line attack results of different attack methods.

STE drop ratio/%
Number
of attacks LD LE LT LB Random  Proposed Reference Reference
attack attack attack attack attack method [31] [39]
1 29.56 11.91 29.56 29.56 3.21 29.56 6.33 29.56
2 31.25 12.58 29.22 29.90 591 29.90 11.49 30.24
3 34.04 30.57 30.66 30.57 10.14 29.73 11.49 29.73
4 33.11 29.73 29.73 29.73 12.84 29.73 13.18 29.73
5 32.35 33.36 31.50 33.36 17.31 33.36 10.30 32.60
6 31.93 64.78 31.59 32.94 22.13 32.35 10.30 33.02
7 31.93 64.78 57.10 31.93 25.34 35.22 25.08 33.02
8 64.78 64.78 57.10 34.88 29.39 34.88 24.32 32.26
9 64.78 64.78 57.10 33.70 31.67 33.70 24.41 32.35
10 64.78 64.78 57.10 33.28 35.22 64.78 23.31 31.17
reduces the system efficiency by 29.9%, which is higher than REFERENCES

12.58% of the LE attack and 11.48% of the reference [31].
Thus, the proposed method is superior to the single-index
method and the methods proposed in [31] and [39].

VI. CONCLUSION

In this paper, a successful vulnerability assessment method
of DN integrating multiple indices considering topological
structure and operation state has been presented. The pro-
posed assessment method provides a new idea for operators
to identify vulnerable nodes and lines.

1) The proposed evaluation indices not only consider the
structure and state characteristics of the DN, but also analyze
the impact on the system after the removal of nodes or lines.
The case study demonstrates that these indices can identify
the key nodes and lines of the DN. Moreover, the nodes and
lines that have a greater impact on the system after being
attacked can be determined.

2) Compared with other assessment methods, the TOPSIS
method based on comprehensive weight adjustment reflects
the effective information contained in the objective data and
the difference in the contribution of each indicator based on
actual operating experience.

3) The proposed attack model considering the character-
istics of the closed-loop design and open-loop operation of
the DN is presented. The attack results on the IEEE 33-bus
system demonstrate that the network transmission efficiency
drops the most after attacking five times by the proposed
method.

With the development of the smart grid and the access to
distributed generation, the scale of DN is gradually increasing
and its electrical characteristics are becoming more complex.
The DN model with distributed generation and defining the
corresponding node and line vulnerability assessment indices
will be the focus of follow-up research.
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