
Received 28 July 2023, accepted 20 August 2023, date of publication 24 August 2023, date of current version 7 September 2023.

Digital Object Identifier 10.1109/ACCESS.2023.3308515

Deepfake Detection on Social Media: Leveraging
Deep Learning and FastText Embeddings for
Identifying Machine-Generated Tweets
SAIMA SADIQ 1, TURKI ALJREES 2, AND SALEEM ULLAH1
1Department of Computer Science, Khwaja Fareed University of Engineering and Information Technology, Rahim Yar Khan 64200, Pakistan
2Department of Computer Science and Engineering, University of Hafr Al Batin, Hafar Al Batin 39524, Saudi Arabia

Corresponding author: Saleem Ullah (Saleem.ullah@kfueit.edu.pk)

This work was supported by the University of Hafr Al Batin and the Department of Computer Science, Khwaja Fareed University of
Engineering and Information Technology, Rahim Yar Khan, Pakistan.

ABSTRACT Recent advancements in natural language production provide an additional tool to manipulate
public opinion on social media. Furthermore, advancements in language modelling have significantly
strengthened the generative capabilities of deep neural models, empowering them with enhanced skills for
content generation. Consequently, text-generative models have become increasingly powerful allowing the
adversaries to use these remarkable abilities to boost social bots, allowing them to generate realistic deepfake
posts and influence the discourse among the general public. To address this problem, the development of
reliable and accurate deepfake social media message-detecting methods is important. Under this considera-
tion, current research addresses the identification of machine-generated text on social networks like Twitter.
In this study, a simple deep learning model in combination with word embeddings is employed for the
classification of tweets as human-generated or bot-generated using a publicly available Tweepfake dataset.
A conventional Convolutional Neural Network (CNN) architecture is devised, leveraging FastText word
embeddings, to undertake the task of identifying deepfake tweets. To showcase the superior performance
of the proposed method, this study employed several machine learning models as baseline methods for
comparison. These baseline methods utilized various features, including Term Frequency, Term Frequency-
Inverse Document Frequency, FastText, and FastText subword embeddings. Moreover, the performance
of the proposed method is also compared against other deep learning models such as Long short-term
memory (LSTM) and CNN-LSTM displaying the effectiveness and highlighting its advantages in accurately
addressing the task at hand. Experimental results indicate that the design of the CNN architecture coupled
with the utilization of FastText embeddings is suitable for efficient and effective classification of the tweet
data with a superior 93% accuracy.

INDEX TERMS Text classification, machine learning, deep learning, deepfake, machine generated text.

I. INTRODUCTION
Social media platforms were created for people to connect
and share their opinions and ideas through texts, images,
audio, and videos [1]. A bot is computer software that man-
ages a fake account on social media by liking, sharing, and
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uploading posts that may be real or forged using techniques
like gap-filling text, search-and- replace, and video editing
or deepfake [2]. Deep learning is a part of machine learning
that learns feature representation from input data. Deepfake
is a combination of ‘‘deep learning’’ and ‘‘fake’’ and refers
to artificial intelligence-generated multimedia (text, image,
audio and video) that may be misleading [3]. Deepfake mul-
timedia’s creation and sharing on social media have already
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created problems in a number of fields such as politics [4]
by deceiving viewers into thinking that they were created by
humans.

Using social media, it is easier and faster to propagate false
information with the aim of manipulating people’s percep-
tions and opinions especially to build mistrust in a democratic
country [5]. Accounts with varying degrees of humanness like
cyborg accounts to sockpuppets are used to achieve this goal
[6]. On the other hand, fully automated social media accounts
also known as social bots mimic human behaviour [7]. Partic-
ularly, the widespread use of bots and recent developments in
natural language-based generative models, such as the GPT
[8] and Grover [9], give the adversary a means to propagate
false information more convincingly. The Net Neutrality case
in 2017 serves as an illustrative example: millions of dupli-
cated comments played a significant role in the Commission’s
decision to repeal [10]. The issue needs to be addressed that
simple text manipulation techniques may build false beliefs
and what could be the impact of more powerful transformer-
based models. Recently, there have been instances of the use
of GPT-2 [11] and GPT-3 [12]: to generate tweets to test the
generating skills and automatically make blog articles. A bot
based on GPT-3 interacted with people on Reddit using the
account ‘‘/u/thegentlemetre’’ to post comments to inquiries
on /r/AskReddit [13]. Though most of the remarks made by
the bot were harmless. Despite the fact that no harm has been
done thus far, OpenAI should be concerned about the misuse
of GPT-3 due to this occurrence. However, in order to protect
genuine information and democracy on social media, it is
important to create a sovereign detection system for machine-
generated texts, also known as deepfake text.

In 2019, a generative model namely GPT-2 displayed
enhanced text-generating capabilities [12] which remained
unrecognizable by the humans [14], [15]. Deepfake text on
social media is mainly written by the GPT model; this may
be due to the fact that the GPT model is better than Grover
[16] and CTRL [17] at writing short text [18]. Consequently,
it is highly challenging to detect machine-generated text pro-
duced by GPT-2 than by RNN or other previously generated
techniques [19]. To address this significant challenge, the
present study endeavours to examine deepfakes generated by
RNN, as well as GPT-2 and various other bots. Specifically,
the study focuses on employing cutting-edge deepfake text
detection techniques tailored to the dynamic social media
environment. State-of-the-art research works regarding deep-
fake text detection include [15], [19], [20]. Authors in [21]
improved the detection of deepfake text generated by GPT 2.

Deepfake detecting techniques are constantly being
improved, including deepfake audio identification techniques
[22], [23], deepfake video screening methods [24], and
deepfake text detection techniques. Neural network mod-
els tend to learn characteristics of machine-generated text
instead of discriminating human-written text from machine
text [25]. Some techniques like replacing letters with homo-
glyphs and adding commonly misspelled words have made

the machine-generated text detection task more challenging
[25]. In addition, previous studies mostly performed deepfake
text detection in long text-like stories and news articles. The
research claimed that it is easier to identify deepfakes in
longer text [26]. The use of cutting-edge detection meth-
ods on machine-generated text posted on social media is
a less explored research area [26]. Text posted on social
media is often short, especially on Twitter [27]. There is also
a lack of properly labelled datasets containing human and
machine-generated short text in the research community [19].
Researchers in [28] and [29] used a tweet dataset containing
tweets generated by a wide range of bots like cyborg, social
bot, spam bot, and sockpuppet [30]. However, their dataset
was human labelled and research claimed that humans are
unable to identify machine-generated text. The authors in
[19] provided a labelled dataset namely Tweepfake contain-
ing human text and machine-generated text on Twitter using
techniques such as RNN, LSTM, Markov and GPT-2. With
the aim of investigating challenges faced in the detection of
deepfake text, this study makes use of the same dataset.

The dataset containing both bot-generated and human-
written tweets is used to evaluate the performance of the
proposed method. This study employs various machine
learning and deep learning models, including Decision
Tree (DT), Logistic Regression (LR), AdaBoost Classi-
fier (AC), Stochastic Gradient Descent Classifier (SGC),
Random Forest (RF), Gradient Boosting Machine (GBM),
Extra tree Classifier (ETC), Naive Bayes (NB), Convo-
lutional Neural Network (CNN), Long Short Term Mem-
ory (LSTM), and CNN-LSTM, for tweet classification.
Different feature extraction techniques, such as Term
Frequency (TF), Term frequency-inverse document fre-
quency (TF-IDF), FastText, and FastText subwords are
also explored to compare their effectiveness in identifying
machine-generated text. This research provides the following
contributions:

• Presenting a deep learning framework combined
with word embeddings that effectively identifies
machine-generated text on social media platforms.

• Comprehensive evaluation of various machine learning
and deep learning models for tweet classification.

• Investigation of different feature extraction techniques
for detecting deepfake text, with a focus on short text
prevalent on social media.

• Demonstrating the superiority of our proposed method,
incorporating CNN with FastText embeddings, over
alternativemodels in accurately distinguishingmachine-
generated text in the dynamic social media environment.

The rest of the article is structured as follows: Section II
discusses past work on deepfake text identification, and
Section III presents deepfake generation methods. Section IV
outlines the material and methods used in experiments to
enhance deepfake tweet detection, and Section V describes
the result and discussion section. Section VI presents and
discusses the findings.
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II. RELATED WORK
Deepfake technologies initially emerged in the realm of com-
puter vision [31], [32], [33], advancing towards effective
attempts at audio manipulation [34], [35] and text syn-
thesis [36]. In computer vision, deepfakes often involve
face manipulation, including whole-facial synthesis, iden-
tity swapping, attribute manipulation, and emotion switching
[22]-as well as body reenactment [37]. Audio deepfakes,
which have recently been used, generate spoken audio from
a text corpus using the voices of several speakers after five
seconds of listening [34]. The upgrading of the language
models was made possible in 2017 because of the develop-
ment of the self-attention mechanism and the transformer.
Language modelling estimates the likelihood that a given
sequence of words will appear in a sentence using various
statistical and probabilistic methodologies. The succeeding
transformer-based language models (GPT [38], BERT [39],
GPT-2 [36], etc.) improved not only language-generating
tasks but also natural language interpretation tasks. In 2019,
Radord et al. [36] created GPT-2, a pre-trained language
model that can create paragraphs of text that are coherent
and human-like on their own with just one short sentence
as input. The same year, authors [9] developed GROVER,
a novel method for quickly and effectively learning and
creating multi-field documents like journal articles. The
conditional language model CTRL, which employs con-
trol codes to produce text with a particular style, con-
tent, and task-specific behaviour, was published shortly
after [17]. Researchers [40] introduced OPTIMUS which
included a variational autoencoder in the text production
process.

The GPT-2 research team conducted an internal detection
study [41] using text samples generated by the GPT-2. First,
they assessed a conventional machine-learning method that
trains a logistic regression discriminator on TF-IDF unigram
and bigram characteristics. Following that, they tested a sim-
ple zero-shot baseline using an overall probability threshold:
a text excerpt is classified as machine-generated if, according
to GPT-2, its likelihood is closer to the mean likelihood
over all machine-generated texts than to the mean of human-
written texts.

Giant Language Model Test Room (GLTR), is a visual tool
that aids people in spotting deepfake texts [42]. The generated
text is sampled word per word from a next token distri-
bution; this distribution typically differs from the one that
people unconsciously use when they write or speak (many
sampling approaches may be employed, but the simplest
option is to take the most probable token). In order to help
individuals distinguish between human-written text samples
and machine-generated ones, GLTR aims to display these
statistical linguistic distinctions.

By employing BERT, GPT2, and GROVER as the
pre-trained language model, the developers of GROVER
[9] adhered to the fine-tuning-based detection methodology.

GROVER was the best, with the argument that a detector
with a similar architectural design may be the greatest line
of defence against text generators that use transformers. On
GPT-2 generated texts, however, OpenAI [41] disproved it
by demonstrating that fine-tuning a RoBERTa-based detec-
tor consistently produced greater accuracy than fine-tuning
a GPT-2-based detector with comparable capacity. Unlike
auto-regressive language models (such as GPT-2 and XLNET
[43]), which are defined in terms of a series of conditional
distributions, authors [44] created an energy-based deepfake
text detector. An energy-based model is defined in terms
of a single scalar energy function, which represents the
joint compatibility between all input variables. The deepfake
discriminator is an energy function that evaluates the joint
compatibility of a series of input tokens given some con-
text (such as a text sample, a few keywords, a collection
of phrases, or a title) and a set of network parameters. The
experimental context, where the text corpora and generator
designs alter between training and testing, was also attempted
to generalise by these authors.

Authors in [15] carried out the sole study on identi-
fying deep-fake social media messages on GPT-2-based
Amazon evaluations. The Grover-based detector, GLTR, the
RoBERTa-based detector from OpenAI, and a straightfor-
ward ensemble that combined these detectors using logistic
regression at the score level were among the human-machine
discriminators that were assessed. The aforementioned deep-
fake text detection techniques have two drawbacks: aside
from the study [15], they focused on creating news sto-
ries, which are lengthier than social media communications.
Additionally, only one known adversarial generating model
is often used to produce deepfake text samples (GPT-2
or GROVER). We are not sure about the number and
type of generative architectures employed in a real-world
scenario.

Existing research in deepfake text detection includes meth-
ods like graph-based approach [45], feature-based approach
[46], and deep learning models like BiLSTM [47] and
RoBERTa [19]. In a survey [48], the researchers offered a
more profound insight into the creation and identification of
deepfakes, the prevailing patterns and progressions in this
field, and the limitations of existing defence mechanisms.
These studies have focused on creating and detecting news
stories, which are typically longer than social media commu-
nications. This raises concerns about the generalizability of
suchmethods to the specific challenges posed by short text on
social media. Some studies [47], [49] used the PAN dataset
which focuses on determining profiles of fake accounts.
Others [46], [50], [51] used the Cresci dataset, which used
profile features like tweet content, activity patterns, and net-
work characteristics to find bot accounts. To aid the research
community in identifying shorter deepfake texts created by
different generating approaches, our Tweepfake dataset offers
a collection of tweets generated by several generative models.
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TABLE 1. Comparative analysis of the existing approaches.

III. DEEPFAKE TEXT GENERATION METHODS
There are several ways to create deepfake text. Here is a brief
explanation of some common generative techniques used to
create computer-generated text.

Markov Chains is a stochastic model that depicts a succes-
sion of states by transitioning from one state to another with
a probability that solely depends on the current state. State
tokens are used in the text creation, and the next token/state
is chosen at random from a list of tokens after the current
one. The frequency with which a token follows the cur-
rent token, t, determines the likelihood that token t will be
picked.

The RNN computes the multinomial distribution from
which the next token will be picked, and with the aid of
its loop structure, saves the knowledge about the previously
encountered tokens in its accumulated memory. The chosen
token is returned as input so that the RNN can generate the
next one.

As a sampling strategy, the RNN+Markov method may
use the Markov Chain’s next token selection. In practice,
the next token is drawn at random from the RNN-generated

multinomial distribution, with the tokens with the greatest
probability value being themost likely to be picked. However,
no references were discovered to support our RNN+Markov
mechanism theory.

LSTMcreates text in the sameway as RNNdoes. However,
because of its more sophisticated structure, it is wiser than
the latter: it can learn to selectively maintain track of just
the necessary information of previously viewed text while
simultaneously reducing the vanishing gradient problem that
concerns RNNs. The memory of an LSTM is ‘‘longer’’ than
that of an RNN.

GPT-2 is a generative pre-trained transformer language
model based on the Attentionmechanism: by usingAttention,
a language model pre-trained on millions of sentences/texts
learns how each token/word connects to every other in every
conceivable situation. This is the method for creating more
cohesive and non-trivial paragraphs of text. As a language
model, GPT-2’s text generation processes are the same as
RNN and LSTM: production of a multinomial distribution
at each step, followed by selection of the next token from it
using a specific sampling strategy.
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FIGURE 1. Architecture of methodologies adopted for deepfake tweet
classification.

The third-generation Generative Pre-trained Transformer
(GPT-3) is a neural network machine learning model that can
produce any type of text. It was trained using internet data. It
was created by OpenAI and uses a tiny quantity of input text
to produce vast quantities of accurate and complex machine-
generated text.

IV. MATERIAL AND METHODS
This section discusses the dataset, feature engineering tech-
niques, machine learning models and deep learning models
used in the experiments. The experimental strategy is pre-
sented in Figure 1.

A. DATASET
This study utilizes TweepFake [19] dataset containing
25572 tweets in total. The dataset comprises tweets from
17 human accounts and 23 bot accounts. Each count of
human and bot is properly labelled. The latter identifies
the text creation method that was used, which might be
human (17 accounts, 12786 tweets), GPT-2 (11 accounts,
3861 tweets), RNN (7 accounts, 4181 tweets), or Others
(5 accounts, 4876 tweets). Figure 2 presents the Count-plot
showing account-type data distribution and Figure 3 shows
the Count-plot showing class-wise data distribution.

1) DATA PRE-PROCESSING
Datasets include useless data in unstructured or semi-
structured form. Such unnecessary data lengthens themodel’s
training time and may degrade its performance. Pre-
processing is critical for increasing the efficiency of ML

FIGURE 2. Countplot showing account-type data distribution.

FIGURE 3. Countplot showing class-wise data distribution.

models and conserving computing resources. Preparing the
text improves the model’s ability to anticipate outcomes
accurately. Pre-processing includes the following steps: tok-
enization, case conversion, stopword removal, and removal of
numbers.

Due to the case sensitivity of machine learning models, the
model will treat the occurrence of the terms ‘‘MACHINE’’
and ‘‘machine’’ as two different words. As a result, the
dataset must first be converted into lowercase as part of the
preprocessing.

The second preparation phase is removing hashtags and
usernames from tweets. The data is cleaned off of punctuation
such as %##&().,’′′ These punctuations have a direct impact
on performance since they make it harder for algorithms to
tell these symbols apart from textual terms.

The next step is to do stopword removal. Stopwords make
sentences easier for people to read, but classification algo-
rithms cannot understand them.

B. FEATURE EXTRACTION
To train the machine learning models, feature extraction tech-
niques are necessary. The models are trained in this study
using the following feature extraction methods.

1) TF
The term frequency (TF) measures the frequency with which
a term (word or token) appears in a text or corpus of
documents. It is a simple yet basic idea in both machine
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learning and natural language processing. Different text-
based machine learning algorithms frequently employ TF as
a feature to assess the significance or relevance of a phrase
inside a document. It is determined by counting how many
times a phrase appears in a document and then normalising
that figure according to the total number of terms in the text.
The idea behind TF is that a term’s likelihood to be relevant
or suggestive of the content of a document increases with the
frequency with which it appears in the text.

2) TF-IDF
Another frequently used method for feature extraction from
unprocessed text data is TF-IDF. The majority of its applica-
tions are in text categorization and information retrieval [61].
In contrast to TF’s basic term count, TF-IDF additionally
gives eachword aweight based on how important it is. Inverse
document frequency and word frequency are used in this
process [62].

Wi,j = [1 + log(tfi,j)] × [log(
N
dfi

)] (1)

where N refers to the total number of documents, TFi,j stands
for term frequency inside a document, andDf ,t refers to the
document carrying the text/word t .

C. WORD EMBEDDING TECHNIQUES
1) FastText
FastText is a free and open-source toolkit developed by Face-
book AI Research (FAIR) for learning word embeddings
and classifications. It has 600 billion worth of word vectors
and 2 million popular crawl words with 300−dimensions.
Along with single words, it employs hand-crafted n-grams
as features. Because of its simple architecture, text catego-
rization is conducted extremely effectively and efficiently
[63]. This approach enables the development of unsu-
pervised or supervised learning algorithms for producing
word vectors. It can train enormous datasets in minutes
and is useful for detecting semantic similarities and text
categorization.

Various text categorization problems have made use of var-
ious word embedding approaches. Pre-trained word embed-
dings anticipate the context of the words in an unsupervised
way. Words that are close together are seen as having a
similar context. FastText embedding is a good option for
representing vectors since it employs morphological cues to
identify challenging words. Its generalizability is enhanced
by this capability. FastText word embedding uses n-grams
to create vectors, which aids in handling words that are
unknown.

2) FastText SUBWORD
FastText Subword has 2 million word vectors that were
learned using Common Crawl’s subword information (600B
tokens). By breaking down each word into its component
words, subword embedding gives us more information [64].

FastText can create word representations that are capable
of encapsulating the meaning of individual morphemes or
smaller parts of words by taking into account subword
information. This is especially helpful for languages with
complex morphology, where words might take on sev-
eral forms depending on the present or past tense, plural
forms, gender, etc. The way FastText handles subwords is as
follows:

• FastText divides words into character n-grams and then
creates a vocabulary from the input corpus. It takes into
account both the whole word and its component parts.

• The sum of a word’s character n-gram embeddings
serves as its representation. The word embeddings and
the character n-gram embeddings are both learned dur-
ing the training procedure.

• FastText takes into account subword units, hence it
can create representations for Out-of-vocabulary words
by merging the character n-gram embeddings of those
words. FastText can now offer meaningful representa-
tions for words that were not present during training.

• Text categorization tasks may be performed with Fast-
Text. To anticipate the labels of incoming text, it trains
a classifier on top of word representations.

D. DEEP LEARNING MODELS
This section presents the deep learning models employed in
the experiments including CNN, LSTM and CNN-LSTM.
The layered architecture of the deep learning models is pre-
sented in Table 4.

1) CNN
ACNN is a deep neural network whose pooling and convolu-
tion layers both learn sophisticated features. The majority of
the time, CNN is employed for jobs involving picture classi-
fication and segmentation. The layered CNN model is more
reliable since it has undergone end-to-end training. Since this
is a feed-forward network model, features are mapped by
using filters on the output of the layers. The CNN model also
includes layers that are fully connected, drop out, and pooling
layers. The fully connected layers get input from the output
of the preceding levels to determine the outcome. Pooling
layers-which may be either maximum or average-play a part
in feature selection. In the eq 2, the ReLU function is used as
an activation function.

y = max(0, i) (2)

where y represents the activation’s output and i represents its
input. Convolutional layers use weight to extract high-level
features for training. Cross entropy is a loss function that is
calculated according to the formula shown in equation 8.

crossEntropy = −(i log(p) + (1 − i) log(1 − p)) (3)

where p is the expected probability and i displays class labels.
The Sigmoid error function is used to predict CNN output
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TABLE 2. Machine learning models.

TABLE 3. Hyperparamter tuning values of machine learning models.

since it is an enhanced form of the backpropagation model.
Two target classes are output by the CNN model.

2) LSTM
LSTM is one of the state-of-the-art deep learning methods
that are frequently employed to address text classification
issues. Three gates make up an LSTM: the input gate (ik), the
output gate (ok), and the forget gate (fk). When data passes
through these gates, the gates retain critical information while
forgetting irrelevant information based on dropout value.

An important piece of data is stored in the memory block Ck .
There are several LSTM variations; the one utilised in this
study is provided in eq. 9, 10 and 11.

ik = σ (Wisk + Vihk−1 + bi) (4)

fk = σ (Wf sk + Vf hk−1 + bf ) (5)

ok = σ (Wosk + Vohk−1 + bo) (6)

ck = tanh(Wcxk + Vchk−1 + bc) (7)

The corresponding weights for the matrix members are
represented by W and V . While sk displays the input of a
certain time and b displays the bias, h displays the hidden state
up to k1 time steps. Memory block cell c is refreshed every
k1 time step. Every neuron in the dense layer is coupled to
every other neuron in the output layer of the LSTM.

3) CNN-LSTM
Compared to individual models, ensemble models frequently
exhibit superior performance. The advantages of combining
CNN’s powerful automated feature extraction with LSTM’s
capacity to capture long-term temporal dependencies have
led to the widespread adoption of the ensemble of CNN and
LSTM. Providing correct feature representations enables the

95014 VOLUME 11, 2023



S. Sadiq et al.: Deepfake Detection on Social Media: Leveraging Deep Learning and FastText Embeddings

LSTM layers to learn temporal connections. CNN-LSTM is
an efficient solution for dealing with time series and classifi-
cation issues [73].

TABLE 4. Layered structure of deep learning models.

E. PROPOSED METHODOLOGY
This section presents the proposed methodology adopted
for tweet classification. The architecture of the proposed
framework is presented in Figure 4. Deep learning mod-
els like CNN can automatically learn significant features
from text input. They are capable of capturing hierarchi-
cal patterns, local relationships, and long-term connections,
allowing the model to extract usable representations from
the incoming text. By stacking multiple layers of CNN,
dependencies of text can be captured. This work intro-
duces a simple deep learning-based CNN model for tweet
classification.

In the proposed framework, a labelled dataset is collected
from a public repository. The collected dataset contains
tweets from human and bot accounts. In order to simplify
the text and enhance its quality, a series of preprocessing
steps are employed to clean the tweets. The dataset is divided
into 80:20 ratios for training and testing. The next step
involves transforming the text into vectors using FastText
word embedding. Subsequently, these vector representations
are fed into the CNN model. The proposed methodology,
which leverages FastText word embedding in conjunction
with a 3-layered CNN, is employed for the training process.
The efficacy of this approach is assessed through the utiliza-
tion of four evaluation metrics: Accuracy, Precision, Recall,
and F1-score.

F. EVALUATION METRICS
The evaluation of models involves assessing their perfor-
mance using several widely utilized measures to classify deep
fake text. These measures include accuracy, recall, precision,
and F1 score. Accuracy assesses a model’s overall accuracy
by measuring the ratio of properly categorized examples
to the total number of occurrences. It provides a general
overview of the model’s performance.

Accuracy =
Number of correctly classified predictions

Total predictions
(8)

FIGURE 4. Architecture of proposed framework for deepfake tweet
classification.

while in the case of binary classification, accuracy is mea-
sured as:

Accuracy =
TP+ TN

TP+ FP+ TN + FN
(9)

whereas TP is true positive, FP is false positive, TN is true
negative, and FN is false negative and can be defined as.

TP: TP represents the positive predictions of a correctly
predicted class.

FP: FP represents the negative predictions of an incorrectly
predicted class.

TN: TN represents the negative predictions of a correctly
predicted class.

FN: FN represents the positive predictions of an incor-
rectly predicted class

Precision represents the model’s accuracy in categorizing
positive cases as the ratio of successfully categorised positive
instances to total positive instances anticipated. The model’s
ability to avoid false positives is highlighted.

Precision =
TP

TP+ FP
(10)

Recall, also known as sensitivity or true positive rate,
assesses the model’s ability to properly identify positive
events out of all real positive instances. It is especially essen-
tial in situations when the identification of positive cases is
critical, such as illness diagnosis.

Recall =
TP

TP+ FN
(11)

The F1 score gives a fair assessment of a model’s perfor-
mance by taking accuracy and recall into consideration. It is
scored on a scale of 0 to 1, with a higher score signifying
better performance. A flawless F1 score of 1 indicates that
the model achieved perfect accuracy as well as recall. To
summarise, the F1 score combines accuracy and recall into a
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single statistic that provides an overall evaluation of amodel’s
performance in classification tasks.

F1score = 2 ×
precision× recall
precision+ recall

(12)

V. RESULTS AND DISCUSSION
This section describes the experiment that was carried out
for this study and discusses the outcomes. In this study,
machine learning and deep learning models are employed to
detect deepfake tweets. To validate the proposed approach,
this study employs eight machine learning models: DT, LR,
AC, SGC, RF, GBM, ETC and NB. The description of these
models is presented in Table 2. These models are employed
using the hyperparameters that are best suited to the dataset.
Value ranges are fine-tuned to provide the greatest perfor-
mance when selecting the optimum hyperparameters. Table 3
shows the hyperparameter settings and tuning range.

A. EXPERIMENTAL SETUP
The results of several classifiers for identifying deepfake text
are presented in this section. The models were developed
using Python 3.8 and a Jupyter Notebook, and the testing
was carried out on a device running Windows 10 and a
7th-generation Core i7 CPU. Accuracy, precision, recall, and
F1 score were used to evaluate how well the learning mod-
els performed. Table 5 provides detailed information on the
hardware and software requirements used in the experiment.

TABLE 5. Experimental setup for the proposed system.

B. PERFORMANCE OF MACHINE LEARNING MODELS
This section details the experiments conducted in this
research and a discussion of obtained results. The experimen-
tal results utilizing various feature engineering strategies are
examined for deepfake text detection. The frequency-based
techniques (TF and TF-IDF) and Word Embedding tech-
niques (FastText and FastTest Subword) are used to compare
the output of various supervised machine learning models.
Machine learning models including DT, LR, AC, SGC, RF,
GB, ETC and NB are compared in terms of accuracy, preci-
sion, recall and F1 score. The effectiveness of every model
varies depending on the feature extraction method.

1) COMPARISON OF CLASSIFIERS USING TF
The performance comparison of machine learning models
is presented in Table 6. Results show that ETC using TF
has demonstrated superior performance with a 0.83 value
of accuracy, precision, recall and F1 Score. Similarly, RF
and NB have attained 0.83 values of accuracy and recall

in classifying deepfake text. DT, LR, AC, SGC and GBM
have shown similar results with 0.75 accuracy, 0.80 precision,
0.75 recall and 0.77 F1 score.

TABLE 6. Classification result using TF.

2) COMPARISON OF CLASSIFIERS USING TF-IDF
Table 7 presents the result of machine learning models using
TF-IDF for classifying deepfake text. It can be observed that
the use of TF-IDf has significantly improved the results of
RF and ETC. Both models achieved 0.91 scores in accuracy,
precision, recall and F1 score which is the highest score
among classifiers using TF-IDF. DT, AC, SGC, GBM and
NB did not show any improvement as compared to the results
obtained with TF.

TABLE 7. Classification result using TF-IDF.

3) COMPARISON OF CLASSIFIERS USING FastText
Using FastText embedding for deepfake text, the efficiency
of supervised machine learning models is also compared.
FastText embedding has shown to be an excellent text classi-
fication tool. The experimental results in Table 8 reveal that
when applied with FastText, the supervised machine learning
models do not produce robust results. ETC and RF yield the
greatest result with an accuracy of 0.90 which is lower than
the 0.91 obtained by utilizing TF-IDF features. These results
highlight that the FastText embedding technique does not
enhance the effectiveness of any classifier, as evidenced by
the experimental outcomes.

4) COMPARISON OF CLASSIFIERS USING FastText
SUBWORD
The efficacy of FastText Subword is also investigated in
combination with machine learning models or deep fake text
detection. While classifying tweets using FastTest Subword,
it can be observed that the performance of machine learning
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TABLE 8. Classification result using FastText.

models has degraded significantly as shown in Table 9. AC
and GBM have shown slightly better performance with a
0.62 value of accuracy which is not good enough. Results
revealed that the FastText subword did not show good results
in combination with machine learning models in classifying
deep fake text.

TABLE 9. Classification result using FastText Subword.

C. RESULTS OF DEEP LEARNING MODELS
This study employs some state-of-the-art deep learning mod-
els including CNN, LSTM and CNN-LSTM. These models
have been extensively used for text classification in the lit-
erature. The architecture of these deep learning models is
presented in Table 4.

Embedding layers, Dropout layers, and dense layers are
used by all deep learning models. The embedding layer
accepts input and turns each word in reviews into vector
form for model training. The dropout layer is used to lower
the likelihood of model over-fitting and reduce the com-
plexity of model learning by randomly removing neurons.
To produce the required output, the dense layer is com-
bined with the neurons and a Softmax activation algorithm.
Models are constructed with a categorical cross-entropy
function, and the ‘Adam’ optimizer is utilised to optimise
parameters.

Experimental results of deep learning models using Fast-
Text and FastText Subword embeddings are presented in
Table 10 and Table 11 respectively. Results revealed that
deep learning models have shown better performance with
FastText as compared to the FastText subword. CNN-LSTM
has shown the lowest results using the FastText subword
with a 0.67 value of accuracy. LSTM using FastText has
shown a 0.71 accuracy score, 0.82 precision, 0.78 recall and
0.80 F1 score for deepfake text detection. CNN-LSTM has

attained a 0.69 value of accuracy, 0.78 precision, 0.75 recall
and 0.76 F1 Score. On the other hand, CNN in combination
with FastText has shown superior performance among all
other combinations of deep learning and machine learning
models with a 0.93 value of accuracy, 0.92 value of precision,
0.95 recall and 0.93 F1 Score.

TABLE 10. Classification result using deep learning models using
FastText.

TABLE 11. Classification result using deep learning models using FastText
Subword.

D. DISCUSSION
Performance comparisons of classifiers utilizing various fea-
ture representation approaches were performed on the dataset
including deepfake tweets. The effect of TF, TF-IDF, Fast-
Text, and FastText Subword on tweets has been examined
in order to discover bot-generated tweets. Separate compar-
isons of accuracy, precision, recall, and F1 score have been
provided. Figure 5 presents the training and testing accuracy,
precision, and recall of the proposed model.

Figure 6 presents the performance comparison of deep
learningmodels using FastText and FastText Subwords. It can
be observed that LSTM and CNN-LSTM have shown better
performance with FastText. However, CNN using FastText
has shown the highest accuracy score with a 0.93 value. In
the precision comparison of models, all three models show
improved performance with FastText. While CNN using Fast
Text has achieved the highest precision score among all
classifiers.

Figure 6 also illustrates the comparison of deep learning
models in terms of recall. The lowest recall values have been
achieved by CNN-LSTM using the FastText subword. CNN
using FastText surpassed other models with a 0.93 value of
F1 Score.

According to the explanation above, the classifiers get
the best results for deepfake text classification when trained
using FastText word embedding. This study considers the
use of Word embedding techniques due to the efficiency of
FastText embeddings in various text classification tasks [74],
[75]. By employing word embeddings, textual input is effec-
tively transformed into numerical vectors that encapsulate
meaningful semantic relationships between words. Conse-
quently, the machine learning model can learn and identify
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FIGURE 5. Training and testing results of CNN model. A) Accuracy Curve, B) Precision Curve, C) Recall Curve.

FIGURE 6. Performance comparison of deep learning models.

intricate patterns and associations between words specific to
the given task. Machine learning models have shown good
results using TF-IDF. TF-IDF captures the word’s importance
while FastText represents words as continuous vectors in a
high-dimensional space to capture semantic and grammatical
information. It takes subword information into considera-
tion, allowing it to handle out-of-vocabulary terms and catch
morphological similarities. Overall, CNN utilizing FastText
achieved the best performance across all assessment mea-
sures. By minimising bias and variance, the randomization
and optimisation features make CNN more efficient in text
classification.

1) PERFORMANCE COMPARISON WITH PREVIOUS
STATE-OF-THE-ART
The performance of the proposed model is evaluated by com-
paring it with state-of-the-art studies in the field. In order to
ensure the most up-to-date results, a recently published work
[19] on the same dataset has been selected for comparison that
has achieved the best results with two powerful transfer learn-
ing models namely RoBERTa (Robustly Optimized BERT
approach) and BERT (Bidirectional Encoder Representa-
tions from Transformers). Notably, Roberta, when applied to
the same dataset, achieved an accuracy of 0.89 and an F1
score of 0.89. Similarly, BERT, when applied to the same
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dataset, also reported an accuracy of 0.89 and an F1 score
of 0.89.

In contrast, the current study leveraged the combination
of CNN features and FastText for deepfake text detection.
The results of this study outperformed existing state-of-the-
art approaches, yielding a classification accuracy of 0.93.
This indicates that the proposed model offers a significant
improvement over previousmethods in accurately identifying
deepfake text. The approach employed in this study offers
distinct advantages compared to complex transfer learning
models, such as RoBERTa and BERT. The utilization of
a simple CNN model structure provides several benefits.
Firstly, it avoids the need for extensive training time and com-
putational resources that are typically required for fine-tuning
transfer learning models. This makes the proposed approach
more accessible and efficient, especially for researchers and
practitioners with limited resources.

Additionally, the fixed vocabulary size of transfer learn-
ing models can pose challenges when encountering out-of-
vocabulary terms. In contrast, the CNN model used in this
study does not suffer from such limitations. It can effectively
handle out-of-vocabulary terms without compromising per-
formance, as it does not rely on pre-defined vocabularies.
This flexibility allows the model to better adapt to diverse
and evolving textual data. By incorporating CNN features
and harnessing the power of FastText, the proposed model
achieves higher accuracy and demonstrates better perfor-
mance compared to the selected state-of-the-art approaches.
These findings highlight the effectiveness and superiority of
the proposed model in tackling the challenge of deepfake text
detection. Overall, the results obtained from the comparison
with existing studies validate the proficiency of the proposed
model and establish its competitive advantage in the field of
deepfake text detection.

TABLE 12. Results comparison with state-of-the-art models from
literature.

VI. CONCLUSION AND FUTURE WORK
Deepfake text detection is a critical and challenging task
in the era of misinformation and manipulated content. This
study aimed to address this challenge by proposing an
approach for deepfake text detection and evaluating its effec-
tiveness. A dataset containing tweets of bots and humans
is used for analysis by applying several machine learning
and deep learning models along with feature engineering
techniques. Well-known feature extraction techniques: Tf
and TF-IDF and word embedding techniques: FastText and
FastText subwords are used. By leveraging a combination of
techniques such as CNN and FastText, the proposed approach

demonstrated promising results with a 0.93 accuracy score in
accurately identifying deepfake text. Furthermore, the results
of the proposed approach are compared with other state-of-
the-art transfer learning models from previous literature.

Overall, the adoption of a CNN model structure in this
study shows its superiority in terms of simplicity, compu-
tational efficiency, and handling out-of-vocabulary terms.
These advantages make the proposed approach a compelling
option for text detection tasks, demonstrating that sophis-
ticated performance can be achieved without the need for
complex and time-consuming transfer learning models. The
findings of this study contribute to advancing the field of
deepfake detection and provide valuable insights for future
research and practical applications.

As social media continues to play a significant role in shap-
ing public opinion, the development of robust deepfake text
detection techniques is imperative to safeguard genuine infor-
mation and preserve the integrity of democratic processes.
The challenges and opportunities in the emerging trend of
quantum machine learning are highlighted in [76] and the
quantum approach to detect deepfake text is presented in [77].
In future research, the quantum NLP and other cutting-edge
methodologies will be applied for more sophisticated and
efficient detection systems, to fight against the spread
of misinformation and deceptive content on social media
platforms.
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