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ABSTRACT In recent years, there has been a trend to integrate networking and computing systems,
whose management is getting increasingly complex. Resource allocation is one of the crucial aspects of
managing such systems and is affected by this increased complexity. Resource allocation strategies aim to
effectively maximize performance, system utilization, and profit by considering virtualization technologies,
heterogeneous resources, context awareness, and other features. In such complex scenario, security and
dependability are vital concerns that need to be considered in future computing and networking systems
in order to provide the future advanced services, such as mission-critical applications. This paper provides a
comprehensive survey of existing literature that considers security and dependability for resource allocation
in computing and networking systems. The current research works are categorized by considering the
allocated type of resources for different technologies, scenarios, issues, attributes, and solutions. The paper
presents the research works on resource allocation that includes security and dependability, both singularly
and jointly. The future research directions on resource allocation are also discussed. The paper shows how
there are only a few works that, even singularly, consider security and dependability in resource allocation in
the future computing and networking systems and highlights the importance of jointly considering security
and dependability and the need for intelligent, adaptive and robust solutions. This paper aims to help the
researchers effectively consider security and dependability in future networking and computing systems.

INDEX TERMS Resource allocation, dependability, security, computing, networking.

I. INTRODUCTION
Computing and networking systems are two important com-
ponents of technology infrastructure. Computing system
composed of a wide range of hardware and software com-
ponents. These system also consists of resources, e.g., pro-
cessing units, memory, storage, input/output devices. These
resources help to execute any program, run any applica-
tion and also used for managing data. Network systems
enable data exchange and communication between comput-
ing devices, allowing users to share resources and access
information across a network. Networking technologies and
standards provide connectivity for businesses, organizations,
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and individuals, allowing to collaborate, share information,
and access online services and resources [1].

The resource allocation in networking and computing sys-
tems is getting more and more challenging. The systems are
gettingmore andmote complex. The virtualization paradigms
have increased the flexibility of the systems leading to
new potentials in the management and orchestration [2].
The new systems integrate heterogeneous networking and
computing resources, which can be jointly allocated to pro-
vide new advanced services. Moving computing capabilities
to the edge of the network allows increased performance
and context awareness. To exploit this potential and cope
with the complexity, a pervasive ubiquitous intelligence
will be considered in the future networking and computing
systems.
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Computing and networking systems have changed widely
the way the people interact with technology and each other.
These systems help a lot for providing services, e.g., cloud
computing and cellular communication. Furthermore, these
play a crucial role for the economic growth and social devel-
opment worldwide.

The integration of networking and computing systems cov-
ers all the latest technologies associated with computation,
communication, and networking among connected devices.
The motivation for considering resource allocation in net-
working and computing systems is essential for the future
connectivity of the billions of devices. The motivation for
resource allocation in computing and networking systems
is driven by the need for optimal resource utilization, per-
formance optimization, Quality of Service (QoS) assurance,
scalability, load balancing, prioritization, service differenti-
ation, and cost optimization. Effective resource allocation
enhances system efficiency, responsiveness, reliability, and
cost-effectiveness, improving overall system performance
and user satisfaction [3]. For example, the joint allocation of
networking and computing resources is of utmost importance
in the Fifth Generation (5G) of mobile networks, which has
as enabling technologies the Multi-Access Edge Computing
(MEC) and will also be for the Sixth Generation (6G).

The resource allocation challenges include workload
balancing, latency optimization, performance guarantees,
dynamic resource provisioning, and ensuring fairness and
isolation in complex integrated networking and comput-
ing systems. Effective resource allocation strategies and
mechanisms are crucial for achieving efficient utilization,
meeting diverse application requirements, and delivering reli-
able, high-performance services in such environments [4].
For example, MEC resource allocation in 5G-and-beyond
networks presents several challenges and complexities.
Network heterogeneity, scalability, QoS requirements, mobil-
ity support, and security considerations are among the key
challenges that must be addressed by developing resource
allocation algorithms and techniques that tackle these chal-
lenges [5].
Economic costs, performance, and resource consumption

are the key to considering resource allocation. However,
in this revolutionary era of computation and communi-
cation, security is quite a concern for resource alloca-
tion. Security may arise for the allocation of resources
by so many issues, e.g., data breaches, Distributed Denial
of Services (DDoS), side-channel attacks, eavesdropping,
and faulty/malicious/noisy/compromised nodes. The system
should adapt to these attacks and run successfully to allocate
resources.

A more complex and intelligent system can help to a
decrease of common failures that have minor consequences,
but can lead to an increment of critical failures with severe
consequences [6]. For this reason, the dependability, which
includes more common aspects such as reliability and avail-
ability, is another important concern for the networking and
computing systems.

The importance of considering security and dependabil-
ity in resource allocation should be better investigated. For
example, a particular task that needs to be allocated can have
different security requirements, and the resource providers
have different security guarantees. A general good practice
is to add a threshold for resource consumption and guarantee
some resources for different security functionalities [7]. Oth-
erwise, by compromising the providers, an adversary can use
excessive resources and thus affect the performance. In addi-
tion, the provider’s resources can be compromised by failures
caused by faults in the components, therefore dependability
should also be considered.

However, computing and networking systems also pose
significant challenges in terms of security, privacy, and acces-
sibility. As the complexity and diversity of these systems
continue to grow, it becomes increasingly important to design
and implement solutions that ensure their reliability, effi-
ciency, and sustainabilitywhile safeguarding users’ rights and
interests.

Resource allocation is a critical component of network
design that can significantly impact the security and depend-
ability of a network. In this context, resources can refer to
network bandwidth, computational power, memory, storage
space, and other similar resources required for a network’s
proper functioning [8]. In general, there are two primary
ways in which resource allocation is related to security and
dependability:

• Resource allocation can affect the ability of a network
to prevent or mitigate security threats. For example,
if a network has limited computational power, it may
be unable to perform the necessary encryption and
decryption tasks to protect data from eavesdropping or
interception [9]. Similarly, suppose a network has insuf-
ficient bandwidth. In that case, it may be unable to detect
and block distributed denial of service (DDoS) attacks,
which can cripple the network and make it unavailable
to users. Thus, resource allocation decisions need to be
made to ensure that the network has the resources it
needs to maintain its security.

• Resource allocation can affect the ability of a network to
remain dependable in the face of failures. For example,
in a distributed system, resource allocation decisions
need to be made to ensure that no single point of failure
can bring down the entire system [10]. This means that
resources must be allocated in a way that allows the
system to continue operating even if some of its compo-
nents fail. Similarly, resource allocation decisions need
to be made to ensure that the network has the resources
it needs to detect and recover from failures, such as
through redundancy or failover mechanisms.

The main contribution of this survey is to explore how
security and dependability can be considered in the resource
allocation for various applications/technologies of comput-
ing and networking systems. We explore the issues and the
attributes of security and dependability that are considered for
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resource allocation. Furthermore, we also consider the type
of allocated resources, e.g., computation, data rate, and radio
resources, and the overall scenario of the system model, e.g.,
distributed, centralized, and clustered, which has an impact
on security and dependability. Moreover, we categorize the
solutions for security and dependability considerations.

To our best knowledge, there are no surveys that explore
security and dependability for resource allocation in general
networking and computing systems. This paper will highlight
the impact of security, dependability, and joint security and
dependability for resource allocation. The final target of the
paper is to help the researchers to effectively consider security
and dependability in the future networking and computing
systems.

The contributions of this survey paper can be summarized
as follows:

• Exploration of how security and dependability is con-
sidered in current research works on resource allocation
for various applications in networking and computing
systems.

– To this purpose, the research works have been
classified into the allocated type of resources for
different technologies, scenarios (e.g., distributed,
centralized), issues, attributes, and solutions.

– In the perspective of a problem formulation, we also
indicate if the issues and the attributes can be
expressed as an objective or as a constraint.

• Discussion of the impact of joint security and depend-
ability on resource allocation in future networking and
computing systems by highlighting the possible future
research directions.

The rest of the paper is organized as follows. Section II
introduces the background on security and dependability and
the related works. Section III presents the state-of-the-art
resource allocation strategies by considering security and
dependability, singularly and jointly. Moreover, Section IV
discusses the future research directions. Finally, a conclu-
sion highlights the main findings of this survey. Figure 1
depicts the diagrammatic view of the organization of the
paper.

II. BACKGROUND
Security in resource allocation involves protecting resources
and data from unauthorized access and ensuring confidential-
ity, integrity, and availability. Dependability focuses on the
unwanted failures caused by the nature of the components that
compose a system. These concepts are essential for building
a robust and secure resource allocation system in different
domains and applications [11].

The first step in resource allocation is understanding the
available and required resources. Available resources refer
to the capacity of system elements, while required resources
are needed to run a service. The resource allocation problem
involves deciding how much resources should be dedicated
to meeting specific demands. Available resources include all

FIGURE 1. Diagrammatic View of the Organization.

the system’s elements’ storage and computing power capac-
ity. Sufficient available resources are necessary to store and
execute service demands. The capacity available can impact
performance, such as computing power capacity affecting
task execution delay and storage capacity involving queuing
delay. Overall, two types of resources need to be provided
in the system: data resources (computing, memory, and stor-
age capacity) and network resources (data rate and spectrum
bandwidth) [5].

The metrics for evaluating resource allocation strategies
can vary depending on the system or application con-
text [12]. The selection of metrics should align with the goals
and requirements of the specific system and consider the
desired outcomes, such as performance optimization, effi-
cient resource utilization, or profitability.
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FIGURE 2. Security Taxonomy [13].

A. SECURITY
Security is a concern for resource allocation in every network-
ing and computing application for preventing the communi-
cation and computation from being compromised by adver-
saries. A secure system will, for example, allocate resources
from an authenticated infrastructure to the clients/devices.
Figure 2 shows the taxonomy of security overall. The secu-
rity attributes cover the CIA (Confidentiality, Integrity, and
Availability) triad, authenticity, and privacy. Security issues
can arise from adversaries (outsider and insider) and attacks
(active and passive). Innovation of technologies, applying the
policies and practices, and human factors can be countermea-
sures to the security issues. The attributes are the ways to
evaluate security and dependability. The issues are the causes
that may lead to the lack of security and dependability. The
countermeasures are a way of enhancing the security and
dependability of the system.

B. DEPENDABILITY
Between the ‘‘security’’ and ‘‘dependability,’’ dependabil-
ity is the less known term. Dependability consists mainly
of availability and reliability. In addition, safety, survivabil-
ity, and maintainability are dependability attributes. These
attributes can be defined as follows:

• Availability: Readiness for the correct behavior from the
system

• Reliability: Continuity of correct service
• Safety: Absence of catastrophic consequences in the
system

• Integrity: Absence of system alterations
• Maintainability: Ability to undergo modifications and
repairs

Dependability of a system is the ability to avoid service
failures that are more frequent andmore severe than is accept-
able [14]. System A is dependent on system B when system
A’s performance is affected by system B. This dependence
leads to the term trust. When there is trust, the dependence

FIGURE 3. Dependability Taxonomy [13].

can be accepted. Figure 3 depicts the attributes, issues, and
countermeasures for dependability.

C. RELATED WORKS
Existing surveys are focused on resource allocation for var-
ious applications considering security and privacy, whereas
our work is very much focused on security and dependability
perspectives for resource allocation in computing and net-
working based applications. In [15], the authors do a survey
for security vulnerabilities, privacy issues and countermea-
sures in 5G-Multi Access Edge Computing (MEC) systems.
They identify some security vulnerabilities, e.g., intrusion-
based, intervention, Denial of Service (DoS), or Distributed
DoS (DDoS) attacks, which are capable of ceasing ME Apps
launched in the edge from accessing the relevant infrastruc-
ture services and also they study different privacy issues
happened for this. They explore novel security solutions
that are proposed for cyber-physical systems, advanced cryp-
tographic algorithms, Federated Learning (FL) for proving
privacy, Blockchain based technologies. In [16], the authors
survey the security and privacy issues for device discov-
eries in next-generation networks. Device-to-Device (D2D)
communication is one of the critical enabling technologies
for future communication networks. Device discovery is a
challenging aspect of D2D communication. Devices send
signals for discovering the other devices in neighbors to com-
municate. However, these signals can be cracked by Denial
of Service (DoS) attacks, camouflaging, session stealing,
IP hoaxing, eavesdropping, jamming, location hoaxing, man-
in-the-middle attack, imposture, bandwidth hoaxing, infer-
ence attacks, malware attacks, trust manipulation attacks,
free-riding attacks. These types of attacks make the system
vulnerable to privacy. They mention different kinds of solu-
tions for security and privacy-aware resource allocation.

Some survey papers focus on different parameters
for resource allocation. In [17], the authors perform a

89436 VOLUME 11, 2023



M. M. I. Khan, G. Nencioni: Resource Allocation in Networking and Computing Systems

comprehensive survey for resource allocation in cloud com-
puting environments. They consider different parameters,
e.g., Quality of Service (QoS), resource failure, resource
mapping, resource prediction, resource pricing, resource
provisioning, resource scheduling, Virtual Machine (VM)
migration placement, and workload balancing for classifying
existing works for the survey. In [18], the authors survey the
dynamic aspect of resource allocation in the cloud, thereby
improving its importance. This paper studies the aspects of
Dynamic Resource Allocation (DRA) in cloud computing
environments. This paper develops two research questions
to address the issues of DRA in cloud computing. The
research questions are: ‘‘How are the current circumstances
of the cloud computing environment regarding resource allo-
cation?’’ and ‘‘How does each search deal with the DRA
aspect (approaches, dynamic aspect, scheduling, and opti-
mization metrics)?’’. In [19], the authors survey scalable
resource allocation methodologies in cloud computing. The
cloud provides software and hardware as resources via the
internet to the remote servers. They consider scalability with
the factors of energy, cost, and time for their survey. In [20],
the authors perform the survey based on Software-Defined
Networking (SDN) for resource allocation in cloud com-
puting. The inclusion of SDN is helpful for the cloud for
better management and to perform cloud computing. They
evaluate and categorize existing works based on the measured
parameters and the problems presented. All these works do
not consider security and dependability, but other specific
parameters, and focus only on cloud computing.

In [21], the authors survey the radio resource allocation
in the Vehicle-to-Everything (V2X) communication. They
consider reliability and latency requirements. Long-Term
Evolution (LTE) is a crucial technology for V2X communi-
cation. In D2D communications, the devices share the same
resources as cellular devices. Reliability is defined in terms
of outage probability. They consider the dependability of the
system. However, they do not consider the security issues in
their survey. This paper has various novelties with respect to
the previous works. It is not focusing on a specific networking
or computing system, but consider, a briefly introduce, many
networking and computing technologies. This works not only
surveys security and dependability in resource allocation sin-
gularly, but also jointly, and it discuss the future research
direction.

III. STATE OF THE ART
In this section, the state of the art is presented. We first
present the works on resource allocation that consider secu-
rity, then the ones that consider dependability, and at the end
the ones that jointly consider both security and dependability.
We consider the classification of resource allocation consid-
ering security and dependability based on allocated resources,
technologies, scenarios, issues/attributes, considerations and
solutions. The choice of scenarios (distributed, centralized,
or clustered) is crucial for resource allocation because it
directly impacts security and dependability. Each model has

distinct implications for these factors. Distributed systems
offer enhanced dependability through redundancy but require
robust securitymeasures to address vulnerabilities. For exam-
ple, centralized systems provide better control over security
but can become a single point of failure. Clustered sys-
tems enable load balancing and fault tolerance, improving
dependability, but demand secure communication and coordi-
nation between nodes. Choosing the suitable scenario ensures
efficient resource allocation while addressing security and
dependability concerns [22].

A. SECURITY
We explore the resource allocation for communication and
computing technologies considering the security issues and
attributes. Security issues are caused by adversaries that
mount attacks. For the resource allocation, security issues can
be taken into account as the objective function to optimize
or as a constraint. Furthermore, we explore the resource
allocation methods/solutions considering the security issues
and attributes.

Here for each security issue and attribute, we provide some
state of the art of research and consider different computing
and networking applications, e.g., 5G, IoT, D2D communica-
tions, etc.

1) RESOURCE ALLOCATION CONSIDERING
SECURITY ISSUES
a: DATA BREACH
The data breach is crucial for security in resource allocation
as a breach can expose a lot of information during allocation.
A data breach may happen if the system model is poor and
vulnerable in design [23]. The lack of a security model can
also be a reason for data breaching. Proper encryption tech-
niques and dynamic methods with security as constraints will
be helpful as a countermeasure for the data breach.

Internet of Things (IoT) deals with massive amounts of
data and performs the processing. Devices need to complete
the processing either locally or send it to the server for better
processing. Mobile Cloud Computing (MCC) is one of the
technologies used for faster processing. Low communication
latency, security enhancement, and efficient bandwidth uti-
lization shift from MCC to Multi-access Edge Computing
(MEC). Data offloading is a challenging aspect considering
the security and efficient utilization of the bandwidth. It is
also important to decrease energy consumption and minimize
the delay. In [24], the authors propose a deep Reinforce-
ment Learning (RL) for resource allocation in a way that
the resource is adequately utilized and also security is main-
tained as an additional layer or constraint for data offloading.
For dimensional issues, they apply deep RL to optimize the
resources. In deep RL, they use the variant of Q-deep RL.
For that, the authors consider states, actions, and rewards in a
multi-agent-based distributed system. The states are defined
as a computation offloading decision. In addition, actions are
considered for shifting from one state to another based on the
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probability distribution. And the reward is represented as a
scalar value. Additionally, they propose Advanced Encryp-
tion Standard (AES), a symmetric encryption standard, as a
security layer to guarantee data breaches during offloading.
After adding the security layer, they also apply deep RL
for data offloading. The extra security layer provides com-
munication overhead in the system. They investigate their
method with the addition of a cryptographic solution. Their
proposed method outperforms other variants of RL in terms
of performance gain.

A modern mobile communications network is composed
of different cell types and access technologies, known as
Heterogeneous Networks (HetNets). In the fifth generation
(5G) of mobile network, HetNets are designed to achieve
customized service demand for data rates. As HetNets allow
different networks and support different protocols, it is impor-
tant and difficult to manage the heterogeneous network
resources simultaneously. Virtualization technologies, e.g.,
network virtualization and network function virtualization,
enable the 5G HetNets, aiming to schedule the physical
resources efficiently and flexibly. Security is a concern due
to the complexity of virtualization. Information leakage/data
breach is one of the key issues for significant vulnerabilities.
In [25], the authors propose a novel approach to ensure
security-aware resource allocation in 5G HetNets (heteroge-
neous networks) by leveraging reinforcement learning. The
authors highlight the need for effective security measures in
5G networks due to the vast number of connected devices
and the diverse range of applications, which poses chal-
lenges for traditional security mechanisms. To address this
challenge, the paper proposes a framework that uses a rein-
forcement learning algorithm to allocate virtual resources in
5G HetNets. The proposed algorithm incorporates security
awareness as a critical factor in resource allocation decisions.
Specifically, the algorithm considers security metrics such as
confidentiality, integrity, and availability to guide resource
allocation decisions to optimize network performance while
minimizing security risks. The paper evaluates the proposed
framework through simulations. The results demonstrate that
the security-aware resource allocation algorithm outperforms
traditional resource allocation algorithms regarding network
performance and security. The authors conclude that the pro-
posed framework can provide a practical approach to secure
resource allocation in 5G HetNets and contribute to develop-
ing more secure and resilient 5G networks.

The arrival of the 5G technology standard for broadband
cellular networks and Beyond 5G (B5G) networks raises
the speed and robustness ceiling of communicating net-
works and thereby empowers the rapid popularization of
edge computing. Consequently, B5G-Driven edge computing
allows a growing volume of data to be collected from and
transmitted among pervasive edge devices for big data ana-
lytics. The collected big data becomes the driving force of
Artificial Intelligence (AI) by training high-quality Machine
Learning (ML) models, which is followed by severe indi-
vidual privacy leakage. In [26], Federated Learning (FL) is

proposed to achieve privacy-preserving machine learning by
avoiding the exchange of raw data. Centralized processing
costs significant communication resources between cloud
and edge while data falsification problems persist. In addi-
tion, the private data may be reconstructed by malicious
participants by exploiting the context of model parameters in
FL. To solve the identified problems, the authors propose to
integrate blockchain-enabled FLwithWassersteinGenerative
Adversarial Network (WGAN) enabled Differential Privacy
(DP) to protect the model parameters of edge devices in
B5G networks. The WGAN is an extension to the gener-
ative adversarial network that both improves the stability
when training the model and provides a loss function [27].
Blockchain enables decentralized FL to reduce communi-
cation costs between cloud and edge while alleviating the
data falsification issues, and it also provides an incentive
mechanism to alleviate the data island issue in B5G-Driven
edge computing. WGAN is used to generate controllable
random noise complyingwith DP requirements, which is then
injected to model parameters. WGAN-enabled DP is able to
achieve an optimized trade-off between differential privacy
protection and improved data utility of model parameters.
Time delay analysis is conducted to show the efficiency of
the proposed model. Extensive evaluation results from sim-
ulations demonstrate superior performance in convergence
efficiency, accuracy, and data utility.

b: DDoS ATTACK
Network slicing and resource allocation play an important
role in SDN/Network Function Virtualization (NFV)-assisted
5G networks. High data rates and low latency are the piv-
otal components of the increased traffic rate requirements
in various applications in 5G. Distributed Denial-of-Service
(DDoS) attackers can exploit the sliced network in network
slicing. In [28], the authors propose a novel approach for
resource allocation in 5G networks to mitigate the impact
of DDoS attacks. The authors highlight the vulnerability of
5G networks to DDoS attacks, which can lead to network
congestion, packet drops, and service disruption. To address
this challenge, the paper proposes the Traffic-aware Schedul-
ing for Secure Slicing and Resource Allocation (T-S3RA)
algorithm, which is designed to allocate network resources
in a way that optimizes network performance while mini-
mizing the impact of DDoS attacks. The proposed algorithm
is based on the principles of Software Defined Networking
(SDN) and Network Function Virtualization (NFV) and uses
a two-stage approach to allocate network resources. The
first stage involves traffic-aware slicing, where the network
is partitioned into multiple virtual networks (slices) based
on the traffic patterns. The second stage involves resource
allocation, where the resources are allocated to the differ-
ent slices based on the current network conditions and the
security level of each slice. the T-S3RA algorithm provides
a promising approach to secure resource allocation in 5G
networks, especially in the context of DDoS attacks. It can
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help to improve network performance and ensure a high level
of security and resilience in 5G networks.

In [29], the authors propose a secure workflow scheduling
approach for performance optimization in Software-Defined
Networking (SDN) based Internet of Things (IoT)-Fog net-
works. The proposed approach allocates resources efficiently
while considering the network’s security against DDoS
attacks. The approach is designed to address resource alloca-
tion challenges in SDN-based IoT-Fog networks, which face
high resource utilization and security issues. The proposed
approach uses a Secure Fog Scheduler (S-FoS) algorithm,
which schedules the workflows based on their criticality and
resource requirements. The S-FoS algorithm considers the
resource constraints of the Fog nodes and the bandwidth
availability of the links while ensuring the network’s security.
To mitigate the impact of DDoS attacks on the network, the
proposed approach uses a DDoS detection and mitigation
module, whichmonitors the network traffic and identifies any
abnormal traffic patterns. The module then uses a network
function virtualization (NFV) based approach to dynamically
redirect the traffic to a DDoS scrubbing center for analysis
and filtering. The proposed approach of S-FoS provides an
efficient and secure workflow scheduling approach for SDN-
based IoT-Fog networks. It considers resource allocation and
DDoS attack mitigation to optimize the network’s perfor-
mance while ensuring security.

Services in the cloud can be auto-scaled by employing
an auto-scaling utility. This utility is the main target for
Economic Denial of Sustainability (EDoS) attackers [30].
These EDoS attackers may send a huge number of requests
to the cloud for processing, scaling resources up, and causing
considerable losses to cloud customers. In the cloud envi-
ronment, EDoS may culminate into DDoS. DDoS attacks
provide a huge impact on multi-tenant clouds than traditional
infrastructure. DDoS attacks sometimes may take the form of
EDoS attacks. In EDOS, economic harms occur due to fake
resource usage and subsequent buying of resources using on-
demand provisioning. To minimize the DDoS attacks in the
cloud, the authors in [31] propose an on-demand resource
allocation should also look in addition to network or appli-
cation layer mitigation. Their proposed method provides
auto-scaling decisions by differentiating between legitimate
requests and attacker traffic. Attacker traffic is detected and
dropped based on human behavior analysis-based detection.
In this paper, the share of legitimate clients in resource
addition/buying makes subsequent accurate auto-scaling
decisions.

c: SIDE CHANNEL ATTACK
Network slicing is one of the key technologies for pro-
viding customized services in 5G. Resource allocation for
Ultra-reliable Low-Latency Communication (URLLC) and
Enhanced Mobile Broadband (eMBB) slices in 5G Radio
Access Network (RAN) is a challenging task due to meet
the dynamic demands. A side-channel attack is a security

exploit that aims to gather information from or influence
the program execution of a system by measuring or exploit-
ing the indirect effects of the system or its hardware [32].
A Side-channel Attack (SCA) is an attack for slices, which
share resources in the same hardware. In [33], the authors
propose a novel approach for resource allocation in 5G
networks that consider the network’s vulnerability to side-
channel attacks. The authors highlight that side-channel
attacks can extract sensitive information from the system
by analyzing physical signals or other non-cryptographic
channels, making them a significant threat to the secu-
rity of 5G networks. To address this challenge, the paper
proposes a side channel attack-aware resource allocation
algorithm for ultra-reliable and low-latency communica-
tion (URLLC) and enhanced mobile broadband (eMBB)
slices in 5G Radio Access Networks (RAN). The proposed
algorithm is designed to allocate network resources to opti-
mize network performance while minimizing the risk of
side-channel attacks. The proposed algorithm is evaluated
through simulations, and the results demonstrate that it can
effectively mitigate the impact of side-channel attacks and
improve network performance. Specifically, the algorithm is
shown to reduce the error rate and improve the Quality of
Service (QoS) compared to traditional resource allocation
algorithms. This side-channel attack-aware resource allo-
cation algorithm provides a promising approach to secure
resource allocation in 5G networks, especially in the con-
text of side-channel attacks. It can help improve network
performance and ensure high security and resilience in
5G networks.

In [34], the authors propose a novel approach to resource
allocation in 5G networks that address the challenge of side-
channel attacks. The proposed method uses a model-based
adaptive Proximal Policy Optimization (PPO) algorithm to
migrate service function chains (SFCs) in response to security
threats. The SFC migration approach proposed in this paper
is based on the premise that side-channel attacks can com-
promise the security and performance of 5G networks. The
authors propose an adaptive approach to SFC migration that
considers the network’s current state, the available resources,
and the potential security threats. The approach involves con-
tinuously monitoring the network’s performance and identi-
fying potential security threats based on predefined security
metrics. Once a security threat is identified, the proposed
approach uses the model-based adaptive PPO algorithm to
migrate the SFC to amore secure location in the network. The
algorithm considers the network’s current state and the avail-
able resources to find the best place for the SFC migration.
Using an adaptive algorithm, the approach can quickly adapt
to changes in the network’s state and resource availability,
ensuring the network’s security and performance. The paper’s
experimental evaluation demonstrates the effectiveness of the
proposed approach in protecting against side-channel attacks.
The results show that the approach can identify and mit-
igate security threats while ensuring the network’s overall
performance.
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d: EAVESDROPPING
D2D communications are key enabling technologies in the
5G era. Information security for resource allocation in
D2D communication for cellular and D2D users is chal-
lenging. In [35], the authors propose a security-enhanced
social aware resource allocation for D2D communication.
Most of the existing works consider imperfect Channel
State Information (CSI) that includes estimation errors. The
authors frame a coalitional game approach, enabling multi-
ple D2D pairs to share the cellular user spectral resource.
A heterogeneous cellular network-based practical scenario
has been considered with multiple eavesdroppers, intra-
cell interference, and inter-cell interference to evaluate the
parameters, e.g., sum-rate and secrecy capacity for both
CUs and D2D pairs. Moreover, the authors justify the pro-
posed algorithm’s stability, computational complexity, and
convergence.

In [36], the authors propose a resource allocation approach
to address eavesdropping in 5G and beyond wireless com-
munication networks. The approach involves allocating
resources in a way that makes it difficult for eavesdroppers
to intercept communication signals. The proposed approach
considers various factors, such as the number of users, the dis-
tance between users, and the signal-to-noise ratio to allocate
resources effectively.

2) RESOURCE ALLOCATION CONSIDERING SECURITY
ATTRIBUTES
Confidentiality, Integrity, and Availability are the fundamen-
tal components of security attributes. Confidentiality pro-
vides privacy and guarantees the privacy of the data. Privacy
includes other aspects, e.g., privacy of identity and location.
Data integrity can be considered data authentication because
it guarantees that the data has not been altered in any way.
Availability assures that the legitimate parties can access the
service whenever required.

Security is an essential issue for allocating parallel jobs on
clusters in real-time. However, existing resource allocation
approaches do not consider real-time parallel jobs on clusters
with security requirements. The authors in [37] propose a
security-aware resource allocation for parallel jobs on homo-
geneous and heterogeneous clusters of computing platforms.
They propose two types of resource allocation schemes. One
is task allocation for parallel applications with deadlines and
security constraints, i.e., a collection of security services
required by a task. Here, the security services are secu-
rity attributes, e.g., confidentiality, integrity, and availability.
Another one is heterogeneity-aware resource allocation for
parallel jobs by taking into account applications’ timing
and security requirements, i.e., weights for different services
required for the task. The authors build mathematical models
to describe the system model, security overhead, and parallel
applications with timeline and security constraints. The pro-
posed methods are based on a heuristic that allows allocating
the resources to maximize the security and the probability

of meeting deadlines for parallel jobs running in different
clusters.

Non-Orthogonal Multiple Access (NOMA) is one of the
most promising radio access technologies for next-generation
wireless networks. In order to improve spectral efficiency,
NOMA plays a vital role in the cognitive radio network.
Resource allocation with delay and security attribute as a
constraint for NOMA-based cognitive radio network is a
challenging aspect. In the paper [38], the authors propose
a downlink security-aware resource allocation problem with
delay constraint via spectrum sensing, where it is modeled
as a mixed-integer nonlinear problem for a NOMA-based
cognitive radio network. Here, authentication is considered
as a security attribute. The proposed resource allocation
method considers security with the delay constraints in sec-
ondary users and inferences constraints to primary users
and total power consumption at the Base Station (BS).
The security-aware resource allocation is based on CSI
at the physical layer and Queue State Information (QSI) at the
link layer. The secrecy transmission rate of each secondary
user is considered by the ratio of channel gains by the sec-
ondary user and the unauthenticated user. A probability upper
bound of exceeding the maximum packet delay based on the
queueing model is analyzed for a required minimum secrecy
transmission rate. The authors propose that security-aware
user scheduling and power allocation problems be solved
separately. The secondary user scheduling problem is solved
via the greedy algorithm, and successive convex optimization
methods propose the power allocation algorithm.

a: SOLUTIONS FOR RESOURCE ALLOCATION
CONSIDERING SECURITY
In the existing works of resource allocation considering secu-
rity, security is considered either an issue or an attribute. Most
of the existing works consider the issues or attributes as a
constraint of resource allocation. We can observe that the
main objective of resource allocation of existing works for
various applications is basically for various resources, e.g.,
computation, radio resources, data rate, virtual resources,
network slices, spectral resources, etc., and optimizing energy
consumption, delay, performance. The security issues and
attributes are considered in this work as constraints.

Figure 4 depicts the methods associated with the resource
allocation considering the security. We can find several solu-
tions for resource allocation with security in computing
and communication from the existing literature. One of the
solutions is the cryptographic solution, e.g., introducing a
security layer with a cryptographic algorithm, e.g., AES,
to protect the data and information. Before offloading the
data, protect by cryptographic algorithms will be helpful
to protect it from eavesdropping and data breaches. One
crucial aspect of allocating resources with security is apply-
ing adaptive methods, e.g., reinforcement learning and deep
learning. Adaptive learning methods can be used for learn-
ing the potential attacks, selecting the secure nodes/devices,
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FIGURE 4. Solutions for resource allocation considering security.

TABLE 1. Security Considerations for Resource Allocation.

learning the adversaries, etc. Deep learning can be used for
learning proper key distribution for authentication. Heuristic
methods can be applied for various security solutions. For
example, the heuristic can be used for segregating various
attackers. Coalition games can be used for finding trusted
devices, and the utility of the game is to provide optimized
performance. It has also been applied to finding the quality of
service of the network. A software-defined solution is applied

for taking securitymeasurements.Mathematical optimization
can be applied to optimizing the essential parameters based
on security.

Figure 4 shows the methods for the resource allocation
considering the security issues and attributes.

Table 1 shows the classification of works based on dif-
ferent allocated resources for various technologies, consid-
ered scenarios, issues, or attributes of the security, which
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is considered as either constraint or attribute, and various
solutions.

B. DEPENDABILITY
In the following, We explore different resource alloca-
tions considering different dependability attributes or issues
either as objectives or a constraint. We also explore differ-
ent resource allocation methodologies considering different
aspects of dependability.

1) RESOURCE ALLOCATION CONSIDERING
DEPENDABILITY ISSUES
Dependability can be considered as issues for resource
allocation. Faults, errors, and failures are the issues for
dependability.

Fault tolerance and load balancing are vitally crucial in
resource allocation against failures in a distributed network.
The weighted value of unavailable probability (W-UP) mea-
sures the probability of unsuccessful recovery and the max-
imum unavailable probability after recovery among physical
nodes. In [45], the authors propose a fault-tolerant resource
allocation with W-UP. They consider that node failure is
based on workload-dependent failure probability. Each fail-
ure occurs based on a probability. The authors introduce a
recovery strategy to deal with the workload variation deter-
mined at the operation start time and can be applied for each
failure pattern. Once a failure occurs, the recovery process
has been done using the priority setting of the recovery
algorithm of the failed nodes. The authors also explore the
unsuccessful recovery probability by considering the maxi-
mum number of arbitrary recoverable functions by a set of
available nodes without the priority setting. The authors for-
mulate the optimization problem as a Mixed-Integer Linear
Programming (MILP) problem. A heuristic algorithm has
been proposed to solve the larger size problem. They present
an initial Workload-Aware Greedy Algorithm (WAGA). The
algorithm determines an initial primary and backup resource
allocation by considering the workload-dependent failure
probability. It avoids uneven failure probabilities among
all nodes by evenly utilizing a part of capacity in a node
with corresponding different failure probabilities. In addi-
tion to considering the ordered failure probability of nodes
for allocating the functions, the algorithm considers three
aspects for allocation. Firstly, it evenly distributes the pri-
mary resource of each function to nodes so that the number
of the functions hosted by each node can be almost the
same. The uneven number of concurrent function failures
caused by the failed nodes among all failure patterns may
be avoided. Secondly, the nodes hosting any of the pri-
mary or backup resources of a function are not allowed to
host another backup resource. Thirdly, the backup resources
of the functions whose primary resources are hosted by
the same node are distributed to different nodes with the
best.

2) RESOURCE ALLOCATION CONSIDERING
DEPENDABILITY ATTRIBUTES
a: AVAILABILITY
High-Performance distributed Computing Systems (HPCS),
e.g., grids, cloud, and hybrid infrastructures provide access
to a large amount of resources. These resources are required
to execute parallel jobs, which are submitted by the HPCS
users and include computing nodes, links, data storage, soft-
ware, network channel, etc. Resource allocation for paral-
lel jobs execution in distributed computing is challenging
as the complex distributed environment works on operat-
ing under conditions of resource availability. Unplanned
maintenance works, global and local events, and imprecise
estimation of jobs do not allow considering the accurate
resource allocation with the proper resource utilization. The
resource scheduling algorithm is very important to consider
the resource availability for utilizing the resources properly.
When scheduling under uncertainties, proactive and reactive
approaches are usually classified [46]. Proactive algorithms
concentrate on resource utilization based on predictions and
heuristic-based advanced resources allocations and reserva-
tions. Reactive algorithms analyze the current state of the
computing environment and make decisions for jobs migra-
tion and rescheduling. Both types of algorithms may be
used in a single system to achieve even greater resource
usage efficiency. The resource availability predictions for
the considered scheduling interval may be obtained based
on the historical data processing, linear regression models,
or with the help of expert and machine learning methods.
In [39], the authors propose an efficient job-flow execution
in compliance with QoS constraints for resource alloca-
tion. The novelty of their proposed method is to select the
nodes based on the availability for the resource allocation.
They propose special Knapsack and greedy algorithms in
the market-based computing model. They consider a set of
heterogeneous computing nodes with different performance
and price characteristics. The resources availability and uti-
lization probabilities for the scheduling interval are provided
as input data. They model the resources utilization profile as
an ordered list of utilization events, such as resource alloca-
tion or release events. Jobs execution time uncertainties are
modeled as a sequence of allocation, occupation, and release
events with the occupation probability. Global resources uti-
lization uncertainties, e.g., maintenance works or network
failures, are modeled as continuous occupation events dur-
ing the whole considered scheduling interval. Scheduling
interval is divided in number of windows. When a set of
resources is required for a job execution for a time period, the
total window availability during the expected job execution
interval can be estimated as a product of the availability prob-
abilities of each independent window node. If any window
is occupied during the desired job execution interval, the
parallel job will be postponed or even aborted. A common
issue of resource allocation problem is maximizing the avail-
able probability of total resources. They initialize variables
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TABLE 2. Dependability Considerations for Resource Allocation.

for the best availability criterion value and corresponding
best window. The computing nodes available during the
interval select different groups by their performance. After
executing the greedy algorithm, the window contains the
resulting window with the maximum attainable availability
probability.

A surge in the importance of sensors and real-time mon-
itoring has brought about the convergence of two major
technologies, the cloud, and IoT, which lead to the emer-
gence of the cloud of Things. Processing of large streaming
data and providing low latent, power-efficient, high accurate
decision making has yet again emerged a new technology
called Fog Computing. Real-time decision-making is the key
thing for latency-aware, on-demand resource allocation. The
dynamic and heterogeneous nature of fog computing has
made resource allocation a challenge and has caught the
attention of researchers in recent times. To provide a balanced
load, a proper node selection has to be based on resource
availability and the energy availability of the node. The fog
nodes have limited capacity and do not take on heavy tasks.
Any compute-intensive tasks are offloaded to the cloud, and
hence there is no task migration involved in load balancing,
and the tasks are assumed to be non-preemptive for simplic-
ity of the problem. Fog nodes with the cloud infrastructure
can ensure real-time decision-making. Fault tolerance is a
challenging aspect of resource allocation. In [40], the authors
propose a fault-tolerant resource allocation method for fog
environments using game theory-based reinforcement learn-
ing. Their work is based on game theory and reinforcement
learning. The allocation is done based on network status
and traffic history. The method finds the fail-over cluster
formation to explore the link failures. To provide a balanced
load, a proper selection of node has to be based on resource
availability along with the energy availability of the node.
The work considers the energy of the node as an inclu-
sion of the processing time, response time, and the setup
cost, which includes the data center cost and the VM cost.

In this work, the problem is formulated considering the fog
nodes have limited capacity and do not take heavy tasks.
Any compute-intensive tasks are offloaded to the cloud, and
hence there is no task migration involved in load balancing,
and the tasks are assumed to be non-preemptive for sim-
plicity of the problem. The proposed algorithm ensures the
energy and latency-aware load balancing to provide avail-
ability and improve the performance of the fog network. The
time taken for a task to be executed at a node is given as
the sum of the transmission time and the execution time.
Thus, for each node, the energy consumption is dependent on
the data being transmitted and the transmission power. The
cost optimization is considered analogous to the bin packing
problem, which in turn is an NP-hard problem. Most of the
NP-hard problems are solved with the help of heuristics or
approximation techniques. Here, in this work, the problem of
optimization is looked upon as a minimization problem. This
total cost optimization is considered a game theory problem
that analyzes and predicts the behavior of the nodes based
on other nodes’ strategies. To use game theory, we need to
prove that there is an existence of Nash equilibrium for the
scheduling problem. The proposed methodology makes use
of the bidirectional forwarding detection algorithm, which is
used in failure observation between nodes either connected
directly or by multiple hops. This algorithm works based on
control packet transmission. The node receiving the control
packet sends back an echo message which contains the trans-
mit time or interval based on which the failure detection time
depends. Based on the least transmission time, the two best
alternate paths are generated and stored in the routing table
by the controller.

b: RELIABILITY
Cloud provides resources to the users based on requirements
using several resource allocation schemes. Reliable resource
allocation is one of the key challenges for cloud-based
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resource allocation. The objective of the paper [41] is to
provide a reliable service for the resource allocation in cloud
computing, minimizing the cost. The authors propose a novel
approach to resource allocation in cloud computing that con-
siders the resources’ reliability. The authors highlight that
in cloud computing, the reliability of the resources can sig-
nificantly impact the overall system performance and user
satisfaction. To address this challenge, the paper proposes
a reliability-based resource allocation approach that consid-
ers the reliability of the resources as a key factor in the
resource allocation decision. The proposed approach uses a
reliability model to estimate the reliability of each resource
and incorporates this information into the resource allocation
decision process. The proposed approach is evaluated through
simulations, and the results demonstrate that it can effectively
improve the system’s reliability and provide a higher level of
service availability compared to traditional resource alloca-
tion approaches. Specifically, the approach reduces the sys-
tem downtime and improves the Quality of Service (QoS) for
the users. The reliability-based resource allocation approach
provides a promising approach to resource allocation in cloud
computing, especially in ensuring high service availability
and user satisfaction. It can improve the system’s reliability
and ensure that the resources are allocated to maximize the
overall system performance.

In [47], the authors propose a novel hybrid approach
to achieve reliability in cloud computing by considering
resource allocation. The proposed approach aims to improve
the reliability of cloud computing systems, which are vulner-
able to various failures and errors. The approach combines
the benefits of both hardware and software redundancy to
enhance the reliability of cloud computing systems. It uses a
resource allocation algorithm to allocate redundant resources
cost-effectively while ensuring high reliability. The algorithm
considers various factors, such as the system’s workload, the
availability of resources, and the cost of redundant resources.
The proposed approach also incorporates a fault-tolerant
mechanism, which detects and mitigates failures in the sys-
tem. The mechanism uses proactive and reactive approaches
to detect and reduce failures. The proactive approach involves
monitoring the system and identifying potential failures,
while the reactive approach involves recovering from failures
and restoring the system’s functionality. The experimental
results show that the proposed approach can achieve high
reliability in cloud computing systems while minimizing the
cost of redundant resources. The approach outperforms other
existing approaches regarding reliability, availability, and
cost-effectiveness. The proposed hybrid approach provides a
novel solution for achieving reliability in cloud computing
systems by considering resource allocation. It combines the
benefits of hardware and software redundancy and incor-
porates a fault-tolerant mechanism to detect and mitigate
failures in the system. The approach can improve the relia-
bility of cloud computing systems while minimizing the cost
of redundant resources.

c: SAFETY
The Intelligent Transportation System (ITS) is an essential
component of the smart city, which is applied to safer roads,
better traffic control, and on-demand service by information
collected from vehicles and roadside infrastructure. In ITS,
Vehicular Cloud Computing (VCC) is a novel technology bal-
ancing the requirement of complex services and the limited
capability of onboard computers. A safety issue is considered
here as the disconnection of communication between the
vehicle and the Vehicular Cloud (VC) when this vehicle is
computing for a service. More importantly, the connection
fault will seriously disturb the normal services of VCC and
impact the safety works of the transportation. In [43], the
authors propose a resource allocation mechanism against
connection fault in VCC by using a modified workflow with
prediction capability. The authors propose the probability
model for the vehicle movement, which satisfies the high
dynamics and real-time requirements of VCC. In addition, the
authors propose a Prediction-based Reliability Maximization
Algorithm (PRMA) to realize the safety resource allocation
for VCC. The heuristic algorithm is widely used to solve
optimization problems. In addition, this algorithm is used to
find the locally optimal solution or suboptimal solution. The
proposed safety resource allocation mechanism is also based
on the workflow theory.

In 4G, the dual connectivity technique helps utilize the
radio resources scheduled by two distinct base stations for
the single-user equipment to enhance data throughput. Multi-
connectivity is the key enabling technology for the 5G, which
extends dual connectivity and improves user performance and
overall resource utilization. This also allows dynamic user
traffic steering across multiple connections of one or more
radio access technologies. However, one of the key challenges
is to allocate the resources in multi-connection based on the
heterogeneous quality of service requirements. For public
safety applications, multi-connectivity is one of the key things
to consider as the failure of one connection, others can be as
backup connections. In the paper [44], the authors examine
a resource allocation problem under multi-connectivity in an
evolved LTE network and propose fairness based on utility
that supports QoS in terms of requested rates for the public
safety scenario. Their objective is to allocate the resource
optimally to user-to-user traffic based on the utility function.
The utility is defined as the percentage of allocated Physical
Resource Block (PRB) to total PRBs in decimal form along
UL/DL direction to transport user-to-user traffic of user pair
through BS. They consider two different utility functions,
one provides proportional fairness, and the other extends
proportional fairness by considering QoS. Multi-connectivity
can boost the aggregated data rate of user-to-user traffic in
under-loaded and uneven-loaded scenarios comparedwith the
single connectivity case. In addition, the User Plane Function
(UPF) is able to fulfill the requested rate and increase the
satisfaction ratio when there are available radio resources
among multiple connections.
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FIGURE 5. Solutions for resource allocation considering dependability.

d: SOLUTIONS FOR RESOURCE ALLOCATION WITH
DEPENDABILITY
Solutions for resource allocation with dependability
have been considered with the dependability attributes
and issues, e.g., reliability, availability, safety, integrity,
and faults. In most of the existing works, availability and
reliability-based resource allocation can be achieved through
the adaptive method. Based on our study, greedy algo-
rithms can be helpful for availability-based resource allo-
cation. Prediction-based heuristic methods are beneficial for
safety-based resource allocation. Fault-tolerant resource allo-
cation is possible to achieve through machine learning, e.g.,
reinforcement learning, a multi-connectivity-based method.

Figure 5 shows the methods used for the resource alloca-
tion considering the dependability issues and attributes.

Table 2 shows the allocated resources for various tech-
nologies, scenarios for the resource allocation, different
issues/attributes for dependability, consideration of depend-
ability as either constraint or as an objective, and various
dependability solutions.

C. JOINT SECURITY AND DEPENDABILITY
Considering joint security and dependability for resource
allocation is a challenging issue. Adding security and depend-
ability as constraints to optimize the trade-off between
resource consumption and performancemight be complex for
increasing the number of parameters to handle [48].

1) RESOURCE ALLOCATION CONSIDERING
ATTACK-DEFENSE SCENARIO
There are some existing works where there are considerations
of security attacks for resource allocation and dependability
constraints to defend against that attack. So, one classifica-
tion for considering joint security and dependability is the

resource allocation considering the attack-defense scenario.
In [49], the authors develop a multi-round network attack-
defense scenario with dual-role players who can attack and
defend. A mathematical model is established to optimize the
resource allocation and predict the network survivability by
the Average Degree Of Disconnectivity (ADOD) or failures.
In each round, the players allocate their attack resources in the
nodes of their network and in another player’s network after
updating related information of another player. Furthermore,
they can reallocate the defense resources and repair com-
promised nodes. The gradient method and the game theory
are adopted to find the optimal resource allocation for both
players.

Cyber vulnerabilities are becoming very common nowa-
days. Especially with the increase of the industrial sector,
the vulnerabilities are also increasing. One example is the
attack on the Ukrainian power grid. There are works where
attacks in the cyber-physical system are designed to defend
those by creating a defender. In [50], the authors propose a
multi-stage attack-defense game analysis for resource allo-
cation optimization. There are two types of actors in this
work. Attackers try to attack the resources in a way that
failure occurs, and defenders try to neutralize the effect
through allocating resources. Attackers and defenders have
their resources, costs, and utility functions. They play a game
using graph theory and try to allocate the virtual resources
so that the defender neutralizes the hamper caused by the
attacker.

Adversarial Risk Analysis (ARA) provides a framework
to deal with risks originating from the intentional actions
of adversaries. In multi-agent-based systems, ARA is a crit-
ical issue to consider. Security resource allocation is one
of the critical challenges considering different mob attacks
in a particular environment. In [51], the authors propose
how to efficiently allocate the security by police authority
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for the mob attacks in an urban setting. The police and the
mobs are the two actors in this work. The police have some
resources and want to deploy those for the probable criminal
attacks. The mob has also had some resources by which they
could destroy the normal environment. Game theory has been
applied to recover the adversarial attack in this scenario.

Lin et al. [52] propose a resource allocation strategy
to maximize network survivability considering of average
degree of disconnectivity. In this paper, the authors consider
ADOD as a metric. The ADOD combining the concept of the
probability calculated by the contest success function with
the ADOD metric would be used to evaluate the damage
degree of the network. The larger the ADOD value, the more
damage degree of the network would be. An attack-defense
scenario as a mathematical model would be used to support
network operators in predicting all the likelihood strategies
both cyber attackers and network defenders would take. The
attacker could use the attack resources to launch an attack
on the nodes of the network. On the other hand, the network
defender allocates existed resources of the defender to protect
the survival nodes of the network. In the process of problem-
solving, the ‘‘gradient method’’ and ‘‘game theory’’ would be
adopted to find the optimal resource allocation strategies for
both cyber attackers and network defenders.

2) FAULT TOLERANT RESOURCE ALLOCATION
Fault-tolerant resource allocation is one classification where
security issues can be dependable by providing dependability
through availability. In [53], the authors propose a method
to efficiently canvass an area of interest using distributed
sensing methods, assisted by fault-tolerant resource alloca-
tion. By implementing multiple aircraft in an assessment
configuration, aerial monitoring and diverse sensing can be
accomplished through the use of ad-hoc networking princi-
ples; aircraft act as nodes, each being a distributed agent in the
network. Combinedwith the Distributed Apt Resource Trans-
ference System (DARTS) method for reallocating redundant
or alternately-allocatable resources, such implementations
can enjoy longer operational duration, increased coverage,
and a higher probability of executing the desired recon-
naissance. DARTS employs a hybridization of gossip and
flooding-based resource discovery methods to find suitable
replacement resources in the case of a node failure. Fail-
ures may arise due to natural (environmental) interference or
malicious attacks designed to disrupt the mission. Testing of
the fault-tolerant resource management techniques demon-
strated the system’s resiliency, resulting in minimal band-
width requirements to reallocate (up to a 6-fold reduction in
traffic) and a faster speed of resource reallocation even in the
face of an inconsistent state of operation. By implementing
Intrusion Detection System (IDS) technologies to spawn the
reallocation process (a procedure called triggering), DARTS
provides a flexible, lightweight, and scalable method to effi-
ciently allow reconnaissance and other distributed sensing
applications to occur on a mobile, airborne platform.

Recent technological developments have enabled the exe-
cution of more scientific solutions on cloud platforms. Cloud-
based scientific workflows are subject to various risks, such
as security breaches and unauthorized access to resources.
Attackers may destroy servers by attacking side channels or
virtual machines, causing interruption and delay or incorrect
output. Although cloud-based scientific workflows are often
used for vital computational-intensive tasks, their failure
can come at a great cost. To increase workflow reliability,
in [54] the authors propose the Fault and Intrusion-tolerant
Workflow Scheduling algorithm (FITWS). The proposed
workflow system uses task executors consisting of many
virtual machines to carry out workflow tasks. FITWS dupli-
cates each sub-task three times, uses an intermediate data
decision-making mechanism and then employs a deadline
partitioning method to determine sub-deadlines for each sub-
task. This way, dynamism is achieved in task scheduling
using the resource flow. The proposed technique generates
or recycles task executors, keeps the workflow clean, and
improves efficiency. Experiments were conducted on Work-
flowSim to evaluate the effectiveness of FITWS usingmetrics
such as task completion rate, success rate, and completion
time.

Effective allocation of resources with fault tolerance is one
of the key issues in any computational grid environment to
perform the task execution on time. In the paper, [42], a Fault-
Folerant Hybrid Resource allocation Model (FTHRM) is
proposed to minimize the TurnAround Time (TAT) for the
batch of tasks. In addition, their proposed method ensures
fault tolerance in a dynamic grid environment. The model
uses the prior reservation method to allocate the resources
for the guaranteed task execution. Furthermore, resources are
reserved in advance for time slots with resource configuration
as required by the set of tasks. In the case of failures, alternate
resources are provided by the system. Here, the resources
with the least previous workload and lowest execution time
will prefer over other resources for task accomplishment.
The proposed system is designed for the processing of the
Batch Of Tasks (BOT). Tasks belong to different users and are
independent with no restrictions, such as a sequence of depen-
dencies. The BOT will submit to the grid resource broker for
processing. The tasks will go through among several states.
Initially, the tasks will be waiting. Once it has been ready
for execution, it will move from waiting to the ready state.
Afterward, when the task is dispatched for execution, then it
will move from ready to running state. However, if the task
faces a timeout situation, then it would be shifted again from
the running to the ready state. If any interruption occurs in
the running state due to resource failure, the task will be in the
failed state. Next, a reallocation of resources will occur for the
successful task completion due to the resource reservation,
and the task will switch from this failed to the ready state.
When the task execution gets completed, it exits from the
system by a completion stage.

In Wireless Underground Sensor Networks (WUSNs),
‘‘holes’’ pose significant challenges to resource allocation,
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security, and dependability. Holes refer to regions where
sensor nodes cannot communicate directly due to obstacles
like rocks, soil density variations, or water bodies. In [55],
the author provide an insight that these holes disrupt the
connectivity and create gaps in the network coverage, affect-
ing the efficient allocation of resources. In terms of secu-
rity, holes can make the network susceptible to attacks or
unauthorized access, as malicious entities may exploit these
gaps for unauthorized entry or disruption of data transmis-
sion. Additionally, the lack of direct communication paths
due to holes can impact the network’s dependability, as it
becomes challenging to ensure reliable data transmission
and timely response to critical events. Addressing the prob-
lem of the hole in WUSNs requires innovative resource
allocation strategies that optimize routing paths and con-
sider the limited resources of sensor nodes. Moreover, robust
security mechanisms, such as encryption and authentication
protocols, must be employed to protect data transmission
across the network. By addressing these challenges, the
resource allocation in WUSNs can be enhanced, leading to
improved security and dependability in underground sensing
applications.

Federated learning has emerged as a powerful approach
for training machine learning models in distributed environ-
ments while ensuring data privacy. When applied to fog-
cloud-enabled cellular networks, federated learning enables
the integration of Intelligent Reflecting Surfaces (IRS) into
the network architecture. Intelligent reflecting surfaces, also
known as reconfigurable intelligent surfaces or smart mirrors,
consist of passive elements that can dynamically manipulate
nearby wireless signals. By controlling the amplitude and
phase of the reflected signals, IRS can enhance the overall
network performance by optimizing signal coverage, improv-
ing channel capacity, and reducing interference. In [56], the
authors consider that in the context of fog-cloud-enabled
cellular networks, federated learning plays a crucial role in
resource allocation for IRS. The distributed nature of feder-
ated learning allows individual IRS units to train local models
using data collected from their specific environment. These
local models are then aggregated and updated collaboratively
with the cloud server, resulting in a global model that captures
the collective intelligence of the entire network. Resource
allocation in federated learning for IRS involves determin-
ing the optimal allocation of computational resources, such
as bandwidth and power, to facilitate model training and
communication between the IRS units and the cloud server.
Security and dependability are critical considerations in fed-
erated learning for IRS in fog-cloud-enabled cellular net-
works. As data is collected and shared across multiple IRS
units, preserving data privacy and ensuring secure commu-
nication becomes paramount. Robust encryption techniques,
secure aggregation protocols, and authentication mechanisms
are implemented to safeguard the privacy and integrity of
the data during the federated learning process. Furthermore,
dependability ensures the reliability and availability of the

federated learning system. Redundancy mechanisms, fault
tolerance techniques, and robust error handling mechanisms
are incorporated to mitigate potential failures and ensure
uninterrupted operation of the system.

In [57], the authors focuses on addressing resource alloca-
tion challenges in cloud computing while considering secu-
rity and dependability aspects. The authors propose a novel
approach that combines machine learning techniques to opti-
mize resource allocation, task scheduling, and enhance the
overall security of cloud systems. The main objective of the
research is to improve the performance and reliability of
cloud computing environments by allocating resources effi-
ciently while ensuring the security of sensitive data and appli-
cations. The authors identify the resource allocation problem
as a multi-objective optimization challenge that requires bal-
ancing the conflicting goals of maximizing resource utiliza-
tion, minimizing response time, and enhancing security. The
proposed approach considers both computational resources
and security-related factors in the allocation process. The
authors integrate security mechanisms such as encryption,
authentication, and access control to safeguard data and appli-
cations from unauthorized access or attacks. By incorporating
security considerations into the resource allocation process,
the system ensures the integrity, confidentiality, and avail-
ability of cloud resources. Additionally, the paper addresses
task scheduling as a critical component of resource allocation
in cloud computing. The hybrid machine learning techniques
are applied to optimize task scheduling algorithms, ensuring
that tasks are assigned to appropriate resources based on their
requirements and security levels.

In [58], the authors focuses on resource allocation in the
context of a fog computing environment for smart healthcare
systems, while considering both security and dependabil-
ity aspects. The authors propose an approach called Effec-
tive Prediction and Resource Allocation Method (EPRAM)
that combines prediction techniques and resource allocation
strategies to optimize the allocation of resources in a secure
and dependable manner. The main objective of the research
is to improve the efficiency and reliability of resource allo-
cation in fog computing environments specifically designed
for smart healthcare systems. The authors recognize the
challenges posed by the dynamic nature of healthcare data
and the critical need for ensuring data security and system
dependability.

In [59], the authors provides an overview of Mobile
Edge Computing (MEC) infrastructure, focusing on design,
resource management, and optimization approaches. The
survey explores various aspects of resource allocation in
MEC, with considerations for security and dependability.
The main objective of the research is to analyze the existing
literature and present a comprehensive survey of MEC infras-
tructure, specifically addressing resource allocation strate-
gies while taking into account security and dependability
requirements. The paper discusses the design principles and
components of MEC infrastructure, highlighting the key
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role of edge servers located at the network edge. It exam-
ines the challenges associated with resource management in
MEC, including efficient utilization of computing, storage,
and communication resources while meeting the demands of
diverse applications.

In [60], the authors focuses on resource allocation in
the context of wireless and edge computing environments,
specifically addressing the dynamic selection of network
slices. The authors propose a comprehensive approach that
considers security and dependability aspects in the resource
management process. The main objective of the research is to
optimize resource allocation by dynamically selecting appro-
priate network slices inwireless and edge computing systems.
Network slicing allows the creation of virtual networks that
cater to specific application requirements, enabling efficient
resource allocation. In terms of security, the authors recognize
the importance of safeguarding the resources and data in
wireless and edge computing environments. They empha-
size the need to incorporate security mechanisms such as
access control, encryption, and authentication in the resource
management process. By considering security measures, the
system ensures the confidentiality, integrity, and availability
of resources and data.

Based on the above existing literature, we can come up
with decisions that several factors should be considered when
implementing and deploying resource allocation strategies
that incorporate security and dependability. Here are some
insights and considerations:

• Security and Dependability Requirements: We need
to start by identifying the system’s specific secu-
rity and dependability requirements. This may include
confidentiality, integrity, availability, fault tolerance,
and resilience. In addition, we need to clearly define
the objectives and constraints related to security and
dependability [61].

• Risk Assessment: Need to conduct a comprehensive risk
assessment to identify the system’s potential threats,
vulnerabilities, and risks. Furthermore, to evaluate the
impact and likelihood of these risks and prioritize
them based on their severity. This assessment will
help in designing appropriate resource allocation strate-
gies [62].

• Security and Dependability Measures: Implement
security and dependability measures to mitigate the
identified risks. These may include encryption, access
controls, authentication, redundancy, backup and recov-
ery mechanisms, monitoring systems, intrusion detec-
tion systems, and disaster recovery plans. Consider both
preventive and reactive measures [63].

• Resource Allocation Strategies: Develop resource allo-
cation strategies integrating security and dependability
considerations [64]. These strategies should ensure that
critical resources are allocated appropriately to support
the required security measures and maintain system

dependability. This may involve allocating resources
based on risk levels, criticality, or prioritization.

• Monitoring and Evaluation: Implement monitoring and
evaluation mechanisms to assess the effectiveness of
the resource allocation strategies in terms of security
and dependability. Continuously monitor the system
for potential security breaches, performance issues, and
dependability concerns. Regularly evaluate the imple-
mented design and make adjustments based on the
observed outcomes [61].

• Technologies and Tools: Several technologies and tools
can facilitate the integration of security and depend-
ability into resource allocation strategies. These include
virtualization, Intrusion Detection Systems (IDS), Secu-
rity Information and Event Management (SIEM),
Configuration Management Tools, Fault tolerant
middleware [65].

• Context awareness techniques: Context awareness
techniques play a crucial role in resource allocation
strategies by considering dynamic factors and environ-
mental information to make informed decisions [66].
Here are some examples of specific context awareness
techniques that have been utilized in resource allo-
cation strategies: network conditions, location aware-
ness, user behavior and preferences, energy efficiency,
security requirements, workload characteristics, device
capabilities.

• Heterogeneous resources consideration: Heterogeneous
resources refer to resources that differ in terms of
their capabilities, capacities, performance characteris-
tics, or other attributes. The presence of heteroge-
neous resources can significantly impact the resource
allocation process, as the allocation decisions need to
consider the unique characteristics and requirements
of each resource. By considering resource compatibil-
ity, performance variability, Quality of Service (QoS)
requirements, and leveraging adaptive allocation poli-
cies and virtualization, efficient and effective allocation
of heterogeneous resources can be achieved, leading to
improved system performance, scalability, and resource
utilization [67].

We need to select the technologies and tools depends on
the requirements, system architecture, and budget constraints.
It is essential to thoroughly evaluate available options before
making decisions.

IV. DISCUSSION AND FUTURE RESEARCH
The impact of security and dependability on resource allo-
cation in future networking and computing systems is poten-
tially huge. New complex systems with integrated network
and computation resources require advanced management
and orchestration, which rise new security and dependability
challenges that require enhanced techniques. Future wireless
networking technologies, e.g., the sixth generation (6G) of
mobile networks will increase the complexities. The IoT is
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envisioned as the Internet of Everything (IoE). For secured
and dependable resource allocation in this complex environ-
ment, intelligent edge and pervasive intelligence will play
a vital role in the future. The system should be adaptive
enough to deal with the various dynamic behaviors of this
complex system. Hence, AI, ML, especially RL will play
a vital role in providing security and dependability during
resource allocation.

Existing resource allocation solutions often incorporate
security and dependability considerations to ensure the pro-
tection of critical resources and the reliable operation of the
system. Several methodologies and algorithms have been
proposed to address these concerns.

A. JOINTLY CONSIDER SECURITY AND DEPENDABILITY
Survivability is one of the key concerns for keeping both secu-
rity and dependability. There can be several attacks, faults,
and errors for resource allocation, and the system should be
able to get rid of this. We need to keep the system available
and have the survival capability for a more extended period
under security attacks. There can be the following issues
for finding out the impact on resource allocation with both
security and dependability.

• Security model: For performing experiments, a chal-
lenging issue is to work on a security model. Security
issues can be an attack or any malicious nodes/faulty
nodes/fake nodes/noisy nodes, which hamper resource
allocation. However, designing this security is a chal-
lenging aspect. For example, to design faulty nodes, e.g.,
to design noisy nodes with noises like Gaussian White
Noise (GWN), designing selfish nodes trying to com-
promise the system’s overall objective is challenging.
We need to think about how they will pretend to be
the original node in the infrastructure. Needs to think
about how to provide security impact by these fake
nodes. For example, how will it affect the resources?
Will it be by broadcasting any fake values or information
to the neighbors? Will there be any noises? Will there
be nodes to maximize its resources in a collaborative
environment?

• Dependability model: The dependability model for
resource allocation is challenging. Designing faults,
errors, and failures in the running system based on
a real-life scenario is challenging. For example, con-
sider some random failure of links in the routing of
a multi-hop sensor network or D2D communication.
We need to think about the countermeasure of these
failures as well, e.g., to make the system fault-tolerant.
Combining dependability with security is indeed
challenging.

• Attack-defense model: The model for resource alloca-
tion can be an attack-defense model to consider both
security and dependability. To model attack-defense
is a challenge for the complex infrastructure. Attack-
defense model can be combined with both security and

dependability. An example of an attack-defense model
that considers both security and dependability is the
‘‘Multi-Layered Security and Resilience Model’’ for a
critical infrastructure system, such as a power grid. This
model aims to protect the system from various types
of attacks while ensuring its continued operation even
in the face of disruptions [68]. As we have already
mentioned, dependability addresses outages of systems
caused by failures on its components. However, security
attacks may also cause outages, the impact of this out-
ages can be reduced by using or adapting some depend-
ability techniques. Most of the existing methods are
based on game theory and RL for these attack-defense
issues. For applying this method, the system design for
resources, costs, and reward functions is critical.

While significant progress has been made in consid-
ering security and dependability for resource allocation,
gaps in knowledge and areas require further investiga-
tion. Some of these gaps include, e.g., dynamic security
and dependability-aware resource allocation, quantifying the
impact of security and dependability on resource alloca-
tion, adaptive resource allocation for emerging technologies,
and privacy-preserving resource allocation. Addressing these
gaps in knowledge through further research and investiga-
tion will contribute to developing more robust and effec-
tive resource allocation strategies that integrate security and
dependability considerations. This will enhance integrated
networking and computing systems’ resilience, performance,
and trustworthiness.

B. ADAPTIVE METHOD SELECTION WITH SECURITY
AND DEPENDABILITY
Choosing an effective adaptive method for resource alloca-
tion considering both security and dependability is a chal-
lenge for adaptive resource allocation. Static methods for
resource allocation are not suitable since in a dynamic envi-
ronment, dynamic changes of requirements and to meet the
requirements from the capacity need an adaptive solution.
Machine learning-based methods are widely considered an
adaptive solution. The following issues can come up for the
adaptive method selection.

• Actor/Agent selection: Appropriate actor selection for
the proposed game theory or RL is challenging. It is
needed to choose the appropriate attackers and defenders
in the system.

• Tuning of the parameters for ML: As an adaptive ML
method, RL is very widely used. RL has so many param-
eters. It is challenging to tune those parameters consider-
ing additional parameters for security and dependability.

• Reward function/utility function: Most adaptive meth-
ods have reward or utility functions. Designing a proper
reward function to justify the utilization of resources
with security and dependability is a key concern.

• Evaluation: To compare the different variants of the
method is also a challenge. Considering the same
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parameters and additional parameters for other variants
can create an issue for the adaptive methods.

• Privacy-aware learning: In traditional ML approaches,
neural network models are trained at a server or a
data center. Thus, the centralized learning approaches
typically require the raw data, e.g., photos and loca-
tion information, collected by mobile devices to be
centralized at the server [69]. The centralized learning
approaches thus face big issues, including privacy, long
propagation delay, and backbone network burden [70].
Recently, FL as a decentralized ML approach has been
proposed to address the above issues [71], [72]. In FL,
mobile devices, i.e., workers, are required to collabo-
ratively train the neural network model of the model
owner. In particular, the model owner first transmits
its global model to the workers. The workers then use
their data to train the model locally and send the model
updates to the model owner. The model owner aggre-
gates the model updates from the workers to a new
global model and transmits it back to the workers for
training. The model owner and the workers periodically
exchange and update the model until a target accuracy
is achieved [73]. By updating the models rather than the
raw data, FL alleviatesmany challenging problems, e.g.,
privacy issues and the backbone network burden issues,
of the traditional ML [74].

C. ROBUST RESOURCE ALLOCATION
A resource allocation is defined to be robust con-
cerning specified system performance features against
failures/perturbations in specified system parameters if
degradation in these features is limited when the fail-
ures/perturbations occur. For example, if a resource allocation
has been declared to be robust for satisfying a throughput
requirement against concerns in the system load, then the
system configured under that allocation should continue to
operate without a throughput violation when the system load
increases. The research questions are: What is the degree of
robustness? For the example given above, how much can the
system load increase before a throughput violation occur?
Measuring the robustness of resource allocation is a chal-
lenging issue. Robustness is essential to measure the system’s
effectiveness and its behavior in terms of any failures, noises,
and other adversaries. To achieve robustness, it is important
to recover from the failures. Robustness can be built-in with
the method that deals with resource allocation, e.g., robust
[75], adversarial reinforcement learning [76].

D. BLOCKCHAIN-BASED TECHNOLOGIES
Blockchain is a trusted and shared ledger running on a Peer-
to-Peer (P2P) network. The key idea behind the blockchain
concept is its decentralization. That is, any single entity does
not control data on blockchain [77]. Instead, all blockchain
nodes, such as devices, have the equal right to verify and
manage the data stored in blockchain-enabled by consensus

mechanisms. This decentralized feature makes blockchain
resistant to data modifications or attacks. Moreover, the
elimination of the central server avoids the risk of single-
point failures, thus improving the reliability and stability of
blockchain systems. However, blockchain operations incur
costs in terms of latency and energy consumption. In fact,
the execution of blockchain mining tasks, e.g., block verifica-
tion and information exchange among miners, requires large
energy sources to be consumed. In order to append a new
transaction to the blockchain, a blockchain user or a miner
needs to run a mining puzzle, e.g., Proof ofWork (PoW) [78],
which is generally complicated and requires vast computing
and storage resources. Smart contracts are the programs on
blockchain that run when some preconditions are met [79].
For resource allocation, blockchain can be applied for the
provisioning of secure access control. In addition, blockchain
helps to transfer access rights from one entity to another in a
secure, flexible, and fine-grained manner. Consensus mech-
anisms and smart contracts can further be able to mitigate
faults.

E. MULTI-OBJECTIVE OPTIMIZATION
In recent years, there has been an increasing focus on integrat-
ing security and dependability into the design of computer
and networking systems. However, integrating security and
dependability often comes at the cost of system performance,
which can negatively impact the user experience. As a result,
there has been a growing interest in multi-objective opti-
mization techniques that can balance the need for security,
dependability with the need for system performance. One
of the main necessities of multi-objective optimization of
security, dependability and system performance is identify-
ing and prioritizing competing objectives. This involves a
thorough understanding of the system requirements, potential
security threats, dependability issues and the development
of appropriate metrics for measuring system performance,
security and dependability. For example, system performance
may be measured in terms of response time or through-
put. In contrast, security may be measured in terms of the
level of protection against various attacks. Another necessity
is the ability to model and analyze the trade-offs between
security/dependability and performance. This involves the
development of mathematical models that can capture the
complex relationships between various system parameters,
such as the number of security, dependability mechanisms
and their impact on system performance. Such models can
evaluate the performance and security of different system
configurations and identify the optimal trade-offs between
these competing objectives. The impact of adding the new
metric of security to system performance is a key con-
sideration in multi-objective optimization [80], [81]. When
security/dependability is added as a new metric, the opti-
mization problem becomes more complex and may require
new optimization techniques that can handle multiple con-
flicting objectives. This may involve using multi-objective
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evolutionary algorithms [82], which are designed to handle
problems with multiple objectives and constraints. It is cru-
cial to note that the specific techniques and algorithms used
for resource allocation may vary depending on the context,
system requirements, and constraints. The selection of the
appropriate strategy depends on the particular trade-offs that
need to be balanced in a given scenario. In [13], the authors
address the crucial aspects of security, dependability, and
performance in the context of 5GMulti-access Edge Comput-
ing (MEC). The authors focuses into the trade-offs that arise
when striving to optimize these three interconnected factors.
This paper provides valuable insights into the challenges,
solutions, and trade-offs involved in ensuring secure, depend-
able, and high-performing edge computing environments in
the context of 5G networks.

F. MISSION CRITICAL APPLICATIONS
To consider security and dependability in resource allocation
for mission-critical applications brings significant implica-
tions and potential benefits. Mission-critical applications are
thosewhere system failures, breaches, or disruptions can have
severe consequences, such as compromising safety, causing
financial losses, or impacting human lives [83]. Further-
more, considering security and dependability in resource allo-
cation for mission-critical applications ensures operational
resilience, protects critical data and resources, and enhances
overall system performance, thereby mitigating risks and
safeguarding the integrity and availability of critical services.

G. SCALABILITY AND ADAPTIBILITY
Scalability and adaptability are crucial considerations in
resource allocation strategies for large-scale and dynamic
networking and computing systems. Resource allocation
strategies in large-scale and dynamic systems focus on scala-
bility and adaptability by employing distributedmanagement,
load balancing, elastic provisioning, real-time monitoring,
predictive analytics, machine learning, and autonomic com-
puting principles [84]. These techniques enable the systems
to handle changing conditions or demands in real time while
optimizing resource utilization and maintaining desired per-
formance levels.

H. VIRTUALIZATION TECHNOLOGIES
In the literature, several virtualization technologies are con-
sidered for resource allocation in integrated networking and
computing systems. These technologies enable the efficient
utilization of resources by abstracting and virtualizing phys-
ical resources into virtual entities. Here are some primary
virtualization technologies commonly discussed in the liter-
ature: Containerization, Virtual Machines (VMs), Network
Function Virtualization (NFV), Software-Defined Network-
ing (SDN), Edge Computing and Fog Computing. These
virtualization technologies offer different levels of isolation,
resource management, and flexibility for resource alloca-
tion in integrated networking and computing systems [85].

Researchers explore these technologies to design efficient
and scalable resource allocation mechanisms that ensure
optimal performance, security, and dependability in diverse
computing and networking environments.

I. ONGOING PROJECTS
In a Horizon 2020 project, SUPERCLOUD,1 proposes
new security and dependability infrastructure manage-
ment paradigms that are user-centric, provides self-service
clouds-of-clouds where customers define their protection
requirements and avoid lock-ins; and self-managed for
self-protecting clouds-of-clouds that reduce administration
complexity through automation. The objective of SUPER-
CLOUD is to implement a cloud architecture that gives users
the flexibility to define their protection requirements and
instantiate policies accordingly. This project proposes trust
models and security mechanisms that enable the composition
of services and trust statements across different adminis-
trative provider domains. In addition, the project focuses
on implementing a resource management framework that
robustly composes provider-agnostic resources using prim-
itives from diverse cloud providers. The SUPERCLOUD
methodology will be validated by testbed integration for
real-world use cases in the healthcare domain, ranging from
deploying a distributed medical imaging platform to running
a full laboratory information system.

There is an ongoing project funded by the Research Coun-
cil of Norway named 5G-MODaNeI (5G Management and
Orchestration for Data and Network Integration),2 where the
main goal is to provide joint security and dependability for
resource allocation in 5G MEC. The target is to propose an
adaptive method for resource allocation by ensuring security
and dependability.

V. CONCLUSION
In this survey paper, we have explored how security and
dependability can be considered in the resource allocation
in networking and computing systems. We have classi-
fied the current research works by considering the allo-
cated type of resources for different technologies, scenar-
ios, issues, attributes, and solutions. We have presented
the current research works on resource allocation that
include security and dependability, both singularly and
jointly. Finally, we have discussed the future research
directions.

The paper highlighted that the future works on resource
allocation in networking and computing systems will need
to consider both security and dependability to meet the
advanced requirement of the future applications, such as
mission-critical services. There should be consideration of
multi-objective optimization for security/dependability and
performance. The future solutions will require joint secu-
rity and dependability models, adaptive methods, robust

1https://cordis.europa.eu/project/id/643964
2https://5g-modanei.ux.uis.no/
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approaches, and might be based on blockchain. The paper
can help the researchers to effectively consider security
and dependability in the future networking and computing
systems.
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