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ABSTRACT As the educational landscape changes rapidly, secondary schools increasingly adopt digital
technologies to transform teaching and learning experiences. Recognizing the challenges and potential
advantages that arise in the digital era, educators are actively undertaking digital transformation initiatives
across various domains, with secondary schools being the key focus of this paper. To clarify the matter, four
research questions were formulated in this systematic literature review: 1) What is the state-of-the-art for
digital transformation research in secondary schools? 2) What are the essential indicators for conducting
digital transformation in secondary schools, as identified by researchers? 3) What are the models or
frameworks for digital transformation in secondary schools? 4) How to implement digital transformation
in secondary schools? A formal protocol was followed to conduct automatic and manual searches of
relevant articles published between January 2012 to March 2023 using the PSALSAR method. As a result,
65 papers were selected for review. This study highlighted six key factors successfully implemented in
digital transformation: leadership, digital competency, professional development, technology access, school
evaluation, and school competency. Furthermore, the study discussed current research trends, methods, and
strategies to develop standard models and frameworks related to digital transformation in secondary schools.
Challenges and potential areas for further development were investigated to facilitate a successful digital
transformation.

INDEX TERMS Systematic literature review, digital transformation, secondary schools, digitalization.

I. INTRODUCTION
Digital transformation is the management of processes, peo-
ple, and technology that aims to efficiently carry out all
business activities to meet the needs and expectations of
society interested in adapting to Industry 4.0 [1]. Digital
transformation goes beyond the digitization process to rad-
ically change actions, strategies, capabilities, and organiza-
tional patterns to meet the challenges and take advantage of
the opportunities of new technologies and their accelerated
impact on society. Digital transformation leverages techno-
logical resources, primarily digitizing, storing, retrieving, and
communicating data, to reposition business processes [2].
The objective of digital transformation in education is to real-
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ize a comprehensive vision that facilitates ongoing innova-
tion and advancement in teaching and learning, concurrently
streamlining administrative andmanagement services for stu-
dents, educators, and the community to enhance operational
efficiencies [3].

The primary and secondary education systems are respon-
sible for educating upcoming global citizens and workforces,
particularly in employment disruption and increased polar-
ization. Educational approaches must transform to equip
students with the necessary knowledge and skills to foster
a more inclusive, cohesive, and dynamic society [4]. Digital
technologies are leveraged to mitigate significant data gaps at
both global and national levels. They facilitate the generation
of real-time information and predictive analytics, enhancing
the integration of decision-making processes and prioritiza-
tion. Moreover, these technologies enable valuable feedback
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on the efficacy of policies, thereby fostering continuous
improvement and optimization [5].

Traditional classroom education provides an immediate
learning environment, quicker assessment, and more
engagement. On the other hand, digital learning tools and
technology fill in these gaps. The efficiency provided by
technology is unparalleled by traditional learning methods.
Utilizing smartphones and other wireless devices is becoming
more popular among the public. It is a rational action for
schools and educational institutions to use technology in the
classroom learning process efficiently. Current technology’s
adaptability and non-invasive nature make learning more
enjoyable and engaging for the millennial generation [6].
Thus, the smart learning environment (SLE) is a combined
educational system incorporating intelligent tools and tech-
niques to create a delightful learning experience for learners
and other individuals involved. The ultimate goal of SLE
is to achieve desired learning outcomes [7]. Additionally,
smart learning encompasses various aspects of the learning
environment, including infrastructure, technological devices,
pedagogical approaches, and learners’ profiles, to utilize
intelligent devices efficiently. In Korea, smart learning is
regarded as a learning paradigm that prioritizes human inter-
action and content rather than devices. It also emphasizes
the importance of effective, intelligent, tailored learning
supported by advanced IT infrastructure, as recognized by
the government, academia, and the educational industry [8].

Learning technology today plays a crucial role in the
education system, providing opportunities for educators to
enhance education and improve student’s overall perfor-
mance. Information dan Communication Technologies (ICT)
use in education is not limited to knowledge transfer from
teachers to students. Moreover, it also enables real-time shar-
ing of learning activities through networks. The convergence
of ICT in education enhances restructuring, and creates new
opportunities for more meaningful, comprehensive learning,
and improving overall teaching and learning skills [9]. The
e-learning platform is utilized to enhance student’s learning
experience and provide opportunities for educators to expand
their technical and academic skills, enabling them to compete
with other skilled and high-quality teachers. Despite numer-
ous advantages, the e-learning platform has limitations, such
as insufficient support and guidance and virtual guidance for
personalized options modified to individual needs [10].
The potential of digital transformation in schools and other

educational entities increasingly recognize has yet to be fully
utilized, hence the importance of improving efficiency and
collaboration to reduce costs and errors in management.
Digital transformation can begin with the utilization of tech-
nological opportunities and the fulfillment of stakeholder
system goals [11]. The previous study stated that e-tutoring
programs should be incorporated into educational systems
worldwide to accelerate digital transformation. A remote
learning program called e-tutoring supports students’ learn-
ing using digital tools. A teacher or tutor helps students clarify

concepts, gain knowledge, develop skills, and change their
attitudes toward the subject. In contrast, one or more students
generally seek access to knowledge or support/clarification
on a specific learning need. It is an innovative teaching
practice. The objective is to foster collaboration between
students and teachers, transcending the boundaries of their
compulsory educational curriculum. The tools for student
engagement in the e-tutoring program are user-friendly and
readily available. Participants must have access to internet
connectivity, a computer, tablet, or mobile phone, along with
a designated link [12].
The study of educational system transformation presents

challenges in the digital era, necessitating the preparation of
graduates with the required competencies to keep up with
the rapidly changing world. Furthermore, digital transforma-
tion must be directed, carefully considered, and systemati-
cally managed. Thus, awareness of the primary objectives
of modern education, the establishment of a digital school
vision, and consistent implementation are required. Digi-
tal transformation in secondary schools is accomplished by
implementing innovative education in national projects that
refer to the education and school transformation for the
digital era, especially for school management and coordina-
tors. The SELFIE tool is employed to evaluate the current
digitalization condition from the perspectives of students,
teachers, and leaders to prepare action plans for transfor-
mation. The results indicate that the essential features of
digital schools are the creation of a digital school vision,
updating the vision and action plan, teacher’s digital com-
petency, student preparation for practice, and constructivist
approaches to education. In digital transformation, the role
and support of leaders managing school transformation are
crucial in directing transformation at the national level [13].
Transformation at the national level involves testing school
principal’s perceptions in keeping up with the new digital
era trend and assessing their knowledge and ICT skills.
Additionally, it investigates their willingness to respond to
the demands and challenges of the education system that is
compatible with the digital era while ensuring the function of
schools as learning organizations. This questionnaire-based
research found that school principals have had a positive
view and attitude towards digital platforms available in edu-
cation over the past two years, despite many of them having
low ICT skills and knowledge. The transformation of digital
education is a slow process due to various obstacles that
hinder the transformation of academic units into learning
organizations [14].

Based on the backgroundmentioned earlier, this study aims
to deepen the understanding of secondary school’s current
digital transformation research. SLR identifies research gaps
in a field of study and helps researchers further explore areas
that have not been explored before. The SLR technique is
combined with bibliometric analysis to identify the state-
of-the-art for current research, used comprehensively and
collectively to review a field of study and help identify
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intellectual structures [15]. Therefore, a systematic literature
review is needed to understand current research trends, iden-
tify important indicators, including standardmodels or frame-
works, and identify ways to implement digital transformation
in high schools.

II. RESEARCH METHODOLOGY
Systematic Literature Review (SLR) is a method used to
synthesize scientific evidence to answer specific research
questions that are clear and reproducible. Moreover, this
method strives to include all published scientific evidence
on the topic being researched and assesses the quality of
that scientific evidence [16]. The methodology used to min-
imize potential subjectivity, the literature review, and the
analysis elements were based on the SALSA Framework.
The SALSA methodology is one of the most appropriate
tools for identifying, evaluating, and organizing literature,
ensuring methodological accuracy and completeness of the
literature review. In addition, the PRISMA method was fol-
lowed to ensure the completeness and consistency of the
research process [17]. The SALSA Framework has four
basic steps, including search (determining search strings and
types of databases), appraisal (inclusion and exclusion of
pre-determined literature and quality assessment criteria),
synthesis (extracting and categorizing data), and analysis
(analyzing the results to reach conclusions). This paper adds
two steps: protocol (determining the scope of the research)
and reporting results (stating the procedures followed and
communicating the results to the public). The result has six
steps, abbreviated as PSALSAR (protocol, search, appraisal,
synthesis, analysis, and report) [18].
The Preferred Reporting Items for Systematic Reviews

and Meta-Analyses (PRISMA) is a set of evidence-based
minimum items for reporting in systematic reviews and meta-
analyses. PRISMA focuses on reporting studies that assess
the impact of interventions but can also be used as a basis for
writing systematic reviews for purposes other than determin-
ing interventions. It is designed to help systematic reviews
report transparently why the study was conducted, what the
authors did, and what they found. Advances in systematic
review methodology and terminology have led to updates for
guidance [19]. In this study, PRISMA is employed as a visual
representation tool, specifically as a flow diagram that illus-
trates the progression of information during the various stages
of a systematic review. It visually represents the quantities
of records identified, included, excluded and the reasons for
exclusions.

The PSALSAR framework continues the search phase
after the research protocol is established. This step involves
searching databases for pre-selected keywords. Selecting the
appropriate databases is important to ensure the research is
high quality, reliable, and representative of the desired topic.
The main purpose of scientific publications is to facilitate
the exchange of research results, ideas, and discussions glob-
ally among academic community members so that scientific
achievements can be more efficient. However, over time,

the role of scientific publications has undergone significant
changes, with many important decisions in industry and
economics, such as growth priorities, allocation of fund-
ing sources, educational policies, collaboration opportuni-
ties, tenure, and academic staff recruitment, depending on
assessments of scientific output. The quality of research is
considered an impact of publication and is used as the most
important criterion. Therefore, a digital library that provides
publication metadata and impact indicators is needed. Thus,
they function as the main tool for various tasks ranging from
journal selection, large-scale literature analysis, and research
evaluation practices at all levels, allowing for efficient and
accurate research reviews [20]. WoS is often called the most
reliable independent global citation database. WoS is a data
source produced by Clarivate Analytics, while Scopus is a
data source created by Elsevier. Different data sources have
different content selection policies. WoS has an internal edi-
torial team to select content. WoS emphasizes selectivity in
content selection, while Scopus works with an international
group of researchers known as the Content Selection and
Advisory Board to make content selections. Scopus focuses
more on completeness than selectivity, as it often emphasizes
database size compared to WoS [21].

Since Google Scholar’s launch in November 2004, Google
Scholar has brought Google’s search convenience to aca-
demics and changed how people search, discover, and access
academic information. Before Google Scholar, the cover-
age of academic databases was limited to a list of selected
sources, especially scientific journals. However, Google
Scholar is automated by crawling the web and indexing doc-
uments with an academic structure. This inclusive approach
gives Google Scholar the potential for wider coverage of
scientific and academic literature compared to the two other
majormultidisciplinary databases,Web of Science (WoS) and
Scopus, which select sources based on selective journal inclu-
sion policies [22]. The authors searched digital libraries such
as ACM Digital Library, IEEE Xplore, Frontiers, Science
Direct, Springer Link, and Taylor & Francis to enhance the
literature search’s comprehensiveness. The resulting dataset
underwent a systematic literature review analysis using both
quantitative and qualitativemethods. The quantitativemethod
involved objective theory testing by examining the relation-
ships between variables. Variables were typically measur-
able and calculable through instruments, enabling numerical
data analysis utilizing statistical techniques. It examines the
objective theory. Quantitative research involves analyzing the
relationship between measurable variables using instruments
to generate numerical data that could undergo statistical
analysis. This method also assumes deductive testing of the
theory, constructing protection against bias, controlling alter-
native or counterfactual explanations, and being capable of
generalizing and replicating findings [23]. The PSALSAR
method utilized in this study is a straightforward, transferable,
and reproducible procedure for conducting a systematic liter-
ature review. Its detailed implementation steps are described
in Table 1.
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TABLE 1. PSALSAR framework phases.

A. PROTOCOL
In the context of a systematic literature review, a research pro-
tocol is required to consider factors such as the work’s trans-
parency, transferability, and replicability. It helps to reduce
bias by conducting a thorough literature search. However, the
main challenge in this stage is determining the appropriate
scope of the research [18].

An SLR aims to interpret conflicting results from primary
studies, summarize the findings of many primary studies, and
assess the application of external evidence, especially when
only a few primary studies are available. Reproducible results
are another important benefit of a systematic review due to
its openness and methodological clarity. A systematic review
helps identify the research quality on a targeted topic to avoid
duplication by screening documents and providing insights
through comparison or combination of different studies [24].
An SLR on digital transformation in secondary schools as a
case study is presented in the form of research questions as
follows:

RQ 1.What is the state-of-the-art for digital transformation
research in secondary schools?

RQ 2. What are the essential indicators for conducting
digital transformation in secondary schools as identified by
researchers?

RQ 3. What are the models or frameworks for digital
transformation in secondary schools?

RQ 4. How to implement digital transformation in
secondary schools?

The PICOT (population, intervention, comparison, out-
come, time) method plays a role in developing research
questions or hypotheses to determine the appropriate scope
of research. PICOT is a process that drives literature review
and can be transformed into research questions or hypotheses
following the results of the literature review that has been
conducted. Several gaps and consistencies can be identified

during the literature review so that research questions or
hypotheses can be formulated to enhance understanding of
the topic being studied to a higher level [25]. PICOT is added
in the PSALSAR Framework stage to ensure transparency
and the ability to transfer knowledge from a study. PICOT
provides a predetermined decomposition structure required
for research questions and improves the definition of the
research scope. PICOT questions aim to identify terms that
will be used as the best search strategy in answering questions
scientifically to avoid bias and ensure effectiveness. Unbi-
ased and effective searches lead to evidence. Therefore, evi-
dence will answer questions, and support recommendations,
decisions, and evidence-based practices [26].

This study selected keywords based on PICOT to address
the research question. However, some criteria, namely com-
parison, and outcome, as demonstrated in Table 2, could not
be met due to the scarcity of studies on digital transforma-
tion, particularly in the school setting. In this regard, the
comparison criterion was not utilized as the study did not
involve a comparison between different methods. Moreover,
the outcome criterion should have been incorporated in the
search as it is the primary focus of the study.

TABLE 2. PICOT method.

B. SEARCH
The search stage involves a keyword search strategy. The
search strategy helps determine the appropriate search string
and identify relevant databases to gather appropriate docu-
mentation to answer the research question. A literature search
is conducted from popular digital libraries in the field to
search for a wide range of literature studies. The digital
libraries used in the study are as follows:
1. Google Scholar (scholar.google.com)
2. Scopus (scopus.com)
3. Web of Science (wos-journal.com)
4. ACM Digital Library (dl.acm.org)
5. IEEE Xplore (ieeexplore.ieee.org)
6. Frontiers (frontiersin.org)
7. Science Direct (sciencedirect.com)
8. Springer Link (springerlink.com)
9. Taylor & Francis (tandfonline.com)
From those databases, the search strategy for conducting
SLR analysis can be determined. However, the number of
databases is significantly limited by the search strings used,
with the number of publications in each database limited from
January 1st, 2012, to March 31st, 2023.
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The search string based on the PICOT method outlined
in Table 2 was used to answer the research question. The
authors considered the following search: (digitalization OR
transform∗ OR ‘‘digital transformation’’ OR ‘‘transformation
digital’’) AND (school∗ OR ‘‘high school’’ OR ‘‘secondary
school’’ OR ‘‘middle school’’). Search terms were used indi-
vidually or in limited combinations, considering the needs
and limitations of the databases used. The databases used
in this study were Google Scholar, Scopus and WoS, IEEE
Xplore, Science Direct, Frontiers, Springer Link, and Taylor
& Francis. According to the PICOT search strategy, articles
were obtained from journal papers from eight databases with
a literature search limit.

C. APPRAISAL
The appraisal stage involves selecting and evaluating articles
based on an objective review. The purpose of selecting studies
requires an examination of the selected literature to identify
relevant studies for review.

1) SELECTION OF RELEVANT STUDIES
Selection of relevant studies involves two basic steps: select-
ing studies based on quality assessment, inclusion, and exclu-
sion criteria. Table 3 describes the inclusion and exclusion
criteria in the study.

TABLE 3. Inclusion and exclusion criteria.

An explanation of the process for selecting articles is
shown in Figure 1. Figure 1 shows the identification pro-
cess of the study through databases and registers automat-
ically, explaining the literature selection procedure for the
PRISMA flow diagram in conducting SLR analysis. The
process started with an initial search, obtained through an
automated search by applying exclusion criteria, 980 articles
related to the Google Scholar database were obtained, along
with 1,305 articles from Scopus and 1,283 articles fromWoS.
After applying exclusion criteria by limiting the publication

years from January 1, 2012, to March 31, 2023, a total of
1,474 articles were removed. Subsequently, 53 articles not
in English and 21 that needed journal-type documents were
excluded. Additionally, 24 articles were inaccessible due to
limited access rights. Consequently, after applying the exclu-
sion criteria, a total of 1,996 articles remained for further
formal screening.

On the other hand, as most of the articles from the three
databases were less relevant to the main topic, mainly focus-
ing on higher education, primary education, transformational
leadership, and general education without any application
of technology, the authors added some literature from ACM
Digital Library, IEEE Xplore, Frontiers, Science Direct,
Springer Link, and Taylor & Francis to widen the scope
of the digital transformation research in secondary schools.
Therefore, the manual search strategy was carried out to
complete the relevant articles on the ACM Digital Library
database, which generated 18 articles, 14 articles for IEEE
Xplore, 19 articles for Frontiers, 15 articles for Science
Direct, 33 articles for Springer Link, and 15 articles for Taylor
& Francis. A manual search yielded 114 articles for further
formal screening. Then combined, the result in a total of
2,110 articles will be further selected based on the quality
assessment criteria. After that, 1,516 duplicate articles were
automatically removed using Zotero tools after a duplication
check, leaving 594 articles for further screening. In addition,
594 articles were manually screened by reading relevant titles
and abstracts related to the topic of digital transformation in
secondary schools. Then, 277 articles were found irrelevant
to digital transformation. Among the 317 articles considered
relevant, the authors checked for full-reading papers. Further-
more, 252 articles were found, but it belongs to something
other than the secondary school level. Finally, after following
the PRISMA flow, 65 relevant articles were obtained on the
main topic.

FIGURE 1. Flow of selected articles based on PRISMA.
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2) QUALITY ASSESSMENT
The quality assessment phase helps to check, evaluate the
accuracy, and the reliability of the selected articles based on
a quality assessment that describes the value according to the
quality level of the article. Referring to the literature [18],
each article selected for SLR analysis was evaluated using
the questions used as evaluation criteria as follows:

• Does the paper clearly state the purpose of the research?
• Is the research question or hypothesis clearly defined?
• Are the methods used in the study appropriate to answer
the research question?

• Does the paper identify gaps in the previous research that
the current study aims to address?

• Are the results of the analysis clearly presented and
explained?

• Does the paper clearly present the main findings of the
study?

• Does the study contribute to the existing knowledge that
is relevant to the topic?

• Does the paper discuss the limitations of the study?
Table 4 represents the quality assessment of the selected
articles in the systematic literature review.

TABLE 4. Quality assessment checklist.

Table 5 presents a detailed description of the selected
articles based on the relevant databases. After a full reading of
the 65 articles, it was found that 41 articles explicitly provide
clear information about digital transformation. In compari-
son, 24 articles offer implicit information that requires further
interpretation or analysis for a correct understanding. Only a
portion of the information provided by these articles can be
considered meaningful in answering the research questions.

TABLE 5. Selected articles.

D. SYNTHESIS
In the synthesis phase, extracting and classifying relevant data
from selected publications was carried out to gain insights
and draw conclusions. The synthesis stage was performed on

65 articles analyzed through SLR. Table 6 describes the clas-
sification of information from acronyms based on the results
of full-reading papers to facilitate the authors in answering
research questions.

TABLE 6. Topic information classified.

E. ANALYSIS
The analysis phase involves assessing the synthesized data,
extracting important information, and drawing conclusions
from the selected articles to answer the research questions.
Based on the data analysis results from the selected articles,
the authors gained insights into the definitions related to dig-
ital transformation in secondary schools, which are presented
in Table 7.

Figure 2 explains the articles discussing actors’ direct
involvement in the digital transformation process at sec-
ondary schools. 37% of the articles describe the role of school
leaders in driving school leadership practices to shape dig-
itally based schools. It is recognized that principals, as the
decision-makers in the education system, surpass the imple-
mentation of isolated digital innovations and instead adopt a
transformative mindset, utilizing technology as an enabling
tool. Then, it was observed that 25% of the articles talk-
ing about actors or stakeholders involved in DT considered
were teachers. The articles define teachers’ need to possess
proficient digital competencies skills when utilizing digital
resources that facilitate the development of innovative and
creative instructional methods.

Meanwhile, 18% of the articles discuss students and
the factors considered, including students’ availability of
learning devices, their level of digital skills preparedness,
their familiarity with online learning and assessment activ-
ities, and their comprehensive assessment of the efficacy
of online learning. Approximately 18% of the articles dis-
cuss the idea policy makers should recognize the contextual
aspects involved in governance by balancing the ability to
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TABLE 7. Definitions related to digital transformation in secondary
school.

translate policies with the consistency of those translations.
It is essential to consider the significance of strategic and
operational policy coherence. The primary objective of this
study is to address the development of a national action
plan for the digitalization of schools. For each 2% of the

articles narrate about involvement, the members of the school
management, block education mentors, and the pedagogical
center coordinators actively position themselves through-
out the digital transformation process, considering different
aspects. They aim to identify potential improvement areas and
generate practical, evidence-based recommendations.

FIGURE 2. Actors or stakeholders involved in DT at secondary schools.

After engaging with actors or stakeholders involved in
digital transformation, we discovered various methods for
implementing digital transformation. The study explains
establishing a center of competencies, which consists of
conducting regular project activity assessments to generate
reports. Secondly, it ensures that the implementation aligns
with the planned objectives. Thirdly, it identifies the changes
and assesses the impact on teachers’ and students’ skills.
This work also discusses the evaluation framework, present-
ing findings on feedback, follow-up, and observed effects
gathered from the field. The evaluation emphasized that
the labs successfully enhanced teachers’ competence and
highlighted the benefits of cascade training, which dissem-
inated digital knowledge and awareness among the partic-
ipating schools [11]. Developing and operating a system,
such as e-tutoring sessions for high school students, as an
expansion of their school’s e-learning activities, while meet-
ing the expectations of the users to create smart learning
environment [8], [12], [54], [55]. Another method is dig-
italization with the process of digitalizing schools entails
inherent challenges. The decision has been made to incor-
porate an IT-supported approach for teaching literacy. The
profound integration of digital technologies within pedagogy
and learning brings about significant modifications in class-
room roles, relationships, and actions, which can potentially
disrupt established teacher routines [52], [53]. For further
information analysis, a more in-depth discussion will be con-
ducted to address the research questions in the report phase.

F. REPORT
The reporting phase of the SLR includes an explanation of the
methods used and the results obtained from the selected liter-
ature review. The reporting phase consists of two steps [18]:
1. An explanation of the main procedures used which are

described in Table 1.
2. Presentation of publication results such as journal articles.

In SLR, making journal articles is the last stage and helps
produce research outputs useful to the scientific world.
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1) RQ 1. WHAT IS THE STATE-OF-THE-ART FOR DIGITAL
TRANSFORMATION RESEARCH IN SECONDARY SCHOOLS?
The state-of-the-art explores important aspects that shape
the historical development of a topic, factors influencing
changes in understanding, and ways of thinking and learn-
ing about the topic that can lead to new insights in the
future [89]. Figure 3 shows the distribution of selected
literature trends based on the year of publication, from
January 2012 to March 2023. Two related studies were found
in 2012, but no articles were found on the searched topic
in 2013 and 2016. In 2014 and 2015, one literature study
was selected each year, while three articles were selected
in 2017 and five articles in 2018. There was a significant
increase in 2020 with nine articles, a peak in 2021 with
19 articles, and decrease in 2022 to 16 articles. Three relevant
articles were selected from the year 2023, as of March 31st.
The small number of articles in the year 2023 is due to the fact
that it covers only three months instead of the entire year.

Therefore, based on the research trend shown in Figure 3,
it is premature to conclude that interest in the digital transfor-
mation of secondary schools is decreasing. Rather, interest in
this field has grown and evolved in recent years, highlighting
the need for digital transformation research, especially in
secondary schools, where it is more than just a matter of
technological innovation but a necessary solution for improv-
ing the quality of education. Digital transformation can help
create an effective national digital strategy that addresses cul-
tural, educational, and ideological challenges in government
decision-making regarding information [90].
The authors further analyzed the latest topics related to

digital transformation from selected literature using a VOS
viewer to visualize trends based on the latest research,
as shown in Figure 4. Generally, the ten terms with the
highest occurrences extracted from the abstract and title
of the selected literature were school, teacher, education,
student, study, technology, learning, digital transformation,
framework, and principal. These terms indicate that some
studies discuss actors, schools, and elements involved in
transformation, such as study, technology education, teacher,
student, and principal. In addition, the framework used in
digital transformation was also highlighted. Circles with the
same colour clusters indicate publications on the same topic.
In the 1st cluster marked in red, the highest occurrence terms
are digital technology, learning, practice, student, teacher,
teaching, etc. They relate to ‘‘actors or stakeholders involved
in DT and technologies used.’’

Furthermore, the second cluster in green represents the
topic of ‘‘DT governance,’’ involving terms such as digital
transformation, education, framework, study, technology, etc.
Then, the third cluster in blue discusses ‘‘DT implementing
method and DT description’’ with terms such as digitaliza-
tion, concept, change, process, school, transformation, etc.
In the fourth cluster discusses ‘‘DT leadership,’’ model, prin-
cipal, research, use, etc. Then the last cluster is the fifth clus-
ter in purple colour. There is only one keyword, namely area,
which is intended to describe the research topic area in the

field of digital transformation, linking several other keywords
such as school, education, leadership, digital technology, dig-
ital transformation, framework, student, teacher, etc.

FIGURE 3. Publication trend of DT in secondary schools
(January 2012-March 2023).

FIGURE 4. Research topic of DT in secondary schools
(January 2012-March 2023).

FIGURE 5. Visualization map of DT in secondary schools trending topic.

Based on the five identified clusters, it can be concluded
that from 2012 to 2023, the latest research trend in the field
of digital transformation in secondary schools is centered
around the actors and stakeholders involved in DT, as well
as the technologies used, which are the keywords with the
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highest occurrence values. These results are consistent with
the full reading papers described in Figure 5, where the SLR
method generated a percentage value for information classi-
fication, with 31% discussing the technology used. In com-
parison, 27% focused on actors and stakeholders involved
in DT. Furthermore, 15% discussed DT governance, 11%
addressed DT implementing methods, and 9% focused on DT
description.

2) RQ 2. WHAT ARE THE ESSENTIAL INDICATORS FOR
CONDUCTING DIGITAL TRANSFORMATION IN SECONDARY
SCHOOLS AS IDENTIFIED BY RESEARCHERS?
Based on UNESCO [91] report about guidelines for ICT
in education policies and masterplans, by employing infor-
mation and communication technology (ICT), teachers can
introduce innovative teaching methods that make education
more inclusive and better adapted to the needs of the com-
munity. Additionally, using ICT can support student success,
empowering them to become engaged global citizens. The
studies selected used multiple instruments to examine differ-
ent aspects based on various kinds of literature to find some
important indicators for conducting digital transformation.
The indicators are shown in Table 8 for an overview of it.

TABLE 8. Overview of digital transformation in secondary school’s
indicators.

According to the results of Table 9, one of the critical indi-
cators is digital competencies was identified as comprising
four key areas, including [36]:
1. An understanding of the impact of digitalization on

society.
2. Proficiency in using and comprehending digital tools and

media.
3. The adoption of a critical and responsible perspective.
4. The ability to transform ideas into actionable solutions.
Future education opportunities require two strategic prior-
ities that reflect previous focuses on digital competence
and introduce new ones. These priorities involve cultivating
a high-performing digital ecosystem and enhancing digital
skills and competencies to keep pace with the digital age [66].
In teacher education, the potential of new teachers to intro-

duce contemporary ideas and perspectives to the classroom

is often lost once they become entrenched in existing school
norms and practices. By encouraging them to adopt a more
expansive view of digital competence, they may challenge
traditional thinking and become advocates for a more inclu-
sive and contemporary approach to teaching. Typical meth-
ods for enhancing digital competence have been centered
around encouraging students to accomplish their academic
objectives. The previous study highlights teacher educators’
challenges in developing a holistic perspective on digital
competence among their students. In addition to educating
their students to use current and emerging digital tools in their
professional practice, teacher educators must also equip them
with the skills needed to use technology in practical ways
that benefit their students and enable them to use technology
productively. The complexity of this task lies in developing a
transformative competence in students that empowers them to
use digital resources effectively in specific instructive, learn-
ing design, classroom organization, and assessment practices
rather than just addressing their immediate capacity needs.
However, digital literacy encompasses the proper utilization
and assessment of digital resources, tools, and services and
applying these skills to lifelong learning processes. Based on
recent research advocates for a reevaluation of the objectives
of teacher education programs, proposing that the current
focus on skills-based digital literacy should be relinquished
in favor of more inclusive digital competency models that
acknowledge the diverse knowledge, capabilities, and atti-
tudes required of future educators [60]. In addition, according
to an academic dictionary, the definition of digital literacy
from the late 20th century remains unchanged, encompassing
proficiency in using computer hardware, comprehending the
basics of computer science, and recognizing the significance
of information technology in society. At the same time, the
digital tool’s environment fully integrates into the student’s
learning experience [86].

Digital literacy is needed compared to the widespread use
of digital technology in everyday life. The integration of dig-
ital technology in teacher education and schools for teaching
and learning purposes has been limited. Consequently, teach-
ers may lack advanced technology-related teaching skills.
As basic digital skills are considered the foundation for
technology-related teaching skills, teachers rate them signif-
icantly more advanced than their technology-related teach-
ing skills. Previous research has demonstrated that digital
technology is extensively utilized in classrooms to support
teaching. Still, teachers have yet to fully leverage their
potential for engaging learners as active participants in the
learning process [75]. The potential of digital resources in
pedagogy has emerged as a challenge for educational pro-
cesses, stimulating transformation and innovation. Despite
many studies on digital education, more consensus regarding
digital resources’ effects on educational processes has yet to
be reached. Most of the literature views technology as an
opportunity to overhaul education and pedagogical processes,
thereby bringing education in line with the expectations of a
digital society [45].
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Most educational establishments, spanning various tiers
of education, traditionally employ conventional instructional
techniques, primarily in-person lectures within the classroom
setting. However, the recent surge in the ‘‘digital transfor-
mation in daily life’’ has resulted in the necessity to provide
equivalent educational courses through online video confer-
encing software or dedicated distance learning platforms.
This shift has markedly affected student’s academic progress
and aptitude [71].

Using technology to influence student’s academic progress
and abilities significantly necessitates assessment to evaluate
school quality. The present study underscores the educa-
tional system’s difficulties, such as the need for superior
teaching and assessment resources, inadequate training, and
student equity issues related to access, technological profi-
ciency, support, and special-needs students. Moreover, time
constraints for teachers further compound these challenges.
Consequently, the education community must explore and
introduce novel approaches to bolster student-student and
student-teacher interaction in virtual settings, develop authen-
tic digital evaluation instruments, and foster an all-inclusive
and pertinent curriculum and pedagogy [53]. The novel
assessment strategies were congruent with the instruc-
tional techniques implemented by the educators. Specifically,
in the context of collaborative tasks, the instructors utilized
three forms of student evaluation: peer assessment, feed-
back provision, and rubrics [8]. The provision of adequate
resources, training, and motivation is essential for the suc-
cess of both students and teachers. Educators can effectively
utilize today’s technologies through professional develop-
ment resources with access to modern personalized learning
environments and technology tools [79].

The principal’s leadership is needed to support these
indicators to facilitate the school’s digital transformation.
The responsibility of a school principal is to enable the
ongoing education of all community members by imple-
menting organized and closely observed distance learning
[38]. The principal leadership can promote a shift towards a
digital culture by creating an open discussion environment
where the educational community can perceive technolog-
ical advancements and incorporating digital material into
teaching models as a chance to enhance results instead of a
challenge to conquer. They should concentrate on the proce-
dural aspects and the values and convictions of teachers and
students [45]. The impact of technology on education varies
across societies, which may be due to differences in policy
environments, such as technological infrastructure policy and
policies surrounding the utilization of ICT. In other words,
a country’s policies can influence how teachers decide to
integrate technology into their teaching methods. According
to research conducted in Korea, the existence of technol-
ogy integration policies initiated by educational authorities
is a crucial factor that affects teacher’s decision to use
technology [12].

Additionally, in Hong Kong, policies that enhance
teacher’s professional development in ICT use and support

the provision of resources have been found to facilitate the
implementation of ICT. However, despite these findings,
little scholarly attention has been given to the potential
roles of educational systems and policy contexts in shaping
technology integration beyond individual and school-level
characteristics. A recent study emphasizes the importance
of considering the role of ICT policy environments in shap-
ing technology-enabled learning and its determinants beyond
teacher and school-level factors [77]. The response to national
policies can vary based on contextual factors, and there
are two different methods for implementing school digital-
ization. The first method emphasizes competitiveness and
provides a positive teacher environment, including dedicated
support organizations and ample access to digital technology.
The second method emphasizes local agreement on policy
interpretation and compliance [37].
Compliance with policies is an instrument for assess-

ing school evaluation. Monitoring and evaluating progress
consistently are crucial for determining the implementa-
tion of digital school transformation to ensure effective
project development. It involves evaluating the consistency
of achievements with planned objectives and identifying any
critical issues that arise during development. Progress should
be regularly reported to provide stakeholders with a clear
understanding of what has been achieved. From an outcome
perspective, it is essential to identify and measure the pro-
duced changes, particularly in terms of how it impacts school
functionmanagement and improves the skills of both teachers
and students [11].

3) RQ 3. WHAT ARE THE MODELS OR FRAMEWORKS FOR
DIGITAL TRANSFORMATION IN SECONDARY SCHOOLS?
After conducting a comprehensive literature review, the
authors identified nine frameworks and four models used in
the digital transformation of secondary schools. Our findings
are presented in Table 9.

TABLE 9. Overview of digital transformation in secondary school’s
indicators.
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The standard model or framework that has been devel-
oped from the literature to explain implementing the vision
of digital transformation’s framework or model that was
conducted for secondary schools. Technological Pedagogical
Content Knowledge (TPACK) is a well-known framework for
enabling an understanding to transform teaching and learn-
ing using ICT resources. According to Koehler and Mishra
(2009), the TPACK framework is made up of seven elements,
including [39]:
1. Technology Knowledge (TK) includes knowledge of digi-

tal and low-tech technologies such as the internet, videos,
interactive whiteboards, and software.

2. Content Knowledge (CK) pertains to the knowledge of the
subject matter to be taught and learned.

3. Pedagogical Knowledge (PK) covers teaching strategies
and educational procedures such as lesson planning,
assessment, and classroom management.

4. Pedagogical Content Knowledge (PCK) entails fusing
pedagogy with subject matter to create better instructional
techniques.

5. Technological Content Knowledge (TCK) comprises
understanding how technology can display information.

6. Technological Pedagogical Knowledge (TPK) involves
understanding how to teach using various technologies
effectively.

7. Technological-Pedagogical-Content-Knowledge
(TPACK) encompasses teachers’ knowledge to integrate
technology into specific subject areas. Therefore, it is
logical to comprehend the intricate interplay among
these three crucial knowledge components (PK, CK,
TK) in terms of teaching subject-specific content using
appropriate pedagogical methods and technologies.

The present study employed the TPACK framework to inves-
tigate how teachers utilized Information and ICT resources
to augment their instruction. It comprises three interde-
pendent knowledge components that synergistically gener-
ate the specific knowledge required for effective teaching.
This study underscores the imperative role of combining
these components in successfully integrating ICT into teach-
ing and learning, which is fundamental for developing and
delivering quality subject lessons. Given its significance,
teachers should become familiar with the TPACK frame-
work, as it can help them design and deliver meaningful
technology-enhanced lessons [59].

The TPACK framework offers a more extensive and com-
prehensive approach to partially addressing the limitations of
the SAMR model. The SAMR model is a descriptive tool for
illustrating that digital technologies can elevate pedagogy by
either enhancing it through substitution and augmentation or
transforming it through modification and redefinition [63].
Schools and teacher training programs have largely embraced
SAMR as a practical model for indicating the status of ICT
development. While the SAMR model may be helpful for
pre-service and in-service teachers by offering descriptive
‘‘aim points’’ to evolve their practice, it lacks concrete exam-
ples of the methods that might represent each stage or way of

moving through the steps. It does not explicitly account for
the supporting and necessary pedagogical, technological, and
learning design changes. Even though it may be appealing
due to its simplicity, SAMRonly describes the different levels
of subject-based technology integration. It reflects a limited
understanding of what teacher education students need to
know to develop the more all-encompassing and comprehen-
sive set of skills required by an expanded view of digital
competence. The Teacher Digital Competency (TDC) frame-
work builds on TPACK and SAMR by targeting the skills
and capabilities necessary to integrate digital resources into
subject learning. Technical competence refers to a complete
understanding of the operational mechanics of various digital
technologies, such as mobile devices, apps, and network
services. In contrast, technological competence focuses on
the theoretical aspects of digital technologies, including their
potential role in teaching and learning, as well as knowl-
edge of the reasoning behind their inclusion in educational
environments [60].

Large scale effort of the educational environment is the
OpenSciEd framework. It is an effort aimed at broad imple-
mentation of the vision of the Framework for K-12 Science
Education and the Next Generation Science Standards across
the United States. This initiative is based on the premise that
high-quality instructional materials can significantly impact
science teaching and learning on a scale. In addition to
accomplishing this objective project is collaboratively devel-
oping instructional materials for middle school science that
promote the necessary practice shifts required to attain the
outcomes mandated by the Framework for K-12 Science
Education and the Next Generation Science Standards [57].
Another K-12 framework is The Digital Learning Implemen-
tation Framework for Education (D-LIFE). D-LIFE offers
a framework for K-12 educational leaders to establish and
assess the capacity for digital-age education in their schools
by identifying critical criteria for digital learning. D-LIFE
provides a holistic guide to inform school planning and an
assessment tool for evaluating school capacity for learning.
D-LIFE serves as a basis for K-12 education, allowing for
the creation of additional evaluation tools, informing leader-
ship training, and shaping International Baccalaureate (IB)
Standards and Practices [62].
The study emphasizes school’s need for a clear frame-

work when setting up their digital institutions. It suggests
a digital framework for schools to use when implementing
educational technology tools andmethods to profit from tech-
nological advancements. There are numerous technological
instruments available to support the digital transformation of
schools. Managing various components of school digitaliza-
tion begins with policymakers and educators becoming aware
of learning management systems to create individualized
learning routes for students. Schools should know how to use
teaching methods that adapt to the demands and expectations
of digital learners while also changing the role of teachers.
To cut costs, they want to use the most effective technological
applications. Results in the context allow for the proposal of a
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framework to direct the transformation of traditional schools
into digital schools. This concept relies on developing digital
resources and skills, learner motivations and potentials, social
awareness, and parental awareness as four interrelated fun-
damental aspects required to achieve digital transformation
successfully [64].

Acquiring digital transformation successfully, traditional
schools need to become digital-based schools. The innovative
digital school model (IDI school model) is an approach that
provides both a research framework and a research-based
model for schools to evaluate their practices with digital tech-
nologies. This model incorporates prior research on school
improvement, innovation creation, and digital technology in
education, considering learning as knowledge creation and
digital technologies as a particular case of innovation. The
model defines six key elements that describe an innovative
digital school, including visions of the school, leadership,
teaching community practices, pedagogical practices, school-
level knowledge practices, and digital resources. The most
effective schools regularly assess their practices and strive
to enhance their approaches. The innovative digital school
model is invaluable for schools and researchers [58].

According to a recent academic inquiry, the school prin-
cipal’s role in effecting changes in secondary education
cannot be underestimated. In addition to the implementa-
tion of technology, developing teacher potential in teaching,
and student’s ability to use technology devices in learn-
ing, the role of the principal is to focus as a policy maker
in transforming teaching and learning activities in school.
Principal’s perceptions regarding contextual factors and their
pedagogical leadership in driving innovative transforma-
tion in education. Educational Digital Resources (EDRs)
model is recognized as an essential resource for educational
changes in the emerging knowledge society. Comprehend-
ing the factors influencing principal’s decisions concern-
ing digital content integration is crucial. Understanding this
will significantly affect education policy and school lead-
ership practices [45]. The findings of this study shed light
on the principal’s e-leadership as the primary transforma-
tion channel and the cornerstone of ICT transformation in
a centralized educational system. As a result, the study
advances knowledge of the essential element that will enable
K–12 ICT transformation. The study also identified a more
complex ICT transformation mechanism at various educa-
tional levels. A fine-grained analysis of other sub-factors,
such as infrastructure, school culture, planning strategies,
professional development, teacher ICT efficacy, and ICT
integration competence, deserves further study given the
complex influences of organizational and personal factors on
teaching and learning change across primary and secondary
schools [65].

Across science, technology, engineering, and mathematics
(STEM) learning environments in secondary schools, the
study literature strengthens the pedagogical framework for
STEM learning environments, which includes the following
types of design principles [61]:

1. General concepts.
2. Cross-curricular skills.
3. Teaching and learning methods.
4. Socio-emotional considerations.
5. Educational compatibility.
The study’s design principles were applied to creating a
hybrid (virtual, physical, formal, non-formal, and informal)
STEM environment.

For student performance improvement in a digitized learn-
ing environment, digital competency skills are required. The
DigComp framework, aimed at fostering and comprehend-
ing digital competence in Europe, is a significant policy
that has been instrumental in shaping European education.
The framework offers a comprehensive breakdown of digital
competence, broadly categorized into five areas. They are
information, communication, content creation, safety, and
problem-solving. Each area is associated with a range of
practical competencies to enhance learners’ skills [66].

We also highlight the state of digital literacy and the
prevalence of digital culture in Saudi Arabia as aspects of
digital competencies. The study briefly overviews teacher
digital literacy and development before, during, and after
COVID-19. Within Saudi digital growth, measures taken
after 2020 and lessons learned from the crisis are also
discussed. The National e-Learning Center’s (NELC’s)
Future eLearning Action Framework has identified major
innovative movements to promote a digitalized philos-
ophy that can reshape the possibilities for the future.
The framework comprises ten strategies, including the
following [67]:
1. Encourage innovation in online teaching and learning

and foster a culture of innovation among administrators,
teachers, and students.

2. Ensure that physical devices and teacher training
resources are distributed equitably across urban and rural
schools.

3. Provide incentives and compensation for teacher train-
ing and professional development related to online
instruction.

4. Develop and implement policies and processes at
the national and local levels that promote interac-
tions in online classes and ensure opportunities for
teacher-to-student and student-to-student interactions.

5. Review quality standards shared by international online
learning experts, groups, and organizations and cus-
tomize them according to national and local needs.

6. Increase the motivation and incentives for innovation
among administrators, staff, and teachers.

7. Implement best practices identified by online learning
experts to ensure the quality of online learning by basing
benchmarks on these best practices.

8. Encourage teachers to be more innovative in their
pedagogical or technological approaches, creating a
supportive climate and culture for teacher innovation
and encouraging them to innovate their instructional
designs.
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9. Establish a teacher-learning community program to
develop the capacity for online learning tools and
innovative pedagogical approaches.

10. Develop technology-facilitated, web-mediated guidance
and instruction programs to integrate relevant prin-
ciples into meaningful and sustained online learning
experiences.

Overall, applying assessment frameworks or models facil-
itates the ability of schools to evaluate their current digital
proficiency and identify areas that require enhancement. The
developed framework and toolset assist educational institu-
tions in assessing, promoting, and integrating digital tech-
nologies into their teaching, learning, and organizational
practices [50].

4) RQ 4. HOW TO IMPLEMENT DIGITAL TRANSFORMATION
IN SECONDARY SCHOOLS?
Implementing digital transformation in secondary schools
requires a comprehensive approach that involves a range of
stakeholders, including school administrators, school princi-
pals, teachers, students, parents, and IT professionals. The
following are a few contributions summarized to implement
digital transformation in secondary schools.
1. Develop digital school leadership: to examine the strategic

impact of school principal leadership within the educa-
tional context. They provide a reliable tool for school
principals to interact effectively with teachers and other
stakeholders, including policymakers, in determining var-
ious priorities that must consider when implementing
technology in the learning process in the classroom [40],
[41], [42], [43], [44], [45], [46], [47], [48], [49], [52].

2. Develop digital transformation strategies: these strategies
should clearly define the goals and objectives of the
transformation, identify the key stakeholders involved,
and establish a timeline for implementation. Additionally,
the strategy should include an evaluation of the school’s
existing IT infrastructure and identify any required
upgrades [11], [12], [45], [46], [49], [51], [56], [57].

3. Provide adequate training for teachers and staff: teach-
ers and staff should be trained in using technology and
incorporating it into their teaching. Staff members should
be prepared to use new technology effectively. It could
include workshops, training sessions, or online courses.
The training should be ongoing as technology continues
to evolve [11], [30], [35], [39], [75].

4. Invest in technology: in support their digital transforma-
tion strategy, schools are encouraged to make investments
in technology such as laptops or tablets for students,
interactive whiteboards for classrooms, and software to
facilitate the management of digital assignments and
assessments [8], [46], [51], [53], [64], [69], [70], [72],
[73], [76], [77], [78], [79], [81], [82], [84], [88].

5. Implement digital assessments: involving teachers, stu-
dents, and stakeholders in the process of digital
transformation is essential. To ensure their engagement,
conducting surveys could be a valuable approach to gather

their opinions on the preferred types of technology to be
integrated into the classroom and how they want to utilize
them [13], [29], [31], [33], [54], [55], [85].

6. Develop a digital citizenship program: as technol-
ogy use becomes more prevalent, students must learn
about responsible digital conduct. Therefore, schools
should establish a digital citizenship initiative that
instructs students on online safety measures, safeguard-
ing their privacy, and utilizing technology ethically and
responsibly [28], [32], [45], [66], [80].

7. Monitor and evaluate progress: to ensure the success of
digital transformation in schools, ongoing monitoring and
evaluation of its progress are essential. It includes careful
tracking of the implementation and usage of technology
in the classroom, assessing student performance on dig-
ital assessments, and seeking feedback from teachers,
students, and parents to refine and improve the process
continually [13], [50], [58], [59], [62], [68], [86].

Secondary schools can successfully adopt digital transforma-
tion by using these strategies to make learning more effective
and engaging for their students.

III. DISCUSSION AND LIMITATIONS
A. DISCUSSION
The challenges in implementing digital transformation in
secondary schools based on SLR results of 65 selected
articles it can be concluded that: (1) poor internet infras-
tructure, insufficient teacher training, disrupted information
flow, uncomfortable home learning environments, uneven
access to resources, and differing levels of academic profi-
ciency [30], [38], [85]; (2) insufficient digital competencies
among educators regarding of their knowledge and skills
related to digital transformation [11], [67]; (3) integrating
available technology into teaching practices poses several
challenges for educators [29], [39], [53]; (4) progress has
yet to be observed in addressing the emotional and moti-
vational challenges teachers face or upgrading the digital
infrastructure in schools. These various approaches and con-
cepts underscore the difficulty of school improvement, espe-
cially in digital transformation, while emphasizing the critical
need for ongoing digital advancement [34]; (5) preparing the
next generation for diverse job markets and social structures
necessitates not only the incorporation of technology but also
a restructuring of school curricula and a transformation of
the broader teaching and learning culture [44]; (6) aligning
education with the demands of a digital society [45]; (7) the
lack of a detailed model that outlines the specific require-
ments for using computers in education according to grade,
subject, and context results in tangible improvements in learn-
ing outcomes. It is essential for these educational models
not only to address the necessary hardware and software but
also to include adequate training and support activities for
teachers to adopt them effectively [56]; and (8) limited use of
technology, teacher resistance to using ICTs for professional
purposes, insufficient stakeholder involvement in promoting
innovation within schools, a lack of vision or strategy for ICT

VOLUME 11, 2023 90471



T. M. Yuliandari et al.: Digital Transformation in Secondary Schools: A SLR

implementation in some institutions, technical difficulties
associated with using ICTs, and the presence of digital tools
in a school does not guarantee their usage by teachers. Other
barriers to ICT integration include a lack of leadership and
a shared vision for digital innovation, inadequate assessment
and intervention to facilitate ICT integration, and a lack of
shared understanding among school personnel regarding the
role of ICTs in curriculum implementation [51].

Developing effective methods are imperative to address the
challenges faced when implementing digital transformation
in high schools. Strategies are necessary to encounter the
specific challenges that arise during this process, including:
(1) the process of digital transformation has the potential
to offer important lessons to decision-makers in the field of
education who are preparing to undertake their digital trans-
formation efforts [49]; (2) government’s sustained efforts
to allocate sufficient resources and support the digitalized
education system, the crucial aspect of the matter is the
progress and advancements made by school leaders. Previous
studies have established a link between the efficacy of ICT
implementation in schools and the technology leadership
demonstrated by principals. The effectiveness of integrating
technology in school’s depend on the quality of guidance
and leadership provided by principals, as it directly impacts
the extent to which teachers fully utilize ICT [46], [51];
(3) educational policies for digital transformation should
encompass school principals, considering contextual factors
such as school size, complexity, and digital culture, as well as
principal’s age, teaching, and leadership experience. Princi-
pal’s leadership in promoting digital culture transformation
should not rely on their authority or bureaucratic influ-
ence alone [45]; (4) integrating e-tutoring programs on a
global scale is essential to improving digital transformation
in educational systems [12], [56]; (5) implementing 21st
century teaching methodologies and skills requires incor-
porating digital tools to foster creativity, critical thinking,
and problem-solving abilities among learners. The curricu-
lum should promote digital competence readiness, focusing
on planning learner-centered engagements. Teachers should
receive training to enhance their self-awareness for learner-
centered active learning and support them to act as change
agents. School-based management should receive training
to facilitate reforms while encouraging bottom-up school-
invocation actions. Defining the role of technology in the cur-
riculum is essential, along with the promotion of innovative
pedagogies [51]; (6) technology integration in education is
anticipated to mitigate the challenges posed by the wider dig-
ital transformation in society and promote the development
of digital literacy. Studies indicate that there may be a cor-
relation between school development goals, leadership prac-
tices, and the degree of technology integration achieved [44];
and (7) identify the needs of stakeholders and incorporate
them into a new organizational strategy, which can provide
valuable evidence and insights to enhance the rationale for
transformation. In education, for instance, teachers’ mobile
and hybrid learning needs encompass their confidence in

using technology, integrating it into pedagogical practices,
and personal support in using technology. Consulting orga-
nizations, policymakers, and influential organizations can
offer valuable guidance to develop an effective strategy for
DT in education. Adopting a DT strategy allows education
systems and school leaders to obtain a roadmap that facilitates
technology integration in their practices [11], [49].

The accuracy of the strategy in implementing digital trans-
formation has been proven to transformmost of the education
systems. However, with the development of time, technology
in the education world provides new hope for developing
countries to revitalize and face the challenges of digital
transformation, especially in secondary education. Develop-
ing countries have high expectations for using technology
to drive digital transformation toward economic prosper-
ity [92]. Several developing countries consider digital tech-
nology in education to have interests as follows [93]: (1) to
ensure that every individual has the necessary knowledge,
skills, competencies, and lifelong learning opportunities to
adapt and work in an environment filled with technology;
(2) to enable communities to harness digital technology’s
potential benefits for expanding access to quality education;
and (3) to improve the quality and relevance of lifelong
learning.

Digital technology transformation recommends policies
provided to developing countries to utilize the benefits of the
digital revolution effectively, especially in addressing edu-
cational and pedagogical challenges. Developing countries
also need to develop comprehensive digital-based education
strategies to shape the digital education agenda in their coun-
try. Despite the varying levels of technological proficiency
or familiarity with digital learning approaches, all instructors
were expected to adapt promptly to virtual platforms and
novel pedagogical strategies, even during regular hours. The
sudden and prolonged lockdown has resulted in a new normal
with a heightened digital emphasis. For example, a signif-
icant proportion of the Indian populace remains uncertain
due to their lack of access to technology and dependable
internet connectivity. As society transitions towards a digital
world, these individuals fall behind and suffer setbacks [30].
The transformation of virtual classes in digital platforms is
necessary because it poses a significant challenge in devel-
oping countries where information infrastructure for remote
learning is inadequate [70].
Developed countries are undergoing significant changes in

information technology and acquiring the necessary knowl-
edge to manage it. The growth of the Online Service Index
(OSI) and the adjusted ICT Development Index (IDI_adj)
- which describe the quality of access to public online ser-
vices and the level of ICT development in developed coun-
tries - has led to a cumulative real per capita GDP growth
of almost 0.55%. Although this is sufficient to cover the
potential for new progressive innovation, more straightfor-
ward and user-friendly technology will be the primary driver
of growth in the digitalization framework. The transformation
of information technology positively impacts the well-being
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of developed countries nowadays [94]. The economic bene-
fits of integrating digital technology into the education system
are considerable, as it increases GDP growth and employment
opportunities. It is because digitalization enhances worker
productivity and improves education quality worldwide [54].

B. LIMITATIONS
Digital transformation has become a driving force to improve
the quality of education in developed and developing coun-
tries. In addition, our study findings indicate that (RQ1) the
state-of-the-art research on DT in secondary schools is lim-
ited between 2012-2023. Additionally, (RQ2) we identified
significant indicators for implementing digital transforma-
tion in secondary schools solely based on the full reading
of selected literature without any systematic basis or addi-
tional literature. Thus, (RQ3) as a result of our investigation,
the standard model or framework developed by previous
researchers needs to be more comprehensive to be used
by all secondary schools worldwide, as it depends on each
school’s unique needs. Henceforth, there is no one-size-fits-
all approach. Finally, in (RQ4), based on the selected litera-
ture, our suggestion is a stepwise strategy for implementing
digital transformation in secondary schools. This strategy
is expected to successfully adopt digital transformation to
make learning more effective, efficient, and enjoyable for all
stakeholders involved in teaching and learning.

Furthermore, a systematic literature review identified an
opportunity (RQ3) to develop a standardized model or
framework specifically designed for secondary schools. It is
necessary because existing models and frameworks only
accommodate some of the needs of secondary schools due to
their unique characteristics. Therefore, a specializedmodel or
framework is required. The study reveals certain constraints
in the proposed framework. Firstly, the framework needs
to consider the potential advantages of digitizing schools.
Secondly, it restricts the interconnectedness between its pri-
mary dimensions, presenting transformational modifications
as unidirectional changes for clarity. Thirdly, the framework’s
social and parental consciousness component, which is piv-
otal for evaluating the effectiveness of transformative alter-
ations for educational transformation, suffers from variations
in quality and quantity [64]. Therefore, in-depth research is
necessary to enhance existing models or frameworks to create
a comprehensive model or framework.

This article needs to address the challenges encountered
while implementing digital transformation extensively. Some
obstacles were identified, including the need for more skilled
human resources, inadequate financial resources, insufficient
IT equipment, the absence of standardized digital policies,
and limited involvement of school principals in shaping dig-
ital policies. Despite our best-efforts figure, our analysis of
studies for implementing digital transformation in secondary
schools contains various flaws and potential weaknesses that
could compromise its reliability. One such restriction is the
limited number of 65 articles that matched our inclusion
criteria. As a result, more investigation is required to fully

comprehend the scope and potential of DT in secondary
school. A larger sample size of articles would result in more
specific findings regarding the effects and gap identification,
the immediate impacts of DT implementation in secondary
schools, the importance of technology used, best practices in
DT methodologies, and comprehensive frameworks for DT
assessment in secondary schools. This review does not rule
out the possibility of bias in selecting studies. Not all journal
paper titles were personally read as part of our search pro-
cedure. However, we did not limit our literature review and
instead used several database searches. Potentially relevant
publications were missed due to bias in the database selection
or search strings used. Discrimination in the database selec-
tion or the utilized search terms prevented finding possibly
relevant papers.

IV. CONCLUSION AND FUTURE RESEARCH
A. CONCLUSION
A protocol and review strategy were created to analyze the
textual data, incorporating establishedmethodologies utilized
by previous study. These approaches were utilized to sys-
tematize and structure the information obtained from the
texts systematically and coherently. A systematic literature
review was performed on 65 papers to enhance a better
understanding of digital transformation in secondary schools.
In comparison to previous systematic reviews, this study
makes significant contributions in the following ways:
1. To cover more recent research on digital transformation.
2. To propose innovative research questions, including a

unique discussion on past experiences implementing the
background knowledge required for successful digital
transformation.

3. To present potentially critical topics for a research
roadmap on introducing digital transformation in
secondary schools.
In pursuit of addressing the research questions, RQ1 aimed

to determine the latest advancements in digital transforma-
tion in secondary schools between 2012 to 2023. We found
that the current research focused on the actors and stake-
holders involved in DT and the technologies used. RQ2
focused on identifying critical indicators for researching dig-
ital transformation in secondary schools, which included
school leadership, digital competencies, professional devel-
opment, DT governance, access to technologies, school eval-
uation, and secondary school policy. Meanwhile, answers
to RQ3 revealed nine frameworks and four models applied
to secondary schools in digital transformation. Finally, RQ4
unfolded various strategies for implementing digital trans-
formation in secondary schools, including developing digital
school leadership, developing digital transformation strate-
gies, providing adequate training for teachers and staff,
investing in technology, implementing digital assessments,
creating a digital citizenship program, and monitoring and
evaluating progress.

This review has identified several key areas regarding dig-
ital transformation in secondary schools, following: (1) there
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is a need to define the concept of digital transformation in
this context clearly; (2) fostering the trend topic dialogue
between the communities of secondary schools is crucial
to ensuring the successful implementation of digital trans-
formation initiatives. Creating specific tools for problem
formulation will also aid in this process; (3) gaining a com-
prehensive understanding of effective methods for conduct-
ing digital transformation in secondary schools is essential;
(4) stimulating to create of standard models and frameworks
will ensure consistency and coherence in digital transforma-
tion efforts; and (5) these areas merit further investigation
and development to facilitate successful digital transforma-
tion in secondary schools. The shift towards digital media
in education demands that conventional learning materials be
upgraded to digital alternatives. Additionally, educators must
be proficient in emerging technologies, requiring appropri-
ate training and support. The article highlights training as a
vital tool for overcoming educators’ hesitation in integrating
technology into their teaching practices. Nonetheless, the
substantial time and financial investment required for teacher
training and IT infrastructure upgrades remains the major
obstacle. These factors represent crucial considerations for
institutions embarking on the digital transformation journey.

B. FUTURE RESEARCH
Future research should focus on various aspects of digi-
tal transformation, particularly in secondary schools. This
research should deepen our understanding of problem-
solving processes, analyze the challenges and obstacles that
disrupt successful digital transformation methods, and incor-
porate a wide range of up-to-date research sources from other
various digital libraries.
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