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ABSTRACT Constant connectivity is one of the most challenging requirements modern communication
networks promise to satisfy. 5G and Beyond applications and the proliferation of Internet of Things (IoT)
applications make mobile networks one of the most discussed research topics of the present, while research
is already moving towards the design specifications and development of 6G services and solutions. Using
multi-hop patterns, mobile nodes can move around always maintaining their connectivity in a pervasive
and ubiquitous manner. New possibilities emerge from this progress, whereas long known challenges still
exist and evolve. One of them is the selfishness or unwillingness of some nodes to spend resources to serve
the communication requests of other nodes, not in a malicious but rather in a self-conservative manner.
While intentional misbehavior of nodes is considered a security issue, selfishness is studied separately in
the relevant literature and has attracted a lot of research attention. In this review we attempt to present the
leading research on the detection techniques and the preventive mechanisms employed by previous studies
to address the selfishness problem in mobile ad hoc networks, and to identify the trends during the past
few years, focusing primarily on the routing layer. We follow a systematic methodology to identify, select,
categorize, and analyze the relevant research and we use a concept-centric approach to present the results
forming a comprehensive starting point for future research.

INDEX TERMS Mobile ad hoc networks, routing protocols, next generation networking, mobile commu-

nication, 5G and beyond communications, 6G communications.

I. INTRODUCTION

Initially, Ad hoc Networks were deployed to address emer-
gency situations occurring in areas or during times where
conventional connectivity was limited or unavailable. The
primary objective was to identify swift-to-implement and
reliable communication media to facilitate effective commu-
nication under such circumstances. Under this scope, Ad hoc
Networks [1] were employed. The nodes of an Ad hoc Net-
work formed temporary connections among themselves so
they could utilize the wireless medium in an ad hoc manner
providing connectivity and services, whenever and wherever
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they were needed, and terminate communication afterwards.
They were further improved to be able to communicate even
if some or even all nodes were mobile, forming Mobile Ad
hoc Networks (MANETS).

The routing protocols employed in the deployment and
functioning of wired networks rely on pre-established routing
tables, which are created in advance and persistently main-
tained throughout the network’s lifespan. However, these
routing protocols are not efficient or effective in maintaining
end-to-end connectivity and providing network services in
a fast-changing environment, so new routing protocols were
developed to serve the specific needs of MANETS. A simple
taxonomy of these routing protocols categorized them as
proactive, e.g., Optimized Link State Routing (OLSR) [2],
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and reactive, e.g., Dynamic Source Routing (DSR) [3], while
in some implementations, concepts from both categories were
used, forming hybrid solutions, e.g., Zone Routing Protocol
(ZRP) [4]. In proactive routing protocols, each node forms
and maintains a routing table with the routes to every other
known node in the network, while in reactive routing proto-
cols the route to a node is created only when it is required.
A comprehensive review of routing protocols for MANETS
can be found in [5].

As new technologies were introduced and implemented,
advanced routing solutions were proposed. Routing protocols
evolved trying to overcome specific MANETSs challenges,
forming a set of sub-fields. There have been approaches
that focus on energy efficiency [6], mobility models [7], [8],
security issues [9], various Quality of Service (QoS) param-
eters [10], etc. The literature around the field is vast, and
numerous literature reviews and surveys have been published
focusing on and analyzing one or more of these aspects,
for example [11] surveys energy efficient routing protocols
for MANETSs. A considerable number of research articles
investigates performance evaluations of different MANET
routing protocols, under various assumptions and settings.
For example, in [12], the performance of various routing
protocols is examined when File Transfer Protocol (FTP)
traffic exists in the network, and in [13] the routing protocols
are compared when the MANET is used for video streaming.

In this study, we focus on the selfishness problem, the def-
inition of which we will specifically examine onwards. Then,
we present the various approaches to address the selfishness
problem, briefly explaining each one approach and we focus
on the most recent and important contributions in the field
to identify promising directions and to set a starting point
for future research. We aim to address the following research
questions, concerning the network layer of MANETS:

RQI: How is selfishness in MANETs defined in the litera-
ture, specifically on the network layer?

RQ2: What are the detection techniques and the solutions
proposed to address the selfishness problem in MANETsS,
specifically on the routing layer?

RQ3: Is there a research field shift during the recent years
and towards which direction?

The rest of the study is structured as follows: First,
we present the research methodology we used, and then
we give the definitions that will help the reader go through
the rest of the study having a basic understanding of the
field. We examine the different scopes under which selfish-
ness has been defined in the literature and we categorize
the aspects of selfishness considered by researchers, thus
answering RQ1. Next, we introduce a new taxonomy of the
research approaches to the selfishness problem along with a
concise presentation of them, thus answering RQ2. Through
this process, we identify new concepts that have been intro-
duced and have been applied to the field, thus answering
RQ3. The study is concluded with a critical summary of
the research on this field and potential directions for future
research.
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Il. MOTIVATION AND CONTRIBUTION

Research on routing protocols and selfishness has been exten-
sive and there are numerous research articles on the field. One
of the most popular studies [14] provides a comprehensive
overview of research on selfishness up to 2006. After that,
there have been some interesting studies, however most of
them do not analyze new concepts, but stick to revisiting the
ones presented in [14].

Some of the recent literature reviews, e.g., [15], [16], are
mostly focused on the early proposed methods, and fail to col-
lect, categorize, and analyze new research. Additionally, they
do not employ a systematic way to collect, select and analyze
the literature, thus failing to capture the whole research field.
This review comes to cover this gap using a comprehensive
and systematic methodology for collecting, selecting, and
analyzing the literature. Furthermore, many of the existing
reviews and surveys, e.g., [17], [18] just provide a list of rele-
vant research and briefly discuss the topic of each article in a
paragraph at a time. Although this type of reviews and surveys
is easier to conduct, their usefulness is limited. We refrain
from that type of review, as we aim at concept-centric and
not article-centric analysis. We do not analyze explicitly the
methods proposed by each one article, instead we examine
the field, we identify the main concepts behind each group
of proposed methods, and we discuss them focusing on their
features and challenges.

Finally, previous research [15], [16], [17], [18] groups
the detection and prevention methods employed to address
the selfishness problem, using the characterization given by
their authors either as reputation-based, credit-based, etc.
We attempt a different taxonomy, based on the concept these
methods employ, which we will present at the respective
section of this paper. For each proposed method, we record
the concepts utilized using the proposed taxonomy.

The main contributions of this review are as follows:

« It provides a categorical approach to the definition of
selfishness, facilitating the understanding of the concept.

« It introduces a modular taxonomy accompanied with a
comprehensive collection and summary of the research
approaches on the prevention, detection, evaluation, and
reaction methods of selfishness in MANETS.

« It examines the state-of-the-art research in the field and
gives research directions by identifying the research
trends.

However, this review does not provide detailed analysis of
each method and research paper considered, as this would
resultin a lengthy article with no added information provided.
The reader is encouraged to refer to the original papers cited
in this work to acquire detailed descriptions and operation
explanation of each method.

Ill. REVIEW METHODOLOGY

The methodology used to conduct this review is based on
the one proposed by Webster and Watson in [19], com-
bined with some of the guidelines provided by the PRISMA
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TABLE 1. Inclusion and exclusion criteria.

Inclusion Exclusion

Studies on mobile ad hoc
networks

Studies that consider the
network layer

Studies on other types of networks.

Studies that do not consider the network
layer (e.g., they study selfishness in the
application layer)

Studies that consider only malicious
nodes (e.g., security-oriented)

Studies that consider
selfish nodes and/or other
nodes

Original research papers Technical reports, review, or survey
papers

Studies written in other languages
Non-published studies that were found

online

Studies written in English
Studies included in major
scientific databases

statement [20] and some guidelines given by Kitchenham
in [21]. As suggested in [19], to form a comprehensive lit-
erature review we focus on concepts and use an appropriate
organizing framework to synthesize and present the literature.
We define the concept outline for selfishness, and we adopt
a systematic search among the published work. Focusing on
the concepts we attempt to present a review of the relevant
literature, using the provided checklists and flow diagrams
given in [20]. Using the research questions proposed in [21],
we guide the process and assess our results.

An important limitation of this work is the inability to
retrieve some articles that seem relevant to our topic because
they are unavailable online, and despite our efforts it was
not possible to retrieve them. These articles were either older
publications or published in non-indexed and low-quality
publications. However, these articles are a minority, and do
not alter the results of this study. Usually, high impact and
quality publications tend to be under an open-access policy
or by reputable publishers or available through university
subscriptions, therefore they are easy to access.

A. SEARCH STRATEGY

To collect the relevant literature, we performed a thorough
search among the most popular scientific literature databases,
using appropriate keywords. The search was conducted on
the databases of IEEE Xplore, Scopus, and Google Scholar,
using the keywords MANET, selfish, selfishness, selfish
node, detection, routing, and various combinations of them.
The results spanned from the year 2000 up until the end of
2022 and included a diverse collection of journal articles and
conference publications. We examined the references of these
items to ensure that all the important articles were included
in the results. After elimination of the duplicates, a collection
of 233 articles was gathered.

B. STUDY SELECTION AND ASSESSMENT CRITERIA

We went through each article and noted the title, key-
words, abstract and publication discipline, deciding whether
to include or exclude it, using the inclusion and exclusion
criteria mentioned in Table 1.
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First, we read the title and through the abstract of
each paper and identified the main topic of each article.
We included studies concerning routing in MANETSs with
selfish nodes and we excluded articles that examine methods
applied to other types of networks (e.g., infrastructure-based
networks), studied selfishness in other layers than the routing
layer or approached networks under a security perspective,
that aimed to identify malicious nodes and suppress attacks.
Articles that examined the security perspective were the
harder to distinguish as selfishness has been addressed to as
a security issue by many researchers. However, since selfish
behavior is not intentional and selfish nodes do not actively
try to harm the network performance, we believe that selfish-
ness has to be examined separately. When the article’s main
theme was about authentication schemes, public and pri-
vate keys or specifically considered “‘attacks”, “intruders”,
“anomaly detection”, or “intrusion detection”, we excluded
it as security oriented. Additionally, this study contains only
original work articles, whereas technical reports, surveys and
review papers were excluded. Finally, some works that were
presented first in a conference were excluded if there was a
follow-up publication with more complete results by the same
authors. Apart from these criteria, we had to exclude some
items of low quality, not innovative or irrelevant to the field,
or written in other languages than English. Concluding this
procedure, the final list consists of 38 articles.

C. DATA EXTRACTION AND SYNTHESIS
As our motivation is to examine the field concept-wise
and also to identify the trends of the research in the field,
we examined the research articles in a chronological order.
The early research articles were examined to extract and
identify the main concepts and early methods and the more
recent research articles to focus on the recent developments
in the field. Having followed the evolution of this field for
a long time, we believe that the novel solutions which have
been proposed due to the newly employed technologies, have
formed a shift of the research field towards another direction
in comparison to the earlier proposed methods. Therefore,
we went through these items to identify the most promi-
nent research articles and the concepts in them and then
we grouped conceptually related approaches. Using concept
matrices, we analyzed, coded, and synthesized the literature.
In the next section, we present the results of this procedure.
Since the literature is so extensive, we had to form a
framework under which the literature would be compiled.
Figure 1 illustrates the compiled data for each of the acquired
items.

1) PUBLICATION CHARACTERISTICS

We collected data about the year and the type of the publi-
cation of each article. Thus, we were able to record when
each method was proposed and compare the utilization of
each method through time. The recording of the type of
publication is additional information, as methods are usually
first introduced in conferences and later, they are thoroughly
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FIGURE 1. Publication features compiled from each item retrieved during the search.

explained and presented in journal publications. Using this
data, we were able to outline the evolution of the research of
the field through time.

2) METHOD CHARACTERISTICS

The collection and presentation of the method characteris-
tics comprises the main objective of this review. We col-
lected specific information of each proposed method, and
we grouped them conceptually. We recorded the definition
of selfishness that each proposed method uses, the special
characteristics of the proposed methods in terms of detection
and prevention of selfishness, the routing protocol that was
modified, if so, and the need for special packets or equipment,
if any.

3) EVALUATION CHARACTERISTICS

Data about the characteristics of the evaluation of the methods
was also collected. We recorded the tools and the metrics
that were used to evaluate the performance of each proposed
method. Most of the proposed methods use common metrics
for network performance evaluation, while the tools are in
most cases open-source network simulators.

IV. DEFINITIONS

In this section, we present a summary of the basic definitions,
and we discuss the definition of selfishness in the context of
wireless networks throughout literature. Thus, we specifically
define our field of study and the scope of this review, whereas
addressing the RQI.
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A. BASIC DEFINITIONS
An ad-hoc network is a network that is formed without the
need for any pre-existing infrastructure. The nodes, besides
using the network that is formed by their peers, function
as routers to find data delivery paths and as relay nodes to
forward data to other nodes. They use the wireless medium
and utilize routing protocols to route data between them-
selves. When the nodes of the ad hoc network are mobile,
the network is called a Mobile Ad hoc Network (MANET).
Subcategories of MANETS are considered by defining spe-
cific characteristics, for example, a MANET that is formed
by vehicles is a Vehicular Ad hoc Network (VANET) [22].
A network that consists of Flying nodes is a Flying Ad
hoc Network (FANET) [23]. In case the time frame for the
delivery of the packets is unrestricted and the packets are
stored by the nodes and are delivered when the nodes have
the opportunity, which is commonly addressed in VANETS
and FANETS, the network is called Delay Tolerant Network
(DTN) [24], a subcategory of which is Opportunistic Network
(OppNet) [25]. A network that consists of devices whose
mere purpose is to monitor one or more specific parameters
(usually environmental) is called a Wireless Sensor Net-
work (WSN) [26]. This type of network evolved partially to
Internet of Things (IoT), which is also a particularly impor-
tant variation of networks that already has a wide range of
applications and is expected to be even more used in 6G
networks [27]. All these networks are extensions of MANET'Ss
and the features and challenges of MANETS operation apply
to all of them, whereas each of these networks has its own
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additional features and challenges. For example, VANETS
are expected to follow specific routes and FANETSs have a
3-dimensional area of movement.

Each device that can connect to the network is called a
node. The nodes in an ad-hoc network communicate in a
multi-hop manner, and the routing protocols that are designed
specifically for MANETS consider nodes as fully cooperative.
A mobile node usually is of small size and therefore has
low processing capabilities, low energy capacity, specific and
low transmission range, and in many cases low bandwidth is
available to them.

A node that needs to send data to another node is the
source node and the receiver node is the destination node.
The intermediate nodes between them that are used to forward
the packets in a multi-hop pattern are called relay nodes.
When two nodes reside in each other’s transmission range
they are called neighbors. All nodes that reside inside the
transmission range of a node are called its neighborhood.

A normal node is a node that is fully cooperative, forwards
every packet it receives, and provides truthful information
to the routing protocol and other nodes. A selfish node is a
node without malicious intent. That means it does not aim to
harm the network, instead, its actions (or the absence of them)
are taken to serve its own communication needs without
sacrificing its resources to serve the needs of other nodes that
belong to the network.

A malicious node is a node that aims to harm the network
performance and it deliberately acts towards that aim. The
motive of these actions is not to benefit itself but to harm
the network even if that means it will also harm itself in
the process. The actions of a malicious node are considered
security attacks and are out of the scope of this work. How-
ever, since some of the approaches that we examine, either do
not distinguish the difference between malicious and selfish
nodes or they examine both behaviors in their study, we refer
to some of them, too.

MANET routing protocols use several types of control
packets for routing purposes. The most commonly used are:

o« HELLO - it is transmitted periodically to notify the
neighbors of a node of its presence. It can contain various
information that has to be known to the neighbors of the
node.

« Route Request (RREQ) — It is broadcasted by a source
node that needs to reach a destination node and it
searches for a path towards it.

« Route Reply (RREP) — It is sent back to the source node
when a route to the destination node is found.

¢ Route Error (RERR) — It is broadcasted when an error
occurs through an established route.

These control packets can be modified accordingly to serve
the needs of newly designed routing protocols, whereas other
routing protocols introduce arbitrarily designed control pack-
ets to serve their needs and carry extra information that
facilitates their operation.

VOLUME 11, 2023

B. SELFISHNESS DEFINITION

Selfishness has been studied extensively since routing misbe-
havior was observed in networks. Researchers have attempted
to model selfish nodes under different scopes, with similari-
ties and differences between their definitions. In this section,
we summarize definitions of selfishness as presented by var-
ious researchers and we categorize the way selfishness is
defined, thus replying to the RQ1.

As Marti et al. [28] pointed out, misbehaving nodes are
nodes that agree at first to forward packets for other nodes,
but at the end fail to accomplish that, for various reasons,
such as overloading, selfishness, maliciousness, or operation
failure. Michiardi and Molva [29] defined two types of selfish
behavior that defer in whether the nodes participate or do not
participate in routing procedures of the routing protocol; but
in both cases they do not forward data packets for other nodes.
They also define a third type that falls back into one of the two
categories depending on its residual energy.

Selfishness is a deliberate action but not with malicious
intent, while overloading and operation failure are unin-
tentional actions. The result, however, of all these types
of misbehavior is the degradation of network performance.
Security-oriented solutions aim to detect and eliminate mali-
cious attacks, congestion control and fairness algorithms
target to solve overloading issues, and operation failure can
be minimized during the processes of design and implemen-
tation of the devices. Research about selfishness aims to
distinguish selfishness from the other types of misbehavior
and propose solutions to minimize its impact on network
performance.

Selfishness can be defined depending on the way the selfish
node expresses it. In Fig. 2, a summary of the diverse ways
selfishness is considered in MANETS is depicted. Various
combinations of these features have been considered until
now, extending or limiting the definitions of Marti et al. [28]
or Michiardi and Molva [29].

Selfishness can occur due to many reasons, with a variety
of effects on network performance. However, in most cases
nodes do not become arbitrarily selfish, instead, there must
exist specific conditions under which the selfish behavior
is observed. In some studies selfishness, once expressed,
became a permanent behavior for the node, while in other
studies the nodes stopped being selfish after the conditions
that triggered selfishness were eliminated, for example, if the
node recovered some energy. Most methods though, consider
selfishness as a permanent behavior of the nodes and once
the node has been labeled as selfish, they exclude it per-
manently from all network operations and isolate it by not
allowing it to send its packets through the other nodes of the
network.

Although all nodes can become selfish, in most cases self-
ish behavior is observed in only some of the nodes comprising
the network. If all nodes are selfish, then there can be no
multi-hop operation of the network and only direct commu-
nication is possible. However, even when a small number of
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FIGURE 2. Aspects of selfishness definition.

the nodes is selfish, the network can become partitioned, and
its performance can be greatly affected.

Depending on the routing protocol employed, selfish nodes
can be characterized as such according to the routing protocol
operations they participate in. For example, when DSR is
employed, a type of selfish nodes participates in the route dis-
covery and route maintenance processes but abstain from the
data forwarding process when they are selected into a routing
path. This could happen always, or under some conditions.
In [30] the behavior where a node replies to route requests
but then drops the packets routed through it, is referred to as
misleading.

There is also the case where a node modifies its behav-
ior depending on the source or the destination node of the
received packet. For example, a node that receives a packet
from a node that has a specific role in the network, e.g., cluster
head or administration node will always forward it, or when
it receives a packet for a node that is flagged as selfish or
malicious, it will always drop it.

The results of selfishness can vary from slight degradation
in network performance and reduced data availability and
throughput, to decreased network lifetime and eventually to
the total collapse of the network. The proposed approaches
try to alleviate these results, and some approaches manage to
accomplish their purpose quite successfully, keeping selfish
behavior of the nodes under control or even in some cases
use it to benefit the network operation. In the next section,
we examine the different methods that have been proposed
for this purpose.

The impact of selfishness on network performance has
been investigated in various works, either independently, or as
a means of comparison after employing a new detection and
prevention or punishment scheme. In [31], the impact of self-
ishness is investigated, setting different behaviors to nodes
according to their residual energy that vary from altruistic
to entirely selfish behavior. In [32], the impact of selfish-
ness is investigated considering both static and dynamic
scenarios. Authors observe four parameters that can impact
the network performance and examine them with respect
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to packet delivery ratio, end-to-end delay, throughput, and
energy consumption. In [33], the impact of the spatial con-
centration of selfish nodes in MANETS is investigated.

V. METHODS TO DEAL WITH SELFISHNESS

In this section, we attempt to answer RQ2, by outlining the
various techniques and solutions proposed to address the self-
ishness problem in MANETS focusing on the network layer.
We attempt to categorize the various approaches and present
some of the prominent ones from each category. While our
attempt might not be exhaustive, we believe it contains the
most representative contributions to the field and can be used
to understand the main features and challenges of each group
of approaches and set the starting point for future research.

The most common taxonomy of articles that consider
selfishness in any of its aspects categorizes the methods
or approaches as reputation-based, credit-based, trust-based,
game-theoretic, etc. We propose a new taxonomy to depict the
field. We focus on the operation objectives of each research
approach, and we use reputation, credits, trust, or tokens as a
metric to measure the behavior of each node or to give incen-
tives, and not to define the approach. We define three cate-
gories of approaches, depending on the operation objective
of each research approach. All the described methods lever-
age reputation, credits, trust, or tokens, in conjunction with
other available parameters (which will be discussed later),
to facilitate their operations and decision-making processes.
These methods also consider node-specific parameters such
as residual battery and network-related parameters such as
network density, which define the node’s behavior and the
overall network characteristics.

The first category considers the prevention methods. These
are mechanisms that are employed and integrated into the
routing protocol before any selfishness has even appeared
in the network. They provide incentives to the nodes enter-
ing the network to prevent them from behaving selfishly,
but in most cases luck punitive processes for the non-
cooperative ones. In this same category belong the cooper-
ation enforcement methods, that not only provide incentives,
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FIGURE 3. Modular taxonomy of main approaches to the selfishness problem in MANETs.

but also enforce nodes to cooperate by forcing rules that make
non-cooperative behavior damaging to the selfish node. In the
same category there are auction systems and coalition forma-
tion systems. These usually use game theoretic approaches to
maximize utility and to form beneficial groups to optimize
network performance respectively.

The second category, which is the most complex one,
contains the modules for the detection and evaluation of self-
ishness in a MANET. The evaluation module is the method
of calculation of the selfishness of each node, considering the
metrics and the network parameters and the detection module
is the way that metrics are collected, stored, disseminated, and
utilized to define whether a node is selfish or not. These two
modules act together and that is the reason that we examine
them in the same category.

Finally, there is the reaction category, where there are mod-
ules that decide the actions against selfish nodes and perform
them. It is decided whether the node should be punished for
selfish behavior, for example whether it should be isolated
from the network permanently or for a specific amount of
time. In this category, cooperation enforcement preventive
approaches can also be used. However, as most approaches
have been developed after security-oriented approaches in the
field, in most cases the selfish nodes are permanently isolated
from all network operations.

In Fig. 3, a graphical representation of the above taxonomy
is presented with some of the most cruci9al elements for each
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category. In Table 2, the collected articles are listed. For each
article we have extracted the approach used in each category.
The articles are in chronological order to depict the evolution
of the research field.

A. METRICS

The performance of a MANET can be measured using QoS
metrics, such as Packet Delivery Ratio (PDR), End-to-End
Delay (EED), and Throughput. These metrics provide infor-
mation about the network operation in total, and not infor-
mation about the interaction between nodes in terms of data
transmission through the network in a multi-hop manner.

To retrieve information about each node and the interaction
between them, the methods that deal with selfishness define
special metrics. Moreover, other metrics can be embedded
into the routing protocols to allow the nodes to modify
their behavior. Each node has specific characteristics, such
as residual battery, transmission range, speed of movement,
mobility model, number of neighbors etc., whereas the net-
work can be sparse or dense, use a specific routing protocol,
channel of communication, transfer specific data such as
video or aggregated sensor data etc. Some approaches con-
sider metrics from other layers, such as MAC layer queue
length, forming cross-layer solutions.

To deal with selfishness, the routing protocols are modified
accordingly and can consider various metrics for routing
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TABLE 2. Methods to deal with selfishness and features.

Study Metric Detection Evaluation Reaction Comments on the method Year
Marti et al. [28] Reputation Watchdog Pathrater Exclusion from  Cooperation is rewarded. Selfish nodes 2000
routing paths. face no consequences for their
misbehavior. Instead, by being excluded
from the routing paths they have less
traffic to handle.
Buttyan et al. [42] Credits Nugget Count Nugget count Packets withno A secure tamper-proof module must be 2000
(Nuglets) (Nuglets) nuglets are installed in each node. It is a preventive
dropped. mechanism. Two different models are
proposed. In the first one the nuglets are
carried on the packets. In the second one
packets are traded by nodes.
Michiardi et al. [29] Reputation Direct and Reputation Nodes with bad ~ Modular approach. Three different 2002
(CORE) Indirect Table reputation are reputation values are computed and
Observation not served by combined.
other nodes.
Buchegger et al. [41] Reputation Direct and Reputation and Exclusion from Modular approach where selfish nodes are
(CONFIDANT) Indirect Trust records routing paths excluded from the routing paths. Thereisa 2002
Observation Path manager substantial number of falsely accusing
nodes as selfish.
Buttyan et al. [51] Nuglets Nuglet Counter Nuglet Counter ~ Nodes with no A secure tamper-proof module must be 2003
nuglets do not installed in each node. It is a preventive
get served by mechanism. It does not directly detect or
other nodes punish selfish nodes.
Miranda et al. [45] Belief Each node Presence of Selfish nodes Large overhead. 2003
(Friends and Foes) system declares its status node in selfish are penalized
list
Anderegg et al. [52] Credits No VCG VCG Is a preventive method that uses an auction 2003
(Ad hoc-VCG) Mechanism Mechanism mechanism which can be used with other
payment delivery schemes, as it considers
only the payment computation and not
delivery
Bansal et al. [30] Reputation Direct Pathrater Drops packets Less complex and less vulnerable to false 2003
(OCEAN) Observation (RouteRanker) from selfish accusations
(NeighborWatch) nodes /
Redemption
allowed
Zhong et al. [53] Credits No Game Theory No Is a preventive method, which provides 2003
(SPRITE) incentives for cooperation. A central
authority keeps track of the transactions
between nodes
Chen et al. [40] (iPass)  Credits No Vickrey auction ~ No Vickrey auction based preventive 2004
mechanism. Data packets are extended
with special headers.
Balakrishnan et al. Reputation A two-hop away Receipt or not Misbehaving Designed for source routing protocols 2005
[54] (TWOACK and acknowledgement  of ACK routes are
S-TWOACK) is transmitted. If excluded from
not received the future routing
path is considered paths.
to contain a
selfish node.
Conti et al. [50] Reliability Own observations  Receipt or not Slows down It includes security features for robustness 2006
(REEF) End-to-end ACK of ACK selfish nodes’ and trustworthiness
traffic
Hu et al. [34] (LARS)  Reputation Direct Reputation Routes with Secondhand reputation information is not 2006
Observation value compared  selfish nodes exchanged between nodes.
to a threshold are deleted.
Selfish nodes’
packets are
dropped.
Demir et al. [55] Credits No Energy levels No Vickrey auction based preventive 2007
(Auction-based) and credits are mechanism. The auction takes place for
considered into routes not nodes.
a Vickrey
auction
Rizvi et al. [56] Trust Watchdog Pathrater using Confirmed Uses only local reputation. 2008
(Repu-Trust) Reputation a table with selfish behavior ~ Discrete levels of trust
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TABLE 2. (Continued.) Methods to deal with selfishness and features.

Local Reputation
only

reputation and
trust values.

is penalized
with exclusion
from network
for specific time

Reputation between 0 and 1

Eldenbenz et al. [57] Credits VCG Pricing scheme Selfish nodes They introduce the cost of cooperation. 2008
Game Theory remain out of
credits so
cannot use the
network
Abd El-Haleem ef al. Trust Data Link Layer Path searching Selfish nodes Two disjoint routes are formed. No 2011
[46] (TRIDNT) ACK and TCP tool identifies are isolated continuous promiscuous overhearing.
ACK selfish nodes
Akhtar et al. [49] Reputation ~ Promiscuous Retaliation Retaliation Modular approach based on the 2013
Credits listing Model Model punishment of misbehaving nodes
Estahbanati et al. [S8]  Trust Trust is computed ~ Trust and Selfish nodes The method is not applied onto an actual 2014
(Markov chain) Energy using a Hidden energy levels have low trust routing protocol. It would be interesting to
Markov Model determine the values and are do so.
optimal route. not selected in
routes.
Subramaniyan et al. Trust Trust table Trust value Selfish nodes Quick detection of selfish nodes with low 2014
[59] (Record and depends on the receive less overhead.
Trust-Based Detection request packets traffic and get
—RTBD) processed by blocked for
the node misreporting
Das et al. [60] (Least Credits Game theoretic Paths are Paths with Each node has a unique ID and its own 2015
Total Cost Factor — selected using selfish nodes Cost Factor.
LTCF) LTCF are deleted.
Kumar et al. [35] Token Promiscuous Check token Nodes with The normal nodes exchange information 2015
(Improved Token- overhearing status selfish status are  about suspicious nodes for selfishness,
Based Umpiring not allowed to which might increase overhead
Technique -TBUT) participate to significantly.
network
operation
Hernandez-Orallo et Reputation Collaborative Reputation No Increases detection precision and speed. 2015
al. [43] (Collaborative Contact-based value is
Watchdog - CoCoWa) Watchdog computed by
data acquired by
Local
Watchdog and
dissemination
module
Sengathir et al. [48] Trust Semi-Markov Futuristic trust Isolates selfish The method can forecast the probability of 2015
coefficient nodes a mobile node to become selfish based on
stochastic properties as an outcome of its
present behavior
Zhang et al. [61] Reputation Behavioral Audits ~ Uses Isolates selfish Modular approach that employs a 2016
(Audit-based Local overhearing  trustworthy nodes reputation module, a route discovery
Misbehavior Detection route discovery module and an audit module that interact
- AMD) mutually.
Lupia et al. [37] Trust Distributed Companion Punishing Divides monitoring time between friendly 2017
(TEEM) Link Monitoring Score that is scheme nodes.
duration among friendly computed using
nodes trust and link
Periodic HELLO duration
messages
Narayanan et al. [62] Reputation Game Theoretic Uses Isolates selfish Similar to [61] with the addition of a game 2018
(Game Theoretical Behavioral Audits  trustworthy nodes and theoretical module that implements a
with Audit-based route discovery  rewards normal  supervisory game
Misbehavior Detection nodes
- GAMD)
Bounouni et al. [63] Credits Price and reward Normal nodes Exclusion of Incentive provision and fairness guarantee 2018
(New Adaptive Credit- functions can send their selfish nodes scheme without central authority
based Stimulation packets with
Scheme — NADS) low price
Abiarami et al. [64] Credits Direct Neighbor Credit  Exclusion from  The authors present an extension of the 2018
(Neighbor Credit Observation Value table is routing paths. AODV routing protocol. When a node is
Value — NCV) maintained at suspected to be selfish a test packet is
each node. transmitted to that node to confirm its
behavior.
VOLUME 11, 2023 86903
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TABLE 2. (Continued.) Methods to deal with selfishness and features.

Sahnoun et al. [39] Residual Cooperative game  Nodes select Coalitions that It is a modified OLSR cross layer 2018
Energy theoretic coalitions with contain selfish approach also considering MAC queue
Number of more benefit nodes are not size.
Neighbors selected
Hasani et al. [65] Hop count Cooperation rate Fuzzy Logic Routes with The authors use an emulator (MobEmu) to 2019
Residual is calculated using higher simulate their approach and evaluate its
Energy the metrics cooperation rate  performance.
Cooperatio are selected that
n history usually do not
contain selfish
nodes, as they
have low
cooperation
rates.
Jim et al. [66]-[68] Trust Bio-inspired Decision Tree No Artificial Immune System is used under 2019
(Artificial Immune Reputation [67] various assumptions to detect selfish 2022
System — AIS) [66] Danger Theory nodes.
[68]
Ling et al. [38] (Data Credits Blockchain Credits acquired  Reward Policy Based on B-RAN (blockchain radio access 2021
Broker) through ledger network)
list
Priya et al. [47] Trust Intermittent Statistics Selfish nodes Nodes with SDITF value less than a 2021
(Skellam Distribution monitoring Calculation to are isolated threshold are considered selfish and
Inspired Trust Factor- determine isolated from the network.
based — SDITF) SDITF value
Sarumathi et al. [36] Residual Residual Energy Table of Selfish nodes Each node has a table of all its neighbor 2022
Energy is checked and if neighbors’ are isolated information, including the residual battery
it is lower than a behavior and also the number of RREQ and total
threshold the node packets it has been detected to have
is considered forwarded for other nodes.
selfish.
Fayaz et al. [69] Reputation Promiscuous Consumption to  Selfish nodes Modular approach that contains reputation 2022
overhearing Contribution are isolated module, path manager and selfish node
rate (C2C) isolation unit.

decisions. Reputation, credits, trust, and tokens can be
defined in the routing protocol as measures of nodes behavior.

1) REPUTATION
Reputation can be defined qualitatively as a Boolean value
that declares whether a node is normal or selfish, or quan-
titatively as an integer or real value to indicate how selfish
or altruistic a node is on a predefined scale. The reputation
value is assigned to each of the nodes and then it is available
to the detection and evaluation modules to decide whether to
forward or not packets to and from each node. The approaches
differ on the way this reputation value is computed, updated,
and disseminated through the network and most importantly
the way this reputation value affects the routing decisions.
The reputation information can be first-hand (the nodes
acquire information for other nodes by directly watching
them) or second-hand (the reputation information is dis-
seminated between the nodes of the network). Of course,
a combination of these two methods of information retrieval
is also possible. In [29], three types of reputation are defined,
namely, subjective reputation, indirect reputation, and func-
tional reputation. These three different types of reputation are
then combined to calculate the reputation of each node.
There is also the distinction between local and global
reputation. As explained in [34], global reputation has the
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advantage of making reputation information available to all
the nodes of the network and therefore the detection time of
selfish nodes is decreased. However, more overhead is created
in the network and the individual nodes need to maintain and
disseminate indirect reputation. In addition, trust issues arise
as some nodes might praise or accuse other nodes and differ-
ent nodes might have different reputation information about
the same node. Hence, in [34], a locally aware reputation
system is proposed.

2) TRUST

Trust can be used either together with reputation or inde-
pendently. Trust can be defined in both qualitative and
quantitative terms, or it can be achieved by integrating
specialized software or hardware modules into the node,
enhancing its overall trustworthiness or it can be achieved
by integrating specialized software or hardware modules
into the node, enhancing its overall trustworthines. Trust-
based solutions are associated with security-oriented solu-
tions; therefore, they usually isolate the selfish nodes
permanently.

Trust-based approaches develop belief systems about the
credibility of relay nodes. When a relay node is trustworthy
that means not only that it will forward the packet to the
appropriate destination but also that it will report about it
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honestly to its peers. Also trusted nodes can be used to report
other nodes misbehavior.

Trust-based solutions are mostly utilized in security-
oriented approaches aiming to identify malicious nodes, but
the same concepts have also been used to identify selfish
nodes. However, trust-based solutions tend to be security-
oriented, incorporating authentication schemes and more
punitive than cooperation enforcement schemes. They are
used together with reputation methods in many approaches.

3) CREDITS

Credits are a virtual currency that is exchanged between
the nodes when sending, forwarding, or receiving packets,
creating a digital economy. In the approaches that use credits,
there is a set of economic rules that apply to the network and
define the ability of a node to use the network resources and
the profit or the cost of receiving and transmitting packets,
respectively.

In [27], nuglets are used by the Packet Purse Model (PPM)
and the Packet Trade Model (PTM) forming two different
implementations of a similar approach proposed by the same
authors. The nuglet is a virtual currency that is exchanged
between the nodes to perform network operations among
them. The immediate consequence is that non-cooperative
nodes do not have any nuglets, so they are not permitted to
participate in the network operation. In the PPM implemen-
tation, a virtual Purse is used that contains the nuglets for each
node. The main issue with this approach is the need for special
hardware to keep nuglets balance reliably.

4) TOKENS

Tokens are special data exchanged between nodes to notify
each other about specific incidents. In most cases, a token is
transmitted towards a specific node to notify it of an incident,
for example upon receival of a packet from an intermediate
node that was a suspect of selfishness. Although mentioned
mostly in acknowledgement-based (ACK) approaches, they
can be used also for other operations in the network. In [35],
tokens are used as permission to use the network.

5) BELIEF SYSTEM

Belief systems can contain any kind of information about
other nodes. A data structure is maintained into each node
that might contain information about other nodes behavior,
including reputation values, credits, tokens, trust, friendly
nodes, hostile nodes, battery level, etc. They are usually
formed through arbitrary data exchange between nodes that
is integrated into the protocol and their values are updated
accordingly during network operation. Then, various combi-
nations of these data are used to calculate complex metrics or
make complex decisions about network operation.

B. OTHER PARAMETERS

The metrics analyzed in the previous section can be combined
with node or network characteristics for evaluation of node
willingness to cooperate. For example, a node with good
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reputation is expected not to behave selfishly. However, if the
same node has low residual battery, the probability it will start
to behave selfishly is inversely proportional to its residual
battery. In a sparse network selfish nodes can have a bigger
impact than in a denser network.

Metrics are usually kept into a table or other data structure
embedded into each node — whereas there are also solutions
where the distributed nature of MANETS is overridden and
metrics are kept into the cluster head node, when clusters
are formed, or into a central authority that ensures trust.
Then, depending on the routing protocol employed, these
tables help form routing tables in proactive routing proto-
cols, or decide routes or next-hop nodes in reactive routing
protocols.

For example, in [36] each node has a table of all its
neighbor information, including the residual battery and also
the number of RREQ and total packets it has been detected
to have forwarded for other nodes. This information is later
utilized to make routing decisions. In [37], link duration is
considered together with trust to make routing decisions.

C. PREVENTION

Prevention methods are employed and integrated into the
routing protocols to provide incentives to the nodes when they
enter the network to motivate them to abstain from behaving
selfishly.

Many of the preventive mechanisms are based on game
theoretic approaches. As game theory examines the interac-
tions between self-centered individuals, it is an appropriate
mathematical tool to model the interactions between nodes in
MANETsS, especially when they behave selfishly. Therefore,
it has been widely used for this purpose combined with
various concepts, as will be discussed onwards. Most of the
game theoretic approaches aim to derive strategies to achieve
Nash Equilibrium, under which, the nodes cannot benefit
from violating the proposed strategy.

1) COOPERATION ENFORCEMENT

In cooperation enforcement methods, the nodes are not able
to use the network resources unless they first provide network
services to other nodes. They are initialized having some
type of credit to use the network, but if they spend it and,
in the meanwhile, they do not help other nodes by forwarding
their packets, they soon run out of credits and cannot use the
network services, unless they cooperate.

2) INCENTIVES PROVISION

In incentive provision methods, the nodes are not explicitly
enforced to cooperate but they are given incentives to choose
to cooperate instead of being selfish. This can be achieved
by providing rewards when the nodes are not selfish by
appropriate reward mechanisms, like in [38].

3) COALITION FORMATION
Some game-theoretic approaches involve coalition formation
games, for example in [39] selfishness is prevented by using a
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Hedonic Coalition Formation Game model. They can also be
triggered by selfishness and applied on the network protocol
when selfishness is detected and not before. In this case, the
risk for selfishness emerging in the network is outweighed by
the energy conservation achieved by not employing the extra
preventive mechanism.

4) AUCTION SYSTEMS

Auction based mechanisms have been used in conjunction
with credit-based schemes or with reputation-based schemes
to elect cluster heads or identify the best route. They cannot
be directly used to detect selfish nodes, but they can identify
them indirectly by observing their bidding history. The source
node must pay an amount of the virtual currency to forward its
packets to the destination. Intermediate nodes bid and declare
the amount of the virtual currency they want to forward the
packets. All the bids are sent to the source node, the path costs
are calculated, and the path with the lowest cost is selected.
The bid of each node is proportional to its residual energy and
its available virtual currency.

These methods are clearly related to the credit-based
approaches as they depend also on virtual currencies and
economic transactions between the nodes. In [40] a gener-
alized Vickrey auction scheme is utilized to facilitate packet
forwarding.

D. DETECTION AND EVALUATION

The metrics described earlier, and the node and network
parameters can be used to detect selfishness. In each approach
these metrics define the way a node is characterized as selfish.
In some cases, reputation and trust are combined, as for exam-
ple in [41], whereas in others they are independent metrics.
Credits have been given various names, for example in [42]
they are called nugletsand they are used in two different
currency exchange models to motivate nodes to cooperate.

Other network parameters considered when detecting and
evaluating selfishness in a network include the residual bat-
tery or other resource, the network density or prediction of
position or velocity. These parameters can be used by the pre-
vention, detection, and evaluation modules to predict whether
a node is about to become selfish.

The nodes employ various methods to detect and dissem-
inate knowledge about selfishness in the network. There are
cases where the nodes depend only on their own experience
or observations [34], whereas in other cases they communi-
cate with other nodes to exchange information about nodes
that might be selfish or trustworthy [43]. Therefore, the
detection techniques can employ simple Watchdogs that use
promiscuous overhearing to notice when a node forwards
or not packets. Promiscuous overhearing means that when
two nodes are within each other’s transmission range they
can overhear communications to and from the other node,
even if those communications do not involve the overhearing
node. There have been proposed more complex solutions
and implementations as collaborative watchdogs [43] that
communicate and disseminate reputation information.
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Watchdog methods can be enhanced using suspect nodes
testing. In [44], when a node is suspected to be selfish a test
packet is forwarded to it, and depending on its response, or the
absence of one, the node is flagged as selfish and isolated
from the network.

In addition to detection methods, in some proposed proto-
cols there is the option for the node to declare to its neighbors
its status, for example its residual battery level or even its
willingness to cooperate or its level or degree of selfishness.
In [45], a special packet is broadcasted periodically by each
node that contains the nodes it is willing to cooperate with, the
nodes that the node is not willing to cooperate with, and the
nodes that are known not to cooperate with it. In [46], some
degree of selfishness is encouraged, so that selfish nodes
declare their status to their neighbors.

One of the current trends in research is the application
of Blockchain technology in various disciplines. In [38],
Blockchain is used to model to suppress selfish behavior in
ad hoc networks.

Statistical and computational methods have been employed
successfully to detect selfish nodes. In [47], Skellam dis-
tribution is used to compute trust and detect selfish nodes,
whereas in [48] a semi-Markov process is used to calculate
a futuristic trust coefficient that defines the probability of a
node to become selfish, based on its present behavior.

E. REACTION

The reaction to selfishness highly depends on the routing
protocol that is used by the network. In source routing pro-
tocols, such as DSR, the most common reaction when a node
is found to be selfish is to exclude it from routing paths.
That does not necessarily mean that the node cannot use the
network resources. When access to the network resources is
also forbidden for the selfish node, we refer to this as isolation
from the network.

Reaction methods include giving incentive to the nodes so
as not to become selfish or punish the nodes that have already
behaved selfishly. So, we can categorize these methods as
preventive or punitive. Prevention mechanisms might also
be employed before any selfish nodes are detected in the
network.

In [49], the authors use a retaliation model to punish the
misbehaving nodes. Their approach uses a combination of
reputation and credits system, which they name ‘Grade’ and
‘Bonus Points’, to isolate selfish nodes and to define the
number of packets dropped. They use a clustering method to
divide the network into Friendly Groups and minimize the
control traffic overhead generated.

In [29], nodes that are detected as selfish are not served at
all from other nodes in the network, whereas in [50] the traffic
that originates from selfish nodes is slowed down.

VI. DISCUSSION
In this section, we discuss our findings, and we attempt

to answer RQ3. We were able to collect almost all the
representative relevant literature dealing with selfishness in
MANETS and extract the various methods proposed in them.
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We identified the modular nature of the methods and catego-
rized them with respect to their operation. The best perform-
ing solutions require some kind of central authority, either to
form clusters or to keep some central database of the nodes
credits or reputation. These approaches, however, contradict
the principle MANETSs are built on, that is the distributed
nature of routing decision making and the independency of
the nodes.

The most common reaction to selfishness is to isolate
the node that behaves selfishly. That is a reaction inherited
from security-oriented approaches where malicious nodes are
blocked and permanently removed from the network. How-
ever, when the nodes are selfish, isolating them permanently
is not the best approach in terms of network fragmentation
and lifetime. Studying the available research, we can con-
clude that the best way to deal with selfishness is to provide
incentives to selfish-prone nodes to cooperate.

The basic idea is that the nodes should be given incentives
to cooperate, but if they deviate then the routing protocol
should be able to detect that deviation from the coopera-
tive behavior promptly. This can be done using appropriate
metrics and then the network should either provide better
incentives or punish the selfish node, temporarily or per-
manently. All the approaches so far employ this basic idea
applying different metrics, algorithms, and methods.

Due to the diversity of metrics, scenarios, simulation soft-
ware and methods employed to evaluate the performance of
each method, directly comparing the various methods is not
feasible.

Concerning RQ3, we observe that at the early stages of the
research field most of the research focused on two separate
directions: i) using Watchdogs and Pathraters, either simple
or collaborative, and ii) using some kind of trust authority that
would keep track of the reputation or credits of the nodes.
The common reaction was exclusion from routing paths or
starvation due to lack of credits.

As the field evolved, more complex solutions appeared.
Modular approaches that involve more than one metric for
defining the behavior of each node, audit systems that
checked the behavior when the node was suspected of selfish-
ness, and game theoretic cooperation enforcement solutions
became the next stage of evolution of the field.

Recently, bio-inspired modeling of MANETS solutions
appeared that seem to have a different approach to traditional
solutions proposed. Accompanied with blockchain solutions
and some artificial intelligence solutions, they are the next big
thing in the field.

VIi. CONCLUSION AND FUTURE DIRECTIONS

The field of MANETS is a dynamic and constantly evolving
field of wireless networking. New techniques, algorithms and
approaches continue to emerge as researchers work towards
more robust solutions to tackle the selfishness problem and
enhance the efficiency and reliability of MANETs. This
literature review article serves as a valuable resource for
researchers, providing support and direction in advancing
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the current state-of-the-art in this field and offering a solid
starting point for their endeavors.

The recent advances in artificial intelligence and machine
learning algorithms in conjunction with the increasing avail-
ability of processing power has altered the research directions
and perspectives in almost every research field. It is of no
surprise that a paradigm shift is observed on the research
field of wireless networking, and we expect to observe it
soon on the routing for MANETS and the resulting networks.
Vehicular and Flying networks and Internet of Everything
are about to become the normal way of communication and
Artificial Intelligence is the obvious option to facilitate the
transition to the future.

Using these innovative technologies should allow
researchers to implement lightweight, yet powerful solutions,
which will be able to adapt to any network conditions. Apply-
ing principles from previous research, selfishness prevention
and detection mechanisms will be able to predict network
operation and nodes’ behavior efficiently and provide users
with the best network performance and lifetime.
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