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ABSTRACT Cybersecurity standards provide a structured approach to manage and assess cybersecurity
risks. They are the primary source for security requirements and controls used by organizations to reduce
the likelihood and the impact of cybersecurity attacks. However, the large number of available cybersecurity
standards and frameworksmake the selection of the right security standards for a specific system challenging.
The absence of a comprehensive comparison overlap across these standards further increases the difficulty
of the selection process. In situations where new business needs dictate to comply or implement additional
security standard, there may be a risk of duplicating existing security requirements and controls between
the standards resulting in unnecessary added cost and workload. To optimize the performance and cost
benefits of compliance efforts to standards, it is important to analyze cybersecurity standards and identify
the overlapping security controls and requirements. In this work, we conduct a comparative study to identify
possible overlaps and discrepancies between three security standards: ETSI EN 303 645 v2.1.1 for consumer
devices connected to the internet, ISA/IEC 62443-3-3:2019 for industrial automation and control systems,
and ISO/IEC 27001:2022 for information security management systems. The standards were carefully
chosen for their broad adoption and acceptance by the international community. We intentionally selected
standards with different areas of focus to illustrate the significant overlaps that can exist despite being
designed for different environments. Our objective is to help organizations select the most suitable security
controls for their specific needs and to simplify and clarify the compliance process. Our findings show
a significant overlap among the three selected standards. This information can help organizations gain a
comprehensive understanding of common security requirements and controls, enabling them to streamline
their compliance efforts by eliminating duplicated work especially when meeting the requirements of
multiple standards.

INDEX TERMS Cybersecurity, security controls, security standards, cybersecurity concepts, threats,
security requirements.

I. INTRODUCTION
Embracing emerging technologies have resulted in remar-
quable added capabilities, values and experiences. However,
these new technologies have been consistent target of diverse
threat actors, each driven by different motivations and capa-
bilities [1]. To fully benefit from the competitive advantage
of these technologies, cybersecurity is currently a top prior-
ity and a major theme in industrial sectors and consumers
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market. Statistics showed that in 93% of cases, an external
attacker can breach an organization’s network perimeter and
gain access to local network resources [2]. Cybersecurity
standards and frameworks provide guidelines and best prac-
tices for organizations to follow to enhance their overall secu-
rity posture. Implementing cybersecurity frameworks also
helps businesses to comply with relevant regulations and laws
[3]. The chair of multiple committees in the recognized Euro-
pean Telecommunications Standards Institute (ETSI), affirms
that ‘‘Cybersecurity standards are critical to the collective
effort to prevent attacks in the first place and reduce the
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effectiveness of successful incursions’’ [4]. Therefore, vari-
ous standard organizations have taken a proactive approach
to develop, best practices, guidelines, and other resources to
assist organizations in securing their data and systems. This
has led to broad collaboration on the creation and imple-
mentation of cybersecurity standards among organizations
such as: the International Organization for Standardization
(ISO), the International Electrotechnical Commission (IEC),
the International Society of Automation (ISA), ETSI, the
International Telecommunication Union - Telecommunica-
tion (ITU-T), European Union Agency for Network and
Information Security (ENISA). Furthermore, there have been
recent updates and releases of several regulations. The EU
Cybersecurity Act (CSA) was enacted on April 17, 2019
(Regulation (EU) 2019/881) [5] to strengthen the mandate of
the EU cybersecurity. This act granted ENISA a permanent
mandate to address cybersecurity threats and establish an
EU-wide cybersecurity certification framework to enhance
the security of connected products, Internet of Things (IoT)
devices as well as critical infrastructure through such certifi-
cates. This framework incorporates security features in the
initial stages of their technical design and development. The
EU Network and Information Security (NIS) directive was
adopted in 2016 (EU 2016/1148) [6] and was the first piece of
EU-wide cybersecurity legislation. The updated NIS 2 Direc-
tive [7] include improved cybersecurity risk management
and new reporting obligations across sectors such as digital
infrastructure. The scope of the Radio Equipment Directive
(RED) 2014/53/EU [8] has been updated in February 2022 to
include cybersecurity requirements for radio products which
will become mandatory in August 2024 through a Delegated
Act on Internet-connected radio equipment. The General
Data Protection Regulation (GDPR) [9] was entered into
force in May 2018 and established security requirements for
data protection to safeguard EU citizens. Other regulation
proposals, such as the Artificial Intelligence Act, the Data
Act, and the Cybersecurity Resilience Act, aim to address
risks and establish rules regarding the use of data generated
by connected products, protecting consumers and businesses
who use digital components in products or software. Various
industrial sectors, such as road vehicles, industrial automation
and control systems, information security management sys-
tems, and consumer devices connected to the Internet, have
shown significant activity in developing standards that specif-
ically address their specific security needs. Notable examples
include cybersecurity standards like ISO/SAE 21434 [10],
ETSI EN 303 645 [11], ISA/IEC 62443 [12], and ISO/IEC
27001 [13]. These standards and regulations promote the
development and implementation of security requirements to
ensure the protection of organizations, critical infrastructures,
and consumers’ products.

Disconcerted by the substantial number of cybersecurity
standards, this study aims at identifying and reviewing com-
monly adopted cybersecurity standards. The goal is to under-
stand their security control objectives to uncover overlapping
requirements, and contradictions. The results of this study can

assist organizations, cybersecurity professionals, academics,
and researchers in understanding the current state of the art
and in selecting the best standards for their needs, balancing
performance and cost-effectiveness. Furthermore, the objec-
tive of this study is to identify any existing gaps within
the selected standards and address challenges arising from
overlapping requirements and controls, irrespective of their
specific application context. As a contribution, this paper
aims to fulfil the following objectives:

1) To conduct a comprehensive review of commonly
adopted cybersecurity standards, and present a litera-
ture review on the current state of the art.

2) To identify prevalent domain-specific cybersecurity
standards that form a strong basis to mitigate cyberse-
curity threats.

3) To identify the overlap and gaps in security require-
ments and controls between the studied standards with
the aim of avoiding redundant efforts when complying
with multiple standards.

4) To identify and discuss the challenges related to the
creation and compliance to multiple security standards.

As for the remaining part of the paper, section II presents an
overview and motivation for this study while the background
and existing research work are presented in section III.
Section IV provides a formal classification for security stan-
dards and section V explains the research methodology
used in this study followed by section VI which presents
reviews on the analyzed standards and the mapping out-
comes. Section VII discusses the findings, while section VIII
highlights the challenges associated to the implementation of
these standards. Finally, section IX concludes the paper and
proposes future research work.

II. OVERVIEWS AND MOTIVATION
The rapid pace adoption of digital technology is leading to the
creation of new business models and market opportunities.
As the volume of interconnected products and services rises,
the importance of cybersecurity also grows in tandem with
the expanding digitization and connectivity [9], [14], [15],
[16]. To effectively combat the growing risk of cybercrime,
it is essential to integrate systematic and well-structured
cybersecurity measures into a comprehensive strategy that
encompasses individuals, processes, and technology. This
entails, in part, adopting appropriate standards and frame-
works to ensure a robust defense against cyber threats. ISO
defines a standard as ‘‘a document, established by consen-
sus and approved by a recognized body, that provides, for
common and repeated use, rules, guidelines, or characteris-
tics for activities or their results, aimed at the achievement
of the optimum degree of order in a given context’’ [18].
Standards have special significance in the domain of cyber-
security addressing confidentiality, integrity, and availability
of data [19]. They are collections of best practices cre-
ated by experts to protect organizations from cyber threats
and help improve their cybersecurity posture by protecting
their most valuable assets at an effective spending. These
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best practices emphasize the importance of implementing a
comprehensive security program that includes a range of con-
trols to protect organizational assets. These security controls
are generally organized into five categories: Identify-Detect-
Respond-Protect-Recover (IDRPR) [20], [21]. By organizing
security controls into these categories, organizations can bet-
ter understand the specific areas they need to focus on to build
a robust security program. The approach allows organizations
to effectively and efficiently manage specific cybersecurity
risks to data and systems.

There exists a large number of security standards. For
instance, ISO/IEC 27000 series alone encompasses over
60 standards that address a broad spectrum of information
security concerns. This proliferation and diversification in
security standards can be confusing, and in most of the cases
complex to cybersecurity practitioners and organizations. The
requirements for cybersecurity are distributed across numer-
ous standards, resulting in a fragmentation issue. This can
lead to the implementation of redundant or conflicting secu-
rity controls when an organizationmust comply with multiple
standards.

This work is driven by the belief that proper alignment of
security controls with an organization’s business needs, goals,
and objectives is crucial for ensuring the effective security of
their endpoint devices, data, networks, and critical infrastruc-
ture. Although standards are the primary structured source for
security controls and requirements that protect organizations
and systems from cyber threats, other sources of protection
also exist, such as frameworks, guidelines, and legislation.
Table 1 provides definitions, examples, authoritative level and
scope for these additional sources of protection.

While it is very important for organizations to implement a
cybersecurity standard to safeguard their valuable assets and
digital space, so is the selection of the appropriate set of secu-
rity controls to be implemented. In some business areas such
as e-commerce, it is obligatory to comply with governmental
or commercial regulatory standards. In other areas, standards
adoption is voluntary or may be required in the near future. In
the case where there is a need to comply with more than one
standard, it can be confusing, time consuming and financially
overwhelming if these standards are in part overlapping. This
situation can occur especially when a new environment is
added to the organization. For example, a manufacturing
organization is expanding to include e-commerce. Initially,
this organization had to comply with ISA/IEC 62443 [12] for
example and it will need also to comply with the Payment
Card Industry Data Security Standard (PCI-DSS) [22], which
encompasses a set of security standards applicable to any
organization handling payment card information to maintain
the security and trustworthiness of the payment card indus-
try. Even though these standards may differ based on their
scope, they may include in part, similar security controls
objectives. Identifying these security controls will help orga-
nizations remove overlapping controls and streamline their
cyber defence mechanisms. Thus, simplifying the process

of compliance and reducing the implementation time and
cost for of the whole standards. Additionally, contradictory
security controls objectives in standards are equally important
to identify to avoid inconsistent security enforcement. An
analysis of commonly adopted security standards is therefor
imposed in order to expose forms of similarities and possible
contradictions in security standards. This study also identifies
and discusses open issues and challenges based on a mapping
process to selected standards. Discussing and evaluating indi-
vidual standards is outside the scope of this study, however,
future research may consider individual discussions and eval-
uations of specific standards identified as well.

III. BACKGROUND AND RELATED WORK
A. BACKGROUND
A key responsibility of cybersecurity is to ensure the confi-
dentiality, integrity, and availability of data and systems [23].
This can be achieved, in part, by implementing a suitable
set of controls, policies, processes as well as organizational
structures that support a systematic mitigation of cyber risks.
Cybersecurity will continue to pose a significant challenge in
the years ahead. The implementation of best practices in orga-
nizations is greatly supported by the use of standards [24].
These documents serve as a set of regulations that specify
how organizations should carry out their operations and pro-
cesses. Security standards are often embraced because they
are proved to be effective in providing well-structured secu-
rity requirements and controls. They provide a multitude of
benefits that justify the time and financial resources required
to produce and apply them. A raising number of manu-
facturers and vendors are using these standards in order to
produce and sell standards-compliant products and services.
Governments and businesses increasingly mandate the imple-
mentation of security standards as well. According to a recent
survey conducted by Gartner, Inc. [25], 75% of organizations
are actively seeking security vendor consolidation in 2022,
which marks a significant increase from 29% in 2020. The
requirement for secure integration and compatibility of ICT
systems using technical standards is increasingly necessary.
This is especially relevant in open markets where individuals
have the ability to combine equipment and services from
various providers, resulting in cost-saving benefits for orga-
nizations. The rapid growth of IoT devices, cyber-physical
systems, and algorithm-controlled embedded systems like
autonomous vehicles and digital twins is also contributing to
this need [10]. Cloud computing relies heavily on standard-
ization of hardware, software, and the services they run to
ensure interoperability [26]. However, as cloud computing
expands, connected systems will be exposed to new and
evolving cybersecurity threats. In response, a growing num-
ber of organizations are participating and contributing to the
development of cybersecurity standards. This has resulted in
a significant increase in the number of standards. This trend
is expected to continue, necessitating the development of new
standards in the future.
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TABLE 1. External Security Requirements and Control Sources.

B. RELATED WORK
In this section, we present a survey of various research
works on cybersecurity standards. These studies generally
emphasize the scope of applicability of different standards,
the challenges, and the evolution of the taxonomy of the

field. The authors in [16] report the results of a question-
naire among industry sectors and found two standards that
are most applied in industry: ISO/IEC 27000-series, and
the Common Criteria ISO/IEC 15408 for Information secu-
rity, cybersecurity and privacy protection [17]. They also
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provide a valuable table of standards that are used for specific
sectors of industry. While they provide survey results of
commonly used standards, they do not contrast or compare
these standards. The work presented in [15] surveyed and
compared commonly used standards for creating secure soft-
ware applications. The authors suggest that many standards
might not cover all the security requirements for secure soft-
ware development when used individually. Instead, a process
for creating secure software relies on implementing more
than one standard, particularly to comply with regulations or
obtain certification for a secure software application. Authors
in [40] reviewed the development of design notations, mod-
els, and languages that can be applied to describing the
IoT security and privacy requirements. The authors also dis-
cussed possible risk assessment methods and how they can
be incorporated in the IoT applications and systems. The
authors explained why it is important to integrate privacy in
the early stage of system development. Their study shows
that while most of the research articles analyze security
in some way, they seldom investigate data privacy. In this
survey, the authors emphasized the potential challenges and
opportunities for proactive design tools that support IoT pri-
vacy. Moreover, the authors identified six research challenges
related to privacy in IoT systems and their implications for
the IoT research community about how to address these chal-
lenges. In [41], the authors analyzed multiple authoritative
cybersecurity standards, manuals, handbooks, and literary
works to present the unanimous meaning and construct of
the term cyber threat. The author’s work reveals that although
cyber threat definitions are mostly consistent, most of them
lack the inclusion of disinformation in their list/glossary of
cyber threats. Hence, they conducted an in-depth compar-
ative analysis of disinformation and its similar nature and
characteristics with the prevailing and existing cyber threats.
They, therefore, argue for its recommendation as an official
and actual cyber threat. The authors recommend a taxonomy
correction and hope that it influences future policies and
regulations in combating disinformation and its propaganda
In [42], the authors reviewed some of the most common
industrial security standards. In total, they reviewed five
standards: ISA/IEC 62443, ISO/IEC 27000 series, ISO/IEC
15408, VDI/VDE 2182, and NIST SP 800-82. It has been
concluded that standards are not always one-size-fits-all. The
applicability and implementation of security standards in the
industrial domain may differ significantly depending on the
size of the organization. Some of the mentioned standards
are more applicable for larger organizations, making it more
challenging for smaller organizations to implement them.
This issue often results in smaller industrial organizations
hiring external cybersecurity personnel that do not under-
stand the attributes and characteristics of the domain. To help
organizations adopt the cybersecurity standard or framework
that best fits their cybersecurity requirements, authors in [43]
reviewed published papers in the academic database to extract
commonly used industrial systems cybersecurity standards.

The findings of their study highlighted the comprehensive
coverage of both technical and organizational best practice
measures in ISA/IEC 62443. The authors in [44], discussed
cybersecurity strategies and challenges in standardization and
government policies with close attention to the Cybersecurity
Incident Management Framework (CIMF). The authors have
also provided recommendations for effective cyber defense
and cybersecurity. The standards PCI DSS and ISO 17799 are
reviewed and compared in [45]. The study has concluded that
although both standards have similar objectives, they differ
significantly in terms of scope. ISO 17799 is applicable to
all types of organizations, regardless of their size and type;
however, PCI is applicable for a limited range of information
systems, and its implication costs depend on the maturity of
the systems and the security processes and controls within a
system.

While previous research have greatly advanced our under-
standing of security standards adoption and implementation.
There remain gaps in addressing the issue of streamlining
compliance efforts. Through the identification of similari-
ties between standards, organizations can eliminate redun-
dant work and simplify the compliance process. This, will
reduce both the implementation time and the cost associated
with meeting the full set of standards. The objective of this
research is to provide a comprehensive evaluation of widely
adopted security standards in key industry sectors demon-
strating the benefits of recognizing the similarities between
them.

IV. STANDARDS CLASSIFICATION
To better manage and understand the large number of cyber-
security standards that currently exist, formal classification
schemes have been proposed [46], [47]. Standards can gener-
ally be categorized into regulatory, best practice (industrial),
or regional as elaborated next. A full view of standards clas-
sification is depicted in Figure 1.

A. REGULATORY STANDARDS
There are two main recognized types of regulatory
standards [48]:

1) DE JURE STANDARDS
De jure standards refer to standards that are established by
law. They are often established by industry groups, a gov-
ernment body or internationally or nationally recognized
standards bodies. The development process often involves
negotiations between parties with different interests in the
standard and these standards are often critically assessed
before being approved. Each such standard is ratified through
the corresponding organization’s official procedures and
before approval. De jure standards reflect a state of affairs
that is in accordance with law and non-compliance with the
standard may therefore be officially sanctioned [48]. Within
the European Union, standards organisations like ETSI [11],
the European Committee for Standardization (CEN) and the
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European Committee for Electrotechnical Standardization
(CENELEC) [49] have been a key factor in the creation of
a single European market that is governed by harmonized
standards [3], which we define next.

a: EU HARMONIZED STANDARDS
Harmonized standards provide the technical details to meet
the essential requirements of a specific legal act within the
European Union. They apply in all EU countries and replace
any conflicting national standards [50]. When harmonized
standards are used and applied in a correct way, they give
a presumption of conformity that legal requirements are
fulfilled. By implementing a harmonized standard, manufac-
turers and service providers can therefore demonstrate that
their services or products comply with relevant EU legisla-
tion. Only harmonised standards referred to and published in
the Official Journal of the European Union (OJEU) [51] are
valid.

2) DE FACTO STANDARDS
De facto standards are thosewhich have beenwidely accepted
as the best standard for their purpose (e.g. ETSI EN 303 645)
[48]. Such standards are also referred to as market-driven
standards. This is often because they have a proven track
record for efficiency and reliability. A De facto standard that
become accepted by an industry are also known as industry
standards or professional standards. They can also be formal-
ized and turned into de jure standards with the approval of an
official standards organization,

B. INDUSTRIAL STANDARDS
Many of these standards must be purchased [52], some may
be downloaded for free of charge [11]. Paid standards often
offer more comprehensive details and specifications. How-
ever, legal and financial obligations need to be considered by
organizations when opting for such standards. Furthermore,
standards can be viewed as vertical or horizontal standards as
explained next (Figure 1 ).
− Vertical standards: apply to a particular industry, for

example: PCI DSS which is specific to the ‘‘payment
Card Industry Data Security’’.

− Horizontal standards: are generic, they have broad scope
(e.g., ISO/IEC 27001) and are adopted by multiple
industries, including automotive, banking, manufactur-
ing and service providers.

C. REGION-BASED STANDARDS
In addition to the regulatory and industrial classification
of standards, there exist also a classification based on the
region or country where the standard is developed or adopted.
Region-based standards can be developed by national, inter-
national or regional standardization organizations as shown
in Figure 1. Classifying standards by region ensures that they
meet the specific needs and requirements of a given country
or region.

FIGURE 1. Organizing cybersecurity Standards.

− International standards are developed by international
organizations such as ISO and IECwhich can be adopted
by countries worldwide.

− Regional standards are created by regional organizations
such as the European Union (EU) and can be adopted by
countries within that specific region.

− National standards are developed by a specific country
such as ANSI/CTA-2088-A in the United States and the
Minimum Cybersecurity Standard (MCSS) for UK.

Standards can vary in their content based on their pur-
pose and the regulations and requirements of the region or
country in which they are developed. Despite this, a standard
can still belong to multiple categories. For instance, NIST
800-82 is initially a US national standard, but it has attained
international recognition due to its widespread adoption.
Additionally, it is also classified as an horizontal industrial
standard. Similarly, ETSI EN 303 645, which was originally a
European standard (regional), has gained international recog-
nition and transformed into an international standard due
to its extensive adoption. Figure 2 provides an illustrative
example of these classifications. The aforementioned stan-
dards categorization, often result in security practitioners not
paying enough attention to differences between organizations
and their unique situational security requirements [43], [53].

This classification of scalability considerations influences
the implementation of security controls, which may differ in
common or unique form based on factors such as the organi-
zation’s size, complexity, the importance of the information
system’s mission, and the organization’s control scope.

V. METHODOLOGY
The overall goal for the mapping is to be as specific as possi-
ble, leaning towards under-mapping versus over-mapping. In
this study, the general approach entails identifying all the ele-
ments encompassed by a control in a particular standard and
then determining if a corresponding control in the compared
standard articulates the exact same concept [54]. In order to
accomplish this objective, we will employ the teleological
interpretation method, which holds great significance within
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FIGURE 2. Industrial Security Standards: A classification example under
region-based criteria.

the legal domain. Teleology comes from two Greek words:
telos, meaning ‘‘end, purpose or goal’’, and logos, meaning
‘‘explanation or reason’’ [55]. Teleology is hence a method of
explaining something through its function or purpose, rather
than the thing itself. Both European national constitutional
courts and the European Court of Human Rights utilize this
method when justifying the interpretation of a legal rule in a
concrete case. They maintain that such an interpretation can
be justified by considering the goal (telos) that the rule is
intended to realize [56]. As control objectives are intended
to meet specific security goals outlined by a particular stan-
dard, the application of teleological interpretation is a valid
approach for determining the meaning of a control. Hence,
in this work, the requirements and the controls have been
interpreted, compared and mapped according to their word-
ing as well as their purpose or goal. More precisely, if the
wording of the two controls are the same, they are matched
with the relationship ‘‘Equivalent’’. If the controls have not
identical wording but achieve the same purpose or goal, the
type of the relationship between two defensive countermea-
sures is further analysed and the relationship is considered as
‘‘Related’’. As an example:
1− ISO/IEC 27001:2022 requirement 8.24 ‘‘Use of cryp-

tography’’ is Equivalent to ISA/IEC 62443-3-3:2019
requirement 8.5 SR 4.3 ‘‘Use of cryptography’’.

2− ISO/IEC 27001:2022 requirement 8.21 ‘‘Networks
security’’ is Related to ETSI EN 303 645 requirement
5.6-1 ‘‘All unused network and logical interfaces shall
be disabled’’.

VI. MAPPING ISO/IEC 27001:2022 TO ISA/IEC
62443-3-3 AND ETSI EN 303645
In this section, we, first, present a comprehensive overview
of the selected security standards ETSI EN 303 645 v2.1.1
[11], ISO/IEC 27001:2022 [13] and ISA/IEC 62443-3-
3:2019 [28]. Subsequently, we perform a mapping analysis
to uncover any similarities and disparities in the security
requirements among the standards, providing a compre-
hensive examination of our findings. For this comparative

analysis, we have mapped both ISA/IEC 62443-3-3 and ETSI
EN 303 645 to ISO 27001:2022, a widely recognized security
standard that serves as a reference for many organizations.
Considering its extensive acceptance, the decision to use
ISO 27001:2022 as the baseline for this comparison was a
reasonable and expected choice.

The mapping process encompasses all the security controls
outlined in ISO/IEC 27001:2022. Each control is thoroughly
examined and evaluated, then the teleological interpretation
method is applied to determine if a corresponding control
exists in the standards being compared. If the security con-
trol encompasses multiple sub-controls (Figure 3), they are
also included in the mapping. To accommodate the extensive
number of security controls in each of the analyzed standards,
the mapping tables in Appendix IX (Tables 5 and 6) solely
display the controls that demonstrate alignment between
the standards. Controls that lack a corresponding entry are
excluded from these tables.

A. OVERVIEW OF THE SELECTED STANDARDS
The choice of the aforementioned security standards was
made deliberately and thoughtfully, to showcase that despite
their distinct application environments, there are still poten-
tial similarities among them. In addition, these standards are
widely accepted, produced by various standardization bodies,
and regarded as the best practices in their specific domains.
They encompass a comprehensive set of cybersecurity con-
trols for Information Security Management Systems (ISMS)
[52], industrial systems [12], and IoT consumers [11] and are
relevant to a range of environments, both horizontal and ver-
tical. In the following sections, a more in-depth examination
of each selected standard will be provided.

1) ISO/IEC 27001:2022
The ISO/IEC 27001:2022 standard outlines security con-
trols for setting up, implementing, maintaining, and continu-
ally enhancing an Information Security Management System
(ISMS). This includes administrative aspects of cybersecu-
rity, such as security policies, as well as the human factors
involved in privacy protection. A comprehensive list of all
controls can be found in ISO/IEC 27001:2022 Annex A.
ISO/IEC 27001:2022 is part of the ISO 27000 series, and
is widely adopted by various countries and industries [52].
It can serve as a reference for identifying and implementing
security controls in an ISMS, or as a source of guidance for
creating industry-specific cybersecurity controls.

ISO/IEC 27001:2022 is the most recent update made by
ISO, incorporating 93 high level controls (Figure 3) inte-
grated into four distinct areas in terms of organizational,
people, physical, and technology as presented in Figure 4.
Each of these area controls must be addressed to respond to
the challenges associated with ISMS cybersecurity.

This new version supersedes ISO 27001:2013, which com-
prised 114 controls across 14 categories, and introduces
enhanced requirements and controls to address privacy pro-
tection, as well as the impact of technological advancements
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FIGURE 3. Security controls and requirements hierarchy of ISO/IEC 27001:2022 [13] (a) , ISA/IEC 62443-3-3 [28](b) and ETSI EN 301 645 [11](c). The red
dashed squares is used to illustrate the security requirements (SRs) in a foundational requirement (FR) that could be included in a SL1 and SL4).

FIGURE 4. Controls areas in ISO 27001:2022.

and evolving industrial practices. These changes reflect cur-
rent security challenges in relation to modern risks and their
associated controls.

2) ISA/IEC 62443-3-3:2019
The International Society of Automation (ISA) and The Inter-
national Electro-technical Commission (IEC) jointly devel-
oped a flexible framework to address andmitigate current and
future security vulnerabilities in industrial automation and
control systems (IACSs). ISA/IEC 62443 includes detailed
technical control system requirements (SRs) and requirement
enhancements (RE) for Industrial Automation and Control
Systems (IACSs) related to seven foundational requirements
(FRs) (Figure 3), which define the requirements for control
system capability security levels (SLs) and their compo-
nents [12]. The industrial control system architecture should
according to the standard be split into segments of zones and
conduits, where the segmentation is an outcome of a security
risk assessment. A zone is a collection of assets that have

TABLE 2. Security levels (SLs) in ISA/IEC 62443 [12].

common security requirements. Conduits on the other hand is
a logical grouping of communication channels between two
or more zones. To achieve the desired security level and an
acceptable level of risk for their network and components,
organizations have the option to select from five different
security levels, namely SL0 to SL4 as described in Table 2. As
the security level increases, the number of necessary security
controls also increases.

ISA/IEC 62443 standard consists of 12 standards arranged
into 4 packages that address various aspects or levels of IACS
security, including system availability, protection of the plant,
and time-critical system response [12] enforced by various
access control and network security requirements. For the
purpose of limiting the extent of this study, we concentrate
on the ISA/IEC 62443-3-3 standard, which provides specific
documentation for system security requirements and security
levels. It is deemed as a crucial standard within the ISA/IEC
62443 framework. The complete rundown of the security
requirements are detailed in the standard document.
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3) ETSI EN 303 645 v2.1.1
In 2020, ETSI introduced the standard ETSI EN 303 645
[11] with the objective of establishing high-level security
and data protection provisions for consumer Internet of
Things (IoT) devices connected to network infrastructure.
This standard targets all parties that are involved in manu-
facturing and developing products and appliances that work
based on the Internet of Things technology. The standard
consists of 13 high-level recommendations that encompass
68 provisions, of which 33 are mandatory and the remain-
ing are recommendations, applicable to general horizontal
or sector-specific security requirements. The comprehensive
listing of the provisions is accessible in the standard doc-
ument [11]. Essentially, ETSI EN 303 645 places a strong
emphasis on the protection of consumer data, the security
of IoT devices and the protection of consumer’s privacy.
The standard has become a widely recognized reference
for securing IoT devices globally and is utilized in various
cybersecurity certification programs. As the first globally
applicable cybersecurity standard for consumer IoT devices,
ETSI EN 303645 is suitable for a diverse range of consumer
products and is a demonstration of security best practice
through voluntary industry compliance.

B. MAPPING ETSI EN 303 645 TO ISO/IEC 27001:2022
The mapping analysis, including ISO/IEC 27001:2022 con-
trols and ETSI EN 303645 v.2.1.1 high-level and low-level
provisions, shows that all ETSI EN 303 645 requirements can
be aligned with ISO/IEC 27001:2022. This result is plausible
as IoT consumer products can be considered as information
technology devices. Therefore, it can be safely concluded
that, to some extent, implementing ISO/IEC 27001:2022 can
also fulfill the requirements of ETSI EN 303 645. Never-
theless, the study also shows that 64 out of the 93 ISO/IEC
27001 controls do not have a corresponding provision in
ETSI EN 303 645, found particularly within the category
of organizational controls which focuses on organizational
leadership and employment aspects. This discrepancy can be
justified as these requirements are typically not relevant to
individuals, for instance:

− ISO/IEC 27001 controls ranging from 5.2 to 5.13:
ensure that security policies are written and reviewed
in accordance with the organization’s information secu-
rity practices and establish a framework for adequately
implementing and maintaining these practices. These
controls are directed towards organizations and do not
apply to individuals.

− ISO/IEC 27001:2022 controls from 6.2 to 6.6: focus on
defining the employment and termination conditions for
organizational employees, and are viewed as a logical
gap because they are crucial for employees but have no
relevance for individuals in a personal capacity.

− ISO/IEC 27001:2022 controls 7.1 to 7.12: outline phys-
ical access controls and are not applicable to IoT
environment. It is also expected that a device intended

for personal use would not require physical access
controls.

− ISO/IEC 27001:2022 controls 8.29 to 8.31: pertain to
technological controls for security testing and monitor-
ing and reviewing activities related to outsourced system
development, but do not apply to personal devices.

The full mapping result of this comparison is displayed in
Appendix IX (Table 5).

C. MAPPING ISA/IEC 62443-3-3:2019 TO ISO/IEC
27001:2022
The comparison between ISO/IEC 27001:2022 to ISA/IEC
62443-3-3, as depicted in Appendix IX (Table 6), reveals
that while there are a large overlap between the two stan-
dards, we also found several gaps (see Table 3). Some of the
omissions in ISA/IEC 62443-3-3 standard may be addressed
in other parts of the ISA/IEC 62443 standards series. For
instance, the security policy controls in ISO 27001:2022,
have not been addressed in ISA/IEC 62443-3-3, but they
are covered in ISA/IEC 62443-2-1. This suggests that the
ISA/IEC 62443 standard series is designed to be comple-
mentary, with each part addressing different aspects of ICS
security and filling in any gaps left by other parts. Other gaps
can be justified as follows:
− ISA/IEC 62443-3-3 Req 6.4 and 6.5: Wireless connec-

tions and wireless endpoints devices are similar to other
types of network connections but wireless devices can
require a different set of security controls. Requirements
related to wireless connectivity also differ to some extent
between ISA/IEC 62443-3-3 and ISO/IEC 27001:2022.
The requirements for wireless industry automation com-
ponents based on ISA/IEC 62443-3-3 note the impor-
tance on strict use control measures where the focus is on
identifying unauthorized wireless devices. In ISO/IEC
27001:2022 on the other hand is highlighting the chal-
lenge in controlling wireless network perimeter and pro-
cedures for configuration of wireless network devices.
Radio coverage adjustments is here mentioned as a
control for segregation of wireless networks. Require-
ments in ISA/IEC 62443-3-3 related to configuration
of portable and mobile devices are more strict and
indicate automatic enforcement of configurable usage
restrictions.

− ISA/IEC 62443-3-3 Req 6.6: it covers requirements for
mobile code technologies and indicate for example the
need for capabilities to prevent execution of mobile code
as well as restricting transfer of mobile code to/from
devices. A similar requirement is not defined in ISO/IEC
27001:2022.

− ISA/IEC 62443 Req 9.4: The ISA/IEC 62443 series
standards has introduced the concept of security zones,
where a zone is a group of logical or physical assets that
share common security requirements. Security controls
can be defined both for zone boundaries and controls that
are valid within a specific zone. ISA/IEC 62443-3-3 also
include requirements for zone boundary protection. An
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equivalent control system that would provide capabil-
ities to monitor and control communications and con-
nections between system boundaries is not included in
ISO/IEC 27001:2022. Segregation of networks with the
purpose to split the network into security boundaries and
control the network perimeter of each domain using e.g.
gateways is defined in ISO/IEC 27001:2022, but it is not
analogous the concept of zones in ISA/IEC 62443-3-3.

− ISA/IEC 62443 Req 9.5: prohibits all general purpose
person-to-person communications which is an example
of a industry automation specific requirement. From an
industry control system perspective it is essential to pro-
hibit the usage of the industrial automation system for
the purpose of private communication, since this could
potentially be an attack vector to exploit vulnerabilities
in a factory environment. It is understandable that a
corresponding requirement is not included in ISO/IEC
27001:2022 due to the fact that the scope is different.

VII. DISCUSSION OF THE MAPPING RESULTS
The objective of this study was to analyse the similari-
ties and differences between the security controls of three
well-established industrial cybersecurity standards: ISO/IEC
27001, ISA/IEC 62443-3-3, and ETSI EN 303 645. The study
also aims at identifying strengths and weaknesses of each
of the mentioned standards. Although the mapping analysis
revealed some gaps between the standards as illustrated in
Table 4, it can be reasonably argued that there are numer-
ous common, generic cybersecurity requirements (Figure 5)
that are valid and applicable to various industries and ICT
environments. It also showed that all the three analyzed stan-
dards encompass a collection of generic requirements that can
enhance an organization’s cybersecurity posture. In order to
provide further insight into the results of the mapping study,
we aligned the security controls of each standard to one of the
cybersecurity functions, as defined in ISO/IEC 27001:2022,
ISO/IEC TS 27110 [21] and the NIST cybersecurity Frame-
work (CSF) [57]. These standards categorize cybersecurity
functions, referred to as cybersecurity concepts, into five
categories such as: Identify, Protect, Detect, Respond, and
Recover. By doing so, one can determine which areas of
system security each standard prioritizes. The strength or
weaknesses of a specific area are demonstrated by the number
of security controls created for each concept. The analysis
indicates that ISO 27001:2022 has a more comprehensive
set of controls for each cybersecurity concept with a total of
125 controls compared to 113 in ISA/IEC 62443-3-3:2019
and 72 in ETSI EN 303 645 V2.1.1 (as depicted in Figure 6),
suggesting its superiority compared to the other two stan-
dards. Next wewill elaborate on the distinctive characteristics
of each standard.

A. ISO/IEC 27001:2022
ISO/IEC27001:2022 views cybersecurity as a combination
of requirements and controls related to organization, people,
process, and technology as highlighted in Table 4. The

FIGURE 5. Security standards coverage.

study revealed that ISO/IEC 27001:2022 emphasized human
resource security with controls for employment, termination,
and changes of employment, applying to both employees and
contractors, a feature lacking in the other two standards. The
findings also indicate that ISO/IEC 27001:2022 had a clear
advantage over the other two standards in facilitating and
simplifying the mapping process. All ISO/IEC27001:2022
requirements are written at a high-level and do not include
any low-level requirements. However, ETSI EN 303 645 and
ISA/IEC 62443-3-3 were more challenging to map as each
control encompasses additional sub-controls that required
careful examination (Figure 3), sometimes leading to ambi-
guity and confusion. For instance, ETSI EN 303 645’s
provision ‘‘no default passwords 5.1-1’’ includes additional
low-level provisions for authentication mechanisms. Figure 6
illustrates how ISO/IEC 27001:2022 has been updated to
include amore comprehensive coverage of cybersecurity con-
cepts of 125 controls. All of the standards contain a greater
number of controls dedicated to the protection of the system,
compared to the other cybersecurity concepts. In particular,
ISO/IEC 27001:2022 supersedes both standards with controls
that are crucial to identify the risk, respond to, and recover
from attacks. The emphasis on risk identification highlights
the standard’s increased focus on preventing attacks and min-
imizing the costs associated with mitigation. Furthermore,
the ISO standard places greater emphasis on implementing
measures to respond to and recover from a cyber attack, which
demonstrates its commitment to promoting system resilience
and facilitating a rapid return to normal operations in the
event of an attack.

B. ETSI EN 303 645 V2.1.1
The ETSI EN 303 645 standard provides baseline secu-
rity provision for consumer IoT focusing on data protec-
tion and consumer privacy. Since the devices addressed
by this standard are intended for personal use, the focus
is primarily on protection measures and risk identification
with very limited controls to detect, respond and recover
from attacks (Figure 6). Furthermore, unlike the ISO/IEC
27001:2022 standard, it does not address people and phys-
ical controls as they are not applicable to ETSI standard
scope (Table 4). From the mapping analysis presented in
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TABLE 3. Unmapped ISA/IEC 62443-3-3:2019 requirements.

TABLE 4. Control domains coverage.

Appendix IX (Table 5), it can be safely concluded that
the organization and technology controls in the ISO/IEC
27001:2022 standard provide full coverage of the ETSI EN
303 645 standard. This is supported by the fact that all 68
ETSI ENprovisionswere successfullymapped to 29 ISO/IEC
27001 controls (Figure 5). Therefore, organizations can lever-
age the ISO/IEC 27001:2022 standard to effectively imple-
ment the security requirements outlined in the ETSI EN 303
645 standard for their consumer IoT devices. When using
the ISO/IEC 27001:2022 standard to implement the secu-
rity requirements of the ETSI EN 303 645 standard, it is
important for organizations to consider that the ETSI stan-
dard covers devices without passwords, such as household

FIGURE 6. Security standards controls coverage.

appliances with limited computing power like coffee makers
or refrigerators. This means that they have to implement
controls that are appropriate and effective for these devices
by prioritizing practical solutions over complex security mea-
sures like authentication and authorization. The objective is to
provide practical household connectivity solutions that make
everyday tasks more manageable, like remotely starting a
washing machine or cooking utensil, prioritizing ease of use
over extensive security measures.

VOLUME 11, 2023 85325



F. Djebbar, K. Nordströ: Comparative Analysis of Industrial Cybersecurity Standards

TABLE 5. Mapping ETSI EN 303 645 to ISO 27001:2022.
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TABLE 5. (Continued.) Mapping ETSI EN 303 645 to ISO 27001:2022.
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TABLE 5. (Continued.) Mapping ETSI EN 303 645 to ISO 27001:2022.

C. ISA/IEC 62443-3-3:2019
The concept of a risk based segmented architecture with
zones, conducts and security levels differentiates the ISA/IEC
62443-3-3 from the other standards we have analysed in this
study. This approach allows organizations to apply security
controls based on the level of acceptable risk and protection
needed. Lower security levels such as SL0 or SL1may suffice
for non-critical industrial environments, while higher security
levels such as SL3 or SL4 are essential for high-risk or critical
systems. Despite these particularities, Appendix IX (Table 6)
testifies on the large overlap between ISO 27001 and ISA/IEC
62443. In fact, out of 100 requirements from ISA/IEC 62443-
3-3, 84 have been mapped to equivalent or related controls in
ISO/IEC 27001 (Figure 5). The unmapped requirements as
shown in Table 3 indicates a number of requirement enhance-
ments used in SL3 or SL4 that are relevant and important for
high-level security systems such as critical systems. There-
fore it might in some cases be justified to implement a set
of baseline cybersecurity requirements defined in ISO/IEC
27001 in a non-critical industrial automation environment.
In a high risk or critical industrial environments additional
system level requirements designed to protect against inten-
tional violations needs to be considered. ISA/IEC 62443-3-3
places greater emphasis on technical protection measures

with a total of 79 protective controls compared to 71 in
ISO 27001:2022. Additionally, ISA/IEC 62443-3-3 focuses
on controls to detect attacks, but places less importance on
controls for pre- and post-attacks. This direction has also
been followed in the other two standards. It is important to
note that all controls in ISA/IEC 62443-3-3 are physical or
technological requirements as shown in Table 4, as this stan-
dard is intended for system requirements. Organizational and
people controls are addressed in other parts of the ISA/IEC
62443 standard package.

VIII. CHALLENGES
The evolving nature of the cybersecurity area, characterized
by the emergence of new threats and vulnerabilities, makes
unrealistic to establish a permanent and steady level of system
security over time. Instead cybersecurity is optimized to a
level business leaders define, balancing the limited resources
available to the acceptable risk appetite. Complying to a
cybersecurity standard can partially manage cybersecurity
challenges, attacks opportunities and cyber risks. However,
not all risks can be mitigated through standards and frame-
works. Given the cross-functional nature of cybersecurity,
the development and implementation of effective security
standards and frameworks present additional challenges that
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TABLE 6. Mapping ISA/IEC 62443-3-3:2019 to ISO/IEC 27002:2022.
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TABLE 6. (Continued.) Mapping ISA/IEC 62443-3-3:2019 to ISO/IEC 27002:2022.

demand close coordination among multiple stakeholders.
Selecting a framework or standard can be challenging, con-
sidering the excess of security standards, the resulting secu-
rity controls fragmentation and the complexity of implement-
ing the standards across different domains.

When organizations are mandated to comply with several
standards, they may end up implementing redundant or con-
flicting security controls. In order to overcome this challenge,
organizations can focus on identifying duplicated controls
to simplify the process and minimize expenses. However,
mapping controls between standards can be a difficult task
because controls are written in various ways, with some
being written at a high-level, while others have low-levels
requirements and somemay even contain ambiguous require-
ments that require careful examination. Another challenge or
common mistake is addressing cybersecurity on a system-
by-system basis. Consequently, the security perspective of
the entire system, including its intended use, operational
environment, and characteristics, should be evaluated from
end-to-end. This approach is recommended by the ISA/IEC
62443 standard for establishing an industrial automation and
control system security (IACSs) program. However, imple-
menting a security management program for IACSs based
on the ISA/IEC 62443 framework can turn out to be a time
consuming exercise. The wide-ranging management system

encompassing policies, procedures, and personnel utilizing
the IACSs in addition to the IACS itself. It is important to
emphasize that industrial automation and control systems
are employed across various industries, and it is essential
to acknowledge that not all industrial systems and appli-
cations should be classified as critical. In fact it is not
unusual to use commercial off-the-shelf (COTS) components
and consumer products in an industrial environment. In a
critical systems these kind of products may not be robust
enough from a cybersecurity perspective, but in a non-critical
industrial automation setup they might be appropriate to
use. Ultimately, cybersecurity remains the art of tolerating
imperfection. Despite organizations’ best efforts to imple-
ment cybersecurity measures, there is always a possibility of
vulnerabilities, breaches, and other security incidents. Cyber-
security professionals must constantly adapt and respond to
new and emerging threats, and prioritize their efforts based
on the level of risk and available resources. In this regard,
a framework or standard can be a valuable tool to assess risks,
implement mitigation controls, and work in a structured way.

IX. CONCLUSION AND FUTURE WORK
The realm of cybersecurity encompasses a wide range of
standards at various levels, including national, international,
regional, and industry-specific. These standards can often
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be overly generic, complex and hard to follow, neglecting
the fact that each organization has its own distinct security
needs based on its size and business type. In this study,
we performed a comparative analysis between the security
requirements and controls across three widely adopted stan-
dards, namely ISA/IEC 62443-3-3:2019which addresses net-
work and system requirements, ISO/IEC 27001:2022 deals
with information security management systems and ETSI
EN 303 645 v2.1.1 serves as a baseline standard for con-
sumer IoT products. The findings of our study suggest that
despite being designed for distinct environments and scopes,
these standards exhibit significant similarities in their security
requirements and controls. Notably, ISO/IEC 27001:2022
fully encompasses the security provisions outlined in ETSI
EN 303645, while it largely covers ISA/IEC 62443-3-3
requirements. The observed gaps between the standards is
attributed to the specificity of ETSI 303 645 in providing
provisions for devices with limited computing capabilities
that do not require complex security solutions, such as those
without passwords. In contrast, ISA/IEC 62443-3-3 includes
security requirements for critical industrial systems, which
demand unique security considerations, resulting in differing
security requirements compared to the other two standards.
Our study also revealed that ISO 27001:2022 provides con-
trols covering organization, physical, technology, and people
security requirements. ETSI focuses on provisions for orga-
nization and technology security, while ISA/IEC 62443:2019
places emphasis on physical and technology security require-
ments. Additionally, the findings show that while all three
standards prioritize protection controls, only ISO27001:2022
emphasizes the need for cyber resilience. The standard pro-
vides measures for responding to and restoring systems and
operations after an attack, which is not adequately covered
by the other two standards. Our work holds practical future
prospects. By identifying and addressing overlaps and gaps
in industrial standards security controls, we can streamline
compliance efforts for organizations facing the challenge of
adhering to multiple standards simultaneously. This stream-
lining can save valuable resources, reduce redundancy, and
improve overall efficiency in cybersecurity implementation.
Moreover, it can promote consistency across different stan-
dards, fostering a more integrated and effective cybersecurity
framework. Since this case study involves three environment-
specific standards, we will expand our efforts in the future
to include additional well-established security standards to
evaluate potential overlaps. Our goal is to find out a more
comprehensive standard that can contribute in addressing the
fragmentation issue and reduce the additional cost and effort
required when complying with multiple security standards.

APPENDIX
See Tables 5 and 6.
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