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ABSTRACT For target tracking problems in wireless sensor networks subject to malicious network attacks,
this paper proposes a distributed set-membership filtering algorithm based on trust dynamic combination
strategy. The algorithm has a prediction-correction recursive updating structure similar to Kalman filtering,
by introducing the clustering fusion step of received data from other nodes between the prediction step and
the measurement correction update step, the clustering fusion step uses K-means to cluster and classify the
data of trusted and untrusted nodes, the target state is updated by the fusion of trusted received data set,
to improve the resistance to various wicked network attacks. Simulation results show that compared with
the traditional distributed set-membership filtering method, the proposed method has better target tracking
performance in the face of wicked network attacks such as random attacks, false data injection, replay attacks,

and hybrid attacks.

INDEX TERMS Distributed set-membership filter, information fusion, network attack, target tracking,

wireless sensor networks.

I. INTRODUCTION

Wireless Sensor Network (WSN) consists of a large number
of sensor nodes with low power consumption and limited
computing resources, these nodes use their self-organizing
capabilities to form a small network for data collection,
processing, and transmission [1]. Due to its free network
construction mode and flexible network topology [2], wire-
less sensor nodes can flexibly reconstruct the network to
deal with sub-network faults, which is widely used in tar-
get tracking [3], smart grid [4], automatic vehicle naviga-
tion [5], environment detection [6] and other fields. For exam-
ple, target security detecting and tracking in the large-scale
WSNs are challenging problems [7]. Set-membership fil-
tering (SMF) is one of the important methods for process-
ing the target tracking of scattered nodes in the large-scale
WSN [8]. It only requires the boundary of the noise with-
out knowing the statistical properties of the noise, and has
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proved advantageous in improving the robustness against the
uncertainty or noise [9].

Target tracking is one of the important applications of
wireless sensor networks. It is a process of estimation and pre-
diction of target position, speed, direction and other related
information by using sensor observation and data process-
ing. Here, we are concerned with distributed set-membership
filtering algorithms for target tracking, where each node
only exchanges local estimates with its single-hop neigh-
bors. In the problem of target tracking and positioning [10],
some algorithms based on statistical assumptions (such as
Kalman-type algorithm) can degrade the estimation perfor-
mance when the prior distribution of noise is not accu-
rate enough or unknown. Since there is no requirement
for accurate noise distribution but just for boundedness of
noise in distributed set-membership filtering, it is a better
alternative. In [11], a new distributed set-membership filter
with coding—decoding communication strategy is proposed
to regulate the data transmission between the individual
nodes. Before transmission, the data is converted into a
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TABLE 1. Different distributed KF (Kalman filtering) technology under the network attack.

Algorithm Fusion Level Combiner Model Random Replay FDI Hybrid
[22] High Static Stochastic x x x x
[23] High Dynamic Stochastic v x X x
[24] Low and High | Dynamic Stochastic v X x x
[25] High Dynamic Stochastic N X X X
[19] High Dynamic Stochastic N N \ x

Proposed High Dynamic | Deterministic v N N ~

limited set of raw data according to the corresponding cod-
ing rules to reduce the communication frequency. In [12],
a new recursive distributed set-membership filter is pro-
posed to improve the filter performance by using the precise
estimation of the Lagrange remainder. In [13], a new dis-
tributed set-membership filtering algorithm with dynamic
event-triggered transmission scheme (ETS) is proposed to
reduce the energy consumption of WSN.

Although many distributed set-membership filter algo-
rithms for target tracking have been proposed from the
aspects of energy saving, bandwidth and communication
overload [14], [15], [16], but the security of target tracking
is rarely considered [17], [18]. Because the sensor network
is deployed in an externally accessible environment and uses
wireless communication to transmit information, the sensor
nodes are vulnerable to external intrusions in the process of
transmitting information, which leads to information leakage
and damage. Recently, [19] proposed a method to combine
multi-agent filtering algorithm with trust metrics, security
is improved by establishing trust relationships between dif-
ferent agents. In the trust-based scheme, each agent asso-
ciates trusted metrics with its neighbors, while the untrusted
nodes are ignored. This scheme needs to manually determine
the threshold, and as such without adequate robustification
against complex or various network attacks.

To solve this problem, this paper presents a new trust-based
distributed set-membership filtering method with adequate
robustification against various or complex network attacks.
In order to identify the attacked nodes, the K-means algorithm
is introduced into the distributed set-membership filtering
process. When the attacked nodes do not exceed half of
all nodes, the attacked nodes can be accurately identified.
In Table 1, this paper gives different distributed technology
in the fusion level, combiner, and briefly compared model.

This article mainly has the following contributions:

1) This paper proposed a trust-based distributed set-

membership filtering method to deal with the target
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tracking problem under malicious network attacks. The
clustering algorithm is used to identify the attacked
nodes.

2) The trust-based model can deal with a variety of net-
work attacks, and there is no need to build different
models for different attack patterns. It only needs
assumption that the number of attacked nodes does not
exceed half of the whole network.

3) The communication load of the proposed method
is lower than that of low-level measurement fusion
schemes. In addition, this method can also detect and
locate damaged nodes.

The rest of the structure of this article is divided
into four parts. The problem formulation is provided in
Section II. In Section III, the trust-based distributed ellip-
soid set-membership filtering is designed and developed.
In Section IV, the numerical simulation results are given.
The conclusion is given in Section V.

Il. PROBLEM FORMULATION

The ellipsoid set-membership filtering is similar to the
Kalman filtering in form, which is also divided into prediction
step and measurement correction update step. The ellipsoid
set-membership filtering model assumes that the current state
x; of the system is evolved from the state x,_; at the last time
according to the linear equations as follows:

Xp = Fr_1x,—1 + w1 (1)
zr = Hyxp + vy 2)

where x, and z, are the state vector and measurement vector
respectively. F,_1 is the state transition matrix, H, is the
measurement matrix; w,_1 and v, are unknown but bounded
(UBB) process noise and measurement noise respectively.
For distributed ellipsoid set-membership filtering, the mea-
surement model is defined similarly. For sensor node n, its
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measurement model is given as follows:

nrXnr + Var 3)

where H,, is the measurement matrix. v,, is UBB
measurement noise of sensor node n.

Assume that the noise is UBB and belongs to the set of
ellipsoids:

Zn,r =

W, = {w,:w,TQ;lwr < 1} 4

Vir = {Vn,rzvy{,rR;’,lan,rf 1} )

where Q, and R, , are given positive definite matrices. The
initial state xg and its estimate X, o belongs to the following
ellipsoid

Ey = {Xoi (x0 — J?n,o)T Py (xo — &u0) < 1} (6)

where Py is a positive definite matrix that describes the shape
and direction of the ellipsoid. The ellipsoid set at time r-1 is
given as follows:

R T 4
— X1 (xrfl _xn,rfl) P 1
Eret ’ X (xr—l —)Afn,r—l) =1 ' ] . @

The predicted ellipsoid set E,|_1 is:

Froxr—1+wr_1:
E -1 = 8
it {xr—l €E—_1,wr—1 €W, ®)
and the measurement ellipsoid set is:

T ,_

_ xn,r:(Zn,r - n,rxn,r) Rni
Sn,r - ’ . (9)

X (Zn,r - n,rxn,r) <1

Then, the posterior ellipsoid E, is the intersection of the
predicted ellipsoid set and the measurement ellipsoid set:

E. =S, NE 1. (10)

As shown in Fig 1, this paper considers target tracking based
on distributed set-membership filtering in WSN with attacked
nodes. The attacked node broadcasts inaccurate or incorrect
estimates. Assuming that no more than half of the nodes are
attacked, this paper considers the following network attacks:

1) Random Attack: Attackers attack WSN nodes and can
attack nodes at any time.

2) False Data Injection Attack: The attacker can bypass
the bad data detection technique of the system and send
the false data to the system without being detected.

3) Replay Attack: The attacker intercepts packets broad-
casted by wireless sensor nodes, which contain mea-
sured values and sends them again at some later time to
fool the system.

4) Hybrid Attack: The attacker uses the combination of the
above three attacks to attack the nodes.

Remark: Formula (8) is the ellipsoid set of system model
prediction for the tracking target, and formula (9) is the
measurement ellipsoid set of the sensor nodes for the tracking
target position. Formula (10) is the intersection of prediction
ellipsoid set and measurement ellipsoid set, which is more
accurate for tracking target position than prediction ellipsoid
set or estimation ellipsoid set.
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IIl. TRUST-BASED DIFFUSION ELLIPSOID
SET-MEMBERSHIP FILTERING

A. MEASUREMENT-UPDATE

According to the posterior ellipsoid set (10), the center and
shape of ellipsoid are as follows:

),En,r = )%rlr—l + Kn,r (Zn,r - Hn,r)?rlr—l) (1])
N -1
. H,, Py—1HI, R
Kny = Popp 1T, (2t Zer (12)
1 — pnr Pn,r
. P Ky, H,
Pn,r: rlr—1 (1— n,r n,r). (13)
1 - pn,r 1 - pn,r

According to the minimum trace principle, the optimal value
of p,, is as follows:

_ N
ﬁm+ﬁm

where r,, and y,, are the maximum singular values of the
matrices Hn,rf’”r_lH,Z . and Ry, ,, respectively.

Let’s ¢, be the single-hop neighbors of node n and includes
itself. The center of the ellipsoid X, , and the shape IA’,,,, are
exchanged in ¢,.

4 )

O
®
o

Pn,r (14)

® \O ®
o/ ©
ee\qo
e =

- )

z

Target

Ol @

FIGURE 1. The wireless sensor network is attacked in target tracking.

B. TRUST-BASED CLUSTERING FUSION

Combinators play an important role in node data fusion,
which determines the overall network performance [20].
Compared with the unified scheme, the trust-based dis-
tributed ellipsoid set-membership filter can better assign
weights. For untrusted nodes, their weights will be very low
and will be ignored in the fusion process, which realizes the
effective discrimination of information. The algorithm only
needs to be performed on the local node [21].

K-means is one of the outstanding representatives of unsu-
pervised learning algorithm. The principle of K-means is
relatively simple, the convergence speed is fast, and the clus-
tering effect is good. In this paper, a clustering algorithm is
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used to classify WSN nodes, and the cluster containing the
most elements is considered as the trusted cluster. The basic
idea is to find K clusters through iteration to minimize the
loss function corresponding to the clustering result.

For node n, our goal is to classify the ellipsoidal center
data in the communication node {x;, i € £,}, where the loss
function is defined as the sum of distance error squares from
the sample to the center of cluster:

Temy =30 -l (15)

where x; represents the i sample, u, represents the centroids
corresponding to the cluster, and M is the total number of
ellipsoidal centers or ellipsoidal shapes.

K-means assignments and updates the data to collect the
data closer to the cluster center. In the assignment step,
each data sample will be randomly assigned to the nearest
clustering center:

Assignment step: The center x; of the ellipsoid is randomly
assigned to either w1 or w, as follows.

¢ = argming||x; — r|]>, r=1,2. (16)

Let 7/ be the index describing the ellipsoid center x; near
Uy, if u, is closer to the center of the ellipsoid, let t,i =1,
otherwise 7/ = 0.

Update step: For each class center u,, recalculate the
center of the class:

_ Z‘L’rixi
—7

Wy = : r=1,2. (17)
7

Through the iteration of the assignment steps and the update

step until J converges. Let §, = >_ 7/ be the number of

elements in the cluster, and

¢i = argmax,8,, r=1,2. (18)

Only the data in ¢; is considered to be trusted data, where the

corresponding node is Cy. Let card(Cy) describes the number

of elements in the set C; and untrusted nodes are ignored.
The weight is calculated as follows:

1
card(C;)’

Let P, , = diag{Pn r}, where the operator diag{-} returns
the main diagonal element of the P, , matrix. At node n,
its ellipsoid shape matrix is placed in two clusters like the
ellipsoid center, where the set of trusted nodes is Dk, and the
untrusted nodes are ignored.

The weight is calculated as follows:

Skwmr = m e Cy. (19)

ly=—"——, [ €Dy 20
Phl.r card (Dp) € Di (20)
Refined center of the ellipsoid and shape are given as follows:
)er = Zme(ck £/k<—m,r),em,r (21)
Pr = ZleDk g’k<—l,er,r' (22)
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It should be noted that if the number of nodes spreading false
information is greater than half of the total network nodes,
negative effects will still occur in the information fusion step.
Therefore, it is necessary to ensure that at least half of the
network nodes are in normal working state to reduce the
impact of untrusted data on the system during information
fusion. Algorithm 1 shows the detailed process of trust-based
distributed set-membership filtering.

C. TIME-UPDATE
According to the predicted ellipsoid set (9), the center and
shape of ellipsoid are as follows:

Srsti = Froihr (23)

X P
Priry = Fo— T 4 5L 24)

1 =pry Pr+l
The predicted minimum trajectory state ellipsoid obtained
by optimizing the parameter p, according to the minimum
trace principle is given as follows:

Pr+1 =arg min
Pr+1€(0,1)

r (13,+1|,). (25)

The optimal selection of p, is given as follows:

o Vir @r1) .
JirF, PyFD) + i Q1)

IV. NUMERICAL SIMULATION RESULTS

The numerical simulation experiments show that the scheme
has lower root mean square error (RMSE) in the face of net-
work attacks. In simulation a fully connected WSN consisting
of 09 nodes, as shown in Fig 2, where nodes 02, 05 and
09 are under network attack, is considered. For simplicity,
Fy r and H, , are set to be same. The ellipsoidal initialization
center fcn,o|_1 and shape 13,1,0|_1 are given in Algorithm 1. The
Kalman filter algorithm has the same initial value. And the
parameters are set as follows:

(26)

(1010 1000
p_j01o1) 0100
"=loot10 0010

(0001 0001

(100 0 0 08 0 00
o100 00500
=10 0100 0 50

000 1 0 03

A. RANDOM ATTACK

Random attacks can be launched at any time or place, using
random data to launch attacks on sensor nodes. The actual
trajectory, trust-based fusion trajectory, attacked node trajec-
tory and Kalman filter trajectory are given in Fig 3, and Fig 4
shows the corresponding RMSE performance. Compared
with the unified fusion scheme, the trust-based fusion scheme
has better performance. The reason is that the untrusted nodes
are ignored and only trusted nodes participate in the fusion
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Algorithm 1
Set-Membership Filter

Trust-Based Distributed

Initial state estimate X, o—1 = [20 20 20 20 ]T, and

shape IAD,LO|,1 = 4014, where I, is denoted as the identity
matrix of size n, forn =1,2...N.

For r =010 rpgx

forn=1toN do

/lmeasurement update

The ellipsoid center and ellipsoid shape were

calculated:
Xn,r = Xr|r—1 + Kr(zn,r — Hn,rXr)r—1)
D _ Py ( KnJHn,r)
Pn’r = I—pur U lfpn,r )

Exchange % , and Py, at node n, k € £,,.
Il information fusion
Compute L , and gi , by the formula:

_ 1
Liemr = card(Cy)’ m e Cy

Grel,r = Wl(ﬂ)k),l € Dx.
Trust-based ellipsoid centers and shapes:

Xr = z Lk(—m,rxm,r
meCy

N A

P, = Z gk<—l,rpm,r-
lEDk
/I time update
£r+1|Ar = F;%

5 _ P T Or41
Prowr = Frimp 5 Fr 450

end
End

FIGURE 2. The fully connected WSN consists of 9 nodes, among which
nodes 02, 05, and 09 are attacked.

step. It has good robustness to random attacks and can achieve
low RMSE.

B. FALSE DATA INJECTION ATTACK

In FDI, it is considered that the attacker knows the model
and parameters of the system. Attackers can evade the sys-
tem’s detection techniques, tamper with the real data X, ,
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FIGURE 3. Comparison of real trajectory, fused trajectory based on
trust-based schemes, and Kalman filter trajectory where 02 node is under
random attack.
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FIGURE 4. Compare RMSE of different schemes under random attack.
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FIGURE 5. Comparison of real trajectory, fused trajectory based on
trust-based schemes, and Kalman filter trajectory where 02 node is under
FDI attack.

of the system. In the simulation, the actual trajectory, trust-
based fusion trajectory, attacked node trajectory and Kalman
filter trajectory are given in Fig 5, and its corresponding
RMSE performance is shown in Fig 6. Compared with the
traditional distributed set-membership filter and Kalman fil-
ter, the trust-based scheme has better performance. Because
it directly ignores the fake data of the attacked node and
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FIGURE 6. Compare RMSE of different schemes under FDI attack.

24 T T T

>
2+ 4{ 1

20

Actual Trajectory

O  Trust-based Trajectory
Node 02 Trajectory

< Kalman Trajectory

0 5 10 15 20 25 30

FIGURE 7. Comparison of real trajectory and fused trajectory based on
trust-based schemes, and Kalman filter trajectory where three nodes are
replay attack.

only integrates the data of the trusted node, it has strong
robustness.

C. REPLAY ATTACK

In the simulation of this type of attack, it is considered that
the attacker may grab the data transmitted by the system and
use it to attack the system. Because the attacked data is the
real state of the system in the past, it can bypass the widely
used defect detection technology based on residual error. The
attack is launched at moment ¢ for nodes 02, 05, and 09 with
Xi—r, T =4,7, forashortattack and T = 20 for a long attack.
The attacker propagates error messages to the neighboring
nodes of the three nodes, for which the true and trust-based
trajectories of the attack and the trajectory of node 02 are
given in Fig 7. Its corresponding RMSE is given in Fig 8.
Compared with the traditional Kalman filter, the trust-based
scheme is more robust.

D. HYBRID ATTACK

In the hybrid attack, the attacker uses the above three attack
methods to launch attacks on different nodes. For nodes 02,
05, and 09 replay attack at time ¢, X,—7, T = 4, 7, 14.
The attacker propagates false information to the neighboring
nodes of the three nodes under attack. Its true trajectory, trust-
based trajectory and Kalman trajectory are given in Fig. 9.
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FIGURE 8. Compare RMSE of different schemes under replay attack.
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FIGURE 9. Comparison of real trajectory and fused trajectory based on
trust-based schemes, and Kalman filter trajectory where three nodes are
hybrid attack.
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FIGURE 10. Compare RMSE of different schemes under hybrid attack.

Their corresponding RMSE are given in Fig. 10. Simulation
results show that compared with the traditional Kalman filter,
the trust-based scheme is still robust to the hybrid attack.

V. CONCLUSION

In this paper, a trust-based distributed ellipsoidal
set-membership filtering algorithm is proposed for moving
target tracking subject to various malicious network attacks.
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Spatial clustering scheme is introduced to improve the
distributed estimation accuracy by removing the attacks-
contaminated data. In the sequel of clustering, a dynamic
trusted information framework is obtained. The numerical
simulation results show that it is robust against various
network attacks.
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