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ABSTRACT Zero-Knowledge Proof (ZKP) is a useful tools for proving that a prover possesses a secret
without revealing it to the verifier. Designated Verifier Proof (DVP) is a special type of ZKP that adds
the ability to restrict the identity of verifiers so that only pre-determined authorized verifiers can verify.
However, DVP and other similar schemes do not work if the verifier provides some additional information
to indicate the provenance of the proof. Since this information may be stored on the blockchain, the proof
can be accepted by third parties even if the verifier is willing to protect the privacy of the prover. In this
paper, we propose the concept of Blockchain Designated Verifier Proof (BDVP), and design a BDVP scheme
suitable for blockchain applications. The key technique behind our BDVP scheme is that the verifier can forge
a fake secret to simulate the proof. Therefore, a third party cannot determine whether the prover possesses the
secret. This enables the verifier to protect the privacy of the prover, which is required by law or regulation.
We also address the quantum attack problem and propose a post-quantum solution. We evaluate and compare
the performances of the proposed protocol with other related protocols.

INDEX TERMS Zero-knowledge proof, privacy protection, chameleon hash function, non-transferable,
quantum-resistance.

I. INTRODUCTION
A blockchain is a public, decentralized, distributed ledger
in which records are chronologically ordered and consistent
across network nodes. No one can modify the record without
the consensus of the network nodes. When using blockchain,
as with any other information system, laws and regulations
dictate that private information must be properly protected.
Zero-knowledge proofs (ZKP) can be used to protect private
information in the blockchain. Through ZKP, the prover can
prove the ownership of some secret without revealing the
secret itself.

There are many applications based on ZKP. For example,
Soewito et al. applied the ZKP in a wireless ad hoc net-
work [1]. Alshameri et al. proposed an identification scheme
based on ZKP for securing a software-defined network con-
troller during the data and control plane communication [2].
Xi et al. built a mutual authentication system based on ZKP
for the vehicle network [3].
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Recently, the application of ZKP on the blockchain has
become popular [4]. Partala et al. survey several state-of-
the-art ZKP schemes and their applications to confidential
transactions and private smart contracts on blockchains [5].
Li et al. proposed a decentralized and location-aware archi-
tecture to address the data integrity along with the privacy-
preserving issues in blockchain-based traffic management
system integrates with ZKP protocol [6]. Yang et al. lever-
age the smart contracts and ZKP algorithms to improve the
existing claim identity model in blockchain to realize the
identity unlinkability, effectively avoiding the exposure of
the ownership of attributes [7].

While ZKPs allow for secrecy, ZKPs cannot prevent a
verifier from revealing to others the fact that the prover holds
a secret. If the verifier reveals the proof to others, the verifier
also discloses the prover’s status. Taking the medical scenario
as an example, through ZKP, patients can prove to the insur-
ance company that they have a rare disease. If the insurance
company passes the proof on to the company the prover is
interviewing for a job, the illness may be a disadvantage
to the prover. For this reason, we need a non-transferable
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FIGURE 1. A demonstration of non-transferable ZKP. The prover on the
left tries to convince the verifier in the middle. Even if the verifier is
convinced that the prover possesses the secret, the verifier cannot
convince a third party at the right that the prover possesses the secret.

zero-knowledge proof scheme. A simple scenario is shown
in Figure 1.

There are existing schemes which have similar features to
protect the prover’s privacy. The first one is the designated
verifier proof scheme (DVP). The DVP scheme is a ZKP that
only allows the designated verifier to verify the proof. There-
fore, third parties cannot be convinced by the proof. There
are some research works on DVP such as [8], [9], [10], [11],
and [12]. It is worth noting that Jakobsson mentioned two
practical issues of this type of schemes [8]. The first one
is the collusion problem where the verifier can share the
same key with third party. The other problem is that if the
verifier can persuade the third party to accept the source of
the proof, then the verifier can transfer the proof to the third
party. The other issue is that if the verifier can show the
third party the transcript of the DVP, then the verifier can
convince the third party that the prover has the secret, where
the transcript of DVP is defined as all the data during the DVP
execution. In the blockchain applications, these transcripts
may be recorded in some block of the chain. This makes the
current DVP not suitable for blockchain applications.

Another possible solution is the integration of ZKP and
deniable authentication, which we call DAZKP. Deniable
authentication allows the verifier to forge a signature with
any messages. Integrated with ZKP, the verifier can forge a
proof with a valid signature of the prover. Therefore, no one
will accept the proof from the verifier. There are many related
works about deniable authentication such as [13], [14], [15],
and [16].

Back to the practical issues raised by Jakobsson et al. [8].
Undoubtedly, it is impossible to solve the collusion issue
since the third party and the verifier have the same secrets
and they can be treated as logically the same entity. Therefore,
we assume that the verifier is willing to keep the secret of the
prover which is required by law and regulations.

We first construct a ZKP scheme with the prover’s sig-
nature. Empowering the verifier with the collision feature,
the verifier can make a fake proof satisfying the existing
rover’s signature. If the verifier can convince a third party
that the proof is from the prover, then the verifier can also
make the third party accept the proof that the prover does
not possess the secret. This idea can effectively solve the

privacy-preserving issue in blockchain where DVP and
DAZKP cannot solve this issue, assuming that the the tran-
scripts of the DVP or DAZKP executions have been recorded
in the blockchain.

In this paper, we refer to this privacy-preserving
ZKP scheme as a blockchain designated validator proof
(BDVP) scheme. The comparison between our work with
other schemes are shown in Table 1.

TABLE 1. Comparison of various designated ZKPs.

We list our contributions as follows:

• Designation against trusted non-malleable records
In our scheme, a verifier can forge a valid signature even
if the communication records are immutable, like in the
blockchain scenario.

• Quantum resistance
The proposed BDVP uses post-quantum cryptography
algorithms, which means our scheme is secure in the era
of quantum computing.

• Performance evaluation
We analyze the computing performance of the proposed
schemes. The results show that with the addition of non-
negotiability, the cost is still acceptable.

A. ORGANIZATION OF THE PAPER
We first discuss related works in Section II. Next, pre-
liminaries related to this research is given in Section III.
We present a new DVP (BDVP) based on DLP in Section IV,
and another DVP (NIQR-BDVP) based on Module-SIS for
defending quantum attack in Section V. In Section VI,
we present performance evaluations of BDVP and NIQR-
BDVP, and the comparison between our proposed scheme and
the related schemes. Conclusions and future work are given
in Section VII.

II. RELATED WORKS
A. ZERO-KNOWLEDGE PROOF
In ZKP there are two parties, a prover and a verifier, that
can communicate to each other. A valid ZKP protocol must
satisfy three properties:

1) Completeness, which states that if the prover and the
verifier follow the protocol, the verifier has a very high
probability to accept the proof;

2) Zero-Knowledge, which prevents the verifier from
learning any additional knowledge about the prover’s
secret from the execution of the protocol;

3) Soundness, which guarantees the prover can not fool
the verifier into accepting the validity of a false
statement.
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Zero-knowledge proof (ZKP) was first proposed by Gold-
wasser, Micali and Rackoff [17] in 1985. Since then,
many studies have been devoted to this research. In 1988,
Goldreich et al. [18] showed a perfect ZKP for a decision
problem. In 1989, Schnorr [19] proposed a well-known effi-
cient interactive identification scheme and a related signature
scheme that are based on discrete logarithm problems (DLP).

The classic ZKP protocol includes four algorithms:

• Commit()→ r
The algorithm outputs a commitment r , which is used to
verify the correctness of the proof about the secret s.

• Challenge()→ e
The algorithm generates a random challenge string e,
which the verifier sends to the prover.

• Prove(e, ω, k)→ s
The algorithm outputs a proof s computed by a given e,
the witness ω, and a random string k .

• Verify(r, e, s)→ {1, 0}
The verification algorithm outputs 1 if the verification
result is correct; otherwise, 0.

In 1987, Santis et al. [20] proposed the first non-interactive
ZKP (NIZKP). The security of their protocol relies on the
fact that deciding quadratic residues in some multiplicative
groups is computationally hard. In 1998, Gennaro et al. [21]
proposed a more efficient non-interactive zero-knowledge
proof scheme for quasi-safe prime products and other related
problems. In 2006, Persiano et al. [22] presented a double-
round NIZKP scheme. They showed that double-round
NIZKP is more secure than one-round NIZKP. In 2008,
Peikert et al. [23] proposed a NIZKP for lattice-based prob-
lems. In 2016, Martín-Fernández et al. [24] proposed an
authentication scheme for IoT, which is based on NIZKP.
Without interaction between devices, the performance of the
authentication can be improved.

There are some research focused on quantum-resistant
ZKP protocol. Xagawa and Tanaka first proposed a ZKP
scheme for NTRU in 2009 [25]. In the design of a quantum
resistant ZKP scheme, the quantum resistant commitment
scheme must be used. Xagawa et al. used string-commitment
scheme based on computational collision-resistant hash func-
tions [26], [27], instead of using a quantum resistant com-
mitment. In 2015, Cabarcas et al. proposed a post-quantum
commitment scheme [28] based on lattice problems. They
proved that their commitment scheme is statistically hid-
ing and computationally binding in quantum computing.
In 2018, Lyubashevsky et al. proposed an efficient commit-
ment scheme based on some lattice problem which is compu-
tationally hard [29]. They also showed that their scheme can
be more efficient when both hiding and binding properties are
only computationally secure.

In 2022, Lyubashevsky et al. proposed a more general
lattice-based ZKP scheme [30]. They presented a practical
protocol based on the Module-SIS (short integer solution)
and Module-LWE (learning with error) problems. This new
proof system can be plugged into the construction of various

lattice-based privacy protection in a black-box manner.
In 2013, Xie et al. proposed a ZKP for Ring-LWE [31].
In 2019, Ma proposed a fully homomorphic commitment
scheme with gadgets matrices computing and created a non-
interactive ZKP scheme based on RLWE. The scheme is
based on Peikert et al.’s scheme [23], who proposed a general
lattice-based non-interactive ZKP scheme.

B. DESIGNATED VERIFIER PROOF
As mention above, ZKP cannot avoid revealing the fact that
the prover has or owns the secret. ZKP with non-transferable
property are required to protect prover’s privacy. The follow-
ing schemes realized the non-transferable property.

In 1996, Jakobsson et al. [8] proposed a protocol with
designated verifier. They included the undeniable signature
as the public information. In 2003, Steinfeld et al. pro-
posed an application of the general idea of DVP. They
called it designated verifier signature scheme [32]. In 2009,
Wang et al. [9] proposed a non-interactive deniable authen-
tication scheme based on designated verifier. They showed
that their scheme is both deniable and unforgettable against
a probabilistic polynomial time adversary, and the perfor-
mance of this scheme is better than other related schemes.
In 2018, Chaidos et al. [11] further improved the perfor-
mance of the system. Their schemes allow efficiently extract-
ing large exponents without harming the efficiency of the
proof. In 2021, Campanelli et al. [12] proposed a more suc-
cinct publicly-certifiable proofs.

C. DENIABLE AUTHENTICATION
In 1998, Aumann et al. [13] proposed a deniable authenti-
cation scheme. They added a party, inquisitor INQ, to the
communication between sender S and receiver R. INQ cannot
prove that the message M was authored by S, and also R
cannot prove the fact to a third party that M was authored
by S. In 2002, Fan et al. [14] proposed a deniable authenti-
cation protocol based on Diffie-Hellman problem. In 2007,
Lee et al. [15], proposed a deniable authentication protocol
based on ElGamal signature scheme, and enable to forge a
fake signature having the same authenticator as the original
signature. In 2011, Tian et al. showed that deniable authen-
tication protocols can also be non-interactive [33]. In 2019,
Zhu et al. proposed a deniable authentication scheme in the
cloud-based pay-TV system [16]. They designed a deniable
authentication protocol that did not allow the pay-TV system
to prove video contents that the user has watched to a third
party over an unsecured network. Recently, Zeng et al. pro-
posed a protocol, called the privacy-preserving authentication
protocol, to deny the participants’ involvement, in which even
the sender is blind to the receiver. They also explained how
to apply it to a privacy-preserving Wi-Fi system to prevent
location leakage.

While these are non-transferable ZKP protocols, the pub-
lic record in the blockchain allows third parties to know
some information about the protocol, which makes the
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non-transferable property of the ZKP no longer holds. In this
paper, we propose a solution to the problem.

III. PRELIMINARY
A ZKP scheme involves an interactive communication
between two parties: a prover P and a verifier V. P wants to
showV that the verifier knows a secret x but without revealing
it to V. In this section some ZKP schemes and chameleon
hash functions which are used in the proposed ZKP schemes
are briefly described.

A. SCHNORR’S ZKP
We first review the Schnorr’s ZKP [19] for the decision
version of the discrete logarithm problem, which is known
to be computationally hard. Let Z∗q be a finite multiplicative
group, and g be a generator for Z∗q. P wants to prove that the
verifier knows x such that y = gx . The ZKP can be described
as follows.

1) P makes a commitment r ← gk with a random value
k ∈ Z∗q to V.

2) V sends a challenge c to P, where c is randomly chosen
from the challenge space C.

3) P computes a proof s and sends it to V, where s ←
k + c · x mod q.

4) V outputs 1 if r = gsy−c mod q; otherwise, 0.
Theorem 1 (Schnorr [19]): Schnorr’s ZKP scheme is

complete, sound, and zero-knowledge if discrete logarithm
problem is computationally hard.

B. LYUBASHEVSKY’S ZKP
The Lyubashevsky’s ZKP [30] is described briefly as follows.
The shortest non-zero vector problem (SVP) is:

Given a basis B of a lattice L, find a nonzero vector
x whose length is the shortest among all non-zero
vectors in L.

The shortest non-zero vector problem is NP-hard. It does
not have polynomial-time algorithm, unless P = NP. The
shortest vector problem is also shown to be hard in average-
case. Furthermore, no known quantum algorithms can solve
this problem efficiently.

Lyubashevsky proposed a quantum-resistant ZKP scheme
based on the shortest non-zero vector problem. The protocol
is briefly described as follows.

1) P chooses random vectors (y1, y2) from discrete nor-
mal distributions N k1

s1 and N k2
s2 . P then computes a

commitment w = A1y1 + A2y2, and sends w to V.
2) V sends a challenge c to P.
3) After receiving the challenge c fromV,P computes two

proofs z1 = y1 + cr, and z2 = y2 + xx, and sends
(z1, z2) to V for verification.

4) V verifies ∥zi∥2 ≤ 2
√
N , i = 1, 2,A1z1 + A2z2 −

ct = w, and outputs 1 if all the above equalities are
true; otherwise, 0.

Theorem 2 (Lyubashevsky [29]): Lyubashevsky’s QRZKP
scheme is complete, sound, zero-knowledge, and

quantum-resistant if the shortest vector problem is compu-
tationally hard in quantum computation model.

C. PEIKERT’S NIZKP SCHEME
Let 3 = L(B) be an n-dimensional lattice generated by a
basis B. A prover P wants to prove that a vector v is sampled
from D3,−t, where t is chosen uniformly at random from
P(B). The protocol runs as follows:
• Common Input
A basis B of an n-dimensional lattice 3 = L(B).

• Random Input
A vector t ∈ Rn is chosen uniformly at random
from P(B).

• Prover P
Sample v ≈ D3,−t and output e = t + v ∈ Rn as the
proof.

• Verifier V
Accept if e− t ∈ 3 and ∥e∥ ≤

√
n; otherwise, reject.

Similar to the previous results, we have to ensure the proof
is sent from P, so we combine Peikert’s NIZKP, Lyuba-
shevsky’s QRZKP [23], and a secure signature scheme. The
signature protocol runs as follows:

• Setup()→ (w, σw,k):
P first generates a random polynomials k ← (y1, y2)

from discrete normal distributions N k1
s1 and N k2

s2 , and
computes the commitmentw← A1 ·y1+A2 ·y2 and the
corresponding signature σw ← S.Verify(w). P keeps
the secret k and publishes (w, σw).

• Prove(w, σw, (r, x),k)→ (z, σz):
P computes a hash value
c = H (w||A1||A2||t||σw). P then computes a proof z←
(z1, z2)← (y1 + c · r, y2 + c · x), and the proofs should
be checked to be rejection in the sampling. Without
aborting the sampling, P publishes (z, σz), where σz is
the signature of z.

• Verify(w, c, z, σw, σz)→ {1, 0}:
Every verifier can run Verify() and check the verifica-
tion. Verify() accepts the transcript if:

-- S.Verify(w, σw)
?
= 1

-- S.Verify(z1, σz1 )
?
= 1

-- S.Verify(z2, σz2 )
?
= 1

-- ∥z1∥
?
≤ 2s1

√
N

-- ∥z2∥
?
≤ 2s2

√
N

-- A1 · z1 + A2 · z2 − c · t ?
= w

According to the above protocol, all verifiers can verify and
identify the proof, and can also transfer the proof to others.

D. CHAMELEON HASH FUNCTION
Chameleon hash function (CH) is a special type of hash
function [34]. A hash function is usually collision-resistant,
which means that it is computationally hard to find different
inputs with the same hash value. In CH, collisions can be
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found with trapdoor key, but without the trapdoor, the CH is
still collision-resistant. A CH consists of three algorithms:

• Gen(1λ)→ (pk, t, ρ)
On input security parameter λ, the algorithm computes
the public key pk and a random string ρ for computing
the hash value; the trapdoor t for computing the collision
pair of the CH.

• CH(pk,m, ρ)→ h
The algorithm outputs a hash value h, with the input
public key pk , a message m, and the string ρ.

• UF(t,m, ρ,m′)→ ρ′

The algorithm computes a string ρ′ with trapdoor t ,
a given random message m′, the original transcript
(m, ρ), such that CH(pk,m, ρ) = CH(pk,m′, ρ′).

In 1998, Krawczyk and Rabin [34] introduced the CH and
created CH signatures based on DLP. They mentioned that a
CH has three properties:

• Collision resistance:
Using only the public key pk , there is no efficient
algorithm to find two pairs (m, ρ) and (m′, ρ′), where
m ̸= m′ such that CH(pk,m, ρ) = CH(pk,m′, ρ′),
except with negligible probability.

• Trapdoor collisions:
Using the secret key t , for any pair (m, ρ) and any
additional messagem′, there is an efficient algorithm for
finding ρ′ such that CH(pk,m, ρ) = CH(pk,m′, ρ′).

• Uniformity:
All messages m induce the same probability distribution
on CH(pk,m, ρ) for ρ chosen uniformly at random.

In 2005, Ateniese et al. [35] mentioned that the Chaum-
Pedersen trapdoor commitment has key exposure problem.
The signer who knows about the CH trapdoor can collaborate
with others to deny any signatures that are designated to be
verified by the same public key. Since then, different CH
schemes have been proposed. In 2009, a handover authenti-
cation scheme using a chameleon-hashing-based credential
was proposed by Choi et al. [36]. They applied the CH to
achieve an efficient transfer and lower energy consumption.
In 2010, Mohassel et al. [37] transformed every chameleon
hash function to a strongly unforgeable one-time signature
scheme. They proposed a new computationally hard prob-
lem on lattice structure. In 2013, Guo et al. [38] proposed an
elliptic curve based CH in vehicular ad hoc networks. Their
protocol can achievemutual authenticationwith amuch lower
computational cost, and showed that it is suitable for a realis-
tic vehicular environment. In 2021, Wu et al. [39] introduced
a quantum-resistant key-exposure-free chameleon hash and
its applications on a reducible blockchain. In their system, the
structure of the blockchain is still correct, but the contents
of the block are modified with the same hash value by the
properties of the CH.

IV. PRIVACY-PRESERVING ZERO-KNOWLEDGE PROOF
In this section, we construct a ZKP with privacy-preserving
designated verifier proof (BDVP) using DLP. The BDPV

scheme can protect user’s privacy when used in blockchain.
The Chameleon hash function is used to obtain collisions
and thus allow verifiers to forge a proof. The verifier cannot
be trusted by any third party because the verifier holds the
trapdoor key for the hash function. The DLP-based BDVP
scheme is based on Schnorr’s ZKP scheme, plus a signature
scheme.

We first define the following five algorithms which will
be used in our scheme. We use bold letters to denote an
algorithm, such as Publish; uppercase bold letters represent a
party, such as prover P; uppercase bold letters with subscripts
represent matrices, such as A1; Bold lower case letters rep-
resenting tuples or vectors, such as r or x. Blackboard bold
capital letters are used to denote a group, such asG, and lower
case letters to denote a value or string, such as t or ρ.

• Publish(1λ)→ (p, t):
On input the security parameters λ, the algorithm out-
puts the public key p and the trapdoor key t .

• Commit(p)→ (r, σr,k):
Based on the public key p, the algorithm generates com-
mitment r and signature σr of r, where the commitment
is equivalent to the prover’s knowledge. It also outputs a
random string k.

• Challenge()→ c
The algorithm outputs a random challenge c.

• Prove(c, x,k)→ (s, σs)
The algorithm outputs a proof s computed for the given
challenge c, knowledge x, and a set of random string k,
together with the signature σs of s.

• Verify(p, r, c, s, σr, σs)→ {1, 0}
The verification algorithm outputs 1 if the verification is
correct; otherwise, 0.

In order to allow collisions, the prover P needs to use a
CH in the commitment step. The verifier V also knows the
trapdoor key of the hash function, but no third parties know
the trapdoor key t .

In the construction of the protocol, we have to make sure
that the proof actually comes from P. We modify Schnorr’s
ZKP scheme into a signature ZKP scheme (SZKP) as shown

in Figure 2. In the figure, for example, k
$
←− Z∗q means

randomly selects a number in Z∗q and assign it to k . A← or
a→ with variables on them means send the values of these
variable to the other party.

A classical ZKP or SZKP is transferable, especially when it
is used in the blockchain environment. This is because a third
partyT, can check with the proofs recorded in the blockchain.
In our proposed protocol, we empower the verifierV to make
a faked proof that the prover does not have the secret x.

Let g ∈ G, and q be a large prime, Z∗q = Z/qZ, and C
is the challenge space. P wants to prove the knowledge x
such that y = gx . Given a secure signature scheme S, which
has two algorithms Sign() and Verify(), S.Sign() outputs a
signature σm on input message m, denoted σm← S.Sign(m).
S.Verify() verifies if σm = S.Sign(m), denotes {1, 0} ←
S.Verify(m, σm).
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FIGURE 2. Signature ZKP protocol.

FIGURE 3. BDVP scheme.

The protocol is shown in Figure 3, and it runs as follows:
• Publish(1λ)→ (p, t):

-- (pk, t, ρ) ← Gen(1λ), where pk is public key, t is
trapdoor, and ρ is a random string.

-- p← (CH, pk, ρ).
-- V sends p to P and stores t .

• Commit(p)→ (r, σr , k):
-- r ← CH(pk, gk , ρ), where k is a random string in

Z∗q.
-- σr ← S.Sign(r).
-- P stores k and sends (r, σr ) to V.

• Challenge()→ c:
-- V randomly chooses a random string c ∈ C and

sends it to P.
• Prove(c, x, k)→ (s, σs):

-- s← k + c · x.
-- σs = S.Sign(s)
-- P sends (s, σs) to V.

• Verify(p, r, c, s, σr , σs)→ {1, 0}:
V now runs Verify() with all information received and
check if:
1) S.Verify(r, σr)

?
= 1

2) S.Verify(s, σs)
?
= 1

3) r ?
= CH(pk, gsy−c, ρ)

Verify() accepts the transcript if and only if the three
conditions are all true.

In the remainder of this section, we show that our pro-
posed scheme is complete, sound, zero-knowledge, and non-
transferable.
Theorem 3: The proposed scheme is complete.
Proof: If P knows the knowledge x, it implies s = k +

xc mod q. The protocol proceeds as follows.
1) V publishes p = (CH, pk, ρ) and stores t generated by

Publish.
2) P computes r and σr .
3) V sends c by Challenge() to P.
4) P computes s and σs by Prove() and gives them to V.
5) V runs Verify() and obtains 1 due to the following:

The conditions (1) and (2) are obvious true, since σr =

S.Sign(r) and σs = S.Sign(s).
Proof of (3): CH(pk, gsy−c, ρ) = CH(pk, gkgx·cg−x·c,

ρ) = CH(pk, gk , ρ) = r . □
Theorem 4: The proposed scheme is sound if DLP is

computationally hard and the hash function is collision
resistance.

Proof: The proof is by contradiction. Assume that we
can find two accepting transcripts (r, c, s) and (r, c′, s′) in
two protocol runs, with the same commitment but different
challenges. Then we can extract the knowledge x by x =
(s− s′)/(c− c′). □
Theorem 5: The proposed scheme is zero-knowledge if

DLP is computationally hard and the signature is secure.
Proof: Assume there are several valid transcripts. In a

signature scheme, V can query P for a signature correspond-
ing to a message many times. In V’s view, V does not have x
but can simulate many valid transcripts. The simulation runs
as follows:
• V randomly chooses s′ and queries P for σ ′s .

• c′
$
← C.

• r ′← CH(pk, gs
′

y−c
′

, ρ).
• V queries P for σ ′r .
• Output the transcript (r ′, c′, s′, σ ′r , σ

′
s).

P→ V : (r ′, σ ′r )

V→ P : c′

P→ V : (s′, σ ′s)

As mentioned above, although V can pass the verification
by simulating many valid transcripts (ri, ci, si), V still knows
nothing about the knowledge from the transcripts. □
Theorem 6: The proposed scheme is privacy-preserving

if DLP is computationally hard and the hash function is a
chameleon hash function.

Proof: Assume P has a knowledge x ′, but no one can
ensure that if x ′ is equivalent to x or not. We first run the
protocol for several steps:
• V publishes p = (CH, pk, ρ) and stores t generated by
Publish().

• P computes r and σr , and gives them to V.
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• V sends c to P.
• P computes s and σs with x ′, and gives them to V.
Due to trapdoor collisions, V can choose a string ρ′:

ρ′ = UF(t, gk , ρ, gsy−c),

such that CH(pk, gk , ρ) = CH(pk, gsy−c, ρ′), so all signa-
tures will be the same, and the verification is always passed.
Due to trapdoor collisions, when receiving the information
from P,V can always pass the verification if P has knowledge
x with forging a string ρ′. Let p′ = (CH, pk, ρ′) be the
probability of non-transferable is:

Pr[Verify(p′, r, c, s, σr , σs) = 1] ≥ 1− ϵ(λ)

□
Finally, we have
Theorem 7: The BDVP protocol shown in Figure 3 is a

valid privacy-preserving ZKP, assumingDLP is computation-
ally hard.

V. LATTICE-BASED NI-BDVP
Integer factorization problem, discrete logarithm problem,
and many other computationally hard problems can be solved
with quantum computers by Shor’s algorithm [40]. With the
advent of quantum computers, post-quantum cryptography
(PQC) has become increasingly important. In this section,
we improve Lyubashevsky’s scheme [30], which is based
on Module-SIS, and show that our proposed scheme can
be modified to be quantum resistant. The modification is
based on lattice problems, and we also reduces the number
of interactions in the ZKP protocol. We call this protocol
NIQR-BDVP.

We first define the four algorithms used in the new scheme
as follows.
• KeyGen(1λ)→ (pVi , tVi )
On input the security parameter λ, the algorithm outputs
the public key pVi and the trapdoor key tVi .

• Setup(pVi )→ (r, σr,k)
The algorithm generates commitments r and a signature
σr of r, where the commitment is equivalent to prover’s
knowledge. It also generates a random string k.

• Prove(r, σr, x,k)→ (c, s, σs)
The algorithm outputs c, a proof s computed by the given
c, knowledge x, and a random string k. It also outputs a
signature σs of s.

• Verify(p, r, c, s, σr, σs)→ {1, 0}
The verification algorithm outputs 1 if the verification is
correct; otherwise, output 0.

Every participant runsKeyGen() to generate his/her public
key pVi = (pkVi ,CHVi , ρVi ). When P wants to prove the
knowledge to a certain verifier V1, P has to select pV1 , and
gives the commitment and the proof to verifier V1. Every
verifier can verify the proof, but they all fail except V1.
Moreover, if V1 wants to protect the privacy of the prover,
V1 can forge signatures because the verifier knows the
trapdoor tV1 .

A. CONSTRUCTION OF THE PROTOCOL
The NIQR-BDVP system contains a secure signature scheme
S, and every party has a quantum-resistant CH as CHVi =

(GenVi ,CHVi ,UFVi ). Each party runs KeyGen() first to
compute their trapdoor keys tVi , public keys pkVi , and a
random string ρVi . For example, a prover P has trapdoor key
tP, public key pkP and a random string ρP. Assume the prover
P wants to prove the knowledge (r, x) such that

t = A1 · r+ A2 · x,

And if there is only a certain verifier V1 that can verify the
proof, the protocol runs as follows:
• ∀a ∈ P,KeyGen(1λ)→ (pVa , tVa ):

-- (pkVa ,CHVa , ρVa )→ Gen(1λ).
-- pVa ← (pkVa ,CHVa , ρVa ).
-- Everyone stores tVa and publishes pVa .

• Setup(pV1 )→ (w, σw,k):
-- y1, y2← N k1

s1 ,N
k2
s2 .

-- k← (y1, y2)
-- P computes a commitment w ← CHV1 (pkV1 ,A1 ·

y1 + A2 · y2, ρV1 ).
-- σw← S.Sign(w)
-- P stores k and publishes (w, σw).

• Prove(w, σw, (r, x),k)→ (z, σz):
-- P computes a hash value

c = CHP(pkP,w||A1||A2||t||σw, ρr ) with a ran-
dom string ρr .

-- z1, z2← y1 + c · r, y2 + c · x.
-- z← (z1, z2).
-- σz← (σz1 , σz2 ).
-- P publishes ((ρr , c), z, σz).

• Verify(pVi ,w, c, z, σw, σz)→ {1, 0}:
Every verifier can run Verify() and check the verifica-
tion. Verify() accepts the transcript if:

-- S.Verify(w, σw)
?
= 1

-- S.Verify(z1, σz1 )
?
= 1

-- S.Verify(z2, σz2 )
?
= 1

-- ∥z1∥
?
≤ 2s1

√
N

-- ∥z2∥
?
≤ 2s2

√
N

-- CHVi (pkVi ,A1 · z1 + A2 · z2 − c · t, ρVi )
?
= w

Of course, every verifier can only use their own infor-
mation pVi to run the verification. However, there is only
one verifier V1 that can pass the verification.

B. PROOFS
We show that our proposed protocol is an NIQR-BDVP. That
is, our scheme is complete, sound, zero-knowledge, and non-
transferable.
Theorem 8: The proposed scheme is complete.
Proof: The protocol proceeds as follows.

1) Each party runs KeyGen() to generate (pkVi , tVi , ρVi ),
stores the trapdoor key tVi and publishes public infor-
mation pVi ← (CHVi , pkVi , ρVi ).
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2) P computes w, σw, and k← (y1, y2).
3) P computes (c, z1, z2) and (σz1 , σz2 ) by Prove() and

publishes them.
4) Vi runs Verify() and outputs 1 due to the following:
• The verification of the signature pairs is obviously true.
• If (z1, z2) does not abort with Reji, and ∥zi∥2 ≤ 2si

√
N

is always valid.
• if i = 1:

CHV1 (pkV1 ,A1 · z1 + A2 · z2 − c · t, ρV1 )

= CHV1 (pkV1 ,A1 · (y1 + c · r)+ A2 · (y2 + c · x)

− c · (A1 · r+ A2 · x), ρV1 )

= CHV1 (pkV1 ,A1 · y1 + A2 · y2, ρV1 ) = w

else: (i ̸= 1)

CHVi (pkVi ,A1 · z1 + A2 · z2 − c · t, ρVi ) ̸= w

When the NIQR-BDVP is complete, the following prob-
ability is satisfied.

Pr[Verify(pV1 ,w, c, z, σw, σz) = 1] ≥ 1− ϵ(λ)

□
Theorem 9: The proposed scheme is sound if Theorem 7

holds, and the shortest vector problem is computationally
hard.

Proof: The proof is by contradiction. Notice that the two
accepting transcripts (w, c, z1, z2) and (w, c′, z′1, z

′

2) allow
the computation of:

w = CHV1 (pkV1 ,A1y1 + A2y2, ρV1 )

= CHV1 (pkV1 ,A1(z1 − cr)+ A2(z2 − cx), ρV1 )

= CHV1 (pkV1 ,A1(z′1 − c′r)+ A2(z′2 − c′x), ρV1 ),

E can extract (r, x) with
(
z1−z′1
c−c′ ,

z2−z′2
c−c′

)
. E aborts only when

it finds two soundly accepting transcripts or it exhausts the
challenge space [41], [42]. □
Theorem 10: The proposed scheme is zero-knowledge if

Theorem 7 and the shortest vector problem is computationally
hard.

Proof: This property can be referred to as Theorem 5,
c is computed by CHV1 (pkV1 , a, ρr ) with a random strings a
and ρr , the simulation runs as follows:
• V1 randomly chooses a and ρr and computes c ←
CHV1 (pkV1 , a, ρr ).

• V1 randomly chooses z′ and queries P for σ ′z.
• w′← CHV1 (pkV1 ,A1 · z1 + A2 · z2 − c · t, ρV1 ).
• V1 queries P for σ ′w.
• V1 chooses ρ′r such that CHV1 (pkV1 , a, ρr ) =

CHV1 (pkV1 ,A1 · z1 + A2 · z2 − c · t, ρ′r ).
• Output the transcript (w′, (ρri , c), z

′, σ ′w, σ ′z).
As mentioned above, althoughV1 can pass the verification by
simulating many valid transcripts (wi, (ρ′r , ci), zi, σwi , σzi ),
V1 still knows nothing about the knowledge from the
transcripts. □

FIGURE 4. The performance comparison of SZKP [19], DVP [8] and BDVP.

Theorem 11: The proposed scheme is non-transferable if
Theorem7 holds, and the shortest vector problem is compu-
tationally hard.

Proof: Due to trapdoor collisions, the third party T can
believe that V1 is able to compute s′ by:

ρ′ = UFV1 (tV1 ,A1y1 + A2y2, ρV1 ,A1 · z1 + A2 · z2 − c · t)

such that CHV1 (pkV1 ,A1y1+A2y2, ρV1 ) = CHV1 (pkV1 ,A1 ·

z1 + A2 · z2 − c · t, ρ′), so the signature on commitment
will be the same. Even if P publishes invalid proofs, V1 can
always pass the verification. This makes the proofs non-
transferable. Let p′ = (CHV1 , pkV1 , ρ

′), the probability of
non-transferable is:

Pr[Verify(p′,w, c, z, σw, σz) = 1] ≥ 1− ϵ(λ)

□
Based on Theorems 8 and Theorem 11, our scheme is an

NIQR-BDVP protocol.
Theorem 12: Assume that everyone in NIQR-BDVP can-

not transfer his/her trapdoor key tVi to others. The NIQR-
BDVP protocol is completeness, soundness, zero-knowledge
and privacy protection if Theorem 7 holds, and the shortest
vector problem is computationally hard.

VI. PERFORMANCE EVALUATION
In this section, we evaluate the performance of our schemes
by comparing the computational time with related scheme.
Communication costs and blockchain runtime are not con-
sidered in our evaluation. The experimental environment is
as follows.

1) software
a) Sagemath 9.6
b) Python 3.10.3

2) hardware
a) CPU: 4-core, Intel Core i5
b) Memory: 8GB

A. BDVP PERFORMANCE
We compared the DLP-based ZKP protocol [19], DLP-based
DVP protocol [8], and DLP-based BDVP protocol. For the
fairness of the comparison, we additionally implemented a
simple DLP-based signature in ZKP protocol (SZKP). The
chameleon hash used in our BDVP scheme is Ateniese’s
identity-based chameleon hash function [43].We set the secu-
rity parameters to 512, 1024, and 2048 in our experiments.
We run each protocol 20 times and compute average running
time. The results are shown in Figure 4.
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Note that we combined key generation (KeyGen) and
commit (Commit) algorithms in DVP and compared them
withCommit defined in SZKP and BDVP.We also combined
Challenge and Prove in SZKP and BDVP and compared
them with prover verification (PV) in DVP. The reason is that
DVP separate the whole process into different phases with
SZKP and BDVP. The results agree with our expectations;
we have a longer execution time than other two due to the
chameleon hash computation. It requires a longer time to
compute the commitment and the verification than others,
and also needs a longer time to generate key pair. For the
challenge phase and the proof generation phase, there are
almost no differences. Due to the chameleon hash function,
we have the KeyGen() algorithm only in non-transferable
protocol. Considering the extra privacy features we offer,
we think the cost is acceptable.

B. NIQR-BDVP PERFORMANCE
We compared the lattice-based NI-ZKP protocol and lattice-
based NI-BDVP protocol (NIQR-ZKP vs NIQR-BDVP).
We set the polynomial of degree N = 1024, s1 = s2 =
27000, q = 232, and set n, k1, k2 as (1, 3, 3).We run each pro-
tocol 20 times and compute the average running times. These
parameters can be checked in [29]. We use Wu’s quantum-
resistant chameleon hash function scheme [39], which is
lattice-based. The results are shown in Figure 5.

FIGURE 5. The performance comparison of NIQR-ZKP [29] and
NIQR-BDVP.

The results show that we also require more time to generate
the key pair in the quantum-resistant ZKP scheme. According
to our results, there is a slightly longer time in Setup() or
Verify() than NIQR-ZKP due to the chameleon hash compu-
tation.

VII. CONCLUSION
Designated verifier proofs are a useful tool for protecting the
privacy of the prover, since only a specific verifier can be con-
vinced that the prover possesses certain sensitive information.
However, due to the immutable record service provided by the
blockchain, the non-transferability of DVP cannot be guaran-
teed. Even if the verifier is willing to protect the privacy of the
prover, a third party can learn from the blockchain record that
the provider has certain secrets. In this paper, we design a new
DVP scheme, the BDVP scheme, suitable for blockchains

applications. The key technique behind our BDVP scheme is
that the verifier can forge a fake secret to simulate the proof.
Therefore, a third party cannot determine whether the prover
possesses the secret. This enables the verifier to protect the
privacy of the prover, which is required by law or regulations.
We provides rigorous proofs and performance evaluation,
and show the scheme is secure and reasonably affordable.
We also address the quantum attack problem and propose a
post-quantum solution. Even if the attacker has a quantum
computer, the prover’s privacy can be protected. Therefore,
our scheme is suitable for blockchain-based applications.
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