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ABSTRACT Modern legal proceedings heavily rely on digital evidence as a basis for decisions in a
variety of contexts, including criminal investigations and civil lawsuits. However, factors like data alteration,
unauthorised access, or flaws in centralised storage can threaten the security and integrity of digital evidence.
We suggest a decentralised methodology for using smart contracts to safeguard digital evidence in order to
overcome these issues. The decentralised model makes use of smart contracts and blockchain technology to
guarantee the integrity, transparency, and immutability of digital evidence. The approach does not require
a centralised authority because it makes use of a distributed ledger, which lowers the possibility of data
loss or manipulation. Multiple parties participating in the evidence lifecycle can build confidence and
accountability thanks to smart contracts’ programmable rules and automated enforcement mechanisms.
In our study, we show the decentralised model’s architecture and describe its essential elements, such as the
blockchain network, smart contracts, and decentralised storage. We go over the advantages of employing
this architecture, including enhanced auditability, decreased dependency on centralised institutions, and
increased data security. Additionally, we discuss potential difficulties and constraints, like scalability
and interoperability. We run a few simulations and experiments to test the suggested model’s viability
and effectiveness while comparing it to conventional centralised methods. The outcomes show that our
decentralised paradigm offers improved security for digital evidence, guaranteeing its reliability, usability,
and tamper-proofness. We also go through how the model is used in actual legal systems, law enforcement
organisations, and digital forensics investigations.

INDEX TERMS Blockchain technology, digital forensic, distributed ledger technology, IPFS.

I. INTRODUCTION

The use of digital evidence in court cases in many different

fields has grown increasingly important in the current digital

The associate editor coordinating the review of this manuscript and era. In criminal investigations, civil lawsuits, and regulatory
approving it for publication was Barbara Guidi . compliance, digital evidence—such as electronic documents,
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recordings, and transaction records—forms the basis for
decision-making [1]. However, there are many threats to
the integrity and security of digital evidence, such as data
manipulation, unauthorised access, and flaws in centralised
storage systems. We present a research paper that introduces
a decentralised model using smart contracts on the Polygon
blockchain to safeguard digital evidence in order to allay
these worries. To protect the validity, immutability, and acces-
sibility of digital evidence, the decentralised solution we
suggest makes use of blockchain technology, specifically the
Polygon blockchain [2]. The scalability and low transaction
costs of the Polygon blockchain make it the perfect platform
for deploying decentralised applications. The concept creates
a framework that assures trust, openness, and accountability
throughout the lifecycle of digital evidence by utilising the
capabilities of smart contracts [3].

In this article, we go over our decentralised model’s archi-
tecture and essential elements. We go into the details of
the Polygon blockchain, emphasising how well it fits our
research goals. We look at how smart contracts, which offer
programmable rules and automatic enforcement mechanisms,
facilitate the safeguarding of digital evidence. Our methodol-
ogy provides improved security and dependability for digital
evidence management by integrating smart contracts with the
Polygon blockchain [4], [5], [6].

We consider the advantages of using our decentralised
paradigm in contrast to conventional centralised methods.
Our model lowers the danger of data modification and unau-
thorised access by eliminating the reliance on a single,
centralised authority. The integrity of digital evidence is guar-
anteed by the blockchain’s transparency and immutability,
making it tamper-proof and verifiable [7]. Additionally, our
model’s decentralised storage infrastructure improves acces-
sibility and lowers the risk of data loss.

We outline the benefits of our decentralised model while
also acknowledging its drawbacks [8]. In blockchain-based
systems, scalability and interoperability are crucial factors.
We explore these issues and suggest solutions to effectively
overcome them, assuring the applicability and usability of
our model in actual situations. To evaluate the feasibility and
effectiveness of our proposed decentralized model, we con-
duct experiments and simulations, focusing on the integration
of smart contracts with the Polygon blockchain [7], [8].
We compare the performance and security of our model
with traditional centralized approaches, analysing metrics
such as data integrity, accessibility, and system robustness.
The results of our experiments demonstrate the superiority
of our decentralized model in protecting digital evidence
and validate its potential applicability in legal systems, law
enforcement agencies, and digital forensics investigations.
Fig. 1 shows the conventional evidence collection and man-
agement process.

A. PROBLEM STATEMENT
All the traditional approaches were centralized in nature,
which typically encounter issues such as single points of
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FIGURE 1. Conventional evidence collection and management process.

failure and lack of confidence. Centralized methods are not
suitable for collaborative settings as trust issues often emerge.
Therefore, a decentralized strategy is required to operate in
a collaborative environment. The absence of a mediator in
this decentralized approach resolves the trust problem and
reduces costs. Consequently, a decentralized model is pro-
posed to ensure security and trust in the judicial process.

B. MOTIVATION AND CONTRIBUTIONS

This paper discusses how blockchain technology can improve
privacy and security in the judicial domain. In this domain,
distributed ledger technology can help maintain the secu-
rity, integrity, and authenticity of evidence, which plays
a crucial role in judicial proceedings. Therefore, handling
evidence with extra care is essential. This article investi-
gates the potential applications of distributed ledger tech-
nology in the judicial domain and presents the following
contributions:

e Discovery of several problems in the judicial domain and
discussion of the advantages of integrating distributed ledger
technology in this domain.

e Proposal and implementation of a blockchain-supported
decentralized access control solution, which can be adapted
for use with other blockchain frameworks.

e Use of proof of stake at the blockchain level and proof
of authority at the application level. Only a few pre-selected
nodes have the authority to approve or reject transactions,
reducing the time required to create blocks compared to the
previous approach.

The structure of the paper is as follows: Section II reviews
related work by different authors to gain insights into the judi-
cial domain. Section III elaborates on the problems with the
traditional judicial approach. Section I'V describes the role of
blockchain technology. The proposed model and its workflow
are presented in Section V, while Section VI showcases the
implementation of the proposed model. The advantages of the
proposed model are discussed in Section VII. Section VIII
explores the research implications, and finally, the article
concludes in Section IX.
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Il. RELATED STUDY

Digital data analysis for forensics and digital investigations is
in high demand as society becomes increasingly dependent
on digital technologies. The rapid adoption and widespread
use of digital technologies have led to an increase in cyber-
crimes. Consequently, the utilization of digital forensics sys-
tems has become necessary to collect, analyse, and present
evidence while ensuring its admissibility in court. The ability
of distributed ledger technology to prevent tampering has led
to its application in other fields where data integrity must be
preserved.

This article presents a paradigm that enables the assess-
ment of the credibility of digital evidence based on informa-
tion. The digital evidence is stored on a blockchain, which
is accessible to authorized individuals. The reliability and
applicability of the digital evidence are evaluated by the
relevant parties involved. Additionally, a data structure called
the Global Digital Timeline has been developed to record the
chronological sequence of activities throughout the lifecycle
of the evidence. The model primarily focuses on ensuring the
traceability and non-repudiation of the evidence [9].

This article describes a novel framework that integrates
Software-Defined Networking (SDN) and the Internet of
Things (IoT) to support the forensic domain. The proposed
framework was evaluated using a network simulator. In this
framework, the gateway forwards packets from each IoT
device to switches. Once the device signatures are verified,
the packets reaching the control plane are classified. The
SDN controller utilizes blockchain to validate data packet
signatures prior to classification. These packets contain infor-
mation such as the user’s name, source and destination IP
addresses, local time of the evidence occurrence, location of
occurrence, and the corresponding action taken. Forensics
investigators with proper authorization can access the data
stored in the SDN controllers. The hexadecimal hash value of
the evidence is stored to maintain a high level of dependability
in the chain of custody (CoC) and to preserve the confidence
and integrity of the evidence [10].

Author proposed the utilization of LedgerDB on Alibaba
Cloud as an alternative to decentralized architectures, where
they were not strictly necessary. In such cases, system per-
formance can be limited, leading to low throughput, high
latency, and significant storage overhead. LedgerDB is a
centralized ledger database designed to provide features
similar to blockchain, such as tamper-evidence and non-
repudiation, while offering enhanced performance. It ensured
strong auditability through the implementation of a TSA
two-way peg protocol, which effectively prevents malicious
behavior from both users and service providers. Additionally,
LedgerDB supports the removal of verifiable data, which
was often required in real-world applications to eliminate
outdated records for storage efficiency or to hide certain
records for regulatory compliance, all while maintaining
its verifiability. Through experimental evaluation, they have
found that LedgerDB exhibits a throughput that is 80 times
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higher than state-of-the-art permissioned blockchains like
Hyperledger Fabric. As a result, many customers utilizing
blockchain applications, such as IP protection and supply
chain, on Alibaba Cloud have transitioned to LedgerDB due
to its advantages in terms of high throughput, low latency,
strong auditability, and user-friendly interface [11].

Different methods and techniques are required to main-
tain the integrity of evidence during the investigation pro-
cess. To acquire digital evidence and address security con-
cerns in the context of smart homes, a management system
was designed. This system offered intelligence, automated
discovery, and innovative information recording capabili-
ties [12].

The authors examined the importance of video evidence
in investigations. However, tampering with video evidence
posed a significant challenge. The authors suggested a
blockchain-based integrity verification mechanism. In this
paradigm, a video integrity code was generated using a hash-
based mechanism. If any of the video segments are tampered
with, this integrity code would be altered. By comparing the
two video integrity codes, manipulation can be quickly iden-
tified. Comparative investigations have demonstrated that the
proposed model performs better for the security of video
evidence [13].

The authors proposed a model for gathering evidence
from a cloud environment. This concept utilizes distributed
ledger technology and Software-Defined Networking (SDN)
to preserve the evidence. Additionally, a new algorithm was
developed to secure the collected data. Java and NS3 were
used to simulate the entire system. The evaluation analysis of
the proposed model demonstrated its effectiveness compared
to a centralized approach [14].

Researchers have developed a method for IoT forensics
that aims to protect the confidentiality of personal informa-
tion provided by individuals. The discussed strategy has been
implemented using the PRoFIT methodology. The research
focused on a paradigm for collecting digital evidence in
IoT environments. This strategy has been tested in mul-
tiple settings with varying privacy requirements, and the
assessment has demonstrated that the proposed methodology
successfully balances the ideals of IoT-based research and
secrecy [15].

This paper introduces a novel approach for secure and
tamper-proof storage of Electronic Health Records (EHRs)
in a cloud environment using blockchain technology. The
proposed strategy ensures the infeasibility of tampering with
outsourced EHRs within distributed IPFS nodes. Addition-
ally, it guarantees the computational unforgeability of the
stored EHRs. The model addresses the risk of collusion
between malicious doctors and the Cloud Service Provider
(CSP) to manipulate the outsourced EHRs. Implementation
of the model leverages the Ethereum blockchain, integrating
the generated EHRs into transactions for enhanced integrity.
By following the computational intractability of Ethereum,
the model preserves the timeliness of the outsourced EHRs,
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allowing for efficient extraction of their generation time.
Security analysis demonstrates the model’s resilience against
various attacks on distributed IPFS nodes at the CSP. A com-
prehensive numerical evaluation and comparison of experi-
mental results validate the practicality and effectiveness of
the proposed model, particularly in terms of computation and
communication overhead [16].

The researchers examined various information formats,
types of forensic evidence, and other complexities in the
IoT ecosystem. Their primary goal was to gather data and
artifacts from different IoT network-connected devices. After
collecting the artifacts and data, the researchers analysed
the interrelation of the evidence before entering it into a
blockchain-based forensic model [17].

The problems that can occur while using a centralised
network for transferring or storing patient medical data have
been studied by researchers. They have noted a number of
issues, such as a lack of historical data, erroneous access, and
confidentiality issues. The authors have created a paradigm
that blends blockchain technology with encryption to address
these problems. According to this paradigm, all data is acces-
sible only with the consent of the parties concerned and all
information is provided with their consent [18].

The needs of numerous parties engaged in gathering digi-
tal evidence have also been investigated by the researchers.
They understand the value of a system that can guarantee
the reliability of the proof offered in court. As a result, they
have developed a system that collects, stores, and shares
evidence with stakeholders using blockchain technology and
smart contracts. In this paper, the usefulness of the suggested
system has also been explored [19].

The writers have looked at how blockchain technology
is being used in the legal industry. They have acknowl-
edged that the integrity and confidence in the process
of acquiring and sharing evidence may be preserved by
blockchain’s fundamental properties, such as provenance,
transparency, and decentralisation. The authors have sug-
gested a blockchain-based system for producing electronic
evidence, allowing judicial institutions to confirm the validity
of evidence used in court cases. System analysis shows that
the suggested system gives the application area provenance,
trust, and efficiency [20].

The researchers have shown that simply hashing data does
not provide sufficient data security because it does not record
the time the hash was generated. Consequently, a technique
for timestamped hashing is required. To avoid data alter-
ation and improve data transparency, the researchers have
devised a blockchain-based approach that makes use of public
blockchains. This enables diverse court participants to keep
track of and evaluate the evidence whenever they choose. This
model can serve as a cornerstone for new researchers in the
same field [21].

The authors have examined the utilization of blockchain
technology for the medical research community. They have
presented a paradigm for storing and querying pharmacoge-
nomics data, which was implemented using the Ethereum
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blockchain and a solidity-based smart contract. According
to algorithm analysis, the proposed model was efficient and
reduced query time, even with a query pool of 10,000 queries.
The algorithm was designed considering solidity constraints,
such as variable quantity and gas requirements. The method
used in this model has shown success in the medical industry,
and the authors express optimism about its potential applica-
tion in other fields for future research [22].

This paper examines the relationship between the right to
a fair trial as defined in Article 6 of the European Convention
on Human Rights (ECHR), its interpretation in case law, and
its relevance to evidence law, particularly during the inves-
tigative phase of criminal proceedings. The analysis aims
to shed light on how this principle implicitly establishes a
foundation for the establishment of universal rules pertaining
to evidence. Within this framework, two distinct groups of
evidence rules are identified: those based on the principle of
equality of arms and those based on the presumption of inno-
cence. The paper outlines and discusses specific challenges
that arise in the context of digital investigations for each of
these groups. Furthermore, it explores the implications within
a new governance model for digital evidence [23].

lll. PROBLEMS WITH TRADITIONAL JUDICIAL
APPROACH

In traditional approach, a form is filled manually to store all
the activities that had happened with the evidences from its
collection to the time of submission in the court [24]. Fol-
lowing information can be recorded as and when the evidence
moves with the investigation process:

e Date and place of origin of the evidence.

e Physical description of the evidence.

e When, how long and who handled the evidence with all
the details.

e Unique identification for each person involved in the
investigation

e Process by which evidence was transferred from one
person to another person.

The following discussion focuses on a few factors that
can prevent crucial evidence from being admitted into court,
rendering it legally useless.

Plaintiffs may use an advocate to submit a complaint
under the present judicial system. Legal procedures result
in high costs for the average person since they are not well
understood by him. He must therefore completely rely on the
advocates [25]. This irrational faith could have a variety of
negative effects, like cheating on him, making unnecessary
purchases, etc.

Accountability: Because they will claim work stress as an
excuse, no court official will accept responsibility for the
delay in court procedures. But in the end, it will be the average
person who suffers [26].

Provenance: Evidence is susceptible to manipulation.
We are unable to go back and look at the evidence using the
existing system [27].
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Transparency: Because there is a lack of openness in the
current system, court officials may abuse information without
other stakeholders’ knowledge [28].

Data Integration: The court system keeps track of the
records for each zone. Therefore, it is challenging to integrate
records when a case covers many zones [29].

Scalability: Scalability will be a problem to handle the legal
procedure if the case spans numerous states or nations [30].

A solution is required that can address the aforementioned
problems and aid in the management and submission of
evidence. The technology that can assist in reaching this goal
is blockchain.

IV. ROLE OF BLOCKCHAIN TECHNOLOGY

As demonstrated in Fig. 2, a blockchain is a chain of blocks
that are linked together using the hashing algorithm. A dis-
tributed ledger supported by blockchain technology is notable
for being unchangeable, impenetrable, and decentralized.

Every block created after genesis hlock (first block)

contains the hash of the previous block’s data

AYAYAYA

Block 1| Block?2 || Block3 || Block4 | Block5

e e e e

FIGURE 2. Conceptual illustration of blockchain.

The authors conducted research on common practices for
sharing medical records. Traditional methods were found to
have various issues, including privacy concerns, data central-
ization, and trust challenges. Therefore, the authors focused
on blockchain-supported methods for sharing medical data.
They examined both public and private blockchains and
explored potential research topics related to blockchain-based
medical data exchange [31].

The framework for every blockchain-supported application
is built upon principles such as transactions, peer-to-peer
networks, consensus algorithms, decentralized ledgers, and
smart contracts. Transactions refer to any form of commu-
nication or interaction between peer-to-peer network nodes.
Examples include cryptocurrency transfers, file ownership,
data storage, and data access [32]. A peer-to-peer network is
a network of nodes with the same capabilities or resources,
where there is no distinction between client and server. The
consensus algorithm is the method used by peer-to-peer net-
work nodes to decide whether to approve or reject a given
transaction in the network. All nodes in the peer-to-peer net-
work have access to the decentralized ledger, which records
all transactions through consensus [33].

A smart contract is a computer software designed to sup-
port agreements between parties that can communicate, and it
is triggered by specific system events. Blockchain technology
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has various applications in industries such as insurance and
digital asset management. One notable example is its impact
on the legal system, where the distributed ledger technology
securely stores documents in digital form. This is enabled
by peer-to-peer networks that facilitate data sharing and
exchange among all parties [34]. All information is securely
encrypted, and the ledger provides complete transparency by
documenting every data access. Any attack on data integrity
can be traced and verified. A model is proposed that com-
bines back-end data storage with blockchain technology.
Digital evidence can be stored in the data storage, while the
blockchain is used to record all evidence access transactions.

V. PROPOSED MODEL

In the proposed model, distributed ledger technology is
employed to provide security to the evidences by using
Ethereum blockchain and IPFS. Let us discuss about the
various concepts of the model and work flow of the proposed
model.

A. SYSTEM MODEL

The key components of the proposed model are judicial evi-
dences, polygon blockchain (Mumbai testnet), interplanetary
file system for data storage at back end and various users of
the system. Above mentioned components are connected in
such a way that information can be exchanged among them
as per requirement. Let us discuss these components.

e Judicial Evidences: Judicial evidences are the documents
that are used as a proof for the fair judgement in any court
case. This is the most significant component of the proposed
model. Various entities will access evidences during a court
case processing. Security and integrity of these evidences
are the main objective because tampered or manipulated
evidences can lead to wrong judgement [35]. These wrong
decisions can hurt the belief on the judicial system. So,
a decentralized and transparent system is built with the help
of polygon blockchain (Mumbai testnet).

e Polygon Blockchain (Mumbai Testnet): Decentralization
of powers is required to build a trusted and transparent sys-
tem. This decentralization can be achieved with the help of
a polygon blockchain (Mumbai testnet). It has a distributed
ledger which is shared among all the stakeholders of the peer-
to-peer network. All the transactions like upload, delete or
access are stored in this ledger. This ledger is immutable
which means once something is written on the ledger then it
cannot be changed or deleted. Mumbai Testnet, which is used
for testing, duplicates the Polygon Mainnet. The faucet offers
testnet tokens for users to purchase. In contrast to assets that
have value, like MATIC, testnet tokens have no value [36].
This enables programmers or network administrators to test
setups and try out other implementations. As the block size
of the blockchain is very small so evidences cannot be stored
on it. So, inter planetary file system is used to satisfy our
off-chain storage needs.

e [PFS: As our objective is to build a decentralized system
so we also need a storage mechanism which is not centralized.
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InterPlanetary File System can be employed to cater this
need. IPFS stores the data in a distributed manner by using
nodes present at different geographical locations. When any
data is stored on this storage system, a unique hash is returned
which is known as the content address (CID) of the document.
This CID can be used to retrieve the file in near future. Same
CID is returned if files with same data is uploaded so it also
avoids data duplication. Judicial evidences will be stored on
ipfs in proposed model [37].

e System User: Users of this proposed system will be any
official from police department, prosecution lawyer, defense
lawyer etc. every stakeholder has a pair of keys which are
used while retrieving the evidences connected to a particular
case. These keys will authenticate the user and avoids repu-
diation.

B. WORK FLOW
In the proposed model we have different entities like creator
Admin, Super Admin, Admin, User. Work flow of the process
is shown in Fig. 3

Creator Admin Super Admin

12378 4,5,7,8,9,10 ™
«—> 4

ﬂ\ e

Smart
Contract

Admin User
') 6. 8 11 ™

Documents are
All transactions are stored in stored on IPFS
Distributed ledger of Blockchain
CIDs of Documents are

stored on distributed ledger

Distributed Ledger
IPFS

FIGURE 3. Work flow of entities creation and approval process.

1. Smart contract is deployed by the creator admin. Func-
tional view is generated.

2. Creator admin creates super admin.

3. Creator admin approves super admin. Because Super
admin entity will be able to use his power after the approval
from creator admin.

4. Approved super admin can add new admin.

5. Creator admin or approved super admin approves new
admin. Admin cannot create a new admin.

6. Approved admin creates a new user but it cannot
approve it.

7. New user can be approved by a creator admin or an
approved super admin. new user cannot create evidence.

8. Creator admin, approved super admin and approved
admin can create evidence.

83294

9. Every newly created evidence is approved or rejected by
the approved super admin. Only owner of the evidence can
change the ownership of the evidence.

10. This ownership change is approved or rejected by the
approved super ad-min.

11. A user can only get the ownership of any evidence if he
is an approved user. User needs ownership of evidence before
he can access the evidence.

Algorithm: Creation and Approval of New Evidence Record

1: If (msg.sender = user)

2: Then “‘evidence can’t be created and operation declined”

3: Elseif ((msg.sender = Admingreator) Or( msg.sender =
Adminyerified—super) Or( msg.sender = Adminyerified))

4: Then “Evidence can be created but not yet approved”

5: For approval of evidence, If (msg.sender = Evidence
owner)

6: Then “operation declined”

7: Elseif ((msg.sender = Admingreator) Or( msg.sender =
Adminyerified—super) 0r( msg.sender = Adminyesified))

8: Then “Evidence can be approved”

9: Else ““operation declined”

All related documents are stored on IPFS. When a docu-
ment is stored on IPFS, CID of the document will be returned.
This CID is stored on the distributed ledger in form of a
transaction. Algorithms for the processes are given below.

Algorithm: Add New Admin

1: Contract deployed by Creator Admin/verified Super
Admin with value 3

2: If ((msg.sender = Admingreator) Or( msg.sender =
Adminverified—super))

3:  Then “ new admin can be added with value 2 but not yet
approved”

4: Else ““new admin can’t be added and operation declined”

5: For approval, If ((msg.sender = Adminggeator) O1(
msg.sender = Adminyerified—super))

6: Then “new Admin can be approved”

7: Else “new admin can’t be approved and operation

declined”

VI. TOOLS AND IMPLEMENTATION
Tools that are used for the implementation of the proposed
model are:

o Remix IDE: This IDE is used for the development and
deployment of smart contract. Smart contract are the
programs written in solidity that contains the logic which
controls the access to the digital assets.

o Meta mask: This is a cryptocurrency wallet. It maintains
the account of the users. All the transactions are con-
firmed from this wallet before the execution.

o Ganache: It is used to provide a local blockchain envi-
ronment on our system. It provides us with ten dummy
accounts to test proposed model on our system.
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creatorAdmin

evidenceOwne._

getEvidenceDe._

verifiedUsers

FIGURE 4. View after deployment of smart contract.

4 value: @ wei data: @xeal

FIGURE 5. Transaction details of addNewAdmin function of smart contract.

o Polygon Blockchain (Mumbai Testnet): It provides final deployment of any blockchain based application.
global blockchain environment. It consists of a main It requires real cryptocurrency Matic. So, for testing of
network and test network. Main network is used for proposed model, test networks are used.

VOLUME 11, 2023




IEEE Access

S. K. Rana et al.: Decentralized Model to Protect Digital Evidence via Smart Contracts

« IPFS: Interplanetary file system is a decentralized file
system which is used to store the files or documents.
When a file is stored on ipfs a content identifier (CID)
is generated corresponding to this file. If this file is
modified by anybody then its CID will also change. For
two identical file same CID is generated.

To implement the proposed model, first we add Mum-
bai test network in our Metamask wallet. Network name
is Mumbai testnet with chain id 80001 and RPC URL as
https://rpc-mumbai.maticvigil.com/. After adding, we can
find this testnet in our wallet. Then we create few accounts
which are used during the implementation. Then to deploy
our smart contract on polygon test network we require test
token MATIC. We add these test tokens in our account from
the polygon faucet. After adding some test token in our
accounts, we deploy our smart contract with the help of
Remix IDE. This contract deployment transaction is passed
to Metamask for confirmation. After the confirmation and
contract is deployed on polygon Mumbai testnet. The view
after deployment of contract is shown in Fig. 4. The func-
tions in our contract are shown in two colours. Functions
with an orange colour are those that can change the value
of some data. The functions with a blue colour can only
read the data and cannot modify it. Then, we try to add
a new admin by passing the hexadecimal address of the
account to the addNewAdmin function. Only the creator
admin and approved super admin have the power to add
admin. Transaction details are shown in Fig. 5. We can check
the user details by passing the hexadecimal address to the
users function, and the status level is 2 as indicated in the
decoded output. Before attaining the power of an associated
role, a user must be approved. The hexadecimal address of the
newly added admin is passed to the verifiedUsers function,
and the received response shows that the approval status is
false. Then, this newly created admin is approved by the
approved super admin using the approveUsers function. If the
hexadecimal address of the newly created admin is passed to
the verifiedUsers function, the approval status is true. If a user
who is not approved tries to create evidence, the transaction
is declined. Then, this user is approved by the approved super
admin using the approveUsers function. After approval, if the
same user tries to create evidence, the transaction is exe-
cuted successfully. Only the creator admin, approved super
admin, and approved admin have the power to create new
evidence. Normal users cannot create evidence. The details
of this newly created evidence can be checked using the
getEvidenceDetails function. You can see the evidence ID,
data related to the evidence, and the address of the evidence
owner. The status of the evidence is 1, which means it is not
yet approved. Only the approved super admin has the power
to approve any evidence. If the owner of the evidence tries to
approve their own evidence, the transaction is declined After
approval of created evidence status value changed to 2 as
shown in Fig. 6.

Now if any non-owner user wants to change the ownership
of the evidence, then transaction is declined. Only owner
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evidences

FIGURE 6. Output of evidences function after approval by verified super
admin.

getEvidenceDe...

FIGURE 7. Output of getEvidenceDetails function after approval of
ownership change.

of the evidence has the power to change the ownership of
the evidence. Then this ownership needs the approval from
approved super admin. Now we can use the getEvidenceDe-
tails function to know the details about the evidence. Now we
can see the owner of the evidence has been changed as shown
in Fig. 7.

Transaction consumes some gas for its execution. This
gas consumption can be converted into number of Matic
token required for the execution. Then number of Matic token
required is multiplied with the Matic token Price in Indian
currency. Cost of transaction execution on polygon network
for standard execution and rapid execution is shown in
Table 1 and 2. Graphical representation of cost analysis for
standard execution is shown in Fig. 8

TABLE 1. Cost of transaction execution on polygon network with
standard execution.

Gas Price in Matic=.000000138 gwei, Matic Price (INR)= 125

Cost for Cost for

Sr. Function Gas Standard | Standard

No. unctio Consumed | Execution | Execution
(Matic) (INR)

1 addNewAdmin 50814 0.0070 0.87

2 approveUsers 50708 0.0069 0.86

3 createEvidence 116762 0.0161 2.01

4 changeOwnership 49223 0.0067 0.83

5 approveChangeOwnership | 32028 0.0044 0.55

At the time of execution, gas price for rapid execution was
0.000000169 gwei and price of Matic token in INR was 125.
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FIGURE 8. Cost analysis for standard execution.

TABLE 2. Cost of transaction execution on polygon network with rapid
execution.

Gas Price in Matic=.000000169 gwei, Matic Price (INR)= 125
Cost for | Cost for
Rapid Rapid
Sr.N Function Gas Exgcuti Exgcuti
0. Consumed
on on
(Matic) (INR)
0.00858 | 1.07344
1 addNewAdmin 50814 8 6
1.07120
2 approveUsers 50708 0.00857 | 7
0.01973 | 2.46659
3 createEvidence 116762 3 7
0.00831 1.03983
4 changeOwnership 49223 9 6
approveChangeOwne 0.00541 0.67659
5 rship 32028 3 2

These values are considered for the calculation of the function
wise cost.

Graphical representation of cost analysis for rapid execu-
tion is shown in Fig. 9.

As you can see from Table 1 and 2, the cost of execu-
tion is higher with rapid execution as compared to standard
execution. The comparative analysis of rapid and standard
execution is shown in Fig. 10.

VII. BENEFITS AND LIMITATIONS OF PROPOSED MODEL
A comparison of previous approaches with proposed
approach with respect to various parameters such as privacy,
authentication, integrity etc. is shown in Table 3.

Proposed model employing blockchain technology in the
legal process provides various advantages which are dis-
cussed below.

e Evidence sharing without trusted third party: With the
proposed model, all evidences can be easily shared with all
the entities of the case without involving any third party for
the validation of transactions. So, any kind of failure of trust
issue can be avoided.

e Retaining evidence integrity: Blockchain technology has
a feature of immutability. Because of this feature, if any
transaction is written on the ledger, then it cannot be deleted
or altered. So, if the information related to evidences once
stored on this, nobody can manipulate the information. This is
how integrity of the evidences can be retained. This can
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FIGURE 10. Comparative analysis of different functions of smart contract.

be very important in current digital world where digital
media’s reliability is on stake due to fake photos or videos in
circulation.

e Digital evidence storage: Maintenance of physical doc-
uments overtime is very difficult for example, paper docu-
ments go through wear and tear with time, images fade away
etc. So, it is better to store these documents in digital form.
This can be easily done with the help of proposed model.

e Evidence tracking: All evidences are uploaded on
the IPFS and its metadata can be stored on the polygon
blockchain. Polygon blockchain will track all the access
transactions such who accessed and when etc. from its prove-
nance time to current instance of time.

e Reduction of fraud by increasing transparency: All the
accesses to any evidence will be allowed only by the consen-
sus of involved parties and access transactions will be updated
in ledgers of all the parties. So, this level of transparency
will reduce the chances of fraud or manipulation with the
evidences.

e Multi country investigation: There might be some cases
where multiple countries need to cooperate to carry out the
investigation of any case. In those cases, evidence sharing
and maintenance could create problems. With the proposed
model, evidence sharing can be easily performed in cross
border investigation.

Following are the few threats that can harm the proposed
model:
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TABLE 3. Comparative analysis of proposed approach with conventional
centralized approaches.

34

Property 1(2 3 4 7 10 | 14 g s
2
=3

Witness VvV v|x|x x v

privacy

Juror privacy x| x | x | x| x |[x | x |V

Authentication Vivivis|v | v |v |V

Access control x| x | x [ x [V [ x x v
Tntegrity iviiviiviv v |v|v
Auditability Viviviv|iv |V v v
Traceability v x x | x x | v

e Smart Contract Vulnerabilities: Smart contracts are an
integral part of many DApps, and they can be vulnera-
ble to coding errors and security flaws. These vulner-
abilities can be exploited to manipulate or steal funds,
execute unauthorized transactions, or cause other unin-
tended consequences.

o 51% Attack: In a blockchain network, a 51% attack
occurs when a single entity or group of entities
gains control of more than 50% of the network’s
mining power. This allows them to manipulate trans-
actions, block confirmations, and potentially double-
spend coins.

e Sybil Attack: A Sybil attack involves creating multiple
identities or nodes to gain control over a significant por-
tion of a blockchain network. This allows the attacker
to influence the consensus mechanism, disrupt the net-
work, or execute malicious activities.

e Front-End Exploits: DApps often have front-end
interfaces, which can be susceptible to traditional
web-based attacks such as cross-site scripting (XSS),
cross-site request forgery (CSRF), or phishing attacks.
These attacks can trick users into revealing their private
keys, passwords, or other sensitive information.

e Consensus Protocol Attacks: Blockchain networks rely
on consensus mechanisms to validate and agree upon
transactions. Depending on the consensus algorithm
used (e.g., Proof of Work, Proof of Stake), attacks such
as selfish mining, long-range attacks, or stake grinding
may be possible, compromising the integrity of the
blockchain.
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e While IPFS offers decentralized and distributed file
storage capabilities, it does have certain considera-
tions related to data availability, reliability, and the
potential disappearance of data owners. To address
these concerns, it is essential to implement appropriate
mitigation strategies and consider additional measures
when utilizing IPFS for storing important evidence.
Some possible approaches that can help are redundant
storage, backups, trusted node operators, data encryp-
tion and authentication.

VIIl. RESEARCH IMPLICATIONS

In this paper, blockchain technology is used to improve inter-
operability between the court system and different parties.
Our findings can be useful to academicians, researchers, and
others in a number of ways. The main use of the findings
is to enhance the creation of laws or policies. Second, this
research might serve as a starting point for investigations into
additional potential applications of blockchain technology in
the legal sector. The conclusions offer a thorough understand-
ing of the blockchain-enabled legal system. Researchers will
be better able to understand the development and state of
blockchain today, which will help them choose worthwhile
research topics that demand more devotion from the academic
community. More blockchain-based applications may be cre-
ated for affordable and secure data sharing.

IX. CONCLUSION AND FUTURE WORK
In this paper, we presented a decentralized model for
protecting digital evidence using smart contracts on the
Layer 2 Polygon blockchain. Our strategy takes advantage
of the immutability, transparency, and decentralisation fea-
tures of blockchain technology to guarantee the security and
integrity of digital evidence. We create a trustless, automated
system using smart contracts that does away with the need
for middlemen and lowers the possibility of tampering or
manipulation. We showed that our decentralised model is
effective and efficient through our experimental evaluation.
Real-world applications can benefit from the deployment of
the Layer 2 Polygon blockchain because it enables scalable
and affordable storage and verification of digital evidence.
We make sure the evidence is intact and verifiable through-
out its lifecycle by utilising the security characteristics of
smart contracts. There are still a few areas, though, that
need improvement and more research. The scalability of
blockchain technology is one of the major issues since the
amount of storage needed for digital proof can soon rise to a
significant level. For vast volumes of evidence to be handled
effectively in the future, storage and retrieval procedures
should be optimised. The incorporation of cutting-edge cryp-
tographic methods to improve the confidentiality and privacy
of digital evidence represents another area for future study.
Techniques such as zero-knowledge proofs or homomor-
phic encryption can be explored to enable secure compu-
tations on encrypted evidence without revealing sensitive
information. Furthermore, the usability and accessibility of
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the

system should be improved to encourage widespread

adoption. User-friendly interfaces and seamless integration
with existing digital forensic tools can help bridge the gap
between traditional forensic workflows and decentralized
systems. Lastly, the legal and regulatory aspects surrounding
the use of decentralized systems for handling digital evidence
need to be addressed. Collaboration with legal experts and
policymakers is crucial to ensure compliance with existing
laws and regulations and to establish a legal framework that
accommodates the unique features and challenges of decen-
tralized systems.
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