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ABSTRACT The vast production of resource-constrained wireless communication devices and the develop-
ment of various techniques in recent years opens room for security concerns to overcome potential attacks.
However, efficient methods are needed to reduce the trade-off between communication and computation
complexities in resource-constrained wireless device communication. In this paper, we propose a lightweight
fault-tolerant secure data communication framework that consists of Elliptic Curve Diffie-Hellman (ECDH)
secure communication scheme, Elliptic Curve Cryptography (ECC) based secure communication scheme
and Elliptic Curve Integrated Encryption Scheme (ECIES) based authentication scheme for wireless sensor
network communication usingMessage Passing Interface (MPI) parallel program platform. Further, we have
implemented the proposed framework for a single sink node (scenario-1) and all sink nodes (scenario-2)
scenarios with parallel threads using Linux Pthreads to improve the total execution time. It is observed that
the overall execution time performance of ECC is better in scenario-2 whereas the performance of ECDH is
better in scenario-1 when the number of sensors is greater than 200. It is also observed that enabling Linux
Pthreads in ECC implementation guarantees the parallel execution of decryption process and the reduction
in the overall execution time in both scenarios. The results demonstrate the superiority of the proposed
framework in terms of execution time and memory use over simulated wireless network environments,
making the proposed framework suitable for fault-tolerant wireless sensor communication applications.

INDEX TERMS Wireless sensor networks, fault-tolerant communication, elliptic curve cryptography,
lightweight authentication, the Internet of Things, key management, data aggregation.

I. INTRODUCTION
The advent of large-scale production of Internet-of-Things
(IoT) devices made the wireless communication easy and
quickly accessible. The Wireless Sensor Network (WSN) is
an inter-connected network of a large number of dedicated
sensor devices which collect, transfer and analyse the useful
information. The WSN is also used to detect the environment
changes, transferring the collected data in a wireless commu-
nicationmedium to a fusion center through other intermediate
sensors or nodes for further processing. The application
domains of WSN are multi-fold including Healthcare, Agri-
culture, weather forecasting, surveillance of safety critical
systems, disaster management, smart applications, vehicular
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technology, unmanned aerial vehicles, real-time systems,
military etc. However, the accuracy of the post-processing
result of collected data depends on the following persistently
raising issues i) inaccurate data fusion ii) faulty information
iii) insecure communication iv) unexpected exceptions like
failure of a link, energy depletion, radio interference, environ-
mental calamities and synchronization mismatch. As a con-
sequence of the security vulnerabilities present in WSN [1]
due to various reasons, an adversary can easily execute dif-
ferent attack strategies that disrupt either the communication
or tamper the information. Therefore, the development of
secure and fault-tolerant wireless sensor communication in
redundant sensor systems have gained enormous attention in
recent years.

To mitigate prominent faults in WSN [2], researchers have
put their efforts through novel procedure-based [3], [4], [5],
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[6] and prediction-based [7], [8], [9] solutions. Despite of
few efforts [10], [11], achieving the best fault-tolerance with
accurate data fusion was a nightmare. To bridge this gap,
the first interval-based practical solution [12] was proposed
to encourage the researchers to deep dive into interval-based
data fusion. The proposed solution could be useful in many
practical applications including the safety of cyber-physical
systems, fault-tolerant scheduling in real-time operating sys-
tems, robot convergence, fault tolerant high performance
computing, ensembling in artificial intelligence, software
or hardware reliability etc. But, lack of security in fault-
tolerant sensor fusion systems lead to different types of
potential attacks such as man-in-the middle attack, Sybil
attack, denial-of-service attack etc. To overcome such attacks,
it is essential to look into the security of the data at rest
and/or during transmission in fault-tolerant sensor fusion
systems.

The motivation behind this work is that the security of
fault-tolerant sensor fusion systems can be implemented
broadly in two ways i.e., simulation-based implementation
and actual implementation. There are three types of crypto-
graphic methods to secure the underlying system i) asymmet-
ric encryption ii) symmetric encryption iii) hybrid encryption
which uses both asymmetric and symmetric. Out of existing
cryptographic methods, it is found that Elliptic Curve Cryp-
tography (ECC) based security solution [13] stands best for
resource constrained devices in terms of computation and
bandwidth use. But, not much work has been proposed in
securing fault-tolerant WSN communication except for few
ECC-based security solutions [14].

In this work, we have focused on actual implementation
and propose a ECC-based security framework for fault-
tolerant sensor fusion systems with the following salient
features.
• The proposed security framework involves two types
of security solutions. First, it provides Elliptic Curve
Diffie-Hellman (ECDH) plus Advanced Encryption
Standard (AES) based security solution. Second, it pro-
vides the complete ECC-based security solution.

• The proposed hybrid security framework is resistant to
potential attacks such asman-in-the-middle attack, Sybil
attack etc.

• The proposed security framework that can be used for
both wired and wireless interval-based fault-tolerant
sensor fusion systems.

The paper is organized as follows. Section II refers to the cur-
rent state-of-art work in fault-tolerant wireless data commu-
nication. Section III covers the interval-based fault-tolerant
sensor fusion in wireless sensor network. Section IV covers
the proposed hybrid security framework for fault-tolerant
wireless data communication. Section V covers the imple-
mentation details of the proposed framework. Section VI
describes the obtained results of the proposed framework
in terms of execution time. Section VII concludes with the
conclusion and future scope.

II. RELATED WORK
The fault-tolerance in interval-based redundant sensor sys-
tems could be effectively achieved through any one of the fol-
lowing: scalar-based approximate consensus technique [15],
interval-based Brooks-Iyengar Algorithm (BIA) [12], vector-
based Byzantine vector consensus technique [10] and multi-
dimensional agreement technique [11].

Many security protocols and fault tolerant schemes were
proposed in recent years. Security means ensuring confi-
dentiality, integrity, availability and authenticity of the data.
Providing security for resource constrained WSN is totally
different from providing security for the resource-rich envi-
ronments. Therefore, lot of research work took place on
providing the security for WSN taking the less computa-
tion power, limited resources of sensors into consideration.
at starting symmetric key cryptography was mainly used to
secure the confidentiality of the data. The study [16] showed
the possibility of using the public key cryptography (PKC) in
selecting the pair-wise keys (shared secret key between two
nodes). Based on [16], new security scheme was proposed for
establishing the symmetric pair-wise keys using asymmetric
key cryptography (ECC) between two nodes [17]. The rea-
sons for forming the key pairs for every two nodes are for
ensuring confidentiality and authenticity. Authentication is a
major aspect of security. A two factor authentication scheme
is proposed in [18] which provides safety over impersonation
attacks, offline password guessing attacks. An authentica-
tion scheme based on elliptical curve theory for health care
management is proposed in [19] and [20] which take three
factors namely user credentials, smart card, biometrics into
consideration for authentication purposes. An idea which
combines the blockchain and authentication to find a way
to protect the data from being corrupted during worm attack
in sensor network is proposed in [21] and proves helpful in
authenticating genuine user even when WSN is under worm
attack.

The sensors present in WSN generally have less compu-
tation power and are resource constrained saving the energy
used while generating these pair-wise keys helps in increas-
ing the lifetime of the WSN. An efficient combined system
divides the entire WSN into different layers and uses Ker-
beros protocol in those layers which are very near to the base
station and Elliptic Curve Menezes-Qu-Vanstone (ECMQV)
in those layers which are somewhat far away from the base
station for generating the shared key between the nodes
helped in increasing energy efficiency in WSN. The key
generation protocol based on PKC which diffuses part of the
secret key on the sensor nodes while the other part would be
kept inside the nodes of WSN proves helpful in saving the
energy of the sensors. For all the nodes present in the network,
sensors need to store the secret keys. This demands high stor-
age facilities which are not possible for a resource constrained
sensor. Therefore, achieving storage efficiency is important
for WSN. This is where key distribution schemes come into
play. The key distribution scheme which takes topology of

VOLUME 11, 2023 83365



K. S. Sai et al.: Lightweight Authentication Framework for Fault-Tolerant Distributed WSN

TABLE 1. The feature-wise comparison of existing schemes.

the WSN into account while generating the shared secret key
between nodes and the results show that the number of shared
keys stored in a node is decreased without affecting the other
security parameters. The distributed architecture of wireless
sensor networks need some robustness. This robustness is
given by fault tolerant schemes. A cluster based fault tolerant
protocol which divides the network into many clusters and
makes the cluster head detect and resolve the fault issues
without directly contacting the base station.

The features of recent contributions done in security and
fault-tolerant wireless sensor communication are tabulated in
TABLE 1. But, comparatively less work is done in incorporat-
ing both the features (fault-tolerance and security) in a single
sensor network. Our work presented in this paper includes
both the features in a sensor network and compares various
security measures which are implemented on top of the fault-
tolerant sensor networks. The security measures used are
compared using different metrics to understand and observe
the difference between them.

A. KEY MANAGEMENT
The secret link key-based scheme has been proposed by Deng
and Han [27]. In this, the secret key is generated using the
pre-distribution of the set of keys into each node before
deployment. The co-operative secret delivery technique has
been proposed to transfer the secret key generated by the
source node to the insecure neighbor (the nodes with no
common key with the source node). It takes the help of the
bridge nodes that have at least one common key with the
source node and an already predefined number of common
keys with the any of the insecure neighbors. They compared
the secret disclosure probabilities of different schemes and
showed that the proposed scheme provides low secret disclo-
sure probability compared to other schemes.

Pietro et al. [28] introduced two protocols namely direct
protocol and co-operative protocol to secure the commu-
nication between two nodes. The co-operative protocol is
adaptive, and its properties can be changed during the lifetime
of the WSN. The probabilistic method is used to prove the
adaptiveness of their scheme. In the direct protocol, the sensor
node is pre-distributed with some set of keys selected from
the key pool. These keys are indexed, indexes are stored in the

sensor node, and a seed is assignedwhen passed to a generator
which generates the indexes of the keys belonging to the
certain node. The node generates the secret key using indexes
of the keys. But, when there is no common key between
two nodes, the shared key between those two nodes is gen-
erated using the co-operative protocol. The proposed scheme
provides automatic authentication without any overhead and
shows the corruption probabilities for different number of
corrupted nodes for both direct and co-operative protocols.

Li et al. [29] introduced an energy efficient and high
accuracy scheme to guarantee accuracy, privacy and reduced
communication overhead. In this, an aggregation tree is con-
structed from the network topology. The leaf nodes sense the
data; the intermediate nodes will aggregate the results sent by
their child nodes, combines their own sensed value and trans-
fers it to the base station. The shared keys established between
the nodes are used to encrypt the data that is being transferred.
To preserve the privacy of the data, the leaf nodes identify
a set of nodes within h hops and divide its sensed data into
m pieces where m is the number of nodes present in the set
of nodes including itself. These slices are then encrypted and
sent to the respective nodes. A nodewaits for a certain interval
of time after sending the data to other nodes. The other nodes
receive the information, decrypt the data, aggregate it with
other received data, encrypts the aggregated data and send
it to their parent node. The parent node in turn sends the
final encrypted aggregated information to base station. The
proposed scheme shows better results when compared with
SMARTmodel in terms of energy consumption, accuracy and
communication overhead.

Rahman and Sampalli [30] presented an improved scheme
over Blom scheme for establishing the keys between pairs
of nodes. The proposed scheme adds the functionalities like
key revocation, node addition to the Blom scheme. The node
ids are used to generate the secret keys between the nodes.
The nodes are pre-distributed with the respective columns of
the private keys before deployment. When two nodes want to
communicate, they share their ids and calculate the column
of the respective nodes in the public matrix present in the
base station. Then the key is calculated by multiplying the
private row matrix and the public column matrix. Secure
communication is achieved by encrypting the information
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using the shared secret key. The process of key revocation
starts by identifying the nodes that are compromised. The new
secret key matrix is calculated and the message carrying the
private row matrices of only those nodes that are not compro-
mised are broadcasted across the network. After receiving the
broadcasted message, the nodes decrypt their own rowmatrix
and update the already present row matrix with the decrypted
row matrix. The compromised nodes will not get any updates
and hence they cannot establish connection with any other
nodes thus they are excluded from the network.

A key management schemes presented in [22] and [31]
decrease power consumption, increases efficiency, flexibility
and scalability. The proposed scheme [22] follows a hierar-
chical model and uses three different types of keys namely
area key, communication key and base station key. It uses
asymmetric key encryption for encrypting the data with the
base station key. The proposed method is simulated in NS2
and compared with HISCOM and MGHS. The results show
that the proposed method reduces energy consumption and
memory usage improves the flexibility and network lifetime.
It is shown that the proposed method is resistant to node com-
promise attacks and replay attacks. In addition, the proposed
method guarantees confidentiality, integrity, and authenticity
of the data.

B. SECURE DATA AGGREGATION
Zhong et al. [32] presented a scheme that overcomes the
disadvantages of homomorphic encryption like malleability,
unauthorized aggregation, and limited aggregation functions
by combining homomorphic encryption with a signature
scheme. The proposed scheme reduces the transmission costs
by doing in-network false data filtering. In this, the base
station can identify the origin of the data it receives. Upon
receiving the data, the base station decrypts it and performs
the aggregation function. This scheme is evaluated against
communication overhead, computational overhead, energy
consumption and delay and found with satisfying results.

Zhang et al. [23] devised a method for tree-based homo-
geneous sensor network. The proposed scheme uses homo-
morphic encryption and executed in five phases. Since the
proposed method follows the end-to-end encryption method,
it reduces energy consumption by exempting the interme-
diate nodes to encrypt and decrypt the data. It supports
multi-functional aggregation and helps in enhancing privacy
and confidentiality of data as the intermediate nodes cannot
decrypt the data. This scheme prevents eavesdropping and
traffic analysis by adversaries. One of the drawbacks of the
proposed scheme is that the sensors present in the upper
layers of the tree have to work more compared to the sensors
at the lower level. Hence, the upper layer sensor’s lifetime is
less compared to lower layer sensors. Therefore, this makes it
not suitable for large-scale WSNs. In addition, the proposed
scheme does not provide any mechanism for removing dupli-
cate data which leads to an increase in the communication
overhead and energy consumption.

TABLE 2. The summary of notations.

Ullah et al. [24] have designed a scheme for homogeneous
sensor types using cluster-based hierarchical network topol-
ogy. In this, the data is collected by the sensors, encrypted
and hashed with a timestamp. The aggregator validates the
hash value, encrypts the collected data, re-hash it (including
the timestamp) and sends the compressed version to the next
aggregator. Once the packet reaches the sink, the fog server
validates the data and decrypts it. The proposed scheme
guarantees data confidentiality, integrity, data freshness and
privacy. It follows the end-to-end encryption method. Since
it uses cluster-based network topology, the proposed scheme
is highly scalable. Even though the proposed scheme has
countermeasures for eavesdropping, traffic analysis, Sybil
attack, replay attacks and flooding attacks, it does not provide
any mechanism to detect data redundancy and fails to balance
the network’s energy consumption. As a result, the nodes
nearer to the fog server have less lifetime than other nodes.

Boubiche et al. [33] have also designed a secure scheme
for homogeneous WSNs. It uses cluster based hierarchical
network topology. The proposed method uses a watermark
technique to validate and secure the data. In this, each sensor
calculates the watermark and fills the first few bits of the
packet with the watermark and the remaining space with the
collected data. The proposed scheme provides data integrity
and is resistant to Sybil attack, packet alteration and injection
attacks. Since every node must calculate the watermark and
validate it, the proposed scheme suffers from high energy
consumption and delay. In addition, the confidentiality of
the data is also arguable here because the data transmitted
is only secure until the adversary does not know about the
watermark.

III. INTERVAL-BASED BROOKS-IYENGAR
FAULT-TOLERANT SENSOR FUSION ALGORITHM
The summary of notations used in this paper is recorded in
TABLE 2. The interval-based Brooks-Iyengar fault-tolerant
sensor fusion algorithm runs on each sensor Si, 1 ≤ i ≤
N , in two phases: sensor data generation and output point
estimation as follows.
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FIGURE 1. The weighted region diagram at various nodes.

Phase-1: [Sensor data generation (SensorDataGen())]

for j=1 to t begin
[lj, hj]←− 2· sin( jπ2 )+Rand();

end for
Sort({[l1, h1], · · · , [lt , ht ]})

IPi ←−Assignweight({([l1, h1],w1), · · · ,
([lt , ht ],wt )})
▷ IPi=interval-based sensor data
▷ t=interval size
▷wj=no. of intersecting intervals in the range [lj, hj]

Phase-2: [Output point estimation (PointEstimation())]

Construct Weighted Region Diagram (WRD) of
IPi

for j=1 to t begin
Select [lj, hj] if wj > (N − τ )

end for
Select RIi={([l1, h1],w1),· · · ,([lL , hL],wL)}
Calculate PEi=

∑L
j=1(wj · (lj + hj))/2 ·

∑L
j=1 wj

▷ PEi=point estimation

▷ N=no. of sensors, τ=no. of faulty sensors
▷ L=remaining interval size

To understand further, consider N= 4, τ=1. Let the interval
data generated by the sensors S1, S2, S3, S4 are [1.2,3.5],
[2.5,4.7], [1.5,2.6], [3.1,5.6] respectively. Assume S4 is
faulty. Each sensor executes the fault-tolerant sensor fusion
algorithm by constructing WRD as shown in FIGURE 1
(i.e., FIGURE 1a for S1, FIGURE 1b for S2, FIGURE 1c
for S3). Each sensor then calculates intersection points,
remaining intervals and output point estimation as shown in
equation (1), at the bottom of the page.

IV. PROPOSED HYBRID SECURITY FRAMEWORK
The proposed security framework operates in three phases:
sensor data generation, secure communication, sensor fusion.
The sensor data generation and sensor fusion phases are
exactly the same as explained in Section III. To achieve secure
communication between sensors, the proposed framework
broadly provides an ECC-based cryptographic solution for

Intersection points at S1 are (IP1) = {([1.5, 2.5], 2), ([2.5, 2.6], 3), ([2.6, 3.1], 2), ([3.1, 3.5], 3), ([3.5, 4.7], 2)}

Remaining intervals at S1 are (RI1) = {([2.5, 2.6], 3)([3.1, 3.5], 3)}

Output point estimate at S1 is (PE1) =
3 · ( 2.5+2.62 )+ 3 · ( 3.1+3.52 )

6
= 2.925

Intersection points at S2 are (IP2) = {([3.2, 3.5], 2), ([1.5, 2.5], 3), ([2.6, 3.2], 3), ([2.5, 2.6], 4)}

Remaining intervals at S2 are (RI2) = {([1.5, 2.5], 3), ([2.6, 3.2], 3), ([2.5, 2.6], 4)}

Output point estimate at S2 is (PE2) =
3 · ( 1.5+2.52 )+ 3 · ( 2.6+3.22 )+ 4 · ( 2.5+2.62 )

10
= 2.49

Intersection points at S3 are (IP3) = {([1.5, 2.5], 2), ([2.5, 2.6], 3), ([2.6, 3.5], 2), ([4, 4.7], 2)}

Remaining intervals at S3 are (RI3) = {([2.5, 2.6], 3)}

Output point estimate at S3 is (PE3) =
3 · ( 2.5+2.62 )

3
= 2.55 (1)
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two prominent sensor network scenarios. In the first scenario
(scenario-1), each sensor is considered as sink and therefore,
the fusion process will be carried out in every sensor. In the
second scenario (scenario-2), only one of the sensors is con-
sidered as sink and therefore, fusion process will be carried
out only in that sensor.

A. ECDH-BASED SECURE COMMUNICATION SCHEME
The proposed scheme is a hybrid two-party secure communi-
cation systemwhere ECC-based (public key, private key) pair
is used to generate a shared-secret and symmetric encryption
(such as AES or DES or TripleDES) is used to encrypt the
data. It is a three tuple (KG , E , D) scheme where KG is key
generation, E is encryption and D is decryption as described
below.

KEY GENERATION (KG):
1) Sensor Si, 1 ≤ i ≤ N , chooses an ECC curve

from EP(a, b)={secp256k1,secp192k1,secp521r1,
prime192v3, prime239v3} and generates ECC-
based (public key, private key) pair (PU i, PRi)
using equation (2).

PRi
R
←− Z

PU i = PRi · G (2)

where Z=integer set, G=ECC generator.
2) Using ECDH method, pair of sensors Si and Sj

(in short Sij) generates a shared-secret SKij using
equation (3).

SKij = PRi · PU j (3)

where SKij=shared-secret between Si and Sj.
3) Output shared-secret SKij.

ENCRYPTION (E):
1) Using shared-secret SKij and symmetric key

algorithm A ∈ {AES,DES,TrippleDES}, sensor
Si encrypts the interval-based sensor data IPi using
equation (4) and sends to Sj.

Cij = Eij(IPi,SKij,A) (4)

where Eij=symmetric key encryption.
2) Output the ciphertext Cij.

DECRYPTION (D):
1) Using the ciphertext Cij, shared-secret SKij, and

the symmetric key algorithm from A, sensor Sj
decrypts the ciphertext using equation (5).

IPi = E−1ij (Cij,SKij,A) (5)

where E−1ij =symmetric key decryption.
2) Output the decrypted data IPi.

Since every sensor should carry out fusion in case of
scenario-1, each sensor generates (N − 1) ECDH-based
shared-secrets where N is the total number of sensors in the
network. It is intuitive that each sensor should run (N − 1)
instances of encryptions followed by (N − 1) instances

of decryptions (as shown in FIGURE 2a). But, in case
of scenario-2, each sensor except the sink sensor gener-
ates only one ECDH-based shared-secret and should run
only one encryption instance. The sink sensor generates
(N − 1) ECDH-based shared-secrets, runs (N − 1) instances
of decryptions (as shown in FIGURE 2b).

B. ECC-BASED SECURE COMMUNICATION SCHEME
The proposed ECC-based secure communication is uses
ECC-based asymmetric (public key, private key) pair to
encrypt the data. It is also a three tuple (KG , E , D) scheme
where KG is key generation, E is encryption and D is decryp-
tion as described below.

KEY GENERATION (KG):
1) Sensor Si, 1 ≤ i ≤ N , chooses an ECC curve

Ep(a, b) and generates ECC-based (public key, pri-
vate key) pair (PU i, PRi) using equation (2).

2) Output the pair (PU i, PRi).
ENCRYPTION (E):
1) Using public key (PU j) of the destination sensor

Sj, sensor Si encrypts the interval-based sensor data
IPi and sends to Sj using equation (6).

Cij = Eij(IPi,PU j) (6)

where Eij=asymmetric key encryption.
2) Output the ciphertext Cij.

DECRYPTION (D):
1) Using the ciphertet Cij, private key PRj, sensor Sj

decrypts the ciphertext using equation (7).

IPi = E−1ij (Cij,PRj) (7)

where E−1ij =asymmetric key decryption.
2) Output the decrypted data IPi.

Since every sensor should carry out fusion in case of
scenario-1, each sensor generates (N − 1) ECDH-based
shared-secrets where N is the total number of sensors in the
network. It is intuitive that each sensor should run (N − 1)
instances of encryptions followed by (N − 1) instances
of decryptions (as shown in FIGURE 2c). But, in case
of scenario-2, each sensor except the sink sensor gener-
ates only one ECDH-based shared-secret and should run
only one encryption instance. The sink sensor generates
(N − 1) ECDH-based shared-secrets, runs (N − 1) instances
of decryptions (as shown in FIGURE 2d).

C. LIGHT-WEIGHT AUTHENTICATION SCHEME
We have used the light-weight Elliptic Curve Integrated
Encryption Scheme (ECIES) method proposed in [34] for
fault-tolerant, secure and authenticatedWSN communication
on top of Brooks-Iyengar algorithm described in Section III.
The ECIES method involves a hybrid combination of Elliptic
Curve Digital Signature Algorithm (ECDSA), Secure Hash
Algorithm (SHA) and CLAKE2b for generating and verify-
ing the cryptograms. The process of generating key pairs,
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FIGURE 2. ECC-based and ECDH-based secure communication scenarios.

generating cryptogram and verifying cryptogram in ECIES
method is as follows.

1) KEY GENERATION (KG)
It is a two-way communication between two sensor nodes Si
and Sj in which the node Si initiates the communication by
choosing random parameters such as groups G1, G2, iden-
tifiers Id1, Id2, primary key Km. The node Si generates two
pairs of (public, private) keys using equation (8) and sends
its public keys to Sj in the form of key string KS (Refer
equation (9) for key string formation). Upon receiving key
string, the node Sj also generates two pairs of (public, private)
keys using equation (8) and sends its public keys to Si in the
form of key string.

((PU1,PR1), (PU2,PR2))
R
←− GenerateKeyPair(P) (8)

KS = {PU1||PU2||((Id1 + Id2)⊕Km)} (9)

2) CRYPTOGRAM GENERATION (CG)
Using the plaintext IPi, one of the private keys PRi,1, one of
the received public keys PU j,2 of node Sj, and a shared secret
SKij of both i-th and j-th nodes, the cryptogram is generated
at the sending node Si using equation (10) and then sent to the
receiving node Sj for verification.

Cij = GenerateCryptogram(IPi,PRi,1,PU j,2,SKij) (10)

where Cij is the cryptogram.
CRYPTOGRAM VERIFICATION (CV ): Using the

cryptogram Cij, shared secret SKij, one of the public keys

FIGURE 3. Data point representation and encapsulation before
encryption in ECC implementation.

PU j,2, group G1, one of the public keys PU i,1 of sending
node Si,the receiving node Sj verifies the cryptogram and
extract the plaintext IPi using equation (11).

IPi = VerifyCryptogram(Cij,SKij,PU j,2,G1,PU i,1) (11)
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FIGURE 4. Performance of proposed schemes in scenario-1 with 4 nodes.

where IPi is the plaintext.
The proposed scheme uses ECIES method to achieve

authentication, integrity and confidentiality in fault-tolerant
WSN communication. The description of the proposed
scheme is as follows.

• Each sender node Si chooses a parameter list P
and generates required key pairs (PU i,1,PRi,1),
(PU i,2,PRi,2) and a key string KSi using key gener-
ation algorithm KG . The key string is then sent to the
receiver node or sink node Sj.

• After receiving the key string from all the sender nodes,
the sink node decodes each key string and extracts the
public key components (PU i,1, PU i,2) and group ids
(Idi,1, Idi,2) of each sender node.

• Using the parameter listP , sink node generates two pairs
of keys (PU j,1,PRj,1), (PU j,2,PRj,2) and a key string
KSj using key generation algorithm KG . Each key string
is then sent to the respective sender node.

• Each sensor node decodes the received key string and
extracts the public keys (PU j,1,PU j,2) of the sink node.

• Each sender node Si generates the sensor data IPi
using interval-based Brooks-Iyengar fault-tolerant sen-
sor fusion algorithm (Refer SensorDataGen() described
in Section III). Using sensor data IPi, one of its private
keys PRi,1, one of the public keys PU j,2 of sink node,

shared secret SKij, each sender node generates the
cryptogram Cij using cryptogram generation algorithm
CG . The CG algorithm achieves encryption using AES
algorithm, achieves hashing using CBLAKE2b and
SHA techniques and signs the plaintext using ECDSA
technique. Finally, the encrypted plaintext, hash of the
plaintext and the parameters required for verifying the
signature of the sensor node are bundled together as a
cryptogram and sent to the sink node.

• Sink node verifies all the received cryptograms using
cryptogram verification algorithm CV . If the verifica-
tion is successful, the plaintext is extracted and further
processed by the sink node otherwise the cryptogram is
simply rejected.

V. IMPLEMENTATION DETAILS
The setup consists of the following system configurations:
Ubuntu 18.04.5 LTS OS, 8 GiB RAM, Intel Core i5-8265U
CPU with 1.60GHz×8, 500GB hard disk. The proposed
framework has been implemented using a distributed comput-
ing environment standard called Message Passing Interface
(MPI). The MPI provides a distributed computing environ-
ment with a separate memory and computing capabilities
to each processing element which helps to emulate a sen-
sor behaviour on the processing element. The MPI provides
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FIGURE 5. ECC and ECDH performance on both scenarios with and without Pthreads.

MPI_Send() and MPI_Recv() APIs to establish one-to-one
communication between any two sensors and it provides
MPI_Scatter() API to establish one-to-many communication
from one sensor to other sensors. The proposed scheme
uses mpz_class from GMP library to generate large integer
numbers. All the operations in ECDH are carried out as string
operations. However, all the operations in ECC are integer
operations. Therefore, the floating point input data points
must be converted into integers before encryption as shown in
FIGURE 3. Consider three input data points 123.45, -10.687,
4847.3 where a=123, b=45,x=-10,y=687, u=4847, v=3. The
components of the encapsulated left part are calculated as

dl=1, maxl=4, signl={0,1,0}, a′=0123, x ′=1010, u′=4847.
Similarly, the components of the encapsulated right part
are calculated as dr=1, maxr=4, signr={0,1,0}, b′=4500,
y′=1687, v′=3000.

A. PTHREAD-ENABLED IMPLEMENTATION
We have extended the proposed schemes of Section IV
with Linux Pthreads to speed up the overall process.
In Pthread-enabled ECC implementation, both the encryp-
tion and decryption phases of the proposed ECC scheme of
Section IV-B have been implemented and tested for execution
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FIGURE 6. ECC performance on both scenarios with and without Pthreads.

time performance using linux Pthreads in both scenarios.
The results confirm that incorporating Pthread has decreased
the total execution time. In Pthread-enabled authentication
implementation, only the verification phase of the proposed
ECIES-based authentication scheme of Section IV-C has
been implemented and tested for cryptogram generation time,
cryptogram verification time, total execution time perfor-
mance using linux Pthreads in single sink node scenario.

VI. RESULTS AND DISCUSSION
The proposed framework is initially implemented with four
sensor nodes. The secp256k1 elliptic curve is used in ECDH
to generate the 256-bit public and private key pairs. The
CBC mode of AES with 256-bit key is used for encrypting
the messages with the secret key generated from public and
private key pair. The elliptic curve y2 = x3-3x-20925 is used in
ECCwith 77-bit private key and the corresponding public key
is used to encrypt the data. FIGURE 4a shows the comparison
of key generation time in ECC and ECDH-based commu-
nication. It is observed that ECDH is showing worst per-
formance over ECC due to the additional shared-secret key
generation. FIGURE 4b shows the comparison of key gen-
eration time among various ECC curves. Among secp192k1,

secp256k1, secp521r1, prime193v3, prime239v3 curves, the
prime192v3 curve is taking less time for key generation
whereas secp256k1 is taking more time. FIGURE 4c and
FIGURE 4d compare and show the encryption and decryp-
tion time using ECDH and ECC for four sensors. It is clear
from the results that ECDH is taking very less time compared
to the ECC for encrypting/decrypting the data. This large
performance gap is due to the repeated point addition in ECC
encryption/decryption process.

The proposed framework is also tested against differ-
ent sensor nodes setting up to 200 and the performance is
recorded in TABLE 3 and TABLE 4, TABLE 5, TABLE 6.
From the results it is concluded that the overall execution
time performance of ECC is better in scenario-2 whereas
performance of ECDH is better in scenario-1 when number of
sensors greater than 200. From FIGURE 5a and FIGURE 5b,
it is clear that enabling Pthreads in ECC implementation
guarantees the parallel execution of decryption process and
reduction in the overall execution time in both the scenarios.
However, this is may not be true for any number of nodes.

Since the proposed scheme has been implemented on real
system, the comparison results of both ECDH and ECC based
implementations using prime192v3 and secp256k1 curves are
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FIGURE 7. Implementation of ECIES-based authentication scheme of Section IV-C with and without Pthreads on scenario-2.

TABLE 3. Performance of ECDH in scenario-1 with different nodes.

TABLE 4. Performance of ECDH in scenario-2 with different nodes.

shown in FIGURE 5 and FIGURE 6. On the similar lines,
performance of ECIES-based authentication scheme without
Pthreads and with Pthreads using prime192v3, secp256k1
curves are shown in FIGURE 7. The experimental results

TABLE 5. Performance of ECC in scenario-1 with different nodes.

TABLE 6. Performance of ECC in scenario-2 with different nodes.

show that enabling Pthreads will linearly increase the key
generation time and decreases overall execution time.

VII. CONCLUSION AND FUTURE SCOPE
The proposed lightweight fault-tolerant secure data com-
munication framework consisting of Elliptic Curve Diffie-
Hellman (ECDH)/Elliptic Curve Cryptography (ECC) based
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secure communication and Elliptic Curve Integrated Encryp-
tion Scheme (ECIES) based authentication using Message
Passing Interface (MPI) parallel program platform has been
proved as a promising future for wireless sensor network
communication. The proposed framework has been imple-
mented on both single sink node and all sink nodes scenarios
of WSN with parallel threads using Linux Pthreads and
shows significant improvement in terms of overall speed. It is
observed that the overall execution time performance of ECC
is better in scenario-2 whereas the performance of ECDH
is better in scenario-1 when number of sensors is greater
than 200. It is also observed that enabling Linux Pthreads
in ECC implementation guarantees the parallel execution of
decryption process and a reduction in the overall execution
time in both scenarios. Further, the dynamic addition and
deletion of sensor nodes can make the proposed scheme more
realistic. Also, with the help of massively parallel computing
environments such as CUDA and OpenCL, the encryption
and decryption phases of a node can be executed in parallel to
reduce the overall execution time further. The key generation
and distribution issues can be further exported to a trusted
third-party so that sensor nodes can fully concentrate on
the data fusion. Therefore, developing a dynamic WSN sys-
tem, accelerating independent sequential processes through
parallel computation and incorporating trusted third-party to
handle key-related issues are the future directions.
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