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ABSTRACT The financial technology (FinTech) has promoted the wide application of FinTech with the
help of artificial intelligence, blockchain, cloud computing, data science and other new technologies. Trust
evaluation has become a forward-looking issue for the rapid development of FinTech. The existing trust eval-
uation methods of FinTech do not consider the impact of the timeliness, reliability and non-invasive factors
of trust on trust evaluation, which results in low accuracy of trust evaluation and incapability of effectively
identifyingmalicious behaviors of users. Firstly, this paper introduces the blockchain technology to construct
a four-layer architecture structure and multiple trust evaluation indicators based on blockchain service data.
Secondly, the paper proposes a blockchain based FinTech trust evaluation mechanism (BFTEM), which
utilizes blockchain to record relevant data and multiple trust parameters during the transmission process
of each block, and verify the trust degree issued by the trust holder through the comprehensive trust value
of the user. Finally, the block generation time, throughput, delayed response time and comprehensive trust
value are experimentally studied through simulation experiments. Simulation experiments show that BFTEM
mechanism can better improve the security and reliability of FinTech data, and has advantages in improving
the accuracy of trust evaluation and expanding potential applications.

INDEX TERMS Fintech, blockchain, trust, trust evaluation.

I. INTRODUCTION
With the help of artificial intelligence, blockchain, cloud
computing, data science and other new technologies, the
financial technology (FinTech) promotes the innovation of
the application architecture and paradigm of FinTech and
expands the application field of the FinTech [1]. Since all
users of the FinTech are interconnected, user authentica-
tion has become a key part of the security of the FinTech.
A FinTech user security authentication system [2], which
is extendable and adaptable to limited resources, is needed.
The current user authentication solution requires a centralized
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trusted party for authentication, which will lead to a single
point of failure.

Blockchain is a new applicationmode of computer technol-
ogy such as distributed data storage, consensus mechanism,
point-to-point transmission and encryption algorithm. With
the characteristics of decentralization, tamper resistance and
reliability, blockchain makes it possible for data processing,
data security and data transmission in the FinTech with no
need for reliance on a centralized third party to determine the
authenticity and trust relationship of user information [1], [2].
Based on the distributed data storage and linked list structure,
the blockchain is a string of data blocks (i.e. blocks) gener-
ated by using the public key cryptosystem. Each data block
contains the relevant information about the processing of that
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batch of data, used to verify the validity of its information and
generate the next block.

Before the application of the FinTech, it is necessary to
identify and eliminate untrusted users, so the trust evaluation
of users becomes one of the important problems to be solved
in the FinTech. In order to dynamically evaluate the trust
degree of FinTech users, some trust management and evalu-
ation mechanisms need to be designed [3]. The goal of these
mechanisms is to track the historical trust records among
users to detect malicious behavior attacks. Trust evaluation
mechanisms are divided into two categories: centralized and
distributed. (1) In a centralized trust evaluation mechanism,
the central user needs to store and calculate by itself the trust
values of the relevant users’ processes. In order to accurately
evaluate the trust value of the local user, the trust value of the
user can also be evaluated through the indirect trust value of
other users. It is obvious that this centralized trust evaluation
suffers from a single point of failure and bottleneck. (2) In
the distributed trust evaluation mechanism, the calculation of
trust value of users is mainly restricted by two aspects. First,
the user can easily tamper with the local trust value stored
on it, which makes the trust evaluation process vulnerable
to malicious acts of the user; Second, resource-constrained
FinTech users do not have sufficient capacity to meet the
maintenance and use of trust calculation and trust update.
In the data transmission process of the FinTech, users based
on the blockchain technology can be linked to the current
block data through the hash value in the previous block. Using
the public key system, the authenticity of the FinTech data
information and blocks can be verified before they are added
to the blockchain. Once the block is linked to the blockchain,
it can be ensured that the transmission process between users
is securely recorded and tamper resistant [4].

To sum up, the research on trust model and trust evaluation
mechanism in the current FinTech environment has laid a
good foundation for trust evaluation of FinTech users, but
there are still shortcomings in the current trust evaluation:

1) Due to ignoring the influence of trust timeliness, relia-
bility and non-intrusive factors on trust evaluation, the trust
behavior of users cannot be better evaluated, thus reducing
the accuracy of user trust evaluation.

2) Because the differences of trust characteristics of dif-
ferent users and the evaluation of the credibility of recom-
mended users are ignored, the malicious behavior of users
cannot be effectively identified.

3) The lack of effective suppression methods for malicious
users reduces the effectiveness of trust evaluation methods.

Facing the above challenges, this paper proposes a
Blockchain-based FinTech Trust Evaluation Mechanism
(BFTEM). BFTEM mechanism introduces blockchain tech-
nology to realize distributed trust evaluation.With the support
of the blockchain, the trust value of a user can be generated by
using a hash function public key. The blockchain will record
this process and serve as the trust evaluation for the FinTech
data transmission. In summary, the main contributions of
BFTEM mechanism are summarized as follows.

1) By introducing the blockchain technology and improv-
ing the public key generation algorithm of hash function,
the security and integrity of FinTech data are effectively
maintained, and the security risks of traditional centralized
management data are avoided.

2) This paper proposes a blockchain based FinTech trust
evaluation mechanism (BFTEM). In BFTEM, the blockchain
is used to record the relevant data in the setting process of
each block, which helps the FinTech user to verify the trust
degree issued by the trust holder, so as to realize the reliable
transmission of FinTech data.

The remainder of the paper is organised as follows.
Section II discusses background and some of the related
work; Section III introduces the blockchain-based trust eval-
uation architecture; Section IV defines the building a multi
trust evaluation indicator model in FinTech; Section V
focuses on establishing trust evaluation algorithms and the-
oretical analysis; In Section VI, the simulation experimental
research on trust evaluation algorithms; Finally, section VII
presents the conclusions and future work.

II. BACKGROUND AND RELATED WORK
A. THE CONCEPT OF TRUST IN THE FINTECH
In the FinTech, trust can be regarded as a dependency rela-
tionship between users [4], [5], [6]. Trust can be divided into
three types. The first type is behavior based trust, that is,
the expected behavior of users; the second type is comput-
ing based trust, that is, trust between computing users; the
third type is technology-based trust, which is maintained by
evaluating the trust between users [4], [5], [6]. With the rapid
growth of the scale and complexity of the FinTech, the trust
between the users of the FinTech has increasingly become
the focus of attention. Boldrin et al. [6] put forward the
overall one-time principle project (TOOP) architecture that
relies on the concept of trusted information source. TOOP
ensures the safe data transmission between data providers
and data consumers. Blockchain technology can effectively
solve security and trust issues in FinTech, and also achieve
consensus on the state of distributed ledgers. Afzaal et al. [7]
proposed a secure and trustworthy blockchain based crowd-
sourcing (STBC) consensus protocol to address trust issues.
The STBC is an effective automatic technology based on for-
malmethods, which is used to ensure the correctness of STBC
consensus protocol. In order to ensure the trust between users,
Zhang et al. [8] proposed a blockchain-based trusted network
connection protocol (BTNC). This protocol realizes mutual
user authentication, platform authentication and trusted net-
work access through encryption between FinTech users, so as
to ensure the reliable trust between FinTech users.

B. THE TRUST EVALUATION MECHANISM
Trust model is an important concept in public key cryp-
tography, which usually refers to the model of finding
and traversing trust paths used in the process to establish
trust relationships and verify certificates [9]. Xu et al. [10]
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proposed a dynamic multidimensional trust model for infor-
mation service quality evaluation. The evaluation model
aggregates service rating and user credit to evaluate service
quality. Javaid [11] proposed a blockchain-based wireless
sensor Internet of Things (WSIoTs) trust model. In the
WSIoTs model, only after the server passes through identity
verification, it can add new users in the FinTech, use the proof
of authorization (PoA) and consensus mechanism to verify
the FinTech data, as well as add trust to the blockchain.

Based on the trust definition and trust model in the interac-
tion process, trust evaluation synthetically constitutes many
basic elements of trust, and finally calculates the degree of
trust that an entity should have. The trust evaluation mecha-
nism can define users to carry out trust evaluation in related
activities such as data collection, analysis and transmission
in order to complete trust decisions. Trust evaluation can be
used in FinTech security protocols, and can guide the estab-
lishment of new application system security mechanisms
in combination with blockchain and other related research
results. Li et al. [12] proposed a trust evaluation model based
on blockchain in order to ensure the privacy and security of
vehicles in the Internet of Vehicles. The model constrains and
regulates the behavior of vehicles through trust evaluation
mechanism, and uses blockchain to realize the data security of
vehicles. Lee et al. [13] proposed a mechanism of evidence
fuzzy multi criteria decision making (EFMCDM) based on
multi-dimensional trust quantification scheme. EFMCDM
mechanism quantifies trust evaluation in a collaborative envi-
ronment. Trust perception comes from initialization trust
behavior, which in turn affects subsequent trust perception.

C. THE APPLICATION OF BLOCKCHAIN IN FINTECH
Because blockchain has the characteristics of distributed
ledger Technology (DLT), consensus mechanism and smart
contract, it can well solve the trust and security problems
between FinTech users. In the FinTech, blockchain technol-
ogy is applied to more computing power devices (such as
edge computing servers), and then connected to an existing
blockchain network. This can improve the adaptability of
the FinTech, and better solve the problem of single point of
failure problem.

Ahmed et al. [14] proposed a decentralized authentica-
tion structure based on blockchain, which clusters FinTech
users according to their computing power, energy reserve and
location. Users in each cluster authenticate through the hier-
archical structure of interconnected blockchain. At the same
time, a consensus protocol based on identity encryption key
signature is introduced to reduce processing load. Cui et al.
[15] proposed a hybrid blockchain structure, which uses
local blockchains to authenticate IoT users, and uses pub-
lic blockchains to connect multiple user clusters. Liu et al.
[16] proposed an access-control mechanism based on the
capabilities of IoT users, which registers the identity (ID) of
IoT users and is managed by smart contracts in the alliance
blockchain. Agyekum et al. [17] proposed a data sharing
method of IoT based on blockchain storage and management,

which uses existing blockchain technology to store and share
public key technology based on the identity encryption of
IoT users and information centric. Li et al. [18] proposed
a blockchain-based trust system to prevent malicious data
transmission and storage in the IoT, and store the trust value in
the blockchain. Li et al. [19] proposed a probabilistic verifica-
tion scheme, which effectively reduces the propagation delay
of data blocks and the occurrence of blockchain block bifur-
cation, and further enhances the security of data transmission,
the resistance to dual overhead attacks, trust evaluation, etc.
Ullah et al. [20] proposed a decentralized distributed storage
and sharing scheme based on blockchain in the IoT, which
provides end-to-end encryption and fine-grained access con-
trol, uses Diffie-Hellman key exchange protocol to share keys
between data owners and users, and replaces proof of work
(PoW) consensus mechanism with PoA, which improves the
throughput of the system.

D. MECHANISMS FOR THE INTEGRATION OF
BLOCKCHAIN AND TRUST
Blockchain records transactions as blocks and forms a linked
list structure. Any user in the FinTech obtains a hash value for
each newly generated block, connects the hash value with the
previous block to the current block for forwarding, and forms
an irreversible chain [21], [22], [23], [24], [25].

Zhou et al. [22] discussed that the main research fields
of blockchain include basic technology architecture, privacy
and security, IoT applications and FinTech scene applica-
tions, etc., especially in edge computing servers (ECS), cryp-
tocurrency and blockchain technology based on application
requirements. Yang et al. [23] analyzed that there are a large
number of ECS distributed in the Internet. These ECS can
provide reliable access, storage, computing tasks, etc. to the
users in the Internet, which can integrate the blockchain into
the ECS and reduce the processing delay of the terminal
users on the blockchain. In order to improve the reliabil-
ity and security of FinTech users, viriyasitavat et al. [24]
proposed a service specification formulation method based
on blockchain technology, and integrated the proposed ser-
vice specification and blockchain technology into the service
quality framework of service applications to support service
selection and workflow composition. Barenji [25] proposed
a blockchain based trust mechanism to solve the trust prob-
lem in cloud manufacturing, aiming at the trust relation-
ship between cloud manufacturing suppliers and consumers.
Li et al. [26] introduced the identity authentication scheme
based on blockchain into the service evaluation model and
proposed a new blockchain-based trusted service evaluation
model (BCSE). In this BCSE, only users that successfully
pass the authentication can submit trust evaluation informa-
tion to the edge computing server, and the registration and
authentication records of user identity and the review of the
edge computing server are stored in the blockchain. The reg-
istration and authentication records of user identities and the
review of edge computing servers are stored in the blockchain
network. Aiming at the problems that the application source
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TABLE 1. Summary of work related to blockchain based fintech trust mechanism.

data of the IoT is easy to be tampered with and stolen,
and information sharing lacks a credit guarantee mechanism,
Jiao et al. [27] proposed a trusted upload scheme of IoT users
based on blockchain. The scheme carries out trusted design
from three dimensions: user hardware, transmission link and
platform, and provides relevant references for similar designs.

In the application of FinTech, trust management is one of
the forward-looking issues in establishing dynamicmodeling,
security prevention, and other characteristics of FinTech ter-
minal devices. Pal et al. [28] proposed a blockchain based
trust framework and implementation mechanism, which
allows independent trust providers to implement different
trust metrics in a distributed manner and based on a common
set of trust evaluation mechanisms.

In the traceability scenario brought about by blockchain,
most existing studies overlook the impact of peer evaluation
on trust management. In terms of improving user trust evalua-
tion andmanagement,Wang et al. [29] proposed an intelligent
trust evaluationmechanism based on ECS,which comprehen-
sively evaluates the reliability of users by using probability
graph model. The mechanism also evaluates the reliability
and security of the user from the aspects of data acquisition,
data processing and data transmission, and also reduces the
energy consumption of the user. Liu et al. [30] discussed the
challenges of computing, storage and communication faced
by blockchain and trust evaluation system, and proposed
a single domain and multi-domain semi-centralized trust
evaluation (STE) system architecture based on blockchain.
By aggregating direct and indirect trust information, the
architecture carefully designed attenuation function, recom-
mended reliability and adaptive weight to calculate the trust

value of dynamic malicious devices. Research shows that the
trust model is effective in identifying malicious users and
mitigating the impact of malicious users. Feng et al. [31]
proposed an anonymous authentication trust (AAT) scheme
through trusted trust evaluation in blockchain based ECS,
which better solves the conflict between trust evaluation and
anonymity.

Although the trust evaluation algorithms mentioned above
have effectively improved access control issues and trust
cooperation among users in internet applications, IoT appli-
cations, and FinTech applications, there is relatively little
research on ensuring a multi trust domain environment,
dynamic and flexible access control mechanisms, and trust-
worthy trust evaluation processes in FinTech applications.
In addition, FinTech users with limited resources do not have
sufficient computing power to meet trust computing and trust
maintenance processing. Compared with the above methods,
the focus of this paper is to introduce blockchain technology
and improve the public key system generation algorithm of
hash function to ensure the security and integrity of data,
achieve trust management and evaluation of Fintech through
blockchain technology, and ensure the fairness and tamper
resistance of trust evaluation of Fintech users. A summary
of typical work related to blockchain based FinTech trust
mechanisms is shown in Table 1.

III. BLOCKCHAIN-BASED TRUST EVALUATION
ARCHITECTURE
The main components of the framework are various terminals
of the FinTech, edge servers, trust computing servers and
other related hardware devices. All kinds of users in the
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FIGURE 1. Four-layer architecture of service workflow based on
blockchain.

FinTech will work together to perform data transmission and
processing, trust computing, collaborative services, etc.

A. BLOCKCHAIN-BASED STRUCTURE IN THE FINTech
FinTech users use blockchain applications for data trans-
mission and processing, unload the computing tasks of
blockchain applications through edge computing servers, and
store blocks in edge computing servers. For example, the
PoW and data transmission security of each FinTech user.
The computing tasks of FinTech terminal users and intelligent
users can be transferred to the edge computing server near
the FinTech. Every link between FinTech terminal users and
intelligent user computing units is protected by public key
infrastructure. Therefore, the FinTech can be regarded as
four-layer network model: cloud computing service layer,
edge computing service layer, blockchain layer and terminal
user application layer. Fig. 1 shows the four–layer architec-
ture of blockchain based on service workflow in the FinTech.

Cloud computing service layer: the cloud computing ser-
vice layer is the highest level of the entire FinTech service
architecture, mainly providing standardized and standardized
services. It supports seamless integration, data storage and
data processing from terminal user layer to blockchain layer
and edge computing server layer.

Edge computing service: the edge computing service layer
is conducive for key generation and management, trust com-
puting and updating.

Blockchain layer: the blockchain layer aims to build data
blocks between terminal users and edge servers. It is a global
distributed ledger, composed of blocks that encapsulate the
number of transactions, including information about spe-
cific domains related to different management trust domains,
trust calculation results of each user, etc. The blockchain
layer adopts a data model based on data transmission and
processing to achieve a consensus among all groups of
blocks between various applications. The main functions
of this layer are: consensus mechanism, transaction-based
data model, P2P network, proof of work (PoW), proof of

FIGURE 2. Data model of blockchain trust.

stake (PoS), delegated proof of stake (DPoS), proof of
authorization (PoA), etc.

Terminal user application layer: the terminal user layer is
composed of FinTech users for data generation, processing
and transmission. It consists of multiple FinTech terminal
users that provide specific application functions. The termi-
nal users, as the interface for data collection and exchange,
can be physical or virtual devices, such as FinTech devices,
intelligent devices, hardware and software.

B. DATA MODEL BASED ON BLOCKCHAIN TRUST
Blockchain is a distributed database, which does not require
third-party verification and central authority. After the inte-
gration of blockchain and trust, the distributed database
converts all data of the FinTech into associated data and
stores it in a block. This block is constructed within a certain
period of time, and points to the previous data block with
a hash pointer. All blocks form a complete single chain.
Blockchain technology ensures the security and centraliza-
tion of data in the transmission of the FinTech according to
time sequence, asymmetric data block encryption algorithm,
trust value update, etc. This block is mainly composed of
block header and block body. The data model of blockchain
trust is shown in Fig. 2.
The hash value is calculated and updated by the edge com-

puting server of the FinTech and stored on the blockchain.
The hash value on the blockchain is used to verify the authen-
ticity and security of the FinTech users. SHA256 encryption
operation is performed on each block header to generate a
hash value, through which the corresponding block in the
blockchain can be identified. Meanwhile, each block can ref-
erence the previous block (parent block) through the ‘‘Parent
Block Hash Value’’ field in its block header.

C. CHARACTERISTICS OF HASH FUNCTION
In FinTech applications, hash functions are used to generate
integrity codes for FinTech data generation, storage and trans-
mission, and to authenticate the transaction users and their
transaction data. After a main block is created by the FinTech
user, an encrypted hash function can be used to link it to the
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TABLE 2. Authentication information table of user.

FIGURE 3. User security authentication process of BITEA algorithm.

next block. In the process of data transmission in the FinTech,
hash function can be used to ensure its security [32]. The
characteristics of hash function are:

1) Unidirectionality: Given an input message m, a hash
value h is obtained through the hash function, which is
expressed as h= hash(m). Otherwise, m cannot be deduced
from h.

2) Uniqueness: For any given two input messages m1 and
m2, if (m1 ̸= m2), then hash(m1) ̸= hash(m2).
3) Anti-collision: For a givenmessagem1, another different

message m2 cannot be found, so that hash (m1) = hash (m2).
In addition, the execution speed of hash functions means

the speed at which these function operations occur during
processing [33]. There are more application scenarios for
high quality hash functions.

D. SECURITY AUTHENTICATION PROCESS OF BFTEM
MECHANISM
In the FinTech, users without identity signature are insecure
and untrusted. Only after registration and identity signature
can users join the application process of the FinTech to
ensure the authenticity and security of users. Authentication
information item of user in the BFTEM mechanism is shown
in Table 2. Fig. 3 is the user security authentication process
of the BFTEM, and Algorithm 1 is the joining mechanism of
trusted users in the FinTech.

In trust user join algorithm (Algorithm 1), FinTech user i,
Number of FinTech user n, Edge computing server (ECS),
Cloud computing server (CCS), the FinTech certification
center (CA), the public key (PK), the private key (SK).

Algorithm 1 Trust user join algorithm
1. Input Parameters: User i, user i’s public key PKi and
private key SKi;
2. User i sends identity signature to ECS, and ECS obtains
the corresponding public key PKi;
3. User i uses the private key SKi to encrypt the data, and its
related information is sent to ECS to calculate the related trust
value;
4. ECS decrypts the information sent by user i through public
key PKi and uploads the corresponding information to the
blockchain;
5.When FinTech user i enters another ECS, it shall be handled
again according to step 2-4;
6. ECS uploads the corresponding blockchain to CCS.

FIGURE 4. Trust model based on blockchain.

E. BLOCKCHAIN-BASED TRUST MODEL
The trust model based on blockchain mainly provides a gen-
eral trust evaluation. In this model, each data transmission
process of the user is transmitted to the trust calculation
server, which evaluates the trust according to the trust index
and obtains the corresponding trust value. Fig. 4 is a trust
model based on blockchain.

IV. BUILDING A MULTI TRUST EVALUATION INDICATOR
MODEL
A. SYSTEM MODEL
In the FinTech, the trust value of a user cannot be directly
calculated from the user itself. It needs to be calculated by
referring to the trust evaluation of other users in the FinTech,
that is, the trust value of the user is obtained through data
processing and transmission. In the process of data transmis-
sion, it is necessary to accurately judge the authenticity of the
received message, so the concept of user trust is introduced.

Suppose the FinTech has n users, which can be expressed
as N= {1, 2, . . . , i, . . . , n}. If user i believes that the behavior
of user j brings good results, then user i trusts user j, and the
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degree of trust can be measured by the degree of trust. In the
trust evaluation of the FinTech, user i will evaluate the trust
value of the behavior of neighbor user j before establishing
the trust relationship.
Definition 1: trust is the expectation of the evaluation user

on the service ability or cooperation probability of the target
user. The quantitative expression of the prediction of the
cooperation probability of the evaluation user on the target
user is the trust value.
Definition 2: the direct trust value is the predicted value of

the cooperation probability and service ability of the object
with which the subject has direct interaction behavior in
combination with historical direct interaction data. The direct
trust value of user i to user j is denoted as tij.
Definition 3: the recommended trust degree is the predic-

tion value of the service ability or cooperation probability of
the target user by the subject according to the trust degree
value transmitted by other users. The direct trust value of user
i to user j is denoted as tji.
Definition 4: let T= {T1, T2. . .Tn} denote the list of rec-

ommended trust degrees of users. Here, Ti = {t1i, t2i. . . tmi}
denotes the set of various recommended trust values obtained
by user i through m times of data transmissions. Then the
average recommended trust value is the recommended trust
value of user i, which can be expressed as ri =( t1i + t2i+
. . .+tmj)/m.
Definition 5: let L= {L1, L2. . .Ln} denote the trusted com-

puting degree list of the user, where Li = Fi(di, ri) denotes the
trusted computing degree of the data sent by the user i. di is
the distance between user i and the edge computing server,
and ri represents the recommended trust value of user i.

B. TRUST VALUE OF USER HONESTY
The trust value Thij (t) of the user honesty degree indicates
the trust honesty degree between the user i and the user j, and
can be calculated by the number of data transmission trust
times jointly evaluated by two users. At time t = 0, users i
and j do not interact. Thij(t) changes with time. The positive
interaction increases Thij(t), while the negative interaction
decreases Thij(t). In this model, Thij(t) can be calculated by
equation (1).

Thij(t) =

{
|Ti∩Tj|
|Ti∪Tj|

, Ti ∩ Tj ̸= ∅

0, Ti ∩ Tj = ∅
(1)

where, |Ti ∩ Tj| represents the total number of mutual data
transmission trusts between user i and user j, |Ti ∪ Tj| rep-
resents the sum of the number of data transmission trusts
between user i and user j.

C. TRUST VALUE OF USER AWARENESS
User awareness refers to the number of times of data trans-
mission trust between user i and user j within a certain time
t . If the degree of mutual knowledge of the users is higher in
time t , the trust value of the degree of mutual knowledge is
higher. In this trust factor, the user trust value Tiij(t) based on

the acquaintance relationship measures the degree of interac-
tion experience according to the time t . It can be calculated
by the number of data transmission trust between user i and
user j and the maximum number of data transmission trust
between user i and any adjacent user k in a period of time.
Tiij(t) can be calculated by formula (2)

Tiij(t) =

{
1

lg(10+|Ti∩Tj|)
, |Ti ∩ Tj| ̸= 0

0, |Ti ∩ Tj| = 0
(2)

D. CALCULATION CAPABILITY OF USERS
Suppose that the total memory of the mobile user iisMti,Mri
is the remaining memory, Etj represents the total energy, and
Erj represents the remaining energy. The credibility of the
mobile user i is Li and rj is the credibility obtained by the
mobile user j. m is the total number of mobile users whose
reliability is successfully calculated by mobile user i. The
trust calculation capability of the mobile user i is calculated
by formula (3):

Tci(t) =


α(Mri

Mti
+

Eri
Eti

) + (1 − α)(
∑m

i=1 (
rj
Lior

Li
rj )

m )

if rj ≤ Li,
rj
Li
is used;

if rj > Li,
Li
rj
is used;

(3)

where, Tci(t) is the trust computing capability of the mobile
user i. The trust computing capability of a user is related to its
available memory and energy. Adjustable parameters α (0≤
α <1) is used to balance memory, energy and trust computing
experience.

E. COMPREHENSIVE TRUST VALUE OF USERS
For the comprehensive trust evaluation of user i and user j,
three trust value factors such as user honesty, user mutual
knowledge and user computing ability are used in the data
transmission trust evaluation process. User i evaluates the
comprehensive trust value Tij (t) of user j at time t , then user i
evaluates the comprehensive trust value of user j through the
following formula (4):

Tij (t) = λ1Thij (t) + λ2Tiij (t) + λ3Tci (t) (4)

where λ1 + λ2 + λ3 =1(0≤ λ1, λ2, λ3 <1).

V. ANALYSIS OF TRUST EVALUATION
A. TRUST VALUE EVALUATION ALGORITHM
In the process of FinTech data transmission, it is necessary to
detect malicious acts in the data transmission process in real
time, calculate the trust value of related users, update the trust
value of users, and provide trust evaluation to other users.
Algorithm 2 is a trust evaluation mechanism in the process
of real-time data transmission of users.

B. BLOCKCHAIN TRUST UPDATE
Due to the limited memory and computing capacity of Fin-
Tech users, the data participating in trust calculation in the
BFTEM mechanism is only stored in the edge computing
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Algorithm 2 Trust evaluation algorithm
1. Input Parameters: (i, j, Mti, Eti, Eri)
2. Output: Tij(t)
3. For (i = 0; i ≤ n; i+ +)
4. For (j = 0; j ≤ n-1; j+ +)
5. Calculate Thij(t), Tiij(t)
6. End For
7. End For
8. For (i = 0; i ≤ n; i+ +)
9. If (rj ≤ Li)
10. Calculate rj/Li
11. Else
12. Calculate Li/rj

13. Calculate Tci(t) = α(Mri
Mti

+
Eri
Eti

)+ (1− α)(
∑m

i=1 (
rj
Lior

Li
rj )

m )
14. End For
15. For (i = 0; i ≤ n; i+ +)
16. For (j = 0; j ≤ n-1; j+ +)
17. Calculate Tij(t) = λ1Thij(t) + λ2Tiij(t) + λ3Tci(t)
18. End For
19. End For

FIGURE 5. User trust update data structure based on blockchain.

Algorithm 3 User trust value update algorithm
1. Input Parameters: (i, j, Tj, Lj, Tij(t))
2. For (i = 0; i ≤ n; i+ +)
3. If (Tj /∈ T )
4. Add Tj, Lj, Tij(t) to T
5. Else
6. Update Tj, Lj, Tij(t)
7. Output: T , L
8. End For

server in each trust management domain. The trust record
contains the service time of each user, user ID, trust value,
list of direct interaction users and other related data. Fig. 5 is
a block chain based user trust update data structure.

In the FinTech, the trust value of users’ needs to be updated
after evaluation and calculation. Algorithm 3 is the user trust
value update mechanism.

C. INFORMATION ENTROPY ANALYSIS OF BLOCKCHAIN
TRUST
According to the data model based on the blockchain, the
trust value is calculated and stored in the current blockchain
after each data transmission. In this way, the trust value can be

predicted and analyzed by the quantitative predictionmethod,
so as to predict the trust trend of the user.

In the BFTEM trust evaluation mechanism, the probabil-
ity of the next block can be constructed based on the hash
function of trust in the blockchain. In information theory,
information entropy is a measure of uncertainty of random
variables. X is a discrete random variable with finite value,
and its probability distribution is:

P (X = xi) = pi, i = 1, 2, . . . , n (5)

Then the information entropy of the random variable X can
be defined as:

H (X ) = −

∑n

i=1
pi log pi (6)

When the value ofH (X ) is smaller, it indicates that the trust
value of the user is more stable after the data transmission of
the FinTech, and the trust trend is more stable.

D. COMPLEXITY ANALYSIS OF BFTEM MECHANISM
In the BFTEM trust evaluation mechanism, for each FinTech
data processing process, the complexity of the BFTEM trust
evaluation is equal to O(n2). This complexity is reasonable
when powerful FinTech service providers, cloud computing
servers and many terminals are involved. For storage com-
plexity, it can be calculated by replacing the storage space of
old block data with the hash operation in the latest blockwhen
maintaining the recommended trust value.

VI. EXPERIMENTAL EVALUATION
A. SETTING OF SIMULATION EXPERIMENT
ENVIRONMENT
In the simulation experiment, Python software is used to
evaluate the performance of the blockchain in the FinTech,
because it has become a popular simulator for analyzing
mobile networks and mobile payments.

Data source: In experimental analysis, some of the data
comes from banking institutions and FinTech companies,
while the other part is generated by computer simulators.

Simulation experiment environment: simulation experi-
ment unit is equipped with 10 ECS and 200 FinTech users.
FinTech user is freely distributed within a 10km×10km area
for data processing and transmission. Their user trust rates
are 70%, 80%, and 90%, respectively. The average running
time of each simulation experiment can be set to 600 seconds,
generating 200 FinTech transfer transactions per second.
Execute multiple simulation runs with different parameter
values for each scenario, and then select the average data of
these simulation runs. Using normal random variables, the
payment arrival time of each FinTech user follows the Poisson
distribution. The relevant parameters are shown in Table 3.

In the BFTEM trust evaluation simulation experiment, the
number of data transmission changes from 1×103 to 10×103.
The verification time in the data transmission process of the
FinTech will be determined according to the time required
to calculate the recommended value based on the trust value
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TABLE 3. Simulation experiment parameters.

stored in the blockchain. The time for validation and request
operations increases linearly with the number of transactions
and queries, respectively.

In the trust evaluation mechanism, different trust can be
applied to multiple trust evaluations in the same FinTech data
processing, and the specification of each trust evaluation can
be formulated by considering the trust requirements associ-
ated with one FinTech data processing.

B. PARAMETER DESCRIPTION OF SIMULATION
EXPERIMENT
(1) Block generation time: the block generation time is the
average generation time of a single block. In the simulation
experiment, the workload is configured by adjusting the task
generation frequency of each user, and then the block gener-
ation time is monitored.

(2) Trust rate: In FinTech, trust rate refers to the ratio of the
number of users who meet the trust requirements to the total
number of users.

(3) Throughput: throughput refers to themaximum number
of messages

(4) Delay: delay refers to the response time of each trans-
action. The transaction processing time can be confirmed
according to different task generation frequencies.

(5) Comprehensive trust value: the accuracy of the com-
prehensive trust value measures the ability to trust trusted
behaviors that evaluate the security of the application process
and the payment success rate.

C. ANALYSIS OF SIMULATION EXPERIMENT RESULTS
In the simulation experiment, a blockchain based FinTech
trust evaluation mechanism (BFTEM) is compared with
the secure and trustworthy blockchain based crowdsourcing
(STBC) [7] and the evidence fuzzy multi criteria decision
making (EFMCDM) [13].

The block generation time is mainly used to evaluate the
average generation time of a single block generated by the
BFTEM. In the BFTEM, the generation time of blocks is
mainly tested through different trust rates. In the experiment,
the initial trust values of FinTech users can be set to 70%,
80% and 90% respectively, and the number of FinTech users

FIGURE 6. Generation time of blocks under three different trust values.

FIGURE 7. Comparison of trust rates under three different initial trust
values.

gradually increases from 20 to 200. The experimental results
are shown in Fig. 6. It can be seen from the results in Fig. 6
that when the trust degree increases, the generation time of
the block is relatively reduced. As the number of FinTech
users’ increases, the generation time of blocks increases
accordingly.

Decentralized testing is mainly used to evaluate the trust
reliability of the BFTEM mechanism. In BFTEM, decentral-
ized testing can be conducted by setting different trust rates.
In the experiment, the initial trust values of FinTech users can
still be set at 70%, 80%, and 90%, respectively. The number
of FinTech attacks gradually increased from 100 to 1000, and
the experimental results are shown in Fig. 7. From the results
in Fig. 7, it can be seen that as the number of attacks increases,
the trust value decreases. However, when the initial trust rate
is high, the attacks received are relatively slow, indicating that
a high initial trust rate has a good guarantee effect on trust
security.

In the current research on trust evaluation of FinTech
based on blockchain, most methods are to add trust infor-
mation of FinTech users to the block. This may make trust
information and evaluation more memorable and tampering.
In the BFTEM mechanism, security authentication mecha-
nisms such as identity signature are used to reduce the risk of
trust information and ensure the security of trust information
and updates. It can be seen in Fig. 8 that the memory of the
block in the BFTEM mechanism is much smaller than that
of the traditional block. It can be concluded that BFTEM
mechanism has better memory scalability.
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FIGURE 8. Comparison of block memory occupied by three trust
algorithms.

FIGURE 9. Comparison of data throughput by three trust algorithms.

Throughput is a measure of the amount of FinTech data
that can be processed by the FinTech in a unit time. Fig. 9
depicts that the throughput of the FinTech gradually increases
with the rise of the amount of FinTech data. At first, the
throughput of the FinTech was low, and its FinTech users
were relatively small. With the increase of the number of
FinTech users, the heat of data processing went up, and
the security of the network was strengthened. The amount
of data sent and received between the FinTech users also
increased, and the throughput of the FinTech also lifted. It can
be seen from the data throughput in Fig. 9 that the throughput
of BFTEM mechanism is higher than that of STBC and
EFMCDM mechanisms, mainly because BFTEM uses the
blockchain technology to improve the security and reliability
of trust.

The improvement of the comprehensive trust value can
improve the security and transmission success rate of the
FinTech data processing process, and can also reflect the
ability of the blockchain trust evaluation mechanism to resist
untrustworthy behaviors. In the simulation experiment, the
ratio of the initial trust degree of the FinTech user can be set to
80%, the number of FinTech data transmission changes from
1 × 103 times to 10 × 103 times, and the data processing
of each server is random. In this environment, BFTEM trust
evaluation mechanism is compared with STBC, EFMCDM
and other trust evaluation mechanisms. Fig. 10 shows the
comparison of the comprehensive trust values of the three
trust mechanisms. From the experimental results in Fig. 10,
it can be seen that with the continuous increase of data

FIGURE 10. Comparison of comprehensive trust value of three trust
algorithms.

FIGURE 11. Comparison of delay response time t by three trust
algorithms.

FIGURE 12. Comparison of interception attack success rate of three trust
algorithms.

transmission times of the service providers, the comprehen-
sive trust value is also rising, which also shows that the
BFTEM mechanism can better improve the trust level.

The delayed response time refers to the average response
time of each FinTech data block, which is mainly used to
confirm the generation and processing of data blocks by each
user. Fig. 11 shows the average delay response time of three
trust evaluation mechanisms. As shown in Fig. 11 with the
increase of the data volume of the FinTech, the delay response
time of the BFTEM mechanism is also growing. The delay
response time of the BFTEM mechanism is lower than that
of the STBC and EFMCDMmechanisms. The main reason is
that BFTEM uses the blockchain technology, which reduces
the trust safety response time and improves the reliability of
the users.
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Security is the most important parameter in the application
of FinTech. In the simulation experiment, the security attack
is also studied. In the experiment, the number of users of the
FinTech gradually increases from 20 to 200. The comparison
of the probability of successful interception of attacks by
the three mechanisms is shown in Fig. 12. It illustrates that
the success rate of blocking attacks of BFTEM mechanism
is higher than that of STBC and EFMCDM mechanisms,
which indicates that the trust of BFTEM mechanism is better
integrated with the blockchain technology, and its framework
is more secure.

VII. CONCLUSION
Artificial intelligence, blockchain, cloud computing, data sci-
ence and other new technologies have promoted the wide
application of the FinTech (FinTech) technology. Blockchain
has ensured the safe and reliable operation of the FinTech sys-
tem. Trust, as a subjective and fuzzy evaluation standard, can
evaluate the security and reliability of the data transmission
and processing of the FinTech. By introducing blockchain
and public key generation algorithm with improved hash
function, this paper constructs a four-tier architecture and
multitrust evaluation index model based on blockchain ser-
vice data flow, maintains the security and integrity of FinTech
data, and avoids the security risk of traditional centralized
management data. On this basis, a blockchain-based FinTech
trust evaluation mechanism (BFTEM) is proposed.

In the BFTEMmechanism, the blockchain is used to record
the relevant data in the setting process of each block, which
helps the FinTech users to verify the trust degree issued
and quickly identify malicious users by the trust holders.
In this way, the user can safely and reliably realize the data
transmission of the FinTech. The simulation results show that
BFTEMmechanism reduces the cost of trust identification of
FinTech users, improves the security and reliable application
of FinTech trust mechanism, and has advantages in improving
trust calculation accuracy and potential applications.

With the development of FinTech research, its applica-
tion scenarios will become more ecological. In the future,
we will explore the application of dual blockchain archi-
tecture, reconstructed blockchain architecture, multidimen-
sional transformation hash function and other technologies
in various scenarios of the FinTech to improve its application
quality.
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