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ABSTRACT Spectrum sharing disruption in cognitive radio networks (CRNs) can significantly degrade
network performance. Most sharing disruption attacks in the literature focus on orthogonal multiple access
(OMA) or higher layers, such as medium access control (MAC). However, this paper focuses onmulti-carrier
cognitive radio non-orthogonal multiple access (MC CR-NOMA). The sharing disruption mechanism is
established by jamming the channel estimation phase. This is shown to cause a denial-of-service (DoS)
for secondary users. We derive the optimal power allocation to disrupt spectrum sharing for a number of
secondary users. This is demonstrated by deriving the maximum average number of DoS bands under a
constraint on power of the adversary. Furthermore, a comparison between optimal power allocation and
uniform power allocation is provided. Both the analytical and numerical results of the optimal sharing
disruption are presented. Overall, this study highlights the vulnerabilities in spectrum sharing for MC
CR-NOMA and presents a new type of attack.

INDEX TERMS Spectrum sharing, cognitive radio-non-orthogonalmultiple access (CR-NOMA), intelligent
adversary, pilot jamming attack (PJA), denial-of-service attacks.

I. INTRODUCTION
Cognitive-radio-non-orthogonal multiple access (CR-
NOMA) is the integration of cognitive radio (CR) with
non-orthogonal multiple access (NOMA) [1], [2], [3].
CR aims to use the spectrum efficiently [4], whereas NOMA
multiplexes users to increase capacity [1], [2]. In this integra-
tion, licensed primary users (PUs) share their resources (e.g.,
frequency bands or time slots [1]) with unlicensed secondary
users (SUs) using the NOMA principle, as described in [1],
[2], and [3]. The power allocation scheme of CR-NOMA is
constructed to ensure the quality-of-service (QoS) of PUs.
Thus, the co-existence of these two technologies can impact
spectrum efficiency, support massive connectivity, and guar-
antee fairness between users [3], [4], [5].

A. BACKGROUND AND MOTIVATION
Some research results, for example, [6] and [7], treat NOMA
as a special case of the CR underlay mode. The literature
on CR-NOMA can be divided into two categories: The first
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category applies the NOMA technique to users of a secondary
network (SN), where the SN is allowed to operate under any
of the CR paradigms (e.g., interweave, underlay, or overlay),
see [3], [4], and [5] for more insight. The second category
considers a network in which a combination of PUs and
SUs is performed under the NOMA principle. This indicates
that the power allocated to PUs and SUs is fulfilled to pro-
tect the QoS of the PUs, which is the focus of this study.
Ding et al. [6] investigated the impact of user pairing using a
CR-NOMA setup. The authors considered NOMA as a spe-
cial case of a CR system and called it a CR-inspired NOMA.
Reference [7] extended this result by applying CR-NOMA
to a multiple-input multiple-output (MIMO) scenario. In [8],
power allocation strategies for multi-carrier (MC) NOMA
were explored under different performance criteria. All these
studies [6], [7], [8] assumed perfect channel state information
(CSI). For several reasons, acquiring accurate CSI is often
unrealistic. Reference [9] quantified the outage performance
of a downlink NOMA system with an imperfect CSI. The
results of [9] show that degradation in the channel estimate
is a key factor in the outage performance of an NOMA sys-
tem. Moreover, the authors of [5] emphasized that resource
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allocation in CR-NOMAwith imperfect CSI is an open issue.
Motivated by the above discussion, if there exists an adver-
sary whose goal is to degrade the performance of CR-NOMA,
then the question to be imposed is ‘‘How can the adversary
best take advantage of this?’’

Before answering the proposed question, note that the
vulnerability of CSI has been pointed out inmany papers [10],
[11], [12], [13], [14], [15], [16], [17], [18], [19], [20]. In addi-
tion, [10], [11], [12] discussed many scenarios of attack by
adversaries. One such attack occurs when an adversary sends
a replica pilot signal of a legitimate user to mislead the
base station (BS) or access point (AP). This type of attack
is called a pilot contamination attack (PCA), and has two
different goals. One is to contaminate the channel estimation
phase to increase eavesdropping performance, as in [13] and
[14], and the other is to impersonate (i.e., spoof) legitimate
users (e.g., [15], [16]). The pilot contamination problem
in a physical-layer security setup was first introduced by
Zhou et al. [13]. In the downlink transmission phase of a
multiple-input single-output (MISO) system, the attacker’s
goal is to improve eavesdropping performance. Another study
on the performance of a massive MIMO system from the
adversary’s perspective was presented in [14]. In [14], it is
assumed that there is only a single cell, where the attacker’s
goal is to minimize the sum rate of downlink transmissions
under both non-secrecy and secrecy performance. Another
example is called a pilot jamming attack (PJA), the goal
of which is to degrade the overall performance (e.g., bit
error rate or signal-to-noise ratio (SNR)). In this example,
the adversary sends a jamming signal during the channel
estimation phase. Clancy et al. [17] pointed out that jamming
channelmeasurements appear to be an efficient type of attack.
Inspired by [17], the impact of PJA was studied in [18] and
extended to MIMO scenarios such as [12]. In [19] and [20],
the authors studied jamming of the pilot and data transmission
phases in MIMO and massive MIMO systems, respectively.
In fact, the difference between PJA and PCA is based on the
objectives of the adversary. This depends on the model of a
particular system (e.g., physical-layer security) being imple-
mented as well as the metric of the system’s performance
(e.g., downlink secrecy rate). The common focus of the pilot
attacks discussed in [13], [14], [15], [16], [18], [19], and [20]
is limited to orthogonal multiple access (OMA) systems. This
motivated us to investigate pilot attacks within the context of
NOMA systems.

To address the question proposed above, an adversary can
exploit pilot attacks to disrupt the CR-NOMA system. The
main objective of an adversary in a CR-NOMA system is
to cause a denial-of-service (DoS) to the SU. To accomplish
this, the adversary needs to implement a PJA rather than a
PCA. It is important to note that the adversary’s goal is not to
intercept users’ messages or impersonate SUs, as the system
lacks a secrecy protocol. Therefore, in this study, PJA in a
CR-NOMA system was emphasized.

Another motivation to discuss is that most of the current
research on NOMA systems focuses on the mechanisms of

possible attacks and the proposed countermeasure schemes,
without examining the optimal attack strategies. For example,
in [10] and [21], the authors pointed out the possibility of
spoofing attacks if there is a large disruption to the PCA in dif-
ferent scenarios. Another example is [22], where the authors
proposed a power allocation and beamforming technique to
improve the physical layer security of CR-NOMA networks.
However, the countermeasures are beyond the scope of this
study, and for more details about jamming attacks and their
countermeasures, surveys such as [10], [11], [12], and [23]
provide further information.

The primary focus of this study is to design an intelligent
adversary attack that causes DoS to multiple SUs. These
are types of DoS attacks, because the intelligent adversary
desires to shut down the SUs from utilizing the bands. DoS
attacks destroy the main purposes ofMCCR-NOMA, includ-
ing spectrum efficiency and massive connectivity [2], [4].
To the best of our knowledge, the number of SUs that an
adversary can cause a DoS with a given total power in an MC
CR-NOMA remains unsolved.

The power-limited adversary framework in a CR-NOMA
system is relevant to many military and traffic patrol appli-
cations, and it boils down to unmanned aircrafts, wireless
sensor networks, and vehicular networks. Additionally, Cog-
nitive Internet-of-Things (CIoT) applications include envi-
ronmental monitoring, smart grids, e-healthcare, and smart
transportation. Most examples were vulnerable to adversarial
scenarios. Consequently, threats and dangers to the public
can arise, including terrorism, vandalism, and othermotivated
crimes.

B. CONTRIBUTION
The contribution of this paper can be summarized in three
points:

• First, we propose a framework for sharing disruption
by a power-limited intelligent adversary, in which the
adversary jams the uplink pilot transmissions in an
MC system. Consequently, several SUs suffer from the
denial of entering the spectrum in an MC CR-NOMA
downlink transmission.

• Next, we derive an analytical closed-form expression
for DoS probability, assuming that the adversary expe-
riences flat Rayleigh fading, and that the transmitted
signal is a complex Gaussian random process. The ana-
lytical results were compared with those of the Monte
Carlo simulations.

• Finally, we provide a disruption strategy for spec-
trum sharing by optimally allocating an adversarial
power budget across multiple bands with the goal of
causing maximally destructive effects on the MC CR-
NOMA system. Furthermore, we demonstrated that this
approach results in a worst-case performance analysis of
sharing disruptions. In addition, we present a compari-
son between the uniform power allocation and optimal
power allocation at the adversary.
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TABLE 1. Summary of pilot attacks.

C. STRUCTURE
The outline of the paper is as follows. Section II presents the
preliminaries and general formulation. The downlink outage
performance is described in Section III. The numerical results
are presented in Section IV, and Section V concludes this
paper.

II. PRELIMINARIES AND GENERAL FORMULATION
In this section, we discuss the communication model frame-
work. Subsequently, we present the assumptions regarding
the knowledge available to an adversary, followed by an
overview of the attack mechanism. Finally, we addressed the
problem formulation related to DoS attacks.

A. COMMUNICATION MODEL
Consider a downlinkMCCR-NOMA systemwithU clusters.
In each of theU clusters, the PU and SU are grouped together
to serve the same frequency band (or subcarrier), following
the NOMA principle [1], [3], and different groups are allo-
cated to different frequency bands, as shown in Fig.1.We also
assume that the system employs time-domain duplexing
(TDD).

Spectrum sharing in MC CR-NOMA is obtained by con-
straining the power allocated to the SU on each band (cluster)
to satisfy the QoS of the PU [1], [6]. This means that the

FIGURE 1. An illustration of MC CR-NOMA.

BS needs to divide power allocation into two goals. The
first is the PU’s reliable reception, and the second is the
opportunistic transmission to the SU’s [5]. Consequently, the
key advantage of CR-NOMA is its ability to achieve a balance
between throughput and fairness [3].

To perform CR-NOMA, the BS transmits a superimposed
signal to both the SU and PU in the k th cluster (i.e., band),
as follows [1], [4]:

xk (n) =
√
Pk,T

(
ak,psk,p (n) + ak,ssk,s (n)

)
. (1)

where sk,p (n) and sk,s (n) denote the transmitted data signal
from the BS to the PU and the SU in the k th band, respectively.
In addition, the total transmitted power is denoted by Pk,T
in the k th band. The terms a2k,p and a2k,s correspond to the
power allocation coefficients of PU and SU, respectively,
with a constraint of a2k,p + a2k,s = 1. For each cluster k ,
∀k = {1, . . . ,U}, and user i, ∀i ∈ {p, s}, that is, the PU
or SU, respectively, the channel from the BS to the user is
represented as g

k,i
=

√
βk,ihk,i, where hk,i∼CN (0, 1), and

βk,i denotes the large-scale fading expressed as βk,i = d−α
k,i ,

where dk,i is the distance between the BS and user i in cluster
k . Parameter α represents the path loss exponent.

MC CR-NOMA [8] aims to allocate power among users
(i.e., PU and SU) within each band. This power allocation
relies on the availability of users’ CSI at the BS. In other
words, the BS needs to estimate the CSIs from all clusters and
separate the pilot signals of each user in each cluster, whether
it is a PU or SU. To guarantee that the BS gives higher priority
to the PUs, as in [7] and [22], PUs in the cell must transmit a
designated pilot signal to the BS. If we assume that the CSI
of the ith user in the k th cluster is estimated at the BS, similar
to [22], then from the orthogonality principle, the minimum
mean square error (MMSE) estimate [24], denoted as, ĥk,i
which has a distribution of, CN

(
0, 1 − σ 2

i,k

)
, where σ 2

i,k =

VOLUME 11, 2023 82873



T. Y. Alkhamees, L. B. Milstein: Impact of Sharing Disruption in MC CR-NOMA

σ 2
wBS/(βk,i+σ 2

wBS ). The term σ 2
wBS is due to the thermal noise

at the BS, which is distributed as ∼CN
(
0, σ 2

wBS
)
.

The intended received signal for users in the k th band was
shown in [9] with an imperfect channel estimate. Considering
that NOMA is a special case of CR systems, as mentioned
in [6], and assuming that channel reciprocity holds, similar
to [7] and [22], the intended received signals for the PU and
SU can be expressed as follows:

yk,p (n) = gk,pxk (n) + wk,p (n)

=

(
ĥk,p+εk,p

)√
βk,pPk,T

(
ak,psk,p (n)

+ak,ssk,s (n)
)
+ wk,p (n) , (2)

yk,s (n) = gk,sxk (n) + wk,s (n)

=

(
ĥk,s+εk,s

)√
βk,sPk,T

(
ak,psk,p (n)

+ak,ssk,s (n)
)
+ wk,s (n) , (3)

wherewi (n) is the received background noise sample at either
the PU or SU, and each one is a zero-mean complex Gaussian
with variance σ 2

wk,i, for i ∈ {p, s}.

B. ATTACK MODEL
In MC CR-NOMA, constructing PJAs for multiple clusters
(i.e., users) appears to be a more practical and simple form
of attack than PCAs. This is because a single adversary
cannot eavesdrop onmultiple legitimate usermessages simul-
taneously. Moreover, there is always a possibility that an
adversary cannot exactly know the pilot signal (sequence) of a
legitimate user. Therefore, the adversary transmits a jamming
signal during the channel estimation phase at the BS.

In this study, we assume that the adversary knows the total
number of bands U , and the targeted signal-to-interference-
plus-noise ratio (SINR) of the users. We further assume that
the adversary is synchronized with the user signal during
the channel estimation, which is a common assumption in
pilot attacks [12], [13], [14], [15], [16], [17], [18], [19], [20].
In addition, we assume that the adversary has full knowledge
of the distances between the BS and users in accordance with
pilot attacks, as in [12], [13], [15], [16], [18], [19], and [20].
In practice, an adversary does not know the aforementioned
information. However, it is widespread in the electronic war-
fare literature (see [10], [11], [12], [23]), assuming that the
adversary has full knowledge of at least some information,
and this allows the adversary to inflict worst-case perfor-
mance. Therefore, this study emphasizes worst-case analysis,
which is an upper bound for spectrum sharing disruption.
Note that the worst-case analysis is from the perspective of
legitimate users (i.e., SUs), whereas it is considered optimal
jamming on the part of the adversary. Note that the worst-case
analysis is from the perspective of legitimate users (i.e., SUs),
whereas it is considered optimal jamming on the part of the
adversary.

The authors of [9] indicated that the parameter σ 2
p,k ,

defined in the previous subsection, indicates the quality of
channel estimation. Based on this, the adversary’s goal of

degrading the quality of the channel estimate implies that the
adversary needs to increase σ 2

p,k . The channel estimate of the
k th PU is a modified result from the previous subsection that
includes the adversary, as shown below:

hk,p = ĥk,p︸︷︷︸
estimated channel coefficient

+

effective nosie︷ ︸︸ ︷
εk,p + g

k,A
Zk,A, (4)

where the channel coefficient from adversary-to-BS is
assumed to have a Rayleigh distribution. This means that
g
k,A

=
√

βk,Ahk,A, where hk,A∼CN (0, 1), and βk,A = d−α
k,A.

Finally, dk,A denotes the distance between the BS and the
adversary. Note that εk,p is still the error term, which is
modeled as a complex Gaussian random variable distributed
as in [9].

From [25], for a given Gaussian channel and Gaussian
target signal, the worst-case jamming scenario occurs when a
Gaussian signal is transmitted. To accomplish this, the adver-
sary must transmit a complex Gaussian signal on the k th band
distributed as zk,A∼CN

(
0,Pk,A

)
, where Pk,A is the adver-

sary power in the k th band. The adversary signal is assumed
to be independent of both εk,p and hk,p. It is also assumed
that the adversary signal is independent of hk,A. Conditioned
on hk,A, we apply the linear MMSE principle [24]. Then,
the variance is obtained by modifying the variance from the
previous subsection to include the adversary‘ and is given by

var
(
ĥk,p

)
= var

(
hk,p

)
− var

(
εk,p +

√
βk,A

βk,p
hk,Azk,A

)

= 1 −

σ 2
p,k︷ ︸︸ ︷

(
σ 2
wBS + βk,A

∣∣hk,A∣∣2 Pk,A)
βk,p +

(
σ 2
wBS + βk,A

∣∣hk,A∣∣2 Pk,A)
 .

(5)

C. PROBLEM FORMULATION
In the context of CR-NOMA, launching DoS attacks on SUs
within each band involves PUs exclusively utilizing those
bands. To achieve this, the adversary aims to trick the BS
to allocate a substantial portion of the transmitted power in
the k th cluster (i.e., band) solely for the PU’s (i.e., a2k,s = 0).
This can be illustrated by the worst-case outage performance
of SU. Consider the single-carrier CR-NOMA case as an
example, which can be obtained from [6] as follows:

P(k)
out,SU = Pr

{(
a2k,s = 0

)
∪

(
γ
k,s

< θk,SU , a2k,s ̸= 0
)}

= Pr
{
a2k,s = 0

}
+ Pr

{
γ
k,s

< θk,SU , a2k,s ̸= 0
}
,

(6)

where γ
k,s

is the instantaneous SINR of SU in the k th band.

In (6), θk,SU is the SU’s targeted SINR in the k th band.
An outage event at the SU was defined as the union of two
events. These events can be described using the following
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two scenarios: In the first scenario sufficient QoS is not
guaranteed to the PU, which results in the SU not being
able to serve. The second scenario arises when γ

k,s
falls

below θk,SU , provided that the SU has been served and the
QoS requirements for the PU are fulfilled. Clearly, in (6),
Pr
{
a2k,s = 0

}
can be expressed as a DoS probability of the

SU in the k th band, because it is the event where the PU is
unable to share the spectrum with the SU, and these bands are
called DoS bands. We are interested in the average number of
DoS bands, denoted by BA.

Note that a DoS event exists when the SU is both a
cell-edge user and a cell-center user. This is because the
PU must always be served with a higher priority than the
SU. Thus, the PU outage performance was evaluated as a
worst-case scenario, which was modeled in [7] and [22].
This assumption also leads to the SU having a similar out-
age expression for the cell-edge SU and the cell-center SU,
as illustrated in [22].

For simplicity, the targeted SINR of the PUs is assumed
to be the same across all bands, such that θk,PU = θPU .
Therefore, the targeted SINR of the SUs is also the same
across all bands, which means θk,SU = θSU .
Let us now define P(k)

DoS as the probability of a DoS in the
k th band: Additionally, let B = {1, 2, 3, . . . ,U} be the set of
bands available to be shared between users, and assume that
all users’ CSI is known and noisy at the BS. Then,BA can be
expressed as the sum of the individual DoS probabilities in
each band, as shown in (7).

BA =

∑U

k=1
P(k)
DoS,SU (7)

In the next step, we need to formulate an optimal sharing
disruption over U bands. The objective of an adversary with
total power PA is to maximize the average number of DoS
bands of (7). Hence, we have the following optimization
problem:

max
P1,A,...,PU ,A

∑U

k=1
P(k)
DoS ,

s.t Pk,A ≥ 0 for k = 1, . . . ,U ,
∑U

k=1
Pk,A = PA. (8)

III. OUTAGE PERFORMANCE OF DOWNLINK
TRANSMISSION
In this section, we analyze the performance of the downlink
transmission. First, we present the probability of a DoS at an
SUwhen an adversary is present. Subsequently, we formulate
the result of the DoS probability into an optimization prob-
lem. We then suggest two power allocation techniques for the
adversary to implement.

A. PERFORMANCE WHEN AN ADVERSARY IS PRESENT
If the adversary jams the PU channel estimation at the BS,
as in (5), the intended received signal at the PU can be derived
by modifying the result of (2) to include the presence of an

adversary, as shown below:

yk,p (n) = gk,pAxk (n) + wk,p (n)

=

(
ĥk,p+εk,p +

√
βk,A/βk,phk,Azk,A

)
×
√

βk,pPk,T
(
ak,psk,p (n) + ak,ssk,s (n)

)
+ wk,p (n) . (9)

To satisfy the QoS requirements for the PU, the BS first
needs to allocate power to the PU [1], [6]. This means that
the BS needs to adjust the choices of the power allocation
coefficients such that the QoS of the PU is satisfied. From
(9), the SINR of the PU in thek thcan be expressed as follows:

γ
k,p

=

βk,pa2k,p

∣∣∣ĥk,p∣∣∣2
βk,p

(
a2k,s

∣∣∣ĥk,p∣∣∣2 + σ 2
p,k

)
+ ρk

, (10)

where ρk = σ 2
wk,p/Pk,T . Note that, in (10), the numerator is

the desired signal of the PU in the k th band. The denomina-
tor represents the intra-cluster interference, imperfection of
the channel estimation including the adversary, and received
noise sample at the PU. Note that inter-cluster interference is
beyond the scope of this study. However, the rejection tech-
niques for inter-cluster interference are suggested as in [22]
or [26], and for more details see [1], [2], and [3].

In line with references [6], [22], and [25], when the QoS
requirements for PUs are not fulfilled, a significant portion
of the transmitted power is allocated to the PU. More specif-
ically, the PU outage event is defined as a failure to meet
the QoS requirements, represented by γ

k,p
< θPU . Then,

by substituting (10) with the PU outage event, we obtain

βk,pa2k,p

∣∣∣ĥk,p∣∣∣2
βk,p

(
a2k,s

∣∣∣ĥk,p∣∣∣2 + σ 2
p,k

)
+ ρk

< θPU . (11)

If we now substitute a2k,p = 1−a2k,s, then with some algebraic
manipulation, we have∣∣∣ĥk,p∣∣∣2 − θPU

[
σ 2
p,k + ρk/βk,p

]
∣∣∣ĥk,p∣∣∣2 (1 + θPU )

> a2k,s. (12)

Hence, (12) implies that the maximal transmit power that can
be allocated to the SU in the k th band is given by

a2k,s = max

0,
∣∣∣ĥk,p∣∣∣2 − θPU

[
σ 2
p,k +

ρk
βk,p

]
∣∣∣ĥk,p∣∣∣2 (1 + θPU )

. (13)

Note that a2k,s is a function of the channel coefficient of
the k th PU. This indicates that the power allocated to the
SU was constrained to satisfy the QoS requirements of the
PU. From (13), we can conclude that a DoS to the SU in

the k th band (i.e., a2k,s = 0) can occur when
∣∣∣ĥk,p∣∣∣2 <
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θPU

[
σ 2
p,k + ρk/βk,p

]
. This means that the BS have to allo-

cate all of its available power to the PU to satisfy the QoS.
To study the outage performance at the SU, in particular, the
probability of DoS at the SU in the k th band, conditioned upon∣∣∣hk,A∣∣∣2, is defined as

P(k)
DoS = Pr

{
a2k,s = 0

}
= Pr

{∣∣∣ĥk,p∣∣∣2 < θPU

[
σ 2
p,k +

ρk

βk,p

]}

= 1 − e
−

 θPU

[
σ2p,k+

ρk
βk,p

]
(
1−σ2p,k

)

, (14)

because ĥk,p follows a complex Gaussian distribution. Thus,

in (14),
∣∣∣ĥk,p∣∣∣2 follows an exponential distribution with

parameters
(
1 − σ 2

p,k

)
. Let ηkσ 2

p,k + ρk/βk,p, Yk
∣∣∣hk,A∣∣∣2, and

P̄k ≜ EYk

{
P(k)
DoS

}
. Then, averaging (15) over Yk , is the total

probability of DoS at SU and is given by

P̄k =

∞∫
0

Pr
{
Yk < ηkθPU |Yk = zk

}
fYk (zk) dzk

= 1 −
β2
k,p

θPUPk,Aβk,A
[
βk,p + ρk

]
+ β2

k,p

e
−

(
θPUA2
β2k,p

)
,

(15)

where A2 = βk,pρk + σ 2
wBS

(
βk,p + ρk

)
. For the derivations

of P̄k see Appendix A.
As a sanity check, if the estimation is error-free, then

σ 2
p,k = 0. Thus, (15) is equivalent to the result in [6].

In addition, consider the case where only the adversary is
absent. Then, the DoS probability of the k th band can be
expressed as

P(k)
DoS (0) = 1 − e

−

(
θPUA2
β2k,p

)
. (16)

Substituting (16) into (4), the optimal spectrum sharing
disruption can be formulated as

max
P1,A,...,PU ,A

∑U

k=1

(
1 −

1
Pk,Aβk,Aak + 1

e−
(
akσ 2

WBS+bk
))

,

s.t Pk,A ≥ 0, for k = 1, . . . ,U ,
∑U

k=1
Pk,A = PA (17)

where akθPU
[
βk,p + ρk

]
/β2

k,p and bkθPUρk/βk,p.

B. OPTIMAL POWER ALLOCATION
Note that (17) is a convex optimization problem because the
objective, inequality constraint, and equality constraint are
convex. By applying the KKT conditions [27], the optimal

power allocated to k th band can be expressed as

P∗
k,A =


µk , P(k)

DoS (0) < 1 −
v∗

akβk,A

0, P(k)
DoS (0) ≥ 1 −

v∗

akβk,A
,

(18)

where,

µk =

√
1 − P(k)

DoS (0)
akβk,Av∗

−
1

akβk,A
, (19)

and v∗ satisfies the constraint
∑U

k=1 P
∗
k,A = PA, which is an

increasing function of 1/
√
v∗(see Appendix B). This function

can be computed using the bisection method. When the opti-
mal strategy of spectrum sharing disruption is implemented,
the adversary efficiently allocates jamming power in each
band. This implies that the adversary approaches at full-band
jamming strategy.

C. EQUAL-POWER ALLOCATION
A more realistic case is when the adversary has no prior
knowledge of terms βk,A, ak , bk or σ 2

wBS . In this case, the
optimal Pk,A that maximizes (17) is the equal-power strategy.
Similar to Appendix B, fulfilling the complementary slack-
ness condition yields only two cases. In these cases, all terms
(i.e., βk,A, ak , bk and σ 2

wBS ) are assumed to be the same in
each band for some k , where k ∈ {1, 2, . . . ,U}, and for the
rest of the bands, Pk,A = 0. Therefore, the optimal spectrum
sharing disruption power allocation is as follows:

P∗
k,A =


PA
u

, k∈ ϕA

0, otherwise,
(20)

where ϕA ≜
{
k|P∗

k,A > 0
}
is expressed as a set of DoS bands

caused by the adversary. By definition, the cardinality of ϕA
is u (0 < u ≤ U ), representing the number of DoS bands.
In this case, the adversary’s goal is to increase the DoS to as
many bands as possible. Because there areU available bands,
the optimal number of DoS bands, u∗, is upper bounded by
U . Hence, the optimal strategy is to jam all available bands,
U , which implies that

P∗
k,A =

PA
U

, k = 1, . . . ,U . (21)

Full-band jamming was optimal (i.e., u∗
= U ) when

the adversary has a sufficiently large PA. Otherwise, the
partial-band jamming was optimal.

IV. NUMERICAL RESULT
In this section, the optimal sharing disruption technique
is illustrated using numerical simulations. For simplicity,
in these simulations, we assume that the BS transmits fixed
power in each cluster (i.e., Pk,T = PT /U ). In addition,
we assume that the noise variance of all PUs is the same as
the noise variance at the BS, that is σ 2

w1,p = σ 2
w2, = . . . =

σ 2
wu,p = . . . = σ 2

wU ,p = σ 2
wBS = N0. Small-scale fading
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is assumed to be Rayleigh fading for both the PUs and the
adversary. Finally, it is desirable to compare CR-NOMA pilot
attacks with the existing OMA pilot attacks. However, the
unconventional nature of CR-NOMA pilot attacks makes it
difficult to formulate a meaningful metric for direct compar-
isons.

A. DoS PROBABILITY
The parameters used in the simulations were set as follows:
N0 = −64 dBm, Pk,T = 30dBm, dk,A = 1/2km, and
α = 2. Monte Carlo simulation results were averaged over
106 independent trials. Figs.2 and 3 plot P(k)

DoS versusPk,A,
where the curves are parameterized for various values of θPU
and dk,p, respectively. Both Figs.2 and 3 show that P(k)

DoS
increases when Pk,A increases up to the point where the k th

band approaches full-band jamming (i.e., a full-band DoS
attack). Furthermore, the numerical results obtained from
(15) were matched with those of the Monte Carlo simula-
tions. In addition, Fig.2 illustrates the impact of θPU on DoS
probability in a single-carrier CR-NOMA. As shown in Fig.2,
when θPU increased, the DoS probability also increased. This
is because the targeted data rate of the PU increases, in which
case, the bandwidth to be shared with the SU decreases. This
means that the adversary needs to utilize less power to launch
a full-band DoS attack when the targeted data rate of the
PU increases. Fig.3 shows the effect of PU distance on P(k)

DoS
in CR-NOMA. The results show that P(k)

DoS also shifts to a
full-band DoS faster as well. This was because the free-space
loss factor increased. Therefore, the adversary needs to use
less power than when the PU distance is relatively shorter.
We conclude that each curve undergoes a shifting transition
to a full-band DoS, and the shift is determined by θPU , dk,p,
and other parameters, as described in the next section.

B. AVERAGE NUMBER OF DoS BANDS
We illustrate the impact of system parameters on the aver-
age number of DoS bands. Fig.4 shows plots of BA versus
the available total number of bands, where the curves are
parameterized by PA for different values of dk,A. The other
parameters were set as follows: N0 = −64 dBm, Pk,T =

30 dBm, θPU = 1, and α = 2. The PUs are distributed over
a circular ring, where the distance vector is denoted by dp =[
d1,p, d2,p, . . . , dU ,p

]
, dk,p ∈ [0, 1km].The curves in Fig.4

show the transition from full-band to partial-band jamming.
The reason for full-band jamming is that the adversary has a
sufficiently largePAto launch a PJA on all the available bands.
In this case, each curve BA is equal to the available number
of bands (i.e., the slope is 45o) because of the presence of
both the adversary and system parameters. The second case
is the partial-band jamming region because the adversary’s
total power is not large enough to cause a DoS attack on
all available SUs. Because of the insufficient power of the
adversary, the slope decreases, as shown in Fig.4. In this
case, the value of the slope was determined solely by the
system parameters. Therefore, the result shows that adversary

FIGURE 2. DoS probability at the kthband P(k)
DoSversus the adversary

power in the kthband Pk,A(dBm).

FIGURE 3. DoS probability at the kthband P(k)
DoSversus the adversary

power in the kthband Pk,A (dBm).

jammed a fraction of the available bands. An increase in PA,
leads to an increase in BA, as shown in Figs.4 (a) and 4 (b).
This is expected because, as shown in Figs.2 and 3, when the
adversary’s power in the k th band increases, the probability
of DoS also increases. Comparing Fig.4 (b) with Fig.4 (a),
we see that when dk,A increases for the same value of PA,
Fig.4 (a) outperforms Fig.4 (b) in terms of BA. This is because
the adversary in Fig.4 (a) is closer to the BS during the PJA
than in Fig.4 (b).

In Figs.5 and 6, BA is plotted versus PA, for various values
of Pk,T and N0, respectively, and the remaining parameters
are the same as in Fig.4. The only difference was that U =

100, where previously, we set U = 1, because we considered
a single-carrier CR-NOMA. As expected, Figs.5 and 6 show
that BAincreases when PAincreases. Note that in both Figs.5
and 6, BA is almost constant in the low PA region. From
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FIGURE 4. Average number of DoS bands BAversus the number of bands:
(a) dk,A= 1/2 km (b)dk,A= 1 km.

Figs.2 and 3, we know that the adversary needs the power
to be around PA = 30 dBm for an adversary to cause a
DoS attack. However, for an MC CR-NOMA system, the
adversary would need to use even higher power levels to
achieve a successful DoS attack. Furthermore, the use of
equal-power is not the best strategy for an adversary with
a low power budget. As shown in Fig.5, Pk,T decreases and
BAstarts at a higher value, and as a result,BA continues to shift
faster to full-band jamming than the other curves. However,
for the high PA regime, the difference between the values of
Pk,T indicates that the value ofBA is unnoticeable. This is
because the adversary has a very high total power to disrupt
spectrum sharing. In contrast, in Fig.6, whenN0 increases, BA
starts at a higher value. In addition, BAshifted faster toward
full-band jamming. The observations in Fig.5 are the same as
those in Fig.6, and the reasons for these observations in Fig.6
are the same as those in Fig.5. In conclusion, P∗

k,A is affected
by θPU , dk,A, dk,p, Pk,T and N0.

FIGURE 5. Average number of DoS bands BAversus PA for different
values of Pk,T(dBm).

FIGURE 6. Average number of DoS bands BAversus PA for different
values of N0(dBm).

C. EQUAL-POWER VS OPTIMAL POWER ALLOCATION
The effect of the power allocation algorithm on the aver-
age number of DoS bands is shown in Fig.7. In particular,
an adversary employs two strategies: optimal and equal -
power allocation. In Fig.7, the parameters follow the same
setup as that shown in Fig.4.

In the low PA region, there is a slight difference between
the two strategies. This is because to conduct a full-band
DoS attack for a single band, the adversary needs to have
approximately 5dB power, as shown in Figs.2 and 3. If there
are U bands, the adversary may not have sufficient power
to disturb all U bands in either strategy. As PA increases,
the difference between the two strategies becomes noticeable.
Specifically, the terms Pk,T , σ 2

wk,p and θk,PU do not vary in
each band. However, the increase between the two strategies
is around at most 3 DoS bands for the same PA. This is
because the optimal allocated power in each band is based on

82878 VOLUME 11, 2023



T. Y. Alkhamees, L. B. Milstein: Impact of Sharing Disruption in MC CR-NOMA

FIGURE 7. Average number of DoS bands BAversusPA(dB).

the values of βk,A, ak , bk and σ 2
wBS as expressed by (20). This

implies that effective DoS attacks can be conducted when
an adversary is aware of the environment. As PA is further
increased, both strategies shift from partial-band jamming to
full-band jamming; hence, the curves match each other at a
sufficiently high PA. This illustrates that the adversary should
increase the power budget, rather than attempt to learn the
values of βk,A, ak , bk and σ 2

wBS . However, if the adversary
increases the power, it is very likely that the BS will be able
to detect these attacks.

V. CONCLUSION AND FUTURE WORK
In this study, we analyzed the optimal sharing link disruption
of MC CR-NOMA under a constraint on the adversary’s
power. The formulation of optimal sensing link disruption
was achieved by maximizing the average number of DoS
bands. In particular, for MC CR-NOMA, where the adver-
sary launches pilot jamming attacks, the optimal strategy is
derived and compared with equal-power allocations. We con-
clude key points from our analysis that 1) increasing the
adversary’s power enables the adversary to cause a full-band
DoS attack. 2) An increase in the targeted SINR, distance of
PUs, orNo, increase the chances of successful DoS attacks. 3)
A decrease in the distance of the adversary or the transmitted
power also increases the chance of a successful full DoS
attack. 4) For the given system parameters (dk,p, dk,A, No,
PT , andθPU ), BAis proportional to the total adversary power
and the optimal power strategy outperforms the equal-power
strategy.

Future work will involve extending the problem of shar-
ing disruption in CR-NOMA where the SUs and PUs
locations are distributed randomly, and the adversary is
aware of users’ locations probabilistically. Furthermore,
we aim to explore various detection schemes and mit-
igation techniques to effectively counter these types of
attacks.

APPENDIX A.
AVERAGE PROBABILITY OF DoS
In this appendix, we evaluated the average probability of the
DoS at the SU. From (14), we obtain

Pk = EYk

{
P(k)
Dos

}
=

∫
∞

0
Pr
{
Y k < θPUηk | Y k = zk

}
f Yk (zk) dzk

=

∫
∞

0
Pr

{
Y <

θPUηk

1 − σ 2
p,k

| Yk = zk

}
fYk (zk) dzk ,

(A.1)

where Y ∼ Exp (1), as
∣∣∣ĥk,p∣∣∣2 ∼ Exp

(
1

1−σ 2
p,k

)
. From (6)

if we substitute σ 2
p,k =

(
σ 2
wBS+Pk,Aβk,Azk

)
βk,p+(σ 2

wBS+Pk,Aβk,Azk)
, then the term

ηk(
1−σ 2

p,k

) can be simplified as follows:

zk

A1︷ ︸︸ ︷(
Pk,Aρk + Pk,Aβk,p

)
+

A2︷ ︸︸ ︷
βk,pρk + σ 2

WBS

(
βk,p + ρk

)
β2
k,p

.

(A.2)

Now substitute (A.2) into (A.1), we have,

P̄k =

∞∫
0

Pr

{
Y <

θPU

β2
k,p

[zkA1 + A2] |Yk = zk

}
fYk (zk)dzk

=

∞∫
0

1 − e
−

(
θPU
β2k,p

[A2+zkA1]

) 1
βk,A

e
−

zk
βk,A dzk

= 1 −
e
−

(
θPU
β2k,p

A2

)

βk,A

∞∫
0

e
−zk

(
θPUA1
β2k,p

+
1

βk,A

)
dzk

= 1 −
β2
k,p

θPUPk,Aβk,A
[
βk,p + ρk

]
+ β2

k,p

e
−

(
θPUA2
β2k,p

)
.

(A.3)

APPENDIX B.
SPECTRUM SHARING DISRUPTION OPTIMIZATION
Let P⃗A ≜

[
P1,A, . . . ,PU ,A

]
(i.e., the power in each of

the U bands), and define the objective function to be,

f0
(
P⃗A
) U∑
k=1

qk(
akβk,Afk

(
P⃗A
)
+1
)−1, where fk

(
P⃗A
)
Pk,A. Finally,

let the constraint to be, h
(
P⃗A
)∑U

k=1 fk
(
P⃗A
)

− PA. Then,
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P∗
k,A =


e−

1
2

(
σ 2
wBSak+bk

)√
akβk,Av∗

−
1

akβk,A
, if

v∗

akβk,A
< e−

(
σ 2
wBSak+bk

)

0, if
v∗

akβk,A
≥ e−

(
σ 2
wBSak+bk

) (B.9)

we can rewrite the optimization problem of (17) as,

min
P1,A,...,PU ,A

f0
(
P⃗A
)

,

s.t − fk
(
P⃗A
)

≤ 0, ∀k ∈ {1, . . . ,U},

h
(
P⃗A
)

=

∑U

k=1
Pk,A − PA = 0. (B.1)

The Lagrangian associated with (B.1) is given by

L
(
P⃗A, λ⃗, v

)
= f0

(
P⃗A
)

−

∑U

k=1
λk fk

(
P⃗A
)

+ vh
(
P⃗A
)

,

(B.2)

where λ⃗ = [λ1λ2 . . . λU ] ∈ RUand v ∈ R are Lagrangian
multipliers. LetP⃗∗

A, λ⃗
∗ and v∗be the optimal sets of points. The

KKT conditions are as follows [27].

P⃗∗
A ≽ 0 and

U∑
k=1

P∗
k,A = PA, (B.3)

λ∗
k ≥ 0, ∀k ∈ {1, . . . ,U ,

(B.4)

λ∗
kP

∗
k,A = 0, ∀k ∈ {1, . . . ,U ,

(B.5)
−akβk,Aqk(

akβk,AP∗
k,A + 1

)2 − λ∗
k + v∗ = 0, ∀k ∈ {1, . . . ,U .

(B.6)

From (B.6), we see that if v∗ −
(akβk,A)e

−(σ2wBSak+bk)(
akβk,AP∗

k,A+1
)2 , then

λ∗
k = 0. Thus, relations (B.4) and (B.5) are as follows:

v∗ ≥
akβk,Ae−

(
σ 2
wBSak+bk

)
(
akβk,AP∗

k,A + 1
)2 ,

(B.7)v∗ −
akβk,Ae−

(
σ 2
wBSak+bk

)
(
akβk,AP∗

k,A + 1
)2
P∗

k,A = 0, (B.8)

where k ∈ {1, . . . ,U . For some values of k , from (B.7),
we can state that P∗

k,A has a positive root if and only if

v∗ < akβk,Ae−
(
σ 2
wBSak+bk

)
. This implies that when v∗ ≥

akβk,Ae−
(
σ 2
wBSak+bk

)
, then P∗

k,A = 0. Combining these argu-
ments, we need to fulfill the complementary slackness con-
dition of (B.8). Hence, we have (B.9), as shown at the top of
the page.

The term v∗ is determined from (B.3), and is given by

∑U

k=1
max

(
0,

(
e−

1
2

(
σ 2
wBSak+bk

)√
akβk,Av∗

−
1

akβk,A

))
= PA.

(B.10)

From (16), we can say that e−
(
σ 2
wBSak+bk

)
= 1 − P(k)

DoS (0),
from which we can rewrite (B.10) as follows:

P∗
k,A =


√

1−P(k)
DoS (0)

akβk,Av∗
−

1
akβk,A

,P(k)
DoS (0) < 1 −

v∗
akβk,A

0,P(k)
DoS (0) ≥ 1 −

v∗
akβk,A

(B.11)
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