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ABSTRACT This paper introduces T-detectability, which extends detectability to timed discrete event
systems within the context of communication networks. We propose network T-detectability to address
the challenges posed by observation delays and losses in network environments. Our approach involves
the construction of an augmented automaton to model delays and losses and an extended automaton to
calculate state estimates. We present a method for checking network T-detectability and T-detectability.
These findings contribute to a better understanding of system behavior in complex scenarios and provide
analytical techniques for assessing detection properties in timed discrete event systems operating within

communication networks.

INDEX TERMS Communication networks, detectability, observation delays, state estimation, observation

losses, timed discrete event systems.

I. INTRODUCTION

Discrete event systems theory is a vibrant research field,
with active efforts underway to tackle new challenges posed
by complex, large-scale, and distributed systems, and to
explore emerging applications in areas such as manufactur-
ing, transportation, communication networks, and robotics
(11, [2], [3], [4].

In manufacturing systems, such as fast assembly test and
pack-out process, determining the state of each produced
unit is crucial for tracking the overall manufacturing pro-
cess. In the event of failures, it becomes essential to quickly
locate and fix the problems to minimize downtime and ensure
the prompt resumption of normal operations. Such scenar-
ios can be effectively modeled as discrete event systems,
characterized by discrete states and event-driven behavior.
Consequently, the problem at hand can be framed as the state
estimation problem of discrete event systems. The study of
state estimation in discrete event systems has been a topic of
research for several decades, with early work conducted in [5]
and subsequent systematic works in [6] and [7]. Detectabil-
ity, defined as the ability to estimate the current state and
subsequent states of a system based on observations, plays
a critical role in state estimation. It refers to the ability to
detect the occurrence of faults or abnormal events in a system
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and involves determining whether a fault can be observed or
identified when it occurs. A system is considered detectable
if all faults or events occurring within the system can be
detected.

In the context of manufacturing systems, detectability
assumes great importance in identifying and promptly resolv-
ing problems. By ensuring timely detection of faults or
failures, manufacturing processes can be effectively mon-
itored. Additionally, high detectability facilitates the diag-
nosability process, which involves identifying the specific
fault or failure responsible for the observed abnormality.
Diagnosability, however, relies not only on detectability but
also on additional analysis, reasoning, and historical knowl-
edge or models of the system. Therefore, in manufacturing
systems, the relationship between detectability and diagnos-
ability becomes crucial. While detectability is a prerequisite
for diagnosability, diagnosability encompasses more than just
fault detection, requiring identification of the fault location
and potentially the fault type or nature. By considering both
detectability and diagnosability, manufacturing systems can
optimize their fault management and troubleshooting pro-
cesses, thereby minimizing downtime and ensuring efficient
operations.

It is worth noting that in the field of discrete event systems,
early research in detectability and subsequent systematic
works have contributed to advancing the understanding of
state estimation and fault management. The literature, such
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as the work done in [5] and the systematic works in [6]
and [7], provides valuable insights into the principles and
techniques involved in detectability and diagnosability of
discrete event systems. By leveraging the knowledge and
methodologies developed in these studies, manufacturing
systems can enhance their ability to estimate the current and
subsequent states of the system based on observations. This,
in turn, facilitates effective fault detection, localization, and
resolution, ultimately improving the overall performance and
productivity of the manufacturing processes.

With the increasing use of networks in practical systems,
the impact of communication delays, communication losses,
and their effect on discrete event system observation and diag-
nosis has become a significant research area. For example,
communication delays and losses have a significant impact
on the observability and state estimation of discrete event
system operating in communication networks. These delays
can occur when events are transmitted from the controlled
system to the supervisor or when observations are relayed
back to the system. They can result from network conges-
tion, transmission delays, and packet losses, among other
factors. As a consequence, the observed event sequence may
deviate from the actual event sequence, leading to potential
errors in state estimation and detectability analysis. To tackle
these challenges, recent research has focused on develop-
ing optimized estimation techniques for networked systems.
Notably, the work presented in [8] proposes an advanced
estimation approach that considers communication delays
and losses in the system model. Researches in [9], [10],
[11], and [12] have also investigated how to handle com-
munication delays and losses in fault diagnosis of discrete
event systems. Furthermore, the state estimation of net-
worked discrete event systems with communication delays
and losses between supervisors and plants has been system-
atically explored in studies conducted in [13], [14], [15], and
[16]. In these works, delays are typically measured by the
number of events that occur, often resulting in conservative
results.

In this paper, we address communication delays and losses
using a timed automaton proposed in [17]. This automaton
introduces a special event, called tick, which represents the
passage of time. It serves as a timing mechanism within
the timed discrete event system model and is not subject to
delays. By measuring communication delays using the num-
ber of tick, we provide a more accurate representation, to cap-
ture the effects of communication delays on the system’s
behavior and provide accurate state estimation. We assume
that communication delays are random but upper-bounded.
To handle observation delays and losses, we analyze their
mechanism and propose an augmented automaton technique.
Based on this technique, we construct an augmented automa-
ton that incorporates all possible observations and a corre-
sponding extended automaton. These automata enable us to
calculate state estimates and determine the detectability of
timed discrete event systems under communication delays
and losses.
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Our work presents a significant and novel approach com-
pared to [18]. Our computational complexity is linear with
respect to the upper bound N, on observation delays and
the number of states in the system. In compare with the
delayed detectability studies in [7], our focus in this paper is
to extend it to timed discrete event systems in the context of
communication networks. We aim to provide a comprehen-
sive framework that captures the effects of both observation
delays and losses on the detectability of timed discrete event
systems. To the best of our knowledge, no previous work has
investigated the detectability of timed discrete event systems
under observation delays and losses.

In our work, we primarily focus on addressing the
challenges associated with first-in-first-out (FIFO) systems,
as they are prevalent in various domains such as manufactur-
ing, transportation, and communication networks. By assum-
ing a FIFO order for delayed events, we aim to provide an
applicable solution for a significant number of real-world
systems. For systems observed from different channels where
FIFO may not be satisfied, the addition of a timestamp is
necessary to recover the order of event occurrences.

The remainder of the paper is organized as follows:
Section II reviews timed discrete event systems. Section III
extends the definition of detectability to the timed case
and introduces T-detectability for timed discrete event sys-
tems. In Section IV, we discuss communication delays
and losses and propose network T-detectability. We estab-
lish that T-detectability is a special case of network
T-detectability, with our focus primarily on network
T-detectability. Section V presents a method to construct
an augmented automaton and an extended automaton for
calculating state estimates. We also propose a method to
check network T-detectability and T-detectability. Finally,
we conclude the paper in Section VI. Due to page limitations,
some proofs are omitted but are available from the author.

Il. TIMED DISCRETE EVENT SYSTEMS

A timed discrete event system can be represented by its
activity transition graph (ATG) or its timed transition graph
(TTG). Here, we adopt the TTG G to describe a timed discrete
event system as in [17]:

G=(0.Z,p,qo),

where Q is the set of states, ¥ = ¥ Ut is the set of events
including tick, denoted by ¢, representing the elapse of a unit
of time. X is the set of activity events. p : Q X T - 0
is the (partial) state transition function, and gq is the initial
state. For a given timed discrete event system, the TTG can
be constructed from its ATG model. For more details, readers
are referred to [17] and [3, Ch. 9].

In the usual way, we extend the transition function to p :
0 x DI Q. Additionally, we use p(q, s)! to indicate that
the transition p(q, s) is defined. We assume that some activity
events in X are observable, while the other activity events are
unobservable. The tick event t is always observable. We use
¥, and X,, to denote the set of observable activity events
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and the set of unobservable activity events, respectively. For
a given timed discrete event system, the set of observable
events is denoted by f)o = X, Ut, and the set of unobservable
events is denoted by Eu,, =3 E,, = Eu(, The observation
is defined by the natural projection P : TF > E* as

P(s)o o € i,

P(e) = ¢, P(so) = { Ps) o ¢ >

The behavior of a timed discrete event system G is
described by the language generated by G. This language is
defined as

L(G) = {s € T* : p(qo, )}

For an event sequence s, we use Pr(s) to denote its prefix
set, |s| to denote its length, and |¢|(s) to denote the number
of tick events ¢ in s. For a set of states Q', we use |Q’| to
denote the number of elements in Q'. The prefix closure of
a language is the set of prefixes of event sequences in that
language. A language is considered (prefix) closed if it is
equal to its prefix closure. In this paper, we focus only on
closed languages.

For a given system, a possible trajectory is represented by
an infinite sequence of events that the system may generate.
The set of all trajectories is denoted as the w language. Given
a timed discrete event system G the set of trajectories is
defined on the set of events ¥ in G and is denoted as L“’(G)
Specifically, L?(G) is defined as

L°(G) = {s € L(G) : |s| = o0}.

In an automaton, we refer to the transitions between any
two states as paths. A path contains information about the
states and events involved, and it is denoted as

q00141 - - - 0iqi " " * Onqn,

where g;(i = 1, 2, - - - , n) is a state transferred from state g;_1
by transitions labeled with event o;.
We use an example to show a timed discrete event system
and how the above mentioned notations and operations work.
Example 1: Given a timed discrete event system modeled
as TTG, denoted by (~;, which is shown as an automaton in
Fig. 1.

FIGURE 1. TTG model for a timed discrete event system G.

The set of states is givenas Q = {0, 1, 2, 3,4, 5, 6, 7}, and
its cardinality is |Q] = 8. The set of events is denoted as
Y= {a, B, 1, A, t}. The initial state is g9 = 0. Assuming that
event § is unobservable, we have the set of observable events
as f)o = {a, u, A, t}, and the set of unobservable events as
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Yuo = {B}. Starting from the initial state 0, the event o can
occur, causing a transition from state O to state 3. Therefore,
the transition p(0, ) is defined in 6, and p(0, o) = 3.

We use L(G) to denote the language generated by G.
It is evident that the event sequence s = ratf € L(E}),
and p(qo,s) = 6. The prefix set of s is Pr(s) =
{e, t, ta, tat, tatf}, where ¢ denotes the empty event
sequence. The length of s is |s|] = 4, and the number of
tick events in s is |t|(s) = 2. The observation of s can be
calculated as P(s) = rat. One of the trajectories generated
by G is (xtBAN)* = atBlatBA---. Additionally, the path
0t 1a3 is a path in G.

As discussed in [17], for timed discrete event systems,
we have the following two assumptions.

Assumption 1: Only a finite number of events can occur in
one unit of time, that is, Gis %-loop free:

(Vg € Q)(Vs € %\ {eD)p(q, 5) # q.

Assumption 2: G is deadlock free, that is,

(Vg € Q)30 € 2)p(g, o)

Note that Assumption 1 excludes the physically unrealistic
possibility of infinite occurrences of activity events within
one unit of time. Assumption 2 assumes that at any given
state, there are either defined transitions with activity events
or at least the ¢ transition is defined, as the flow of time cannot
be halted.

Ill. T-DETECTABILITY

n [6], the authors investigate the state estimation prob-
lem of discrete event systems and introduce the concept of
detectability. A discrete event system is considered detectable
if it is possible to determine the current state and subsequent
states after a finite number of observations for all trajectories.
In this section, we extend the definition of detectability to
the timed case and further investigate the state estimation
problem.

For a timed discrete event system G with an initial state
denoted as gg, when an event sequence w € P(L(Z?)) is
observed, we denote the set of states in which G may reside
as

Ew)={geQ:(3se Z*)P(s) =w A q € p(qo, )}

We call the states set E(w) the current state estimates.
When observing an event sequence w, we can determine the
current state of a timed discrete event system if the state
estimate set contains only one state. In other words,

[Ew)| = 1.

We then formally define the T-detectability of timed dis-
crete event systems as follows:

Definition 1 (T-Detectability): A timed discrete event sys-
tem G is T-detectable if for all trajectories L‘”(G) after a finite
of number observation w € P(Pr(s))(e Ej), we can always
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determine the current state and the subsequent states of the
system, that is,

(Vs € L°(G))(¥Yw € P(Pr(s)))3n € N1)
wl>n=|Ew)|=1.

We then use an example to show how we estimate the
current state for a given timed discrete event system.

Example 2: We continue with the timed discrete event
system shown in Fig. 1. If we assume that all events in G are
observable, then regardless of the observation, we can always
determine the current state. For instance, when observing af,
we can conclude that the system is in state 4. This holds true
for all other observations as well. In this case, according to the
definition of T-detectability, the timed discrete event system
G is T-detectable.

Howeyver, if we assume that not all events are observable,
specifically, the event B can never be observed, the situa-
tion changes. If an event sequence from («t\)* is observed,
we can still determine that the system is in state 0. However,
if an event sequence from(atAat)* is observed, the actual
sequence of events that occurred could be from (at 8 Aat)* or
(atBAat)*B.. Since we cannot determine whether the event
B occurred or not after the last ¢, the state estimates become
nondeterministic. The system could be in state 4 or state
6. Therefore, under the assumptions of this case, G is not
T-detectable.

IV. NETWORK T-DETECTABILITY

In practical systems, the information exchange between
the controlled system and the supervisor often takes place
through communication networks. As a result, network
delays and packet losses are inevitable. When considering
these delays and losses, the state estimation problem becomes
more complex.

We first focus on observation delays. In a timed discrete
event system with communication delays, we need to con-
sider two types of delays. (1) When an event is enabled, it may
not occur instantly but with some delay. These delays, known
as occurrence delays, have been studied in [17], and they
are already included in the model of timed discrete event
systems. (2) After an event occurs, it may not be observed
immediately but with some delay. These delays are referred
to as communication/observation delays. It is important to
note that communication/observation delays are distinct from
occurrence delays. In this paper, we specifically address com-
munication/observation delays.

We use the tick event ¢ to measure observation delays and
assume that these delays are random but upper-bounded by
N,.! Tt is worth mentioning that the rick event ¢ will always
be observed without any delay. This implies that when an
activity event occurs, it will be observed within a maximum
of N, units of time. To illustrate this concept, we provide the

'When we mention that delays are upper-bounded or bounded by N,,
it means that they are limited by N, units of time. In this paper, it corresponds
to N, ticks.
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following example, which presents one possible observation
for a given sequence of events that occurred.

Example 3: We continue with the timed discrete event sys-
tem in Fig. 1. Suppose all events are observable and currently,
the event sequence «tfBA\ occurs. The occurrence time of
each activity event as well as the tick event ¢ is shown in
Fig. 2.

Observation Point

»

|
|
|
|
|
|
:
0 ! P
| 4 TIME/(unit of time)

FIGURE 2. Occurrence and one possible observation of event sequence
attf) with No = 1.

In Fig. 2, t occurs at every 1, 2, 3, - - - units of time. Event
a, B and A occur at #y, g and t), respectively. When there are
no observation delays, the occurrences of event «, 8 and A
will be observed instantly, the observation will be ot B.

We then assume that random observation delays exist and
the delays are upper bounded by 1. In this example, event «
is observed with delay. Specifically, « occurs before the first
tick but is actually observed after the first tick (before the
upper bound of its observation delay). Event 8 and A are also
observed with delay. Before the shown observation point in
Fig. 2, B is observed whereas \ has not been observed yet.
The length of observation delays for each event is denoted
in Fig. 2. For this case, at the shown observation point, the
actual event sequence that is observed is to¢ 8. In other words,
when observation delay is upper bounded by 1, ¢ is one
the possible observations of a#f 8. Note that we assume that
the observation channel is FIFO, so o will always be observed
before B and B will always be observed before A. Following
this strategy, we can enumerate the set of all the possible
observations as

{att BN, attB, att, tat B, tat B, tat}.

Now let us consider the package losses in the observation.
To model communication losses in observation, we denote
the observation mapping under communication losses by @y .
We assume that only observable events may be lost. With a
slight abuse of notations, we use p to denote the set of all
possible transitions as p = {(g,0,q) : p(q,0) = ¢'}. The
set of observable transitions is denoted by p, = {(¢g, 0, ¢) :
p(g,0) = g Ao € T,}. Let poss € p, denotes the set of
transitions that may be lost in communication. Note that tran-
sitions labeled with # will never be lost. For example, given
an event sequence fattfA € L(é), assume that transitions
labeled with event 8 may be lost in the observation channel.
That means once event  occurs, it may be observed if the
event is not lost in the observation channel. Another possible
case is that it may not be observed because the event is lost
in the observation channel. Assume no observation delays
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exist in this case, the set of all possible observations after the
occurrence of o and g8 will be {ratt S, tatt A}

If we consider both observation delays and losses, for event
sequence tattBA € L(G), assume that observation delay is
upper-bounded by N, = 1 and all transitions labeled with g
may be lost. The set of all possible event sequences will be

{att BN, att\, att B, att, tat BN, tat B, tat}.

We then show how to model the observation delays and
losses. We first model observation delays. We use Oi(s) to
denote the set of observations with respect to i ticks fixed
delays when all events are observable.

For a given event sequence s € L(G), we re-write it as

S = ujtupt - - - ujtuj 11,

where uy € ¥*(k = 1,2,---,1 4 1) does not include any
ticks. Note that u; may be empty, that is, uy = ¢.

Assume there exists one tick observation delay. For any
uy = 0103 - - -0y, any event in u; may be delayed for 1 tick
and the observation, denoted as 6 (i), is defined as

O(uxt) = {o1 -+ 0ut, 0110y, -+ , 107 -+~ Op}.

Particularly, if uy = &, we have 6(uit) = {t}. The operation
0 has the following property:

0(o1...05t) =0(0o1...01t)o; U {0y ... 0jt}.

We then define the set of observations with respect one tick
delay as

DELAY ' (s) = 0(u10)0(uat) - - - 6(uyt)ug 1.

The set of observations with respect to j tick delays can be
obtained from DELAY ! (s) recursively as

DELAY/(s) = DELAY "(DELAY/ ™ (s)).
Finally, for any s € L(E?), we have
O/(s) = DELAY'(s)/ ©*.

Note that, due to observation delays, activity events at the
end of DELAY(s) (after the last #) may not be observed yet.

For language L(G), assuming that observation delays are
upper-bounded by N,. The set of all possible observations is
given by

O (L(G)) = User 0™ (s).

Now we extend observation to a general case in which
some events are unobservable by natural projection P. We use
CD%" (s) to denote the observation set with partial observation.
We then have

DY (s) = POV (5))(= Dp(s)),

where (= ®p(s)) means that, if N, is understood, we use
the simplified notation ®p for @g", and similarly for other
notations to be introduced later.
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We further extend the definition CDg"(-) from event
sequences to language L(G) as

PN (L(G)) = Uyep 3, P (5)(= Pp(L(G))).

-1
The inverse mapping of CDg" is denoted as (cDI[\)/O) . For an

observation w, (CD%”)i (w) is defined as

@¥) " W) = (s € LG) : w € D ()} (= Dp(w)).

To model communication losses in observation, let s =
o102t03 - - - gjt - - - Ok, (07 € X). ®p(s) is obtained by replac-
ing o; with ¢ or o; for all events of which the transitions may
be lost. We extend & (-) from event sequence to language as

OL(L(G)) = Uyer )DL (-

For an event sequence s, to consider both observation
delays and losses, we use CDgi to denote the set of all possible
observations under communication delays and losses, the
observation delays are bounded by N,.. For an event sequence
s € L(G), @g‘i(s) is obtained by the composition of two
mappings ®p and &y :

DY (5) = PN (PL(5))(= Ppr(s)).

Therefore, observation delays and losses are completely cap-
tured by observation mapping CDg"L. We extend @g"L from an
event sequence to a language in the same way.

The inverse mapping of CDZI\)/”L is denoted as (CDJI\)/"L)il.
For an observation w under observation delays and losses,
(Cbg‘i)il(w) is defined as

@Y%) w) = (s € LE) : w e D (5)) (= Dpr~ ().

We use an example to illustrate the results.

Example 4: We still consider the timed discrete event
system shown in Fig. 1. Assume that observation delay is
bounded by N, = 1. We first assume that all events in G
are observable and no events may be lost. Given an event
sequence s = att S\, we calculate ®p(s) as follows:

Firstly, we re-write s as s = ujtuptus, where u; = «,
up = e, u3 = PA. Secondly, we calculate O(uit) =
{at, ta}, O(uat) = {t}. Thirdly, we calculate DELAYNo (s) =
{att B, tat BA}. Finally, we calculate ®p(s) as

Op = {antBA, attB, att, tat B, tat B, tat}.

We then assume all events are observable, but all transi-
tions labeled with 8 may be lost in the observation channel.
Following the above calculation steps, we calculate ®py (s)
as:

DOpr(s) = {att B, att A, att B, att, tat B, tat B, tot}.

The result is the same as what we obtained in Example 3.
We then consider the state estimation and detectability
problem under observation delays and losses. Given a timed
discrete event system E}, the initial state is gg. Assume that
there exist observation delays and losses in the observation
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channel. The observation delays are upper-bounded by N,.
After observing event sequence w, the set of the states that G
may be in is denoted as

TEp: (w) = {q € Q : (3s € L(G)PY (s)
=wAq € p(qo, )} (= TEW)).

We call the states set the current state estimates of timed
discrete event systems under observation delays and losses.

Similarly, for an observation w, if the state estimate set
TE(w) has only one state, we can determine the current state
of the system. That is

ITE(w)| = 1.

Under communication networks, with the consideration of
the influences of both observation delays and losses, we fur-
ther extend T-detectability to networked cases and define
network T-detectability as follows:

Definition 2 (Network T-Detectability): Give a timed dis-
crete event system G under observation delays and losses, the
observation delays are upper-bounded by N, and the observa-
tion losses are denoted by pjgs- G is networked T-detectable
if we can determine the current state and the subsequent states
after a finite number of observations for all trajectories, that
is

(Vs e L’”(é))(‘v’w € @g"L(Pr(s)))(Hn e NDw| >n
= |TE(w)| = 1.

In other words, for any trajectory s in the language L?(G)
and any observation sequence w in the set CDg‘i (Pr(s)), there
exists a positive integer n such that if the length of w is greater
than or equal to n, then the number of reachable states from
the set of timed events TE(w) is equal to one, indicating a
unique determination of the system’s state. This definition
captures the notion of network T-detectability, emphasizing
the requirement for a finite number of observations to yield
a unique determination of the system’s state, even in the
presence of observation delays and losses.

Remark 1: When there are no communication delays and
losses in the observation channel, for any occurred event
sequence s € L(é), the observed event sequence will be P(s).
Then Definition 2 will be reduced to Definition 1. Therefore,
T-Detectability is a special case of network T-Detectability.
We will focus on network T-Detectability.

Remark 2: Network T-detectability differs from the tradi-
tional notions of weak detectability and strong detectability.
While weak and strong detectability primarily address the
general ability to detect faults or events in a system, network
T-detectability specifically considers the impact of observa-
tion delays and losses in a networked environment.

V. CHECKING NETWORK T-DETECTABILITY

A. AUGMENTED AUTOMATON

In order to check network T-detectability, we need to calculate
the current state estimate of the timed discrete event system
considering observation delays and losses. Assuming that the
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currently observed event sequence is denoted as w, let’s dis-
cuss the procedure for determining the current state estimate
TE(w) in the presence of observation delays and losses.

We firstly construct an augmented automaton as a tool to
calculate the state estimates. The augmented automaton GNo
is constructed as

GM =(Z, %, p™, %),

where z= Q0 x {0,1,2,---,N,}. Every state z = (g, n) in Z
is a pair, of which the first element is the state that the system
is in, the second element is the number of ticks which denotes
the current specific observation delays. The initial state is
20 = (qo, 0). The transitions of the augmented automaton are
defined as follows.

1. For any state (g, n) € Z,n < N,, for any event ¢ €
3, if p(g,0) = ¢/, the transition ((¢, n), o, (¢, n)) is then
defined. Hence, we have

piv” ={{g,n),o0,(¢,n):(qgneZArn<N,
Apg, o) =4¢'}. (D)

It describes the case in which the current delays do not
change.

2. For any state (g, n) € Z, one more tick delay can occur
if n < N,. Hence, we have

Py ={((g. )t (g.n+1): (g.m) €ZAn <Ny} (2)

It describes the case in which the current delays increase.

3. For any state (¢,n) € Z,if n > 0 and p(q, t)!, events
at state p(g, t) may be observed with delays reduced by one
tick, that is,

Py ={(g.m.e.(d . n—1):(qn)eZ
N0 <n<N,Apg.t)=4q} 3)

It describes the case in which the current delays decrease.
We then formally define the transitions p™° as

N, No No No
P =p"Upy"Up”.

Note that G is nondeterministic. _
Property 1: For any path tr generated by G such that

tr =(qo, 0)o1(q1, n1)02 - - - Om(Gms M),
there exists an event sequence s € L(é) such that
0102 -+~ oy € DELAY™(st"™) A g = p(qo, $).

Property 2: For any event sequence s € L(G), any n, <
N, and any observation w = o707 oy € DELAYNo(s¢"m),
there exists a path #r generated by G such that

tr = (qo, 0)o1(g1, 1) - - O Gms ) A G = p(qo, S)-

Theorem 1: The language generated by GNo equals the
language obtained by performing the operation "¢ on L(G),
that is,

L(GNoy = @No(L(G)).
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Proof: In this proof, we aim to demonstrate the equiva-
lence between the event sequences in L(GNo)y and ©No (L((~3)).
To establish this equivalence, we split the proof into two parts:
the “if” part and the “only if”” part, to prove thatw € L(GNo)
if and only if w € OV (L(G)).

(If part) Suppose there exists an event sequence w =
01020y € L(G™), and (gm,nm) € p"((o, 0), ),
we prove that w € ONo(L(G)) as follows.

w e L(G*)
= (3tr € Tr(w)tr = (qo, 0)o1 - - - O Gims 1tm)
= (3s € L(G))w € DELAY™(st") A gy = p(q0, 5)
(By Property 1)
= (3s € L(G))w € DELAYNe(s¢"m)
A (G- 1) € PN ((qo. 0), w)
(By Equation (1) and Equation (2))
= (3s € L(G))3s" € TM)|t|(s') = nm A 55’ € L(G)
Aw € DELAYNe (st A (g, nm) € 0™ ((qo, 0), w)
(By Assumption 2)
= (3s € L(G))3s' € =*)3q € Q)|t|(s)) = np,
Aw € DELAYNo(st™m)
A (Gm. 1) € pM((q0. 0). W) A plgm. 5) = ¢
= (3s € L(G)(3s' = uytunt - - - up,, tuy, +1)
(3g € Q)w € DELAY ™ (s¢"m)
A (gm. 1) € P ((q0, 0), w)
A o(Gm, ultu~2t T unmtunm+1) =dq
= (35 € L(G))3s" = ujtunt - - - uy,, tuy,, +1)
(3¢ € Q)w € DELAYNe(s¢™)
A (g, 0) € pM((go. 0), Wiuruz - - Uy, Uy, +1)
(By Equation (1) and Equation (3))
= 35" e L(a))s// = s5 = sujtust - - - Up,, U, +1
AWULUY -+ Uy, Up, +] € DELAYNe(s")
A q = p(qo.s")
(By Property 1 and n,,, = 0)
= (3s” € L(G))w € DELAY"e(s")/ =*
= (35" € L(G))w € OYe(s")
= w e OV (L(G)).

(Only if part) Suppose there exists an event sequence w €
ONo(L(G)), we prove that w € L(G"*) as follows.

w e ON(L(G))
= (Is € L(G))w € ONo(s)
= (s € L(G))w € DELAY"°(s5)/ ©*
= (Is € L(G))(Fu € =*)wu € DELAY™e(s)
= (u € "wu € L(G™)
(By Property 2)
= w e L(G).
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Remark 3: Although automaton G is deterministic, the
proposed method to construct an augmented automaton is
also applicable to a nondeterministic automaton. In addition,
if there are no observation delays and losses, the augmented
automaton will be the same as G.

We now demonstrate how to handle partial observa-
tions and observation losses using the augmented automaton
method. To accommodate observations under observation
delays and losses, we define the set of all observations as
dDDL(L(E})). Our objective is to construct an automaton GpL
that can represent all observations in ®py, (L(é)). The concept
is illustrated in Fig. 3.

FIGURE 3. The process for calculating <I>D,_(L(a')).

In detail, for a given timed discrete event system G =
{0, =, 0, qo}, assume that delays upper bounded by N, and
there exist observation losses described by p;,ss. We construct
6DL to describe all the observations under observation delays
and losses as the following steps.

For any transition (g, 0,q¢) € piss» we add another
g—transition from ¢ to ¢’ as (g, &, ¢'). We then construct the
automaton GL, which is denoted as:

GL = (0, G, pr, q0)s

where o = p U{(q, & q') € Ploss}-

In the next step, we construct the augmented automaton for
Gr according to our proposed methods and get the automaton
(Gp)Ne. The (G )M is denoted as

GV =(Z,G, p,°, 20).

We then consider and partial observation and add the nat-
ural project to construct the automaton 5DL from (5L)N0.
We complete this step by replacing any event o in (G)Ne with
their natural project P(o). The automaton (~;DL is denoted as

GpL = (Z,G, ,ng, 20)s

where pp; = {(z. P(0).2) : (z,0,2) € p}").

Consolidating all the constructing processes together,
we can get the relations between constructed automatons and
operations as

L(Gy) = ®LL(G)),
L((GL)") = @"(L(GL)),
L(Gpr) = P(L(GL)"")).

Remark 4: When there are no observation delays and
losses, the Gpg will be obtained by simply applying the
natural project on G. _

Corollary 1: For any path tr generated by (G )™ such that

tr = (qo, 0)o1(q1, n1)02 - - - OwlGm, M),
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there exists an event sequence s € L((N;L) such that
0102 - - - 0y € DELAY™ (st") A g = pL(q0, 9).

Corollary 2: For any event sequence s € L(Gy), any n, <
N, and any observation w = o107 om € DELAYNo(s¢™m),
there exists a path #r generated by (G )™ such that

tr = (qo, 0)o1(q1, 11) - - - O (Gm, ) A gm = pL(q0, ).

The following theorem shows automaton E}DL generates all
the observations in ®py, (L(a)).

Theorem 2: The language generated by Gpr is equal to
®p(L(G)), that is,

L(Gpr) = ®pr(L(G)).

Proof: To demonstrate this equality, we start by observ-
ing that L(Gpy) can be expressed as P(L((G)Ne)). This
follows from the definition of 6DL, which represents the
timed system under observation delays and losses. It is clear
that

L(Gpr) = P(LU(GL)Y*))
= PO (L(GL)))
(By Theorem 1)
= dp(L(GL))
(By the definition of ®p)
= Op(PL(L(G)))
= Opr(L(G)).
(By the definition of ®pr)

|

Remark 5: Let us consider the computational complexity
of constructing (~3DL. The number of states in éDL equals the
number of states in ((~}L)N". It equals |Q| x |N, + 1]. Hence,
the computational complexity of constructing Gpy is linear
with respect to the number of states in G and the upper bound
of N,.

We use an example to illustrate the result.

Example 5: We still consider the timed discrete event sys-
tem shown in Fig. 1. Assume that observation delays are
bounded by N, = 1 and all events are observable. All the
transitions labeled with 8 may be lost. We then construct the
automaton Z;DL as in Fig. 4.

FIGURE 4. The automaton ED,_.
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With the augmented automaton E}DL at our disposal,
we can effectively track the observations and estimate the
states of the timed discrete event system. For example, if the
event sequence ff« is observed, from the initial state, follow-
ing the path in Gpr, the augmented automaton is transferred
to state (3, 1), which means the current observation has one
tick delay. The actual state that the system may be in is the
states that can be reached after one tick from state 3, following
the path in Fig. 1, they are the states 4, 6, 0 and 3.

Note that if N, > 1, we can still apply the same method-
ology by iterating the process for each unit of observation
delay. Instead of directly considering a single observation
delay of N,, we can divide the overall delay into multiple
units of observation delay, each of which corresponds to a
delay of one time unit. We will discuss about more details in
the next section.

B. METHOD TO CHECK NETWORK T-DETECTABILITY

We first show how to calculate the state estimates after
observing w € dDDL(L(é)). Since automaton Gpy is non-
deterministic, we convert it into an equivalent deterministic
automaton by constructing the observer E}DL,,,;,S as

GpL.obs = (X, 20, &, x0) = Ac(2?, 2,, &, UR(20)),

where the set of marked states contains all the singleton states
in the observer. Ac(-) denotes the accessible part, and UR
denotes the unobservable reach, defined for x C Z as

UR(x)={Z € Z:(Fz € x)ppr(z,€) =7}
The transition function  is defined for x € X and o € %, as
§(x,0)=UR({z€ Z: (3 e x)ppr(d,0) =2}).

For an observed event sequence w that lead to state (g, n),
there may exist observation delays of n ficks. So the state that
system may be in after observing w is not state g, but one of
these states reached by event sequences including n ticks from
state g. We define an operation DR on state z = (g, n) as

DR(z)={q € Q: (3s e TH|tl(s) =n A plg, s) = ¢'}.

We extend the operation DR to a set of states. For a set of
states Z; C Z, the set of states reachable from Z; with respect
to the corresponding current observation delays, is defined as

DR(Z;) = Uzez,DR(2).

To consider current observation delays, we extend every
state set Z; € X to DR(Z;) and use y to denote the resulting
states set. Furthermore, we use Y to represent all the exten-
sions. In other words, if X = {xo, x4, - - , X}, we always
have Y = {y0, ¥4, - - - , ym}. For every x;, the corresponding y;
is obtained by y; = DR(x;). We then set all state y; € Y which
have only one state element as marked states and define the
new extended automaton éexd as

éexd = (Ya i30’ é" y()’ Ym)’
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where Y € gQ. The transition function is defined for y;, y; €
Yando € X, as ¢ = {(yi, 0, ) : (xi, 0, X)) € §}.

Remark 6: When there are no observation delays and
losses, then we can firstly follgw Remark 4 to construct Gpy,,
tllen the extended automaton G,y is actually the observer of
Gpr. _

Given an extended automaton Geyg, We use Yj,0p to denote
all the states in loops, which is denoted as

Yioop =V €Y : (Fs € s £ & AL, 5) =Y.

For any state y of an extended automaton 5exd, we use
OR(y) to denote the set of states that can be reached from
y after number of events. QR(y) is denoted as follows.

ORY) =1{y €Y :(3s € THL(, )}

OR(-) can also be extended from state to state set. We use
Y to denote a states set, QR(Y) is then defined as

OR(Y) = Uyey OR(y).

We then have the following theorem to show that under
network environment where observation losses exist and
observation delays are upper-bounded by N,, the extend
automaton éexd can be used to calculate the state estimate
for any given observation.

Theorem 3: Given a timed discrete event system G with
observation losses described by pj,ss and observation delays
upper-bounded by N,, for any given observation w, the state
estimate TE (w) can be obtained by the extend automaton éexd
as

TE(w) = £(yo, w). “

Proof: In this proof, we aim to establish a connection
between the extended observer éexd and the transition behav-
ior of the observation sequence w. We first prove that for any
given observation w, the transition ¢ (yg, w) is defined in the
extend observer 5exd. Actually, for any w € ) X,

w € pr(L(G)
Sw e L(@DL)
(By Theorem 2.)
&w € L(GpL,obs)
(Since (~;DL,obs is the observer of 6DL)
&w e L(Gexa)
< (vo, w)l.
Next, we proceed to prove the theorem by showing that for
any state g € Q, g € TE(w) if and only if g € ¢(yg, w). We go

through a series of equivalences to establish this result. On the
one hand,

q € ¢(yo, w)
S qgeQA@EG,n €&, w)3s € B =n
Ap(d,s)=q

S qeQAQE . n) € pprzo, w)(3s' € %)
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1Y =nnpld.s)=q
(By the definition of Gpr. ops)
©qeQA@seP W) . n e p, 0. s)
AES € BN =nAplq.s)=q
(By the definition of ppyr,)
©qeQA@seP W) . n e p, 0.5
A@QS = ujtupt - uptuy e € TF)
p(q', utunt - - - uptiny1) = g
(Because |¢|(s)) = n)
S qgeQA@se P W)Eu = uus -+ tnttn) € T¥)
(. n) € Py (z0. )
A (g.0) € p (g m). urity -+ ntn 1)
(By Equation (1) and Equation (3))
S qgeQA@Ese P lw)@Eue =%
(1) € p,"(z0.5) A (q.0) € p)°((q'. )., u)
S qgeQA@se P w)@Eue =%
(4.0) € P} (20, su).
On the other hand,

q € TE(w)
& qeQA@Es € LG)Hw e PpL(s) A g = p(qo. )
& qeQA@Es € LG)Hw e Pp(@L(s)) A g = plqo. s)
&g eQA@ES € LIG)w e POV (D (s))
Aq = p(qo,s")
S qgeQA@E € LG)@s € P w)@As" € dr(s))
As e ") A g = priqo,s")
S qgeQA@Es € LG)@s € P w)@s" € dr(s))
s € DELAYN(s")/S* A q = pr(qo, s™)
& qgeQA@se P w)3s" € L(GL))
s € DELAYN(s")/S* A g = pr.(qo, s).
(By the definition of Gr)

Hence, it remains to prove
3u € (g, 0) € p}* (0, su)
&(3s” € L(GL))s € DELAYNe(s")/ £*
Ag=pr(qo,s")

as follows.

On one hand, under both communication delays and losses,
suppose there exists an event sequence su = o0, - - O, €
L((G)N), and (g, 0) € pr*((g0, 0), su), we then have

(3u € £*)(g. 0) € p}(z0, su)
=@u € @' € Tr(su))tr' = (qo, 0)oy - - - 0,u(q, 0)
=3u € £*)@3s” € L(G1))su € DELAYNo(s")

A g = pr(qo.s")
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(By Corollary 1 with n,,, = 0)
=(3s” € L(GL))s € DELAYNo(s")/ =*
A g = pr(qo,s")
On the other hand,

(3s” € L(GL))s € DELAY™(s")/ =*
A q = pL(qo,s")
=35 € L(G))3u € *)su € DELAYNe(s")
A g = pr(qo,s")
=@u e TN € Tr(su)tr’ =
A su € L((GL)N)
(By Corollary 2 with n,, = 0)
=@u € =%)su € L(GL)™) A (g, 0) € p}" (20, s1)
(Because #r” is a path of (Gy)Ve)

(go, 0)su(q, 0)

=@ € £*)(q,0) € pp° (20, s10).

|
With the state estimation result, we then use the following
theorem to show how to check network T-detectability.
Theorem 4: For a timed discrete event system G =
{0, =, 0, qo}, considering observation delays upper-bounded
by N, and observation losses described by pjgs;- G is network
T-detectable if and only if all loops in 5exd and the reachable
states from all loops are entirely within Y.

Proof: To prove the network T-detectability of the timed
discrete event system G, the proof is divided into two parts:
the “if” part and the “only if” part.

If part. Assume that all loops in E}exd and the reachable
states from all loops are entirely within Y;,,. Then the follow-
ing equation holds.

(Vy € Yloop)y €YmA QR(Y) C Y
Meanwhile,

(Vs € L°(G)(Yw € @0 (Pr(s))@n € ND)|w| > n
=¢(yo,w) € Yloop U QR(Ylaop)
=TE(w) € Yloop U QR(Yloop)
(By Equation (4))
=TEw) € Yy
(Because (Vy € Yioop)y € Y A OR(Y) € Vi)
=|TE(w)| =1
Therefore, the current states and the subsequent states can
always be determined after finite observations, which means
that the system is network T-detectable.
Only if part. We prove this by contradiction. Assume
that the given timed discrete event system G is network

T-detectable and there exists at least one state in the loop, that
state is not marked. Therefore,

(Ely € Yluop U QR(Yloop))y ¢ Yin
=(3s € L(G))(3@w € ®Y; (Pr(s)))(Vn € N*)
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wl = n=¢(yo,w) ¢ Y
=35 € LY(G))@w € g (Pr(s))(¥n € N*)
wl > n= TE(w) ¢ Yy,
(By Equation (4))
=(3s € L°(G)3w € CI>
wl = n= |TE(w)| > 1

? (Pr(s)))(Vn € N*)

This contradicts the definition of network T-detectability. B

Remark 7: In Theorem 4, for a given automaton 6exd, the
complexity of traversing and checking the reachable states
from all loops is polynomial in the number of states in Gexd.
However, to obtain the extended automaton éexd, we actually
need to construct both the augmented automaton Gp;, and
its observer GDL obs from G. As mentioned in Remark 5,
the complexity of constructing Gpy is linear in the number
of states in G. On the other hand, when constructing the
observer, the number of states increases from |Z| to |2%],
resulting in an exponential complexity. Subsequently, the
number of states changes from |X| to |Y| during the construc-
tion of the extended automaton, which has only linear com-
plexity. Therefore, the complexity of checking T-detectability
is exponential.

We use an example to illustrate the results.

Example 6: We use a simplified model to illustrate our
results. Given another timed discrete event system as shown
in Fig. 5. Assume that all events are observable. The obser-
vation delay is bounded by N, = 1.

bﬁ\ t
«
t D 3 D)

FIGURE 5. A simplified timed discrete event system G.

We first construct the observer G})L obs> Which is shown in

Fig. 6.
<z ) }—»\ e }\\«w D

[ t u
‘(01;(1U>‘ 1_| ‘<%1)(4U)}—¢‘((U)(61
a

—{ 0o F

9 %' 1), (5,0), 5, 1)

‘ 3,0 ‘ (3,0), (3, 1), (4,0)

(3,1), (4,0), @, 1), 5,

FIGURE 6. The observer GDL obs

We construct its corresponding extended automaton é;x J
as shown in Fig. 7. Assume the observed event sequence w =
tat, we calculate the state estimate 7E (w) by Theorem 3 as

TE(w) = ¢(yo, w) = {4, 5, 6}.

Therefore, once w = tat, under observation delay bounded
by 1. The system actually stays in state 4, 5 or state 6.

We proceed to check whether the system depicted in Fig. 5
is network T-detectable. By examining the extended automa-
ton é;xd illustrated in Fig. 7, we observe that all loops and
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FIGURE 7. The extended automaton G/, of G'.

the reachable states from these loops are confined within Y.
To be precise, all loops and the reachable states from these
loops are entirely contained within state 6. As a result, we can
conclude that the system in Fig. 5 is network T-detectable.

VI. CONCLUSION

This paper focused on the theoretical investigation of
detectability in timed discrete event systems under observa-
tion delays and losses. The main contributions of this work
can be summarized as follows: (1) We provide a precise
description of observations in the presence of communi-
cation delays and losses. (2) We introduce the concepts
of T-detectability and network T-detectability. We demon-
strate that T-detectability can be viewed as a specific case
of network T-detectability. (3) We propose an augmented
automaton that incorporates the effects of observation delays
in timed discrete event systems, providing a structured repre-
sentation of the system’s behavior under varying observation
conditions. (4) We develop an extended automaton which
facilitates the estimation of the system’s state for each obser-
vation, accounting for the specific delays and losses incurred.
(5) We present a method for checking network T-detectability,
enabling the evaluation of whether a timed discrete event
system remains detectable even in the presence of observation
delays and losses.

There are several avenues for future research in this area.
Some potential directions for further investigation include:
(1) Expanding the scope to multi-channel observation sys-
tems. (2) Experimental validation and industrial case studies.
(3) Incorporating more complex communication delay and
loss models. By exploring these future research directions,
we can further enhance our understanding of detectability
and its implications in timed discrete event systems under
observation delays and losses. These investigations will con-
tribute to the development of more robust fault management
and diagnosis techniques for practical applications.
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