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ABSTRACT Text information is a natural language dependent, which enhances reliability and security
of text data exchanged through Internet networks and is becoming main concern for researchers. Content
authentication, Tampering detection, and integrity verification of digital content are considered challenges
in the information and communication exchange area through the Internet. Watermarking algorithms emerge
as a potential method for achieving this with text. In simple words, text watermarking is embedding
imperceptible text messages within the content that serve as unique signatures or identifiers. The text
message has data regarding the content creator, copyright data, or other metadata utilized for authentication
purposes. Therefore, this study presents a new Coyote Optimization Algorithm with Watermarking-based
Content Authentication and Tampering Detection (COAW-CATD) technique for English text. The presented
COAW-CATD technique aims to secure the English text via content authentication and tampering recog-
nition. To accomplish this, the presented COAW-CATD technique designs a zero-watermarking (ZWM)
approach to produce watermarks depending on the textual content. The generated watermark can be extracted
to assure the authentication of the text document. Moreover, the COA can be utilized to optimize the
placement of the watermarks in the content to ensure that it is imperceptible and robust to tampering. The
experimental outcomes of the COAW-CATD algorithm are tested utilizing a series of simulations and the
comparative study reported its superior performance with improved tampering detection accuracy of 95.93%.

INDEX TERMS Watermarking algorithm, content authentication, tampering detection, Coyote optimization
algorithm, security.

I. INTRODUCTION news, and websites. Malicious attackers may temper these

As e-commerce, internet, and other effective communication
technology use increases, digital media content’s authentica-
tion and copyright protection are of utmost significance [1].
Many digital contents are in text, like eBooks, email,
short messaging systems/services (SMS), chats, e-commerce,

The associate editor coordinating the review of this manuscript and

approving it for publication was Pedro R. M. Inicio

text documents, and the modified data can result in transac-
tion disputes and fatal and wrong decisions. Tamper detec-
tion and Content authentication of digital image, video,
and audio, has attracted more researchers’ interest [2].
Currently, tamper detection, copyright protection, and con-
tent authentication of textual documents draw attention of
researchers [3]. Likewise, over the past, the study on text
watermarking techniques primarily concerned with disputes
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of copyright protection gave lesser interest to tamper detec-
tion, integrity verification, and content authentication [4].
Different approaches were designed for tamper detection,
copyright authentication, and protection for digital textual
files.

Digital Watermarking (DWM) methods are the dominant
solutions to many issues [5]. The digital watermarking meth-
ods become solution to breaches of content authentication,
tampering identification, and copyright protection of digi-
tal media. The authors have devised different watermarking
methods for video, images, and audio. However, watermark-
ing methods for text still need to be improved [6]. Conven-
tional text watermarking approaches for text authentication
and tampering detection, like image-based, format-based, and
content-based, have many limitations [7]. It is not appropri-
ate under arbitrary tampering attacks on each kind of text.
They have to utilize certain modifications or transformations
on content of the text file to embed watermark data within
the original text file that, resulted in value degradation, text
capability, meaning, and quality.

Various conventional text watermarking approaches
and solutions were designed and categorized into binary
image-based, structure-based, format-based, and linguistic-
based [8]. Many solutions require certain transformations or
modifications on digital text content to embed watermark data
within text. Zero watermarking refers to a recent approach
that was utilized with intelligent methods deprived of alter-
ation on actual digital content for embedding the watermark
data [9]. The difficulties involve evolving suitable approaches
to hide data in the delicate text data without any alteration
of it. Few studies have concentrated on needed applicable
results for integrity authentication of delicate online digi-
tal media [10]. Tampering detection and Authentication of
digital text have attained more interest among researchers.
At the same time, the optimal placement of watermarks
in the content can be considered as the NP hard prob-
lem, which can be resolved by metaheuristic optimization
algorithms.

This study presents a new Coyote Optimization Algorithm
with Watermarking-based Content Authentication and Tam-
pering Detection (COAW-CATD) technique for English
Text. The proposed COAW-CATD technique designs a
zero-watermarking (ZWM) approach to produce watermarks
depending on the textual content. The generated watermark
can be extracted to ensure the authentication of the text
document. Moreover, the COA can be utilized to optimize
the placement of the watermarks in the content to ensure that
it is imperceptible and robust to tampering. The experimental
outcomes of the COAW-CATD approach are tested utilizing a
series of simulations. In short, the major contributions of the
study is listed as follows.

e A new COAW-CATD technique comprising ZWM
watermarking and COA based optimization is pre-
sented for English text. To the best of our knowl-
edge, the COAW-CATD technique never existed in the
literature.
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o Proposed model aims to ensure the authenticity and
integrity of the text and provide a means for detecting
tampering or unauthorized modifications.

o« Employ ZWM technique for watermark generation
based on textual data, which helps to accomplish text
authenticity.

o Present COA based approach for the optimal placement
of watermarks in the content.

« Validate the performance of the proposed model on four
distinct textual dataset.

Il. RELATED WORKS

Alamgeer et al. [11] developed a text zero-watermarking
system called SFASCDW, abbreviated as (The smart-Fragile
algorithm related to Soft Computing and Digital Watermark-
ing) for tampering detection and content authentication of
English text. Depending on hidden Markov method, a first-
level order of alphanumeric system is compiled with digital
zero watermarking algorithms to enhance watermark strength
of presented method. Singh and Sharma [12] devised a tamper
identification approach for document imageries utilizing zero
watermarking concepts. The inputted document imagery was
transformed using the execution of lifting wavelet transform
to acquire their sub bands. Such sub bands were sub-classifies
into non-overlapping blocks of similar sizes. Attributes of
all blocks were mined to create zero watermarks. In [13],
the authors presented a compiled technique CAZWNLP for
detecting tampering with English text interchanged over the
Internet. The third-grade level of Markov method was utilized
in this technique as NLP technology to examine an English
text and textual features of the presented contents.

Qi et al. [14] introduce a content authentication approach
for printed fields depending on text watermarking approach
resisting print-and-scan attacks. Initially, depending on the
Logistic chaotic map method, an authentication watermark
signal series relevant to content of text file was generated.
In [15], the authors presented a three-dimensional text image
watermarking model depending upon multilayer overlapping
of extracted two-dimensional information, and a particu-
lar method is accordingly realized by means of embed-
ding, extracting and overlapping of multiple watermarks in
sequence. In [16], the authors presented a unique, robust
database-watermarking algorithm. The author has estab-
lished theoretically and confirmed the method performance
concerning fewer data distortion and robustness.

Thabit et al. [17] modelled the Color and (CSNTSteg)
Spacing Normalization stego approach for resolving the low
invisibility and capacity issues in text steganography. The
presented method has 2 stages: the pre-embedding phase
that attains higher capability RGB as coding and charac-
ter spacing. It is devised to raise the usable characters and
number of bits per location. Li et al. [18] propose a prac-
tical and advanced invisible digital watermarking method
for PPT fields. The author also can expand new methods
from various angles and make reasonable use of the unique
elements in PPT for embedding watermarks, which assures
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the watermark’s security and enhance the robustness of the
watermark.

Most of the existing watermarking techniques have mainly
concentrated on different kinds of data, like images, audio,
or video. As a result, there might be a lack of widespread
research specifically addressing watermarking for English
text authentication and tampering detection. The research
gap may lie in the development of watermarking algorithms
that can withstand different types of attacks specifically
for English text, ensuring both robustness and security.
In addition, existing works have the limitations in terms
of computational complexity, processing time, or scalabil-
ity to large-scale text documents. Therefore, this article
explore these practical considerations and propose solutions
to make the COAW-CATD technique efficient and applicable
in real-world scenarios.

lll. THE PROPOSED MODEL

This study introduced a novel COAW-CATD approach to
authenticate content and detect tampering with English
text data. The presented COAW-CATD technique aims to
secure the English text via content authentication and tam-
pering recognition. The presented COAW-CATD technique
employed the ZWM approach to producing watermarks
to accomplish this. Furthermore, the COA can be uti-
lized to optimize the placement of the watermarks in the
content to ensure that it is imperceptible and robust to tam-
pering. Fig. 1 illustrates the workflow of the COAW-CATD
approach.

A. WATERMARK GENERATION PROCESS

The presented model exploits the content of text to pro-
tect it. Based on the author’s choice, a keyword from the
text can be chosen and based on the length of proceeding,
and a watermark is generated and resulting word length,
to and from the keyword occurrences in text. It refers to a
zero-watermarking system because watermark is not embed-
ded in the text; instead, it can be created with the help of
the text characteristics. The watermarking method includes
two phases: (1) extraction algorithm and (2) embedding
algorithm.

To prove ownership, can do extraction through a Certifying
Authority (CA) and Watermark embedding. A trustworthy
CA is basic prerequisite; then original copyright owner reg-
isters their watermark. When the text or content ownership
is questioned, the trusted third party can act as a decision
authority. The process that embeds watermarks in text is
named as embedding system.

The watermark embedding process needs original text file
as input, and the copyright owner or original author chooses
keyword. The keyword must be a word with occurrence fre-
quency in text. A watermark can be produced as output. Then,
this watermark can be registered with CA, with author name,
keyword, current time and date, and original text document.
The algorithm proceeds as follows:
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Input: Training Dataset
(Original Text English Text)

Watermark Generation Process
(Zero-Watermarking Technique)

|

Optimizer
(Coyote Optimization Algorithm)

FIGURE 1. Workflow of COAW-CATD approach.

Algorithm 1 Embedding Process
Read Tp.
Count frequency of every word in Tp.
Choose KW according to frequent occurrence
KWCOUNT = Overall occurrence of KW in text T,
fori = 1 to KWCOUNT , repeat steps 6 to 8.
WM{j] = length (P)
WM|j + 1] = length (N)
i=i+landj=j+1

Output WM

N; = Next word” of i — th occurrence of KW,
To = Original text; KW = keyword; WM = Watermark,
P; = Proceeding word’” of i — th occurrence of KW;

KWCOUNT = keyword count.

The original text (T) can be first attained from author, and
frequent occurrence of all the words in text is examined. The
author can choose a keyword, which is typically a word with
maximal occurrence count in text. A numeric watermark is
created, and the next and proceeding word length for each
occurrence of keyword in text can be analysed. Then, this can
be registered by CA with current date and time.
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B. COA BASED WATERMARK PLACEMENT

In this work, the COA can be utilized to optimise the
placement of the watermarks in the content to ensure that
it is imperceptible and robust to tampering. COA is a
population-based technique drawn motivation from coyote
behavior where the population can be divided into N, € Ap
packs with N, € N* coyotes each. Initially, consider that the
number of individuals in all the packs is fixed [19]. Thus, the
population number can be attained by multiplying N, and N,.
For simplicity purpose, individual coyote is not effectuated in
COA. The method of the COA proposed depends on social
condition of the coyotes. Fig. 2 illustrates the flowchart of
COA. Social condition refers to objective function values;
all coyotes represent a solution candidate. Thus, the social
condition of ¢ coyote at p” pack is given as follows:

SOCJC),[:;:(XI’XZ’... 7XD) (1)

It has been proved that coyote is adapted to the
environmental condition fit? T eR.

COA begin with the coyote population initialization. Sim-
ilar to other random techniques, initial social condition of
every coyote was randomly set. It allocates random value in
search space for j dimension of ¢ coyote at p” pack as
follows.

sodl’t = Ibj + r; - (ubj — Ib)) 2)

In Eq. (2), D denotes the dimension of search space r;
shows the random integer within [0, 1], and Ib; and ub; rep-
resent lower and upper boundaries of j dimension control
parameter. Then, coyote adaptation towards existing social
conditions was evaluated.

fith" = f (soct") 3)

At first, the coyote was divided into N, packs. But in few
instances, the coyote leaves the pack and joins another pack
or becomes lone wolf. If coyote is discarded from the pack,
was relevant to the amount of coyotes in pack, and occurrence
probability can be evaluated by Eq. (4):

P, = 0.005 - N? )

This method assists in diversifying interaction amongst
each coyote in the COA, showing cultural interchange across
the population. The alpha of p™ pack at 1 instant of time can
be represented as follows.

alphd?'t = {socl" |argc(1 2,...Nyminf (soc")  (5)

Since the coyote shows some group intelligence, COA
hypothesizes that coyote can share social conditions and has
specific information exchange ability, which is favorable to
development and maintenance of population. Thereby, COA
connects each data from the coyotes, determined by the cul-
tural trend in the group, and its equation can be given as

VOLUME 11, 2023

‘ Initialize the Position of each Coyote ‘

]

‘ Calculate the Coyotes Adaptation (Fitness) ’

T
v

‘ Calculate the Alpha of the Pack (Best Fitness Inside the Pack) ‘

]

‘ Calculate Culture Tendency of the Pack ‘

}

‘ Update the Position of each Coyote ‘

]

[ Evaluate the New Social Condition ’

}

‘ Check the Adaptation of the New Fitness ‘

}

‘ Update the Age of all Coyotes ‘

Is the Terminated Criteria
Reached?

‘ Select the Best Social Conditions ‘

FIGURE 2. Flowchart of COA [20].

follows.

,t .
Netl N.isodd
Nt

Dt

cult;” = N N 6

J OI;VC Oyt ©

= 5 .
B — otherwise

In Eq. (6), O signifies ranked social condition of every
coyote of p™ pack at 1™ instant of time for every j in the
interval [1, D]. COA consider births and deaths of coyotes
and calculates the age (in years), which can be represented
as age’cn € N. Birth of new coyote was relevant to parental
social condition (arbitrarily chosen) and ecological influence
that can be represented as follows:

soc’:]’;, rnd; < Pgorj = ji
pup’j’t = soc’r’;, rndj > Py + Pyorj = j» (7)
R; otherwise

In Eq. (7), Ps represent the scattering probability; r; and
r> denote random coyote individuals at p* pack;R; implies
the random integer in the range of control variable of j
dimension; jjandj; shows the two random dimensions of
the problems; rnd; shows the random integer produced with
uniform probability within [0, 1]; P, indicates the association
probability. Association and Scattering probabilities control
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diversity of social conditions in offspring coyotes. P and P,
are shown below:

Py=1/D

L= A ®)
2

where P, contain a similar effect on both parents, COA con-
siders that every coyote was impacted by alpha (61) and pop-
ulation (7). The previous one signifies cultural differences
among alpha Coyote and random coyote crj, whereas next
one signifies difference between pack the and cultural ten-
dency of random Coyote crp. Random coyote was carefully
chosen by uniform distribution as follows.

81 = alpha”' — soc;!

Ccry

8y = cult’ — soc"c’;; 9)

P, =

Therefore, alpha and pack effects updated the new social
conditions of coyotes.

new_socl' = socl’' +ry -8 +r2- 8 (10)

In Eq. (10), r1 and r, denote the weight of alpha and pack
influence correspondingly. They were uniformly distributed
random numbers from the [0, 1] interval. Then the subsequent
equitation is used for evaluating the newest social condition.

new — fith" = f (new_socl") (11)

Coyotes’ cognitive capabilities define whether new social
condition was superior to an older one:

new_fith" < fit?!

. (12)
otherwise

Pt new_soch!,
sock'T =
¢ socl?,

Lastly, the social condition of coyotes are better suited for
environment were designated as global optimum solution to
presented problems.

C. WATERMARK EXTRACTION PROCESS
The process that extracts the watermark from the text is
named extraction algorithm. The presented approach inputs
the keyword and plain text [21]. The text might be un-attacked
or attacked. The watermark was produced from the text
through the extraction method, and later; the original water-
mark registered was compared with CA. Also, the author’s
name, current time and date with CA are recorded. Numerous
watermark registration conflicts with CA are resolved by
maintaining record of time and date. The author with past
registration entries can be considered an original author.

Text documents can be named authentic text without
tampering, and these algorithms can precisely identify the
watermark in the absence of attack on text. The watermark
is distorted in the existence of tampering attack with text.
Tampering could be deletion, insertion, re-ordering or para-
phrasing of sentences and words in text. The extraction
approach is given below:

EWM = Extracted Watermark; Tp = Original text;
T4 =Attacked text; KW = keyword; P; = Proceeding
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Algorithm 2 Extraction Process
Read Tp or pT4, KW and WM.
Count occurrence of KW in specified text.
KWCOUNT = Total occurrence of KW in tex
fori = 1 to KWCOUNT , repeat steps 5 to 7.
EWM{|j] = length (P)
EWM][j + 1] = length (N)
i=i+landj=j+1
if EWM ( does not equal WM')
Tamper = YES
Output EWM .

TABLE 1. TDA analysis of COAW-CATD approach with distinct volumes of
attacks.

égfuc 111(1e %) Insertion | Deletion | Reorder
5 95.06 91.91 79.91
10 91.06 84.72 65.90
20 83.14 73.31 46.59
50 65.82 42.54 22.16

word’ of i — th occurrence of KW; N; = ‘Next word’ of ith
occurrence of KW; KWCOUNT =keyword count.

IV. RESULTS AND DISCUSSION

In this section, the experimental outcomes of the
COAW-CATD method are tested using four datasets [22],
namely [ELST, 2018], [ESST, 179], [EHMST, 559], and
[EMST, 421]. This dataset includes all English charac-
ters, numbers, spaces, and symbols. Experiments have been
conducted with distinct dataset size and various kinds of
frequency attacks.

Table 1 and Fig. 3 report the overall tampering detection
accuracy (TDA) results of the COAW-CATD technique under
different attacks. The figure indicates that COAW-CATD
technique attains increasing TDA values under all volumes.
For example, with attack volume of 5%, the COAW-CATD
technique achieves TDA of 95.06%, 91.91%, and 79.97%
under insertion, deletion, and reorder attacks. Meanwhile,
with attack volume of 10%, the COAW-CATD method
achieves TDA of 91.06%, 84.72%, and 65.90% under inser-
tion, deletion, and reorder attacks. Moreover, with attack
volume of 20%, the COAW-CATD approach gains TDA of
83.14%, 73.31%, and 46.59% under insertion, deletion, and
reorder attacks. Finally, with attack volume of 50%, the
COAW-CATD method achieves TDA of 65.82%, 42.54%,
and 22.16% under insertion, deletion, and reorder attacks.

In Table 2 and Fig. 4, the comparative outcomes of the
COAW-CATD method are given under varying datasets
with existing methods [22], [23] such as hybrid text anal-
ysis and zero-watermarking approach (HTAZWA), Zero-
Watermarking Approach based on Fourth level order of
Word Mechanism of Markov Model (ZWAFWMMM),
an intelligent hybrid of natural language processing and
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FIGURE 3. TDA analysis of COAW-CATD approach with distinct volumes of

attacks.

TABLE 2. TDA analysis of COAW-CATD approach with other systems under

distinct datasets [22], [23].

Dataset ZWAFWMMM NLPZWA HTAZWA COAW-
CATD
Dataset 1 68.68 66.16 69.94 73.41
Dataset 2 | 67.42 62.06 72.15 76.56
Dataset 3 | 63.63 53.86 65.84 73.72
Dataset4 | 60.17 49.76 67.73 73.72

zero-watermarking approach (HNLPZWA). The figure
indicate the better performance of the COAW-CATD
method under all datasets. For example, with dataset-1,
the COAW-CATD approach accomplishes higher TDA
of 73.41% while the ZWAFWMMM, HNLPZWA, and
HTAZWA techniques obtain lower TDA of 68.68%,
66.16%, and 69.94% respectively. Simultaneously, with
dataset-2, the COAW-CATD approach accomplishes higher
TDA of 76.56% while the ZWAFWMMM, HNLPZWA,
and HTAZWA techniques obtain lower TDA of 67.42%,
62.06%, and 72.15% correspondingly. Concurrently, with
dataset-3, the COAW-CATD technique establishes higher
TDA of 73.72% while the ZWAFWMMM, HNLPZWA,
and HTAZWA techniques acquire lower TDA of 63.63%,
53.86%, and 65.84% correspondingly. At last, with dataset-4,
the COAW-CATD technique establishes higher TDA
of 73.72% while the ZWAFWMMM, HNLPZWA, and
HTAZWA techniques reach lower TDA of 60.17%, 49.76%,
and 67.73% respectively.

In Table 3 and Fig. 5, the comparative outcomes
of the COAW-CATD method are given under different
attacks. The figure indicates the better performance of
the COAW-CATD technique under types of attacks. For
example, with Insertion, the COAW-CATD method accom-
plishes higher TDA of 89.57% while the ZWAFWMMM,
HNLPZWA, and HTAZWA techniques acquire lower TDA
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FIGURE 4. TDA analysis of COAW-CATD approach under distinct datasets.

TABLE 3. TDA analysis of COAW-CATD method with other systems under
distinct types of attacks [22], [23].

Different COAW-
types of ZWAFWMMM | HNLPZWA | HTAZWA
CATD

attacks
Insertion 78.10 69.21 79.95 89.57
Deletion 64.40 54.77 69.95 81.80
Reorder 44.04 34.04 50.33 63.66

100

mm ZWAFWMMM  mmm HTAZWA
@ HNLPZWA [ COAW-CATD

Tempering Detection Accuracy (%)

Insertion

Deletion Reorder

FIGURE 5. TDA analysis of COAW-CATD approach under distinct volumes
of attacks.

of 78.10%, 69.21%, and 79.95% respectively. Simultane-
ously, with Deletion, the COAW-CATD technique accom-
plishes higher TDA of 81.80% while the ZWAFWMMM,
HNLPZWA, and HTAZWA methods obtain lower TDA of
64.40%, 54.77%, and 69.95% correspondingly. Simulta-
neously, with Reorder, the COAW-CATD method accom-
plishes higher TDA of 63.66% while the ZWAFWMMM,
HNLPZWA, and HTAZWA techniques obtain lower TDA of
44.04%, 34.04%, and 50.33% correspondingly.
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TABLE 4. TDA analysis of COAW-CATD approach with other systems under
distinct attack volumes [22], [23].

Under
varying COAW-
attack ZWAFWMMM HNLPZWA | HTAZWA | CATD
volume
5 80.58 79.08 89.19 95.93
10 70.84 69.72 80.20 90.69
20 56.98 53.24 65.97 80.20
50 32.27 9.42 44.25 59.23
100 - Em ZWAFWMMM mmm HTAZWA
s [ HNLPZWA [ COAW-CATD
2
3
S 80
S
v
v
<
-
v
Q
°
o 401
o
£
-
g zo_
£
2
* 5 10 20 0

FIGURE 6. TDA analysis of COAW-CATD approach under distinct attack
volumes.

In Table 4 and Fig. 6, the comparative outcomes of
the COAW-CATD method are given under varying attack
volumes. The outcomes indicate the better performance of
the COAW-CATD approach under all attack volumes. For
example, with attack volume of 5%, the COAW-CATD
technique accomplishes higher TDA of 95.93% while the
ZWAFWMMM, HNLPZWA, and HTAZWA techniques
obtain lower TDA of 80.58%, 79.08%, and 89.19% respec-
tively. Simultaneously, with attack volume of 10%, the
COAW-CATD technique has higher TDA of 90.69%,
while the ZWAFWMMM, HNLPZWA, and HTAZWA tech-
niques obtain lower TDA of 70.84%, 69.72%, and 80.20%
correspondingly.

Concurrently, with attack volume of 20%, the
COAW-CATD technique accomplishes higher TDA of
80.20% while the ZWAFWMMM, HNLPZWA, and
HTAZWA techniques obtain lower TDA of 56.98%, 53.24%,
and 65.97% correspondingly. Eventually, with attack volume
of 50%, the COAW-CATD technique accomplishes higher
TDA of 59.23% while the ZWAFWMMM, HNLPZWA, and
HTAZWA techniques obtain lower TDA of 32.27%, 9.42%,
and 44.25% correspondingly.

Finally, a detailed ROC analysis of the proposed model
is presented under four datasets, as shown in Fig. 7. The
results indicate that the proposed model reaches improved
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FIGURE 7. ROC analysis of COAW-CATD approach under distinct datasets.

ROC values under all datasets. Therefore, the proposed model
can be applied for accomplishing content authenticity and
tampering detection process.

V. CONCLUSION

In this study, we have introduced a novel COAW-CATD
method to authenticate content and detect tampering with
English text data. The presented COAW-CATD technique
aims to secure the English text via content authentica-
tion and tampering recognition process. To accomplish this,
the presented COAW-CATD technique employed the ZWM
approach to producing watermarks depending upon the tex-
tual content. The generated watermark can be extracted
to assure the authentication of the text document. Further-
more, the COA can be utilized to optimize the placement
of the watermarks in the content to ensure that it is imper-
ceptible and robust to tampering. The experimental out-
comes of the COAW-CATD technique are tested with the
sequence of simulations. The comparison study reported
that the COAW-CATD technique shows improved perfor-
mance over its recent method. In the future, the perfor-
mance of the COAW-CATD approach will be boosted by
the use of image watermarking system. Besides, the pro-
posed model can be extended to the content authentication
on different languages. Moreover, the computational time
complexity of the proposed model can be examined in the
future.
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