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ABSTRACT Purpose: With the advancement and modernization of Information and Communication
Technology, electronic voting (e-voting) has been adopted across the globe for conducting a secure and
efficient voting procedure. However, e-voting can be easily exposed to various malicious attacks such as
denial-of-service, malware, insider, compromised credentials, etc., that can risk the voter’s privacy and affect
the final voting results. Thus, we have considered the decentralized and immutable blockchain technology
for completing the voting procedure securely. Nevertheless, many researchers have considered blockchain to
mitigate the security and privacy issues of the voting procedure, but they ignored the aspect of cost-efficiency,
latency, and response time while voting. Method: The idea of the proposed mechanism is to deploy and
implement the smart contract in the Remix Integrated Development Environment (IDE) involving number
of voters electing the candidate with various functionalities. Moreover, we considered the amalgamation
of blockchain and IPFS to overcome the data storage cost issues of blockchain for voters and candidates
communicating through 5G wireless network. The 5G network, with its low latency, high availability,
and high reliability facilitates high data rate and reliable communication between voters and candidates
to complete the voting procedure efficiently. Results: The deployed smart contract of the proposed voting
mechanism highlight various functionalities required for electing the candidate by the voters. Moreover,
the deployed smart contract is evaluated and analyzed considering various performance metrics such as gas
consumption analysis for smart contract functions and number of voters, cost analysis for smart contract
functions, bit error rate, and storage cost comparison with the traditional scheme. We have also verified the
security of the proposed votingmechanism using Echidna security tool which shows the election of candidate
without any threat. Conclusion: Finally, we have presented a blockchain-based voting mechanism in which
IPFS and 5G is employed to avail the cost-efficient, reliable, and secure candidate election by the voters.
Moreover, the voters and candidates can communicate with lower response time and high reliability using
5G network so that smart contract consisting of all the functionalities related to the candidate election can
be executed efficiently in the Remix IDE.

INDEX TERMS Blockchain, smart contract, 5G, IPFS, e-voting, remix IDE, Echidna.

I. INTRODUCTION
Over the past decade, many countries have adopted voting
methods in a modern democracy. As a result, the voting
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methods have significantly evolved, which can be utilized
to elect the leader for a class committee to the election of
a national leader. However, voting mechanisms have yet to
be evolved to that extent in many countries. For example, the
U.S. conducted the presidential election using paper voting.
Paper voting is a type of voting system that uses paper
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ballots in the form of election paper, where votes are counted
manually, which is quite time-consuming and requires
substantial human resources to complete the countingwithout
delay. Thus, the concept of a paper voting system has
several disadvantages of huge incurred cost, security, and
storage issues for conducting elections at a large scale [1].
Moreover, older people can’t vote manually at a polling
station. Considering the aforementioned disadvantages, the
votingmethods have evolved greatly with the advancement of
Information and Communication Technologies (ICT) [2], [3].

For instance, the first type of computerized voting system
is a punch card system in which a voter uses a punch
card device to indicate their votes on the punch card. Votes
are counted by passing them through a punch card reader.
Another type of voting system uses optical scanners in which
voters indicate their preferences on a paper ballot by filling
the bubbles corresponding to the particular candidate, which
is being read by optical scanning devices [4]. However,
the aforementioned voting systems do not ensure a secure,
cost-efficient, and fast election for voters and candidates.
Moreover, they can be prone to human errors or faults
while manually handling the voting mechanism. Therefore,
to mitigate the aforementioned challenges, many researchers
have discussed electronic voting (e-voting) systems to avail
a secure and cost-efficient election environment for voters
and candidates. They have utilized various cryptographic
techniques to ensure the security and integrity of the voting
systems. For instance, Anie et al. [5] considered various
cryptographic aspects such as digital signature, encryption,
and threshold decryption to provide confidentiality, authen-
ticity, and integrity in the voting mechanism. Then, Sheela
and Franklin [6] designed an e-voting protocol that utilizes
public-key cryptography to ensure security and integrity
during the voting procedure. Their e-voting protocol has yet
to consider real-time implementation and is also vulnerable
to large-scale efficiency providence.

Furthermore, the authors of [7] considered an e-voting
system that utilizes homomorphic encryption to ensure
security and privacy in the voting mechanism. Homomorphic
encryption allows computations to be performed on cipher-
text without decrypting it first. Then, Suwarjono et al. [8]
implemented cryptography techniques to ensure voter data
secrecy during e-voting. Further, the security and privacy
of voting data are ensured by utilizing Rivest-Shamir-
Adleman (RSA) algorithm. Still, the applied cryptographic
algorithm does not yield efficient results due to the high
computation time required while performing the operations
in an e-voting system. But, the aforementioned conventional
cryptography mechanisms applied for a secure e-voting
system can be vulnerable to various security attacks such
as data manipulation, impersonation, data phishing attacks,
etc., further disrupting the anonymity and integrity of the e-
voting system. Further, it can pose several challenges, such
as voter coercion, the anonymity of votes, voter’s eligibil-
ity for voting, compromising voter’s identity, mismatched
fingerprints, and facial features leading to false acceptance

and false rejections, which raises the need to introduce a
secure and decentralized platform for preserve and secure
e-voting [9]. Therefore, considering the aforementioned
trust and privacy issues in the e-voting system, we have
considered the amalgamation of blockchain technology with
the Interplanetary File System (IPFS) protocol to provide a
secure and efficient e-voting system for voters and candidates
through 5G wireless network. The secure, decentralized,
and immutable blockchain network with IPFS maintains
security, cost-efficiency, and anonymity in the e-voting
system, providing a transparent voting environment for voters
and candidates [10].

Before getting insights into the e-voting system, we need
to focus on the conventional voting mechanism to further
understand the working of the e-voting and its advantages
over traditional voting. Currently, many countries utilize
conventional voting mechanisms, which are quite time-
consuming and pose security challenges for voters and
candidates involved in the election. Moreover, it is not
feasible for elderly people to present physically at the polling
booth for voting purposes. Figure 1 shows the procedure
of the traditional voting mechanism, which initiates with
the voters presenting their identity proof for authentication
purposes so that it can be decided whether they are validated
for voting. Then, the white electoral ballots are delivered
to the voters personally, which they can use to vote for a
particular candidate in an assigned secure space. However,
data transactions involved in the traditional voting can easily
be vulnerable to security attacks such as data manipulation,
phishing, and spoofing and need to improve its accessibility
for elder people with the adoption of innovative and advanced
technologies that can be achieved with the help of e-voting
system.

Towards this goal, we have highlighted the working of the
e-voting system (as shown in Figure 2), which is bifurcated
into various steps, which are mentioned as follows:

• Request for vote: In the e-voting system, users first log
into the voting system using their credentials, then the
system checks and confirms the social security number
(SSN) and voting confirmation number candidates pro-
vided to them by the local authorities. The authenticity
of the voter is required to check if they are authorized
to cast a vote for a particular candidate. The e-voting
system does not allow voters to generate their identities
for registration purposes; otherwise, they can generate
many fake identities to cast a vote illegally, increasing
the probability of a Sybil attack against the e-voting
system [12].

• Casting a vote: Voters have to either vote for one of the
candidates or cast a protest vote. Vote casting is usually
performed through a user-friendly interface after getting
authenticated by the local authorities, which verify the
SSN and voting confirmation number of voters.

• Encrypting votes: After the user casts his vote, the
system generates an input that contains the voter
identification number followed by the complete name
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FIGURE 1. Traditional voting mechanism.

FIGURE 2. E-Voting system.

of the voter as well as the hash of the previous vote.
In this way, each input will be unique to ensure the
uniqueness of the encrypted output. Furthermore, the
information related to each vote can be encrypted using
a secure hash algorithm (SHA) one-way hash function
that can’t be reversed, ensuring the voter information’s
confidentiality.

• Addition of vote to the Blockchain: The encrypted votes
must be stored in a secure and decentralized blockchain
network so voters can vote for a particular candidate,
ensuring a transparent and private election environment.
For that, Figure 3 shows how voting information for the
candidates can be recorded in the blockchain network in
which each block gets linked to the previously casted
vote for n number of candidates. Further, the smart
contract can be executed for secure data storage in the
blockchain. The execution of a smart contract proves
to be efficient and secure to perform and add the data
transactions to the blockchain after fulfilling the pre-
determined conditions of the smart contract. Moreover,
any centralized or third-party system can’t interrupt the

execution of data transactions, eliminating the security
issues associated with data storage [13].

Furthermore, many researchers have implemented e-voting
systems utilizing cryptography techniques that a malicious
attacker can easily forge or manipulate. Moreover, the
attackers can modify the data associated with candidates and
voters involved in the election, which can affect the election’s
final result. For instance, Anjima and Hari [14] discussed a
secure cloud e-voting system using Homomorphic Elliptical
Curve Cryptography. Nevertheless, data stored at a cloud
server can be vulnerable to various security attacks, impacting
the voting procedure’s transparency and confidentiality.
Considering the outlook of the literature, we have proposed
a blockchain-based secure voting mechanism using IPFS
over the 5G network by implementing the smart contract to
provide a secure voting environment for the involved voters
and candidates. Moreover, the 5G wireless network equipped
in the mobile device of the voters through which they can
elect the candidate and voting data can be transferred with
high availability and reliability to the blockchain based on
the implemented smart contract [15].
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FIGURE 3. Blockchain structure for candidates [11].

The research contributions of the paper are as follows:
• We have proposed a secure blockchain and IPFS-
enabled e-voting mechanism for participants in the
election.

• We have employed an IPFS-based cost-efficient pro-
tocol with the proposed voting mechanism to avail a
secure and reliable voting environment for the voters and
candidates in the election.

• We have utilized the 5G wireless network to improve
the communication between voters and candidates
in terms of high efficiency and availability so that
voting transactions can be performed efficiently through
blockchain.

• Further, we have deployed a smart contract for the
proposed voting mechanism considering all the func-
tionalities required for a secure and reliable election
to elect the winning candidate. Moreover, we have
performed a security analysis of the voting mechanism
using the Echidna tool to secure the election procedure
without any bugs or threats.

• The simulation of the proposed voting mechanism is
evaluated and analyzed on an Ethereum test network
considering parameters such as gas consumption anal-
ysis based on smart contract functions and the number
of votes, and cost analysis for smart contract functions.
Moreover, we have compared the proposed mechanism
with traditional scheme in terms of storage cost and bit
error rate.

The organization of the rest of the paper is as follows.
Section II presents the literature survey. Section III discusses
the System Model and Problem Formulation. Section IV
presents the proposed voting mechanism. Next, section V

shows the performance evaluation of the proposed voting
mechanism. Then, Section VI presents the security analysis
of the smart contract of the proposed mechanism. Section VII
opportunities and challenges of the proposed mechanism.
Finally, Section VII concludes the paper with future work.

II. LITERATURE SURVEY
To develop a democratically responsible and secure voting
mechanism, many researchers have implemented blockchain
technology to overcome the issues of traditional voting
systems. Table 1 shows the comparative analysis of state-
of-art voting approaches with the proposed voting mecha-
nism. Some research works are: Kaveri et al. [9] proposed
a blockchain-integrated distributed e-voting framework to
support rational and open plans. They have considered e-
voting along with the facility to enable the citizens to update
their votes within a fixed duration. Then, Lalitha et al. [24]
presented a decentralized online voting mechanism, which
uses Ethereum and helps validate votes using Aadhar
Cards. Also, the fingerprints and faces are verified using a
database. Further, encrypting the votes prevents the vote from
tampering and enables a voter only to vote once. The results
are also provided quickly, reducing counting errors and labor
costs.

Similarly, Alvi et al. [21] adopted an Ethereum 2.0
blockchain platform focused on ensuring safe, secure, and
completely transparent voting by preserving the privacy of
the voters’ data against malicious attacks. However, they did
not focus on scalability, delay rate, and reliability issues due
to the execution of huge transactions over the blockchain.
Then, Kohad et al. [22] improved the performance of the
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TABLE 1. Comparative analysis of different state-of-the-art explainable AI frameworks.

blockchain network for voting in terms of scalability
by utilizing the multiobjective genetic algorithm with
the sharding, but it can cause vulnerability to the data
against various security attacks such as cyber, collusion,
and phishing. Later, the authors of [23] proposed an
intelligent and multi-agent system utilizing blockchain for
an effective e-voting system. The proposed system needs
to improve its security against various attacks, such as
data manipulation, impersonation, and phishing. Further,
to ensure the security and privacy in the voting system,
Naidu et al. [25] considered the amalgamation of blockchain

and homomorphic encryption to ensure the verifiable and
immutable data transactions during the voting procedure
without any tampering of data. The aforementioned authors
did not consider improving the latency and response time
of data communication in the voting system. In this regard,
the authors in [20] implemented the blockchain-based e-
voting system for IoT-enabled smart cities. They have utilized
the 802.11 network to enable communication between
participants of the voting system in which latency, scalability,
response time, and reliability aspects are not considered to
that extent.
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Further, considering the scalability of the system, the
authors of [26] proposed an efficient mechanism to make
the voting process transparent through blockchain. They
have provided a digital platform to conduct voting through
blockchain, which further improves the scalability of the
system using a consensus mechanism. A chain security
framework is also applied to make votes secure using
encryption, reducing the probability of a 51% attack.
Nevertheless, despite the improved security in the voting
system, the aforementioned researchers did not consider the
various aspects of the voting system, such as vote repetition,
dead votes, improper registration, problems in reflecting
voting results, etc. Thus, considering the aforementioned
challenges in the voting system, Zhu et al. [27] proposed a
multi-district voting system based on blockchain technology.
All the voters are authenticated for registration based on the
formed two-layer system. The bottom layer keeps a record of
votes in a particular district, and the upper layer records the
total votes of people in the election. Then, Puneet et al. [18]
presented distributed voting framework based on Ethereum,
which provides high integrity and inter-state residing voters to
vote efficiently. It also provides high trust and transparency in
the voting system with the help of cryptographically secured
votes cast by the voters. Next, Subha et al. [29] discussed
a blockchain-based voting system with high security. Iris
recognition is used to identify unique patterns through
infrared and produces an encrypted bit pattern to match the
voting process to confirm a person’s identity. For partially
sighted voters, fingerprint scanning is used along with Iris
scanning. Further, Vairam et al. [30] considered an e-voting
system containing all the legitimate voting functions. Here,
blockchain is used to offer security and transparency for fair
elections. Then, Ramalingam et al. [31] proposed an e-voting
system using proxy multi-signature based on blockchain.
It aims to resolve the problems in other blockchain-enabled
e-voting systems, like high maintenance costs and storage
space requirements. Alvi et al. [16] provides the side-chain
concept instead of an expensive ethereum based blockchain to
produce an e-voting framework. They aim to provide a cost-
effective solution using a side-chainmechanism that performs
operations using the same currency and further returns the
results to the main chain for computations. The researchers
have tried to provide security in the e-voting system with
the help of a decentralized blockchain network. But, they
have yet to consider other aspects such as cost-efficiency,
efficiency, response time, bit error rate, and availability
in their voting system. Motivated by the above-mentioned
challenges, we have proposed a blockchain and IPFS-based
voting mechanism using 5G network which provide a secure,
efficient, and cost-efficient voting environment for voters and
candidates.

III. SYSTEM MODEL AND PROBLEM FORMULATION
This section discusses the system model and problem
formulation of the proposed voting mechanism, which is
mentioned as follows:

A. SYSTEM MODEL
The proposed voting mechanism is designed for participants,
i.e., voters and candidates, with the help of blockchain.
The proposed voting mechanism involves communication
between stakeholders, i.e., voters, candidates, and the election
commission, to execute the election efficiently over a 5G
network. The election commission acts as an administrator
body and provides the data of the voter’s list. Voters
and candidates can request registration from the election
commission to get themselves authenticated for the election.
Then, the election commission checks and confirms the
validity of the participants involved in the voting. The data
of new voters are also added to the election commission so
that voters can vote for an individual candidate only.

Moreover, the total votes for each candidate are displayed
throughout the voting procedure to enable a transparent
environment for the participants. After voters and candidates
get validated by the election commission, a smart contract
executes to confirm if data associated with voters and
candidates can be added to the blockchain network through an
intermediary IPFS protocol. Thus, data transactions between
voters and candidates can be performed securely with the help
of a blockchain network. Now, the total votes for a particular
candidate being managed by the election commission can be
considered to announce the winning candidate based on the
maximumvotes cast by the voters for the particular candidate.

B. PROBLEM FORMULATION
In the proposed voting mechanism, we have considered v
number of voters {α1, α2, . . . . . . , αv} ∈ αa willing to vote in
the election and c number of candidates {γ1, γ2, . . . . . . , γm} ∈

γg participate in the election for winning it with the maximum
number of votes. Now, the election commission ϒ can
communicate with voters and candidates to authenticate their
identity before participating in the election. Thus, we can
define the communication between voters, candidates, and
the election commission in the voting mechanism, which is
mentioned as follows:

v∑
a=1

αa
ϵ
−→ ϒ and ϒ

ϵ′

−→

v∑
a=1

αa (1)

m∑
g=1

γg
ε
−→ ϒ and ϒ

ε′

−→

m∑
g=1

γg (2)

where ϵ and ε signify the registration request of v the
number of voters and c number of candidates to the election
commission to participate in the voting mechanism. Then, ϵ′

and ε′ represent the validation by the election commission to
check their authenticity before they get involved in the voting
mechanism.

Now, the voting data (registration) associated with the
voters and candidates must be stored securely through the
blockchain network [32]. For that, we have considered an
intermediary IPFS protocol that stores the voting data in a
cost-efficient way after the execution of the smart contract for
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validating the data. Once the smart contract authenticates the
voting data, it can be stored in the IPFS protocol. Moreover,
IPFS permits voting data to get added to the blockchain
network by returning them the hash keys θαa and ϑγg for voter
and candidate. Now, the voting data transactions can be added
and accessed through the blockchain network by ensuring
a secure voting mechanism using public key cryptography
corresponding to the public and private key of the voter
(ψαa , ωαa ), which is defined as follows:

9(αa, γg) = (θαa , ϑγg ) (3)

λψ
αa
(κω

αa
)(9(αa, γg)) = 9(αa, γg) (4)

Next, the voting data contains the total number of votes by
the voters that can be used to elect the winning candidate.
Thus, the maximum number of votes decides the winning
candidate, and that winner’s information can be transferred to
the election commission for the further procedure to appoint
that particular candidate.

IV. THE PROPOSED VOTING MECHANISM
In this section, Figure 4 shows the proposed voting mecha-
nism in detail as a 3-layered architecture which is bifurcated
into three layers, i.e., the Stakeholders layer, election
commission layer, and winner layer, which is mentioned as
follows:

A. STAKEHOLDERS LAYER
The stakeholder’s layer is the first layer of the pro-
posed voting mechanism which comprises of v number
of voters{α1, α2, . . . . . . , αv} ∈ αa associated with the u
number of mobile devices {µ1, µ2, . . . . . . , µu} ∈ µU who
can vote in the election to elect the c number of candidates
{γ1, γ2, . . . . . . , γm} ∈ γg who are contesting for winning the
election. Next, the election commission gives the candidate
list, and there are c number of candidates participating in
the election. Thus, voters can elect candidates after being
verified by the election commission. The above-mentioned
associations are represented as follows:

αa
elect
−−→

m∑
g=1

γg (5)

Moreover, the voting data acquired from the voters with
the help of 5G-enabled mobile devices for electing the
candidate should be foremost registered with the election
commission that needs to be further validated by the
smart contract which is discussed in the next layer of the
proposed voting mechanism. However, before discussing
about the election commission, we need to highlight the ultra-
intelligent features of 5G such as high efficiency, high data
rate, low response time, which helps to process the voting
data reliably and efficiently for selecting the candidate in
the election. Next, the election commission also monitors
and keeps track of the data associated with the voters and
candidates. Also, if any new voter is arriving for the vote, then
their data can bemanaged by the election commission. So that

voters can also vote for an individual candidate maintaining
integrity in the election environment. Further, validation of
voting data by the election commission and execution of the
smart contract for performing the voting data transactions
through blockchain is discussed in the election commission
layer.

B. ELECTION COMMISSION LAYER
Now, the communication between voters and candidates is
explained in the previous layer (stakeholders layer), corre-
sponding to the data associated with the voters and candidates
processed through the 5G-enabled wireless technology
considered with the mobile devices through which voters
can vote to elect the candidate. So that, efficient processing
of voting data due to the usage of a 5G communication
network can be considered for verification and anonymity
by implementing the smart contract (after authenticating
with the election commission) for further voting transactions
through blockchain. Voting data associated with voters and
candidates can easily be exploited by malicious attackers,
making it vulnerable to various security attacks such as data
manipulation, impersonation, cyber-attacks, etc. Thus, the
security and privacy of the voting need to be strengthened to
protect the confidential data of voters and candidates in the
voting mechanism, which can be achieved with the election
commission and blockchain network. So the data of voters
and candidates can be verified by the election commission
in the election commission layer. If the election commission
validates the identity of voters and candidates, then their data
can be tracked or monitored by the election commission. For
that, voters of age greater than 18 can only be registered
and their details are further added to the election commission
data through the blockchain network. The candidates are also
registered and their details are matched with the election
commission data before displaying them to the general public
for voting. Further, the voters validated by the election
commission can only vote for the desired candidate once.
Moreover, the votes are displayed in the voting procedure.
However, the identity of the voters is protected using
encoded identities displayed on the dashboard. The election
commissionmanages various aspects of voting data ζ , such as
displaying the total number of votes for respective candidates,
election name, number of candidates, and their associated
data for the public.

v∑
a=1

αa = total votes (6)

m∑
g=1

γg = total candidates (7)

ϒ = {ζ (
v∑

a=1

αa), ζ (
m∑
g=1

γg)} (8)

Next, the data of voters and candidates can be added and
accessed through the blockchain network that works as
a distributed, immutable, and decentralized public ledger
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FIGURE 4. The proposed voting mechanism.

technology that facilitates secure and protected access of vot-
ing data transactions (verified by the election commission).
Moreover, the blockchain utilized the proof-of-work (PoW)
consensus protocol to validate and authenticate the data
transactions of voters and candidates involved to complete
the voting procedure. In PoW, all the participants of the
voting mechanism should agree on the same decision while
verifying and validating the data transactions that is generated
by the miners. Miners validate the data block by solving
the cryptographic puzzle and they also get rewarded for
the same. However, voting data access and storage should
be performed through IPFS for a cost-efficient and reliable
voting mechanism. For that, voting data authenticated by the
election commission can register themselves by executing
the smart contract, which is written based on pre-determined
conditions. Once verified by the smart contract, voting data ζ
can be stored in the IPFS that can be further accessed through
the blockchain network in a secure and decentralized manner.

v∑
a=1

αa
register
−−−−→ smart contract (9)

m∑
g=1

γg
register
−−−−→ smart contract (10)

ζ (
v∑

a=1

αa), ζ (
m∑
g=1

γg)
ε
−→ IPFS (11)

where ε signifies the voting data storage in IPFS after the
execution of the smart contract.

C. WINNER LAYER
The data acquired from the election commission layer which
is validated by the election commission is forwarded to the
winner layer to complete the voting procedure in the election

based on the total number of votes. Thus, the total votes from
the election commission layer which can be accessed through
the secure blockchain network are considered as an output for
the winner layer to determine the winning candidate based on
the maximum number of votes (N). The final results can be
viewed when all the voters have voted. Also, the intermediate
results can be viewed and displayed based on the permission
granted by the election commission.

max
v∑

a=1

{N (αγ11 ),N (αγ22 ), . . . . . . ,N (α
γg
v )} = winner (12)

winner
displayto
−−−−−→ citizens (13)

The final results display the winning candidate and the
total votes of all the candidates contesting the election is
displayed through the blockchain network to maintain the
security and integrity of the data. The election commission
uses these results, and the candidate getting the maximum
votes becomes part of the elected government by winning the
election. This system can also be used to find the winning
party based on the maximum number of votes received by
a party in the election. Moreover, the results can be further
used by the governor and the election commission to appoint
a country’s new government based on the results shown in the
final layer.

V. PERFORMANCE EVALUATION
In this section, we have discussed the implementation
of a smart contract deployed and implemented in Remix
Integrated Environment (IDE) to show the working of the
voting mechanism in detail and how the voters elect the
winning candidate in the election. For that, we have different
functionalities of smart contracts deployed for the proposed
voting mechanism. Additionally, the 5G toolbox in Matlab

76544 VOLUME 11, 2023



S. Chaudhary et al.: Blockchain-Based Secure Voting Mechanism Underlying 5G Network

FIGURE 5. Comparative analysis of gas consumption for smart contract functions and the total number of votes of the proposed mechanism.

is considered to incorporate the 5G wireless network by
set up of network parameters to improve the data rate
and availability of voting associated with the voters and
candidates that is further validated by the smart contract to
complete the voting procedure through public blockchain
network. Moreover, we have analyzed and evaluated the
proposed voting mechanism in Python programming lan-
guage, considering various performance aspects such as gas
consumption analysis (based on the smart contract functions
and the number of votes), cost analysis for smart contract
functions, storage cost, and bit error rate.

A. GAS CONSUMPTION ANALYSIS
The performance evaluation of the proposed voting mech-
anism is analyzed considering the gas consumption deter-
mined based on the different smart contract functions,i.e.,
FU1 for adding candidates, FU2 for authorizing the voter
and candidate, FU3 to determining the total number of votes,
FU4 is to end the election, and the total number of votes for
electing the winning candidate. Figure 5a highlights the gas
consumption incurred for different smart contract functions
involved in electing the candidate based on the number of
votes voted by the voters. In this context, implementation
of the smart contract of the proposed voting mechanism
involves various functionalities such as FU1, which incurs the
highest gas consumption to add the candidates for the election
procedure and FU4 exhibits the lowest gas consumption to
end the election procedure.

Figure 5b shows the gas consumption analysis based on the
surge in the number of votes in the election. We have con-
sidered three candidates (candidate 1, candidate 2, candidate
3) in the election and voters can vote for these candidates
to decide the winning candidate. We have performed the
simulation by deploying the smart contract in an Ethereum
test network to analyze the gas consumption of the proposed
voting mechanism with the increment in voters electing for

Candidate 1, candidate 2, and Candidate 3. For example, gas
consumption for candidate 1 first increases with fewer votes
(votes ≤ 15), then decreases and becomes constant with the
increase in votes.

B. COST ANALYSIS
Figure 6a illustrated the cost analysis performed for the
proposed voting mechanism based on the smart contract
functions (FU1, FU2, FU3, and FU4). We have shown
the comparison between transaction and the execution cost
incurred for the smart contract functions in which transaction
cost seems to be at a higher level than the execution cost
for all the functionalities. However, adding candidates (FU1)
requires higher transaction costs and the election can be
ended (FU4) with the minimum transaction cost. Similarly,
the FU1 function tends to acquire a higher execution cost,
and FU4 tends to acquire a minimum execution cost.
Furthermore, Figure 6b compares the storage cost of the
proposed mechanism (IPFS) with the traditional scheme
that utilizes blockchain to secure the digital voting system.
However, traditional scheme acquire high data storage cost
for performing the voting data transactions due to the usage
of blockchain [21]. On the other hand, proposed mechanism
incorporated IPFS which yields the improved data storage
cost than the blockchain for accessing and storing the
voting data transactions cost-efficiently associated with the
voters and candidates participating in the voting mechanism.
Moreover, The increase in number of voting data transactions
results into low data storage cost in the proposed mechanism
with IPFS, but initially less number of transactions involved
for voting mechanism with IPFS and blockchain reflect
approximately same level of storage cost.

C. BIT ERROR RATE
Figure 7 visualizes the comparison of bit error rate between
wirless network technology, i.e., 4G and LTE-A, and
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FIGURE 6. Comparative analysis of the cost for smart contract functions and storage cost comparison of the proposed mechanism with the
conventional approach.

FIGURE 7. Bit error rate.

proposed mechanism using 5G network based on the number
of bits transmitted in the voting procedure defined by Eb/No.
The voting data transactions between voters and candidates
is executed with 5G network which results into low bit error
rate and high data rates than the traditional 4G and LTE-A
network. As 5G wireless network facilitates low latency and
high reliability with a wide frequency spectrum of frequency
range (FR1 lies between 425 MHZ and 7.25 GHZ that
processes the voting data transactions reliably..

D. IMPLEMENTED SMART CONTRACT
The smart contract of the proposed voting mechanism is
written and deployed in Remix IDE, an Ethereum-based
platform for developers to test their applications. The smart
contract consists of the candidate and voter associated with
the candidate’s name, the count of votes, authorization
performed for voters and candidates, and the vote given for

FIGURE 8. Smart contract structure.

FIGURE 9. Election function.

the candidate, respectively. All the functions are related to
these two data structures as these two stakeholders are the
most important in the voting process.

1) Election()
Figure 8 and Figure 9 show the smart contract structure and
election function, which allows storing the sender’s name or
the voter voting in the election. This function also involves
the election name, which is very important so that users can
know about the election for which they are voting through
the blockchain network, whether it is the same election where
they want to vote.

2) addCandidate()
Figure 10 highlight the function which allows storing the
candidate information, such as the candidate’s name or the
person whowants to represent himself in the election process.
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FIGURE 10. addCandidate function.

FIGURE 11. getNumCandidate function.

FIGURE 12. Authorize function.

This function creates a new data value for candidates and
stores it for users or voters to allow them to vote for those
new candidates.

3) getNumCandidate()
Figure 11 highlights the function which allows reporting for
all the candidates that have presented themselves for voting
candidacy. Using this function, the voter can get information
on the number of candidates participating in the election. It is
an essential function as it gives the voter insights about the
present candidate in the election.

4) authorize()
Figure 12 shows the function which can set the predefined
value of authorization from false to true, as it is a way to
authorize the voters for them to vote. It is performed by using
unique addresses for each voter. The voters can only vote
when authorized to vote and are allowed to vote only once.
It is quite analogous to how people below 18, or people who
do not belong to a particular territory, are not authorized to
vote, further confirming the security and transparency in the
voting mechanism.

5) vote()
Figure 13 highlights the vote function that first checks
various conditions before the execution of the smart contract.
It first checks whether the voter who is present to vote has
already voted because if he already has, he shouldn’t be
allowed to vote again. The second condition is whether the
voter is authorized to vote. The function authorize() gives
authorization to the voter, whereas the function vote() checks
whether the authorization has been given to the voter. Another
feature of this function is that it marks the voter as voted to
prevent him from voting again by increasing the number of
votes to the given candidate and the total votes by 1.

6) end()
Figure 14 shows the end function, which represents the end
of the voting mechanism and is lightweight as it handles the
destruction of the candidates or the election.

FIGURE 13. Vote function.

FIGURE 14. End function.

FIGURE 15. Security analysis of the proposed mechanism over Echidna
tool.

VI. SMART CONTRACT SECURITY ANALYSIS
Figure 15 shows the security analysis performed for the
proposed voting mechanism over Echidna fuzzy security
analysis tool to detect security vulnerabilities or issues in
the proposed mechanism. Echidna fuzzy tool is utilized
for property or fuzzy-based testing of the Ethereum smart
contracts of the proposed mechanism. The figure depicts that
the smart contract of the proposed mechanism is confirmed
and checked with the Echidna security tool to show that
it does not contain any vulnerability or threat by detecting
any illegitimate access control or transaction performed.
Thus, stakeholders can participate in the voting mechanism
performing transactions without any threat or vulnerability.

VII. OPPORTUNITIES AND CHALLENGES
This section highlights the various opportunities and chal-
lenges associated with the e-voting system, which are
mentioned as follows:

A. OPPORTUNITIES
The blockchain and IPFS-based voting mechanism has
various opportunities, which are discussed as follows:

• One of the most critical problems that today’s top
cyber-attack specialists must deal with is DDOS attacks.
Due to its distributed structure, blockchain networks
continue functioning normally even if some nodes go
down due to a DDoS attack. Every time the nodes
are reconnected, everything is synchronized to maintain
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consistency, integrity, and transparency, making proto-
col and data loss impossible. Blockchain technology’s
overall architecture is intended to eliminate single points
of failure with the help of concurrent and independent
functions of blockchain nodes.

• Blockchain is a distributed ledger that can be accessed
by all members and is considered an immutable ledger
for recording transactions. This unchangeable transac-
tion can only be recorded once and can be independently
verified. As a result, neither the system participants nor
the recorded transactions can be changed nor removed,
improving the integrity and trust in the system.

• E-voting on the blockchain offers both openness and
anonymity. The vote results that are recorded in the
blockchain can be approved by the participants or
impartial outside observers, ensuring the integrity of the
election.

• Long-term cost savings can be achieved by blockchain
technologywith the help of IPFS. Setting up and running
a secure data storage system in a distributed architec-
ture is associated with high costs and security risks.
Blockchain with IPFS is touted as being more affordable
and safer than traditional database applications due to
the feature of IPFS to store the data in the form of the
hash using a cryptographic hash function [33]

• It offers immediate outcomes in which votes can be
evaluated in various voting locations before being tallied
in central units in some electronic voting procedures.
Even if these procedures take a long time, it could take
longer to declare the election results. Election results can
be safely announced in minutes rather than hours using
e-voting with blockchain.

B. CHALLENGES
Over the past few years, blockchain-based e-voting has
received numerous complaints. According to several aca-
demics, the blockchain system concerns with e-voting
can lead to new risks, such as preventing malware from
infecting voters’ phones and laptops. As an illustration,
MIT (Massachusetts Institute of Technology) specialists have
discovered a vulnerability in a mobile voting application used
during the 2018 West Virginia midterm elections. Hackers
can change the number of votes due to the vulnerability
discussed for mobile voting applications. Moreover, it can
be vulnerable to the security flaws in smart contracts or the
well-known theoretically possible threat of a 51% assault
against such systems [34]. Thus, We presume voters can vote
using a secure blockchain and IPFS-based framework. Even
though the proposed voting mechanism is secure, hackers can
use malicious software that has already been installed on the
voter’s device to cast or alter a vote. The following are the
main issues with an e-voting system that uses smart contracts:

• In the event of a user error, changing the votes is quite
challenging as the user are only allowed to vote once.

• While creating a smart contract for the entire population
of a country, loopholes are available. It is challenging

to ensure that the voting procedure and its aspects are
followed precisely as decided for conducting a secure
election.

• Third-party interference is another challenge in the
blockchain-based e-voting system. For that, smart con-
tracts are designed to eliminate third-party authorities.
However, this cannot be achieved because various
people are needed to write and approve the contracts that
can forge the security of the voting mechanism [35].

VIII. CONCLUSION AND FUTURE WORK
In this paper, we have proposed a blockchain and IPFS-
enabled secure, efficient, and trustworthy voting mechanism
using a 5G wireless network. The employed IPFS protocol
is incorporated with the blockchain network to ensure a
cost-efficient voting mechanism for voters and candidates.
The proposed voting mechanism involves communicating
between voters, candidates, and the election commission
to securely and efficiently elect the winning candidate
over the 5G network. The 5G, with its ultra-intelligent
features, offers a high data rate, low response time, and high
reliability communication between participants for voting.
Furthermore, we have deployed a smart contract of the
voting mechanism in Remix IDE, which comprises various
functionalities to elect the candidate by the voters in a
secure and transparent voting environment. We have also
contemplated and performed the security analysis of the
proposed voting mechanism using the Echidna security
tool to show that the functionalities do not contain any
vulnerability or threat. Moreover, the performance analysis
of the proposed voting mechanism is evaluated with various
performance metrics such as gas consumption analysis, cost
analysis for smart contract functions and the total number of
votes, storage cost, and bit error rate to highlight the reliable
and efficient proposed voting procedure than the traditional
schemes.

In the future, we will implement smart contracts to allow
users to update their votes in a certain time duration with
a high amount of security and authentication. The smart
contract implementation can be practically shown in a
dynamic and real-time scenario. Moreover, we will explore
and design the consensus protocol for validating the voting
data transactions in the voting procedure, which can further
revamp and improve the security and privacy of voting.
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