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ABSTRACT The inherent security and computational demands of classical consensus protocols are often
presumed impervious to various forms of attack. However, quantum computing advancements present
considerable threats to the assumed attack resistance of classical security strategies currently deployed
within blockchain systems. Adopting consensus algorithms fortified with post-quantum security measures
can significantly enhance traditional blockchains’ privacy and security dimensions. Notable advantages of
such post-quantum solutions in blockchain consensus include accelerated transaction verification, clarified
mining authorship, and resilience against quantum attacks. Yet, a comprehensive analysis of the implications
of post-quantum solutions for blockchain consensus is notably absent in the existing scholarly discourse. This
paper aims to bridge this gap by systematically reviewing Post-Quantum Blockchain Consensus (PQBC).
The four primary contributions of this study are (i) a systematic approach to presenting a comprehensive
overview of PQBC, (ii) the systematic selection and analysis of 29 key studies from an initial pool of
1192 papers, (iii) a critical review of methods, enhancements to security, scalability, trust, and privacy, as well
as the evaluation employed for PQBC, and (iv) a discussion of primary gaps and prospective directions for
future PQBC research.

INDEX TERMS Blockchain, consensus protocol, post-quantum, privacy, security.

I. INTRODUCTION

Consensus protocols (e.g., proof of work and proof of stake)
are used in blockchain applications, such as Bitcoin and
Ethereum, to establish an agreement between the network
nodes ensuring that the information distributed is accurate
and consistent [1]. However, one of the most significant
limitations of classical consensus protocols is its reliance on
high computational resources to solve a mathematical puz-
zle [2], [3]. Generally, it is assumed that blockchain networks
are attack resistant due to the high cost of computational
resources. Double-speeding attacks, 51% control attacks, and
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malicious user attacks are examples of attacks that consensus
protocols must be resistant to [4], [5], and [6].

Motivated by the innovative advancements in the field
of quantum computing, the existing classical security mea-
sures adopted by blockchains are susceptible to various
attacks. The fact that quantum approaches can generate
faster computation can influence the classical consensus
approaches and make the cryptographic methods vulnerable
and less secure [7]. Moreover, the existing cryptographic
algorithms might be outdated in the coming years due to
quantum computing [8]. Studies have shown that classi-
cal cryptographic algorithms used in blockchain applica-
tions such as Rivest & Shamir & Adleman (RSA), Elliptic
Curve Digital Signature Algorithm (ECDSA), Elliptic Curve
Diffie-Hellman (ECDH), or Digital Signature Algorithm
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(DSA) can be broken using post-quantum cryptographic
methods [9].

Quantum algorithms are becoming a threat to classical
blockchain consensus. Grover’s [10] and Shor’s [11] algo-
rithms are examples of algorithms that benefit from the
advancements in quantum computing. Such algorithms have
the computational power to impact blockchain applications.
A quantum computer using Grover’s algorithm can execute
Proof-of-Work much faster than classical computers [7], [10].
Since consensus protocols are essential to make the network
secure and consistent, it is necessary to ensure that blockchain
consensus protocols must be able to resist quantum attacks
and also use the power of quantum computers to improve the
classical consensus.

Post-quantum cryptography can significantly improve the
privacy and security of conventional blockchains. These
approaches can improve security and speed up transaction
verification for blockchain applications [12]. Post-quantum
blockchain consensus (PQBC) equipped with quantum cryp-
tographic methods is an emerging research field that analyses
conventional approaches and presents novel solutions based
on quantum approaches for blockchain consensus proto-
cols [13], [14], [15], [16]. However, with the growth of the
solutions for PQBC, there is a lack of studies analyzing
post-quantum solutions in blockchain consensus protocols,
how they have been addressed, and the improvements of
security, scalability, trust, and privacy (SSTP).

This work aims to fill this gap, presenting a systematic
review for PQBC applying a systematic method for the review
process. In contrast to the usual literature review process,
a systematic review is designed to reduce bias and provide
a reliable picture of the current state of the art in a specific
research field . Through a predefined protocol, this sort of
study follows precise and strict methodological steps to select
and analyze relevant papers [17], [18]. Therefore, this sys-
tematic literature review’s objective and main contribution is
to identify, categorize and analyze PQBC solutions and the
impact of these solutions for SSTP in order to understand this
research topic in a fair, accurate, and auditable way.

The contributions of this paper are:

1) The use of a systematic method to provide an overview
of methods, challenges, and evaluations of PQBC;

2) A collection of 29 papers systematically selected from
1162 papers;

3) An analysis of improvements and impacts of PQBC for
SSTP;

4) Main gaps and future directions for PQBC.

The remainder of this paper is structured as follows:
Section II presents the background. Section III presents the
related work. Section IV describes the conduction of the
review protocol followed in this paper. Section V presents
the answer to the research questions and the discussion about
it. Section VI presents some threats to the validity of this
review. At last, Section VII presents our concluding remarks
and future directions.
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1. BLOCKCHAIN CONSENSUS OVERVIEW

Undoubtedly, Blockchain technology has laid the foundation
of trust among distributed peers. Consensus algorithms are
the key component to form the basis of immutability, trust-
worthiness, validation, decentralization, and synchronization
of the distributed ledger technology. However, consensus
algorithms were introduced in 1970 to tackle the Byzantine
Generals’ Problems by avoiding false information propaga-
tion between two or more parties and devising a successful
strategy or avoiding failures. This section describes the evolu-
tion of consensus algorithms. To present the advancements of
the consensus protocols over time, the algorithms are divided
into three major groups: Byzantine Fault Tolerant Consen-
sus (BFT Consensus), Nakamoto’s Consensus, and PQBC.
This section presents an overview of each of them.

A. FIRST GENERATION: BFT CONSENSUS

Generally, consensus means that individual participants agree
to a certain state of a system or data values in the system. With
the emergence of distributed systems, consensus algorithms
were adopted to tackle fault tolerance. Fault tolerance in a
distributed computing environment might arise from various
reasons, such as malware injection, process failures due to
adversarial interference or influence, and physical device
capture. [19] lays out the foundation of process failure as
Byzantine fault-tolerant (BTF) in distributed computing by
formalizing the problem as the Byzantine general problems.

In distributed computing, a process is termed as BFT if
the participants agree to (i) Termination; (ii) Agreement; (iii)
Validity; and (iv) Integrity, by satisfying the condition N>
3F+1, where F presents the number of the Byzantine process.
However, it is challenging to achieve consensus due to the
asynchronous nature of distributed computing environments.
In this view, the problem of asynchronous networks and to
accomplish the basic requirements of the consensus in the dis-
tributed computing environment, [20] developed a partially
synchronous consensus algorithm. The Cosmos Tendermint
blockchain adapts an extended version of this protocol for the
block finalization process.

In terms of practicality, Practical BFT (PBFT) is one of
the most well-known consensus protocols in distributed com-
puting. It is based on state machine replication and BFT
consensus protocol [21]. A detailed description of distributed
consensus protocols is given for [22]. Interested readers are
referred to the tutorial to read details about the protocols.
Despite the advancements in the distributed consensus pro-
tocols, these protocols failed to achieve consensus in a com-
pletely decentralized environment. Moreover, the distributed
consensus environment entities must reveal their identities to
reach an agreement.

B. SECOND GENERATION: NAKAMOTO’s CONSENSUS

Consensus between participants in a truly decentralized envi-
ronment was achieved as participants could validate transac-
tions without trusted third-party or centralized servers with
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the inception of the Bitcoin blockchain. The identity of
participants was also secure, as the participants in the Bit-
coin blockchain used pseudonymous identities rather than
revealing their identities. Contrary to the classical consen-
sus algorithms where the state of values with each node
was validated using a central server, Nakamoto’s consensus
validates the values by storing and updating replicas of the
blockchain structure on all nodes in the blockchain [23]. With
each node able to update the blockchain, the problem of
double-spending might occur, where an entity might want to
double-spend the same amount in two transactions. Hence,
the concept of Proof of Work (PoW) was introduced to avoid
such malicious intent by the decentralized participants.

PoW is a probabilistic-decentralized consensus protocol
that ensures the legitimacy of a transaction before append-
ing it to the blockchain. The idea is to solve a puzzle by
computing a value (nonce) less than a target value to claim a
reward. Hence, imposing a high computational cost to partake
in the verification process. Despite the groundbreaking work
of eliminating trusted third parties or centralized servers,
Nakamoto’s consensus algorithm is confronted with several
issues. In a decentralized environment, nodes attempting to
reach consensus result in forks and orphaned blocks in the
blockchain. As a result, a huge amount of computational and
energy resources are wasted [24]. Similarly, the algorithm
failed to achieve scalability in processing a very low number
of transactions per block [25]. Moreover, the algorithm is
based on the assumption that most of the nodes are hon-
est. Hence, if more than 50% of the nodes collude, various
attacks, such as selfish mining or eclipse attacks, are possible.
As the blockchain is public, the probability of such attacks
cannot be ignored as nodes can join the network.

To overcome some of the limitations of the PoOW consen-
sus algorithm, various improved algorithms such as Proof
of Stake, Proof of Elapsed Time, and Proof of Authority
were proposed to complement the consensus algorithm in
decentralized environments [26]. In one way or another,
these consensus algorithms are confronted with the risk of
centralization, failing to scale in transaction processing, etc.
Besides that, advances in quantum computation emerged as
a new threat to Nakamoto’s consensus. Quantum safety must
be added to stand consensus since quantum computers are
already a threat to several research fields.

The Nakamoto consensus is still used nowadays and is
playing a key role in blockchain applications. However, it can
be time-consuming for blockchain applications, even though
they have evolved a lot since the first launch of bitcoin [14].
The efficiency of the current blockchain systems is much
lower than traditional distributed database systems because
of the time-consuming decentralized consensus [14]. For this
reason, a third generation of blockchain consensus is emerg-
ing: PQBC.

C. THIRD GENERATION PQBC
The advance on quantum computers creates a huge expecta-
tion of how computers can solve computationally challenging
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problems [27]. Grover’s and Shor’s algorithms are examples
of algorithms that benefit from the advance of quantum com-
puting [28]. Such algorithms have the computational power
to impact blockchain applications. A quantum computer
can use Grover’s algorithm to execute Proof-of-Work faster
than classical computers [7], [10]. Moreover, common algo-
rithms used in blockchain applications such as RSA, ECDSA,
ECDH, or DSA can be broken using Shor’s algorithm [9].

In this view, PQBC came as the next step to improve
consensus protocols. Most of the PQBC solutions use the
principles of quantum physics to improve the classical con-
sensus generation or to propose a novel PQBC. Quantum
measurement, quantum entanglement, and quantum random
numbers are approaches used for PQBC to create a trust
and secure channel to archive consensus among peers in
blockchain applications. Besides that, PQBC try to be safe
against the threats of quantum attacks [29]. However, it is
hard to understand the actual impacts of PQBC since it is
a new field of research and only a few works presented
solutions for PQBC.

IIl. RELATED LITERATURE

This section presents the related literature to this work.
We discuss similar research on consensus protocols and quan-
tum cryptography methods in PQBC solutions.

The authors in [30] discussed the advantage of quantum
computing in PoW mining and several use cases on how
quantum PoW can be as profitable as classical PoOW mining.
In [9], a study is presented on post-quantum blockchains.
The authors discussed pre- and post-quantum cryptographic
methods and their resistance to post-quantum attacks. In
similar research, [31] present an overview of quantum con-
sensus algorithms. The authors describe how the solution for
quantum networks can reach agreements among their peers.
The authors also pointed out that it is necessary to perform
an in-depth evaluation of how quantum consensus can impact
blockchain and distributed ledger.

Reference [32] highlighted post-quantum blockchains’
security and privacy threats. The authors also discussed
a voting mechanism for post-quantum blockchains. Ref-
erence [33] discussed quantum synchronization and key
distribution in strengthening the security and efficiency
of blockchains. Reference [34] present the vulnerability
of blockchain to quantum attacks. The authors analyzed
blockchain-based cryptocurrencies and their risk to quantum
computers. The research revealed that Bitcoin’s consensus
(PoW) is vulnerable to Grover algorithm-based attacks.

In [35], the authors reviewed and presented a theo-
retical framework of identity authentication in quantum
Blockchain. The proposed framework integrates quantum
public key infrastructure with quantum blockchain tech-
nology to authenticate identity. However, this work does
not cover the technological aspects of PQBC in improv-
ing conventional blockchains’ security, scalability, trust, and
privacy.
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TABLE 1. Research question list.

Research questions

RQ1 | What are the main solutions for PQBC?

RQ2 | What is the impact and how effective are PQBC in improving
SSTP?

RQ3 | How PQBC solutions has been evaluating the improvements
in SSTP?

RQ4 | What are the key challenges that hinder the adoption of
PQBC and future directions?

After this brief overview, it is possible to conclude that the
literature is improving consensus protocols to be quantum
resistant. It is necessary to ensure that consensus proto-
cols can resist quantum attacks. Also, use the power of
quantum computers to improve the classical protocols since
consensus is an essential step in making blockchain appli-
cations secure and consistent. This is of critical importance
in complex security and anonymity protection applications,
e.g., [36], [37], [38], and [39]. However, no work gathers
the main approaches and challenges for PQBC and present
an overview of this field. This work came to fill this gap
systematically.

IV. PROTOCOL DEFINITION AND CONDUCTION

A protocol was adopted for the execution of the systematic
review to reduce the bias and make the study reproducible.
The process used in this paper was based on the same protocol
presented by [17]. We detail all steps taken to elaborate
the research protocol in this section. The planning process
consisted of the following steps: (i) Definition of the research
questions; (ii) Selection of the relevant search terms; (iii) Def-
inition of the exclusion criteria; (iv) Selection of the research
repositories.

This research aims to identify and understand what is
being developed for the PQBC field. The research objectives
were defined according to the research questions. Research
questions (RQs) aim to categorize and create an overview
of the literature, discovering covered topics in the research
area [17]. The RQs of this work are presented in Table 1.

The scope was defined using the PICOC method (Popula-
tion, Intervention, Comparison, Outcome, and Context) [40]
based on the research objectives. The PICOC method helps
identify relevant keywords from the objectives associated
with each entry. It is possible to define the search terms, key-
words, and synonyms that must be used to find the relevant
papers for this research. Table 2 describes the PICOC ele-
ments and the search terms defined for each PICOC element.
The search terms were defined using papers to control the
results [13], [14], [15], [16]. The selected terms appeared in
the control papers, generating evidence about the correctness
of the search string.

A logical query string was created using the selected terms.
Each PICOC element was separated by an AND, and each
synonym term was separated by an OR. The search string can
be represented as follows:

(blockchain OR “distributed ledger” OR bitcoin
OR ethereum) AND (consensus OR “proof of
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work” OR “proof of stake”) AND (method OR
technique OR algorithm OR approach OR protocol
OR model OR mechanism) AND (quantum)

Unrelated works to the research’s purpose can still be
found, even the search terms used for this study were
extracted from the PICOC field analysis and control papers
used. Some exclusion criteria (EC) were chosen to exclude
these works during the process and are presented in Table 3.

The databases chosen to execute the search string were
Google Scholar,) ACM Digital Library,> IEEE Digital
Library,3 ISI Web of Science,* ScienceDirect,” and Sco-
pus.® The following steps were performed to determine the
databases based on which the research would be carried
out [41]: (i) The database can perform searches using logical
expressions or similar mechanisms; (ii) The database allows
searches to be made to encompass all text or just specific
fields (e.g., title, abstract)’; (iii) The database must be avail-
able at the researcher’s institution.

The review was conducted by executing the search string in
each scientific repository. We first excluded all the duplicate
papers (EC1). We used Parsif.al® to organize the papers and
remove the duplicates. The filtering of papers was performed
using the remaining exclusion criteria (EC2 - EC6). The first
exclusion was based on reading the title and abstract of the
papers. Papers that did not have relevance for this review were
excluded. The next stage was reading the introduction and
conclusion of each paper in the previous step. The remaining
papers were completely read and analyzed according to the
research questions. Finally, we performed the snowballing
step. This step aims to find relevant papers not returned by the
search string by looking at the works cited in the references
of the accepted papers. In the last two stages, besides the
exclusion criteria, the quality of the paper was also taken into
account before the questions were raised to exclude the papers
that did not have answers to the research questions. Figure 1
presents the protocol conduction.

In the first step of the protocol, 1162 papers were obtained
through the set of the five scientific repositories, where
979 papers were by Google Scholar, 76 papers by Scopus,
64 papers by ACM Digital Library, 36 papers by IEEE Digital
Library, 5 paper by ScienceDirect, and 2 papers by ISI Web
of Science. First, we excluded 56 duplicated papers. The
remaining papers were analyzed through title and abstract
reading, where 963 papers were excluded. The 144 papers
selected in the second phase had their introduction and con-

1 https://scholar.google.com/

2https://dl.acm.org/

3http://ieeexplore.ieee.org

4http://www.isiknowledge.com

5https://www.sciencedirc:ct.com/

f’http://www.scopus.com

TAs Google Scholar does not have native metadata feature filtering
but has a massive collection of scientific papers, we used a script that
performs the abs-title-key filter using the HTML of the pages and Reg-
ular Expressions. The script is freely available and can be accessed at
https://github.com/joraojr/gscholar-review-filter

8http://pa.rsif.al
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TABLE 2. PICOC and Search terms definition.

Element Description Search terms

Population (P)
Intervention (I)

Blockchain applications
Consensus protocols

blockchain, distributed ledger, bitcoin, ethereum
consensus, proof of work, proof of stake

Comparison (C) | Not defined -
Outcome (O) Solutions method, technique, algorithm, approach, protocol, model, mechanism
Context (O) Quantum computing quantum
+1162
[ Search Query Execution M\
-56
[ Duplicate Removal ]
-963
[ Title and Abstract Reading }
- - — -93
[Introductlon and Conclusion Reading T
- 1 21
[ Full Paper Reading )
+0
[ Snowballing ] > 29

FIGURE 1. Systematic review conduction.

clusion read. Based on the exclusion criteria, at the end of this
stage, 50 papers remained. The 29 papers (2.50% of the initial
papers) were selected after reading the full text and applying
the exclusion criteria. Finally, the forward snowballing step
was performed, but no new papers were added in this stage.
In this paper, 29 papers were mapped and analyzed in the end.
This protocol was performed in January 2023. The accepted
papers list can be found in Table 4.

V. SYSTEMATIC REVIEW REPORT

In this section, we provide the answers to the research ques-
tions outlined in Section IV, organized into sub-sections. The
emergence of PQBC as a research area began in 2018 with
the publication of the first work on the topic. Since then,
published papers have increased significantly, indicating a
growing interest among researchers. This trend can be visu-
alized in Figure 2.

A. RQ2 — WHAT ARE THE MAIN SOLUTIONS FOR PQBC?
This section presents the main information regarding
PQBC solutions. First, we describe the solutions used to
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TABLE 3. Exclusion criteria.

Exclusion Criteria
EC1 | Duplicates
Papers that do not present a solution for Blockchain Consen-
EC2
sus Protocol
EC3 | Papers without post-quantum computing solutions
EC4 | Papers not written in English
EC5 | Papers that are not available in full text.
EC6 | Grey literature®

2 We consider the papers published without a peer review as grey
literature, such as pre-prints, technical reports, and others.

TABLE 4. Full list of papers.

ID REF | ID REF | ID REF | ID REF | ID REF
1 [14] 2 [16] 3 [15] 4 [13] 5 [42]
6 [43] 7 [44] 8 [45] 9 [46] 10 [47]
11 [48] 12 [49] | 13 [50] | 14 [2] 15 [51]
16  [52] 17 [53] 18 [54] | 19  [55] | 20  [56]
21 [57] | 22 [30] | 23 [58] | 24 [35] | 25 [59]
26 [60] | 27 [29] | 28 [61] | 29  [62]

create new PQBC. Next, we explain the common steps used
for PQBC.
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FIGURE 2. Number of publications over the years.

The solutions for PQBC can be divided into two major
groups: (i) proposing a novel consensus protocol based on
quantum computation and (ii) improving classical consen-
sus to be quantum resistant. Both approaches aim to make
blockchain consensus quantum-safe and improve the security
of these protocols. We found and mapped 6 PQBC solutions
and summarized the steps to PQBC solutions to achieve
consensus. The following subsections describe each of them
and how the works have been applying these solutions for
PQBC.

1) QUANTUM RANDOM NUMBER-BASED CONSENSUS
Random numbers are important in blockchain applica-
tions [43]. Ensure that the number generated is random and
cannot be reproducible; it is important to the security of the
applications. Once the source to generate the random number
is discovered, it is possible to rewrite all the information.
However, in theory, it is only possible to generate random
numbers under certain quantum physical processes that are
completely true random (e.g., the collapse process of quan-
tum states) [43]. In this view, quantum random numbers came
as a novel way to ensure the numbers generated are random,
unpredictable, and verifiable.

Some works created a quantum random number-based
consensus by applying the quantum random number con-
cept to PQBC. Reference [43] proposed improving PBFT
by applying verifiable quantum random number (VQRN).
vQRN is used to improve the randomness and fairness of the
PBFT, and any node in the blockchain can judge whether the
QRN is valid or not. References [44], [45], and [53] lies on
asynchronous BFT. In the BBA proposed by the authors, the
BBA will consume quantum-safe new common random coins
generated by quantum random numbers. These coins are used
to reconstruct the shared secrets in the consensus protocol.
The coins have the same function as the nonces in PoW.

2) QUANTUM ENTANGLEMENT AND QUANTUM
MEASUREMENT-BASED CONSENSUS

Quantum entanglement occurs when a quantum system gen-
erates a set of tiny particles that share quantum states. How-
ever, this new entanglement state only exists together, and it is
impossible to recreate these particles independently. In other
words, a quantum entanglement state exists if and only if it is
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impossible to represent the quantum entanglement state as a
product vector of qubits. Assuming that |«) and |8) are two
qubits states and W) is an entanglement state that happened
based on |«) and |B), |¥) is only an entanglement state if it
respects the restriction of Equation 1.

W) # |a) ® |B) ey

Quantum measurement is used to probabilistically pre-
dict the result in a quantum environment. Linear algebra
operations are used to perform it. According to [16], to per-
form a quantum measurement, three steps are necessary: (i)
determining measurement bases; (ii) collapse of the state
vector; (iii) evaluation of the initial state. In the first step,
the measurement bases perform the spectral decomposition
of the states (input state), and a set of eigenvectors are defined
to perform the quantum measurement (different bases can
generate different quantum entanglement states). The second
step has performed the measurement, and the state will col-
lapse into one certain eigenvector with a certain probability
(this stage is random and irreversible). In the last step, the
evolution of states between the collapsed input states against
the original states is evaluated. In a nutshell, as presented
by [55], a quantum measurement can be described by the set
of measurement operators {M,, }o<,,<, under the restrictions
of Equations 2 and 3.

My = |m)(m|,0 <m <n 2

m=0

> MiM, =1 3
n

Applying the quantum measurement and quantum entan-
glement concepts to PQBC, some works created quantum
entanglement and quantum measurement-based consensus.
Reference [16] used quantum measurement to generate ran-
dom numbers and perform the quantum zero-knowledge
proof proposed by the authors. In other words, the nonce
generation is based on this quantum measure and added to
the blockhead. The quantum measure is based on a photon
sequence. Reference [51] proposed a new quantum protocol
for solving the multivalued Byzantine consensus problem
using entangled states. Each general firstly receives a list of
equal lengths that none of the other peers know, and based
on this list, n generals can reach a consensus against the
t generals that are not trustable (where ¢+ < n/3). Ref-
erence [55] proposed a new consensus mechanism based
on quantum measurement and teleportation. The quantum
teleportation in this paper is used to transmit an unknown
quantum state using the qubits of the sender and receiver
entangled through a quantum-safe channel. Reference [52]
presented a quantum blockchain using multiparty entangle-
ment of quantum-weighted hypergraph states. The quantum
measure is applied in the consensus step to verify the infor-
mation is consistent and can be added to the blockchain (if
1 is accepted; otherwise, the process is aborted, and the peer
is identified as untrustworthy).
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3) QUANTUM KEY DISTRIBUTION-BASED CONSENSUS
Quantum key distribution creates a secure channel where the
peers can share secret keys. The peers in the network only
know these keys. The quantum channel created by quantum
key distribution is a security method based on quantum cryp-
tography schemes.

Reference [2] proposed a consensus protocol entitled
Quantum-Secured YAC (QSYAC) that is a combination of
an unconditionally secure signature scheme (Toeplitz Group
Signature — TGS) and the Yet Another Consensus (YAC)
algorithm. The digital signature scheme is based on quantum
key distribution. The authors assume that a quantum network
will be used to distribute private keys between participants.
In this quantum network, the nodes are connected by quantum
channels, which form a quantum key distribution.

4) QUANTUM DISTRIBUTED PROCESSING-BASED
CONSENSUS
Quantum distributed processing assumes that quantum com-
puters will be faster than classical ones. So, using distributed
systems based on quantum computation will be secure against
quantum attacks. However, the principles of quantum entan-
glement, quantum measure, quantum key distribution, and
quantum random number generation are used in distributed
processing. The main goal of quantum distributed processing
is to be secure and safe against quantum computers.
Reference [46] proposed the general secure consensus
scheme (GSCS), an improved version of PoW based on quan-
tum distributed processing. The nodes in the network need
to solve multiple mini-parallel mining puzzles to achieve
consensus. The verification of all the mini-mining puzzles
must be performed to create a new block. Reference [50] pre-
sented TensorFlip, a deterministic lottery quantum consensus
mechanism. The proposed consensus is fully decentralized
and with round complexity of O(1). The protocol employs
a quantum-distributed protocol to achieve the consensus.
Quantum entanglement and quantum measures are used as
part of the protocol.

5) LATTICE-BASED CONSENSUS

The lattice-based solutions are designed to be post-quantum
safe and built over basis vectors and lattices. Basis (B) is a set
of vectors by, by, .., by C R" and a lattice (L) is the set of all
integer combinations of basis vectors [15], [56]. According

to [56], a lattice can be mathematically defined as (Equation
4):

i=1
L(B)=l2xi~b,-:xieZ] ={B-x:xeZ'} 4

Applying the lattice concept to PQBC, some works cre-
ated Lattice-based Consensus. Reference [15] propose an
improvement of the PoW consensus using Lattice-based.
The entitled Lattice-Based PoW (LPoW) is based on the
Hermite-SVP problem and, according to the authors, has
fast verification and adjustable difficulty. LPoW has a hard
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puzzle to solve, but the verification is easy and makes
the LPoW faster than the original PoW. The advantage
of SVP is to produce a faster algorithm than Grove’s
algorithm. Similarly, [56] also improved PoW with lattice-
based consensus; however, it solved using Closest Vector
Problem (CVP). Reference [49] combines PoW and Signa-
ture Protocol of Number Theory Research Unit (NTRUSIgn).
Based on the NTRUSign the puzzle of PoW is replaced
by a signature-based approach. The signature is considered
quantum-resistant because it is based on a lattice puzzle.
Finally, [47] combines lattice-based and Verifiable Random
Function (VRF). The approach is called k-times LB-VRE,
where k denotes a particular public-secret key pair generated
by the key generation and is used to create at most k VRF
outputs.

6) MULTIVARIATE POLYNOMIALS EQUATIONS-BASED
CONSENSUS

Multivariate polynomials equations are mathematical expres-
sions where you have to sum powers over more than one
variable. Multivariate polynomial equations are supposed
to be secure against both quantum computer attacks and
standard attacks [14]. A general formula for multivariate
polynomials equation is presented in Equation 5, and an
example of multivariate equations with 2 variables and power
of 2 is present in Equation 6.

m m m
f(x) = Z Z e Z aili2"'i71xilx122 a .xrlln (5)

i1=0i,=0 i,=0
@, y) = anx®y* + anix?y + apxy?
+ aj1xy + ajox + ooy + ago (6)

Reference [14] proposed a post-quantum threshold signa-
ture scheme based on an NP-hard problem. The authors used
multivariate quadratic equations in a finite field, considered
secure when a powerful quantum computer emerges. The
proposed signature has six steps: A group leader is selected
randomly, and the signature is used among the n users in the
group. Private keys are generated by the group leader and
broadcast to the n users securely. Public keys are generated
based on the private keys by the group leader. At least ¢ users
among n users can generate a valid signature for a message,
which n users sign. The group leader is the only one who
can verify the signature to know who signs the signature.
References [13] and [42] presented a consensus architecture
similar to PoW. However, instead of using the SHA256 to
find the hash value that meets the requirements, the authors
propose using multivariate quadratic equations to replace the
SHA256 in PoW consensus (solve and verification steps).

7) PQBC STEPS

The steps to PQBC solutions to achieve consensus can be
divided into 4 major steps: leader election, block generation,
block validation, and chain update. Figure 3 presents an
overview of the steps for PQBC.
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FIGURE 3. PQBC steps.

First, in the leader election step, the blockchain participants
decide who will be the block leader. The block leader will
lead the block generation. Puzzle-based, steak-based, and
random-based approaches are the most commonly used to
define the block leader.

Second, in the block generation step, miners create a valid
block. Most of the work consists of the package of the trans-
actions, the generation of new hashes, and then broadcasting
the new block to peer verification. Some information about
the previous block (By,) is also necessary to generate the new
block (B+1)-

Third, in the block validation step, the block leader broad-
caster the block to the peers and gets the verification flag of
all of them. Supposing those N peers exist in the blockchain
and T is a threshold number defined by the blockchain where
1 < T < N,atlast, T peers must accept the block to continue
the protocol. The block creation will be rejected if less than
T peers accept the block.

Finally, in the chain update step, the new block (B,+1) is
appended to the blockchain, and the chain is updated to the
new version.

B. RQ2 — WHAT IS THE IMPACT AND HOW EFFECTIVE
ARE PQBC IN IMPROVING SSTP?

This section presents the impacts of PQBC solutions over
SSTP.

1) CLASSICAL VS. QUANTUM RANDOM NUMBERS

To resist quantum attacks, the authors used Verifiable Ran-
dom Function (VRF) with two algorithms based on quan-
tum hard problems [47]. In the first algorithm, a non-zero
vector with a uniform distribution is determined with multi-
properties. Whereas, in the second, a distribution is obtained
using a multi-criteria approach. The approach is effective in
avoiding secrets from being leaked. However, the approach
can only generate a fixed number of VRF outputs.

VOLUME 11, 2023

To resist quantum attacks, the authors used Verifiable
Random Function (VRF) with two algorithms based on quan-
tum hard problems [47]. In the first algorithm, a non-zero
vector with a uniform distribution is determined with multi-
properties. Whereas, in the second, a distribution is obtained
using a multi-criteria approach. The approach is effective in
avoiding secrets from being leaked. However, the approach
can only generate a fixed number of VRF outputs. In [58],
a quantum-safe VRF is proposed using XMSS signature
scheme. XMSS comprises three algorithms mainly used for
key generation using certain security parameters, signing,
and verification. The proposed VRF algorithm is tested in
the Algorand setting using different instances to verify cor-
rectness, uniqueness, and randomness while achieving low
memory and computational cost. The authors claim to have
outperformed lattice-based VRF in terms of scalability. How-
ever, the work incurs a high communication cost for key
updates or in the event of losing the key and joining or leaving
the network

Post-quantum blockchain must be able to resist various
attacks such as double spending, hash cracking, and disturb-
ing block generation intentionally. To mitigate the hashing
and double spending attacks, quantum probabilistic polyno-
mial algorithms can provide security of private keys against
eavesdropping, forging, repudiation, etc. [54]. The delegated-
PoS-based voting mechanism for block generation can be
effective in identifying participants that intentionally disturb
the block generation mechanism. Moreover, the presence of
semi-honest participants can resist security attacks in a post-
quantum blockchain.

2) QUANTUM ENTANGLEMENT AND QUANTUM
MEASUREMENT

Quantum measurement is an effective way to determine if
a system is in a state of attack. If the system is in some
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eigenstate, different entities with the same set of photons will
yield the same result. Entities might verify each other using
zero-knowledge proof. Unconditional security can be an
effective way to secure post-quantum blockchains consensus
(such as man-in-the-middle attacks etc.) [16]. Moreover, the
use of mathematical puzzles can be a weak strategy to secure
PQBC. In this work, the authors state that quantum random-
ness, quantum measurement, and zero-knowledge proof can
resist 51% attack in post-quantum blockchains.

Unconditional secure signatures can resist quantum attacks
in PQBC. Toeplitz hash with one-time pad encryption
is effective for message transfers by fulfilling security
requirements such as unforgeability, transferability, and non-
repudiation [2]. The only drawback of such schemes is
they can be designed for a fixed-length message. Uncondi-
tional secure signatures schemes combined with Byzantine
fault-tolerant consensus are able to resist quantum attacks in
PQBC.

Quantum computing can outperform the hashing power of
classical PoW [52]. In classical PoW, the hash of blocks is
stored only in the previous and next blocks. Hence, quantum
computing can significantly change the hash in recent most
blocks. In order to complement the security of classical PoW,
the hash of the blocks can be stored in n-peers using weighted
entanglement states to resist quantum attacks.

Various attacks such as intermediaries, interception or
re-transmission, and quantum measurement attacks can be
detected using quantum teleportation [55]. In this process,
information about a state is forwarded using the classical
and quantum channels to the users. Then quantum state
measurements can be used to detect the various attacks. How-
ever, the process relies on the presence of a quantum secure
transmission protocol for secret key distribution between the
users. As the quantum states cannot be cloned, therefore
it’s impossible for attackers to eavesdrop or forge secret
codes. Moreover, consensus algorithms designed using such
schemes provide unconditional security which does not rely
on hash algorithms in classical blockchains consensus [59]
Quantum entanglement can also be used to refrain malicious
nodes from broadcasting false information in the network.
The authors in [61] used a two-phase quantum Byzantine
agreement to detect and report malicious reports. This work
used a trusted third party to store the state of malicious nodes
and requires honest nodes to validate the node as malicious
or honest using a trust value and dual signature scheme.
However, such schemes may incur a high communication cost
if the number of participating nodes is higher.

Semi-trusted parties can detect compromised messages
in Byzantine agreement problems [51]. Trusted parties can
prepare and verify entangled states. To verify that messages
are not compromised, multi-criteria measurements are used
to measure the results of messages for each general. More-
over, the entangled states are mixed with decoy particles in
the preparation and verification process. However, to avoid
attacks in such settings, the trusted parties have to be neu-
tral. The authors used a mechanism for censorship-resistance
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consensus in post-quantum blockchains using one-time
used coins [44], [45], [53]. It also leverages concurrent
pre-processing using these coins for the next using asyn-
chronous weak secret sharing. The method relies on the
presence of honest participants for the secret sharing in an
asynchronous PQBC.

3) QUANTUM DISTRIBUTED PROCESSING

Serial Mining puzzles can effectively reduce the risk of
centralization and post-quantum attacks [46]. The authors
present a serial mining puzzle that involves solving and verifi-
cation serially and cannot be done in parallel. The verification
stage is a multi-criteria process for miners to verify unverified
blocks. Moreover, the authors introduced a credibility-based
mining scheme to reward or penalize miners. The mining
difficulty changes for miners based on credibility level.

4) LATTICE-BASED

Lattice-based signatures are effective in resisting post-
quantum attacks. The signatures are based on SIS problems
that are np-hard problems [57]. SIS problem aims to find a
non-zero vector with multi properties using a uniform random
matrix with multi parameters. The authors used a hybrid of
two algorithms to generate the keys to verify a message to
resist message attacks in the PQBC.

Probabilistic lattice-based signatures schemes can com-
plement the transaction verification process in PQBC [49].
In this work, the authors assume that lattice-based signature
schemes are quantum resistant. The schemes mainly rely
on calculating the distance between the signature and the
coded message. It is only effective in determining whether
a signature is authentic.

5) MULTIVARIATE POLYNOMIALS EQUATIONS

The existing consensus algorithms have a verification process
with a time complexity of O(n) approximately. Moreover, the
verification requires O(n?  m % n). The use of heuristic and
lattice-based algorithms can sufficiently reduce the mining
cost. However, such algorithms might incur an exponential
memory cost.

The computational complexity of the existing hashing
algorithms in PoW consensus will decrease from O(n) to
1/(N)1/? in PQBC [15]. Such computational capability
can weaken the attack resistance of the existing hashing
algorithms. To increase the efficiency of these algorithms,
multivariate quadratic equations based can be used to increase
the attack resistance of such algorithms. The work also
proposes a post-quantum transaction processing mechanism
for the PQBC. However, it creates additional communi-
cation and computation overheads as the process requires
witnesses to sign an additional block and store the headers
on decentralized storage. The authors perform a simulation
of a blockchain using the proposed PQBC. Theoretically, the
proposed mechanism can scale the Transaction Processing
Speed (TPS) of the existing algorithms up to three times as
compared to PoW.
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The authors proposed to divide the block verification and
to minimize the impact of malicious nodes influencing leader
election. Malicious nodes might partake in the election pro-
cess with multiple private keys. Hence, an effective way to
minimize such attacks is to have private elections for each
step of the block proposal, generation, verification, etc. using
post-quantum random numbers.

Consensus is one of the most resource and computationally-
intensive processes. Therefore, its efficiency is low as com-
pared to traditional data storage schemes such as distributed
databases, etc. The introduction of a post-quantum threshold
can increase the performance of the current consensus in
blockchain application [14]. Post-quantum threshold signa-
ture requires more than 50% parties to sign the new blocks.
This work introduces the use of managers and nodes to sign
the new blocks. The selection of nodes for each block must
be random. The underline assumption for such a design is:
if the threshold signature for signing the new blocks is based
on 51% then it is very difficult to overcome such a scheme.
RSA and Elliptic curve-based schemes are considered weak
for the PQBC algorithms.

C. RQ3 — HOW PQBC SOLUTIONS HAS BEEN
EVALUATING THE IMPROVEMENTS IN SSTP?

There are different approaches to evaluating consensus pro-
tocols. This section describes how the works have evaluated
the new PQBC against the classical consensus.

1) VERIFIABILITY

PQBC solution must be evaluated in terms of verificabil-
ity [15], [43], [47]. One of the key points for blockchain
applications is the verifiability of the transactions and blocks
created. Once the consensus is reached and a new block is
added to the chain, the verification of the information added
to the chain must be easily verifiable.

2) COMPLEXITY AND COMPATIBILITY

PQBC solutions must be evaluated in terms of algorithm
complexity level [43], [56]. Asymptotic analysis is performed
to compare two or more different types of algorithms. The
lower the complexity, the better the algorithm is.

3) FAIRNESS

PQBC solutions must be evaluated in terms of fairness [43],
[46]. As any new peer can join the blockchain and propose
a new block, it is necessary to ensure that the block creation
was performed fairly. The probability of some peers working
unfairly toward the blockchain or avoiding a coalition being
created must be evaluated for the new solution. Besides that,
the randomness and unpredictability of the algorithm must
be one key point of evaluation to ensure that the solutions are
unpredictable and irreversible.

4) SCALABILITY AND LATENCY

PQBC solutions must be evaluated in terms of scalability
and latency level [2], [14], [15], [43], [46], [47], [49], [51].
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Evaluation of how fast the PQBC reach an agreement and
a new block is generated and added to the main chain. The
latency of novel consensus based on quantum solution tend
to be lower than the classical ones.

5) LIVENESS AND CORRECTNESS

PQBC solutions must be evaluated in terms of liveness and
correctness [2], [43], [44], [45], [46], [53]. Even if an unusual
event happens, the PQBC must guarantee that the best output
for the network will be achieved. The best output has a degree
of correctness that provides the probability of the consensus
itself fixed from a novel event (e.g. fork resolution, two or
more honest users adding a new block at the same time, etc.).

6) RESOURCE SAVING

PQBC solutions must be evaluated in terms of resource
saving [16], [46], [55]. Some of the classical consensus
protocol demands high consumption of computing resources
(e.g. PoW) and the novel PQBC solution must evaluate how
much their approaches improve the resource savings. For
example, it is expected that PQBC be faster than a classical
computer, save energy, and not consume too many computing
resources.

D. RQ4 — WHAT ARE THE KEY CHALLENGES THAT
HINDER THE ADOPTION OF PQBC AND FUTURE
DIRECTIONS?

This section presents the limitations and future directions for
PQBC.

1) VERIFIABILITY

Quantum algorithms do not solve the problems (undecidable
problems) that are not solved by a classical computer, but it
solves them faster than classical algorithms [56]. With PQBC,
transaction verification, and confirmation criteria must be
revised. In the current blockchains, it is assumed that a
transaction is confirmed with a block size of six. In theory,
rebuilding the previous six blocks is not possible. However,
the regeneration’s problems must be investigated in PQBC to
confirm transactions.

Post-quantum signing mechanism must satisfy basic secu-
rity requirements such as binding and non-re-usability: users
are unable to change signatures from one block to another.
Publicly verifiable with anonymity: their signatures must be
publicly verifiable without revealing their identity. Eligibility
and self-tallying: users must only sign if they are eligible, and
signed blocks must be summed publicly.

2) COMPLEXITY AND COMPATIBILITY

Compatibility of quantum blockchains or blockchains
empowered by quantum consensus algorithms with the con-
ventional blockchains. Compatibility in terms of miners,
leaders selection, and transaction verification. Compatibility
must be satisfied for all the existing and new clients in the
blockchain
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3) FAIRNESS

Post-quantum random number can significantly complement
attack resistance in the PQBC. An effective way to improve
PQBC is to break down the block generation and verification
process between various parties such that a party gets one step
using quantum numbers generation.

PQBC have the power to reduce the creation of a coali-
tion. The power of post-quantum computers can allow honest
miners to solve puzzles faster than the classical protocols.
For instance, with sufficient computing power, it is possible
to split one entire puzzle into a series of mini-puzzles. This
prevents one malicious miner create a block alone, once
creating a new block will be necessary to solve all the small
parts. The honest miners will be able to take control of the
block creation again.

4) SCALABILITY AND LATENCY

Scalability is an issue with the conventional as well as
post-quantum blockchains. In the existing architectures, the
transaction processing speed is 7. With PQBC the speed can
scale up to 20-50 theoretically. However, such TPS is still
very low.

With PQBC, an efficient signing mechanism is required
that not only scales in transaction processing capability
but also in terms of secure signing. Shor’s algorithm is
able to decode the existing digital signature schemes in
blockchains.

5) MIGRATING FROM CLASSICAL TO QUANTUM SECURE
TECHNOLOGY

One of the biggest issues in PQBC is the interactions
of existing classical blockchains with quantum-empowered
blockchains. One way to enable interactions between the
two is to migrate all the assets and coins from a classi-
cal blockchain to quantum empowered blockchain using a
quantum-empowered hard fork in the existing blockchain.
However, such a scheme will require proof of burn on the
classical blockchains [60].

6) LIVENESS AND CORRECTNESS

An important issue in the PQBC is its recovery mecha-
nisms in the event of forks. Malicious participants with com-
putational power can intentionally launch double-spending
attacks. In such events, what can be the recovery mechanism
of the PQBC. PQBC are supposed to have high computa-
tional power, therefore, the probability of having forks is
relatively high in PQ blockchains as compared to the existing
one.

7) RESOURCE SAVING

A quantum cryptocurrency miner can potentially be a faster
and more energy-saving option. Quantum computers will
require fewer clock cycles, a lot less energy, and dissipate a lot
less heat in order to mine the same amount of cryptocurrency
as classical computers could mine [30].
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VI. THREATS TO VALIDITY

This systematic review aimed to present an overview of
PQBC. However, some limitations can treat the validity due
to the nature of the systematic literature review process itself.
There might be bias regarding the number of researchers
selecting the papers. Despite reviewing the overall process
and aiming to mitigate this threat to validity, the first and sec-
ond authors were able to reproduce this process to reduce the
possibility of bias. Removing papers not written in English
and those in gray literature, for example, can also affect the
accuracy of the conclusions, even though the review covered
29 research papers systematically. Besides, some exclusion
criteria could be more flexible. However, this review aimed at
papers that explained the main process of PQBC solutions and
was discussed in detail, even though some influential works
in the area might have been lost during the selection process.
Besides that, the systematic literature review process tends to
be reproducible. Thus, it is relatively straightforward for any
new researcher to repeat, validate, and extend a systematic
literature review.

Furthermore, errors can be inserted in the protocol defini-
tion and the search string might not contain all the relevant
keywords. It might cause the loss of some valuable stud-
ies. To mitigate this, other researchers reviewed the review
planning presented in Section IV, and the search string was
evaluated using control papers to ensure the results. The
papers appeared in the results, generating evidence about the
search string correctness.

At last, not all the electronic databases were considered in
this paper, e.g., EI Compendex. So, relevant studies might
not be added to the selection of this review. However, this
research relies on the representative repositories selected to
answer the research questions. Besides relevant electronic
databases such as Scopus and IEEE, we also used Google
Scholar to reduce the probability of relevant studies are not
indexed in our selection. Google Scholar presents a good
recall of papers however, it is not the best option to be
used alone for systematic review [63]. We believe that the
selected electronic databases together with Google Scholar
were enough to obtain an overview of the PQBC solutions.

VII. CONCLUSION

Consensus protocol is an important mechanism used by
blockchain applications. The consensus is used to ensure
that peers can work together in a distributed environment,
making it a confident and secure network. The exponential
increase of solutions based on quantum computation came
as a new threat to classical blockchain consensus since they
cannot resist quantum attacks. Post-quantum cryptography
can significantly improve conventional blockchains’ secu-
rity, scalability, trust, and privacy (SSTP). So, research in
PQBC turned into a new goal for blockchain research.

This work presented a systematic review for PQBC though
four research questions (RQ). The systematic report
described the main PQBC solutions (RQ1), the impact
of these solutions for SSTP (RQ2), how they have been
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evaluated (RQ3), and the future steps for PQBC (RQ4).
Our findings show that six solutions for PQBC have been
implemented by the research works and four main steps are
performed for PQBC to archive consensus. Besides that, the
solutions for PQBC are effective in improving SSTP in terms
of verifiability, liveness, correctness, latency, etc. However,
there is a lack of studies dealing with privacy in PQBC.
In future work, we intend to implement a PQBC based
quantum measurement and zero-knowledge proof to improve
the privacy of block leader election.
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