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ABSTRACT A smart city is one that uses digital technologies and other means to improve the quality of life
of its citizens and reduce the cost of municipal services. Smart cities primarily use IoT to collect and analyze
data to interact directly with the city’s infrastructure and monitor city assets and community developments
in real time to improve operational efficiency and proactively respond to potential problems and challenges.
Today, cybersecurity is considered one of the main challenges facing smart cities. Over the past few years, the
cybersecurity research community has devoted a great deal of attention to this challenge. Among the various
technologies being considered to meet this challenge, Blockchain is emerging as a solution offering the data
security and confidentiality essential for strengthening the security of smart cities. In this paper, we propose
a comprehensive framework and architecture based on Blockchain, big data and artificial intelligence to
improve smart cities cybersecurity. To illustrate the proposed framework in detail, we present simulation
results accompanied by analyses and tests. These simulations were carried out on a smart grid dataset from
the UCI Machine Learning Repository. The results convincingly demonstrate the potential and effectiveness
of the proposed framework for addressing cybersecurity challenges in smart cities. These results reinforce
the relevance and applicability of the framework in a real-world context.

INDEX TERMS Smart city, smart grid, cybersecurity, framework, IoT, blockchain, big data, artificial
intelligence.

I. INTRODUCTION
In the digital age, everything is connected as part of the
growing and accelerating digital transformation of modern
societies, which involves all kinds of sectors and human
activities such as education, healthcare, economy, energy,
etc. Urban communities, and even some villages, are bene-
fiting from the technologies and solutions available through
digital transformation to engage in all kinds of smart city
initiatives to put them at the service of sustainable, resilient
and inclusive socio-economic development. The smart city
achieves efficiencies, promotes sustainability, and improves
the quality of life for its residents through the integration
of technology. Planning for a smart city is essentially about
bringing the Internet of Things (IoT) to scale. The Internet
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of Things (IoT) is the network of physical terminals, objects,
incorporating software, connectivity, sensors, etc., to connect
to other systems on the internet and exchange data to provide
proper management and monitoring of city infrastructure and
operations. Driven by the growing urban population, IoT and
ICT are the main pillars of smart cities to improve their
efficiency as well as the lives of their citizens [1], [2]. A smart
city needs technological efficiency in areas as diverse as
transportation and mobility, services, communication, secu-
rity, citizen relations, etc. The implementation of IoT-based
applications within cities allows for the optimization of:
energy control, building performance, street furniture man-
agement, waste disposal, mobility, etc. The beneficiaries are
citizens, consumers, private companies and local authori-
ties [3]. By offering increasingly digitized services, smart
cities are becoming ever more connected but also more
exposed to cyber risks and cyber-attacks. Data collection is
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essential in IoT-based applications and services that are con-
sidered key assets for monitoring and operating smart cities.
Therefore, managing data across the smart city infrastructure
is a big challenge given all the connected devices involved and
their different architectures and urban data must be protected
throughout its lifecycle. However, the main challenge is to
protect IoT infrastructures throughout their deployment [4].
In this case, an important question arises, namely: how to
transfer all data quickly, securely and without third-party
intermediaries?

The use of the Blockchain within Smart Cities would
allow a more controlled governance by reappropriating per-
sonal data that would no longer be controlled by intermedi-
aries. It offers the possibility of encrypting and securing the
information transmitted while ensuring its traceability and
maintaining its anonymity. In addition, it optimizes the inter-
connection of all the services offered in the city but also pro-
vides real-time information on mobility (e.g., vehicles used,
routes taken, etc.), energy, waste management, etc., [5], [6].
The blockchain is a distributed system based on a sequence
of blocks allowing the storage and transmission of informa-
tion. One of the advantages of blockchain technology is the
traceability of all transactions, as well as its operation without
a central controlling authority, which makes it decentralized,
secure and transparent. Cryptography helps users to validate
information, thus ensuring its authenticity [7]. The members
chosen in the blockchain to manage the technical structure of
the implementation are paid for their role in checking, veri-
fying and validating the consistency with other information
in the blockchain. Once verified and validated the block is
time-stamped and added to the blockchain. Everyone can then
view and access this information, but not modify it. In case of
an error, it will be corrected by a new transaction [8]. Smart
contracts present a computer equivalent of the paper contract,
they are usually deployed on a blockchain and refer to irre-
vocable computer programs that execute specific instructions
that must be followed. During the execution of the smart
contract, all verification steps are recorded in the blockchain
used, a process that prevents modification or deletion after
the fact, thus protecting and securing all data [9].

Artificial intelligence (AI) enables machines to repli-
cate human cognitive abilities such as reasoning, language,
perception, etc. It also refers to the ability of computers
and robots to perform intelligent tasks without requiring
human intervention. With machine learning (ML) methods,
AI analyzes data to organize information and learn to solve
problems, but in rule-based or logic-based systems, problem
solving is programmed by humans. Both AI and blockchain
are being leveraged to build smart cities based on data-
intensive applications. As a result, they can help smart cities
achieve ‘‘data sovereignty’’ and improve data security, with
traceable and secure transactions, preventing situations such
as misuse cases and data leakage [10]. Among the ML
libraries, Spark’s Mllib has succeeded in making ML simple
and scalable. It is a machine learning library that enables
high-speed, high-quality analysis of algorithms.

The various tools it provides are: ML algorithms that
include classic machine learning algorithms such as regres-
sion, classification, collaborative filtering and clustering.
Characterization which includes feature extraction, trans-
formation, dimensionality reduction and feature selection.
Pipelines, which allows for the evaluation, construction and
tuning of ML pipelines. Persistence, which offers saving,
loading of algorithms, models and pipelines to reduce time
and effort. Also, utilities such as data processing, statistics,
linear algebra, etc.

Smart cities IoT platforms collect, process and distribute
data in large quantities. Such massive data streams require
another level of computing power to be analyzed and pro-
cessed in real time. Today, the focus should be on making
better use of existing infrastructure and data. The massive
volume of data generated by smart cities requires that it be
collected, managed, and analyzed to provide useful infor-
mation, functionality and insight. This presents cities with a
new challenge: controlling, moving, and restoring their data
anytime, anywhere [11], [12].

Moreover, there are thousands of IoT devices in smart
cities which interact with each other and implement com-
plex applications [13]. However, the use of Big Data could
improve the services they provide in different areas. AI algo-
rithms such as machine learning play an important role in
Big Data analysis and present accurate analysis of real-
time data. However, designing and implementing AI and
ML-based BigData analytics has inherent challenges in terms
of data security, privacy and centralized architecture. Inte-
grating blockchain technology into smart cities is essential to
overcome these challenges. Hence, by integrating these tech-
nologies, we could overcome these challenges and provide an
effective solution for cyber-secure smart cities. Therefore, the
proposed research mainly presents a blockchain-based cyber-
security approach for smart cities while covering other topics
on how data collected by IoT devices should be managed
using big data and AI techniques and approaches.

This paper presents in its second section an in-depth anal-
ysis of Blockchain technologies and approaches, namely
the types, consensus protocols and its benefits for smart
cities. Section III presents a literature review of recent
cybersecurity-related blockchain-based solutions for smart
cities, with their benefits and limitations. Section IV is ded-
icated to the presentation of our proposed solution including
the architecture, data flow diagram, data dictionary, and
results obtained from the deployment and testing performed.
The last section of the paper presents the conclusions of the
proposed research work.

II. BLOCKCHAIN
A. BACKGROUND
Blockchain is a technology that is gaining enormous momen-
tum for different applications and is compared to a necklace,
each bead of which is a record of an action, and the chain
cannot be broken. The blockchain is therefore an indestruc-
tible digital record of actions. This technology revolutionizes
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the means by which we transmit our data using cryptography
according to an ethical philosophy. It offers a decentralized,
secure and transparent database, allowing the transfer of val-
ues, goods, messages, and any type of data. It allows creating
a database whose authenticity can be verified by the commu-
nity. Digital assets are distributed assets allowing the creation
of an immutable record of an asset, and also decentralized
allowing real-time access and transparency to the public.
Blockchain will become a decentralized global source of trust
and a technology of choice for everyone [14], [15].

The blockchain consists of 3 key elements namely:
Blocks which are presented by transactions. According

to the amount of data they contain, these blocks are dis-
tinguished by an identifier which is a unique and specific
code called ‘‘hash’’. The second element is the nodes that
represent the computers connected to the blockchain, which
host a copy of the database that is downloaded automatically
when connecting to the network and which includes and
allows all exchanges between users. The last element is the
miners who have an essential role within the blockchain
which is to verify if the new blocks created correspond to
the security standards. These miners thus make it possible
to guarantee the authenticity of the blocks, and thus of the
whole chain.

B. TYPES OF BLOCKCHAIN
There is not one blockchain technology, but hundreds, with
variations that are sometimes very technical, often commer-
cial. These technologies are classified as follows:

Private Blockchain: A private or permissioned blockchain
is an implementation of a technology in which a person must

give permission to access it. A private blockchain is totally
centralized, for which the term ‘‘permitted’’ is used. The
management of the infrastructure, its management rules and
its operation are fully centralized. It allows information to
be exchanged between different partners. The information
entered is time-stamped and signed. This makes it possible
to ensure that information has indeed been exchanged at a
given date and time, and its author is identifiable. The level
of security is natively high, the exchanges are encrypted and
the actors are known by name. Failing this, a correspondence
table is available to the administrator to make a correspon-
dence between an alias and a natural person [16].

Consortium Blockchain: It has both private and public
blockchain characteristics. It is shared between different
actors having an interest in collaborating together. Block
validation decisions are made by a majority of the largest
members rather than by the network as a whole. Decision
makers can make some information public. The consortium
blockchain tends to be more secure, scalable and efficient
than a public blockchain network. Access to this blockchain
is less centralized, as access authorization is typically done
through an authority for each participating company [17]. The
function of this authority is to manage access in a delegated
manner. The actors are therefore known and an alias logic is
strongly recommended to identify them [18].

Public Blockchain: or permission-less blockchain allows
to carry out transactions that will be recorded and vali-
dated by the entire network. Everyone can write and read
without going through a central regulatory authority. This
is why it is called a non-permissioned solution [19]. This
can be compared to an unfalsifiable register kept by all its

TABLE 1. Analysis of different types of blockchain.
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actors. Verification of transactions and validation of blocks
is done by these actors who are called miners. This guaran-
tees the continuous updating of data, reliability and security,
and in crypto-assets they are rewarded for this work. This
blockchain works in peer-to-peer, it is a decentralized net-
work which consists, thanks to a relationship of trust, in mak-
ing an exchange between two actors without an intermediary.
It offers everyone the possibility to make transactions and
verify them, which allows it to be freely accessible. These
transactions are pseudonymous and not anonymous. The
identities of people are not recorded in the blockchain. On the
other hand, it is possible to find the identity of a person via
his/her public address [20], [21].

Table 1 illustrates a comparison among the three types of
Blockchain according to different criteria, namely, nature,
participant, consensus protocol, energy consumption, trans-
action speed, transaction cost, transparency, scalability, and
efficiency.

C. CONSENSUS PROTOCOLS
Are considered one of the most revolutionary and important
aspects of the Blockchain. Blockchain consensus protocols
create a system of irrefutable agreement between different
parties within a distributed network, while preventing mali-
cious exploitation of the system [22]. Blockchain consensus
protocols ensure synchronization among all network nodes.
Each consensus aims to answer a specific question, namely,
how can the authenticity of each transaction be ensured?
Any individual can submit information and decide to store
it on a blockchain. It is therefore essential to be able to
review this information and decide by consensus whether
or not it is possible to add it to the network. The term
‘‘consensus’’ means that all nodes in the network must agree
on an identical version of the blockchain [23]. Somehow,
the consensus mechanism of a blockchain is an internal and
automatic audit of its network, and this in two functions,
namely:

• It allows to update the blockchain while ensuring the
validation of each block. People participating in block
validation (referred to as network ‘‘nodes’’) must have
an incentive to engage in network security.

• Prevents the control of the whole network by a single
entity and thus guarantees its decentralization.

The main consensus protocols are:
Proof-of-Work (PoW): The Proof-of-Work protocol is the

most widely used of all blockchain consensuses. Since 2009,
it has been able to demonstrate its resistance and security
to various attempted attacks. In the Proof-of-Work protocol,
the different network nodes are called miners. Miners solve
a complex mathematical problem with significant computing
power to confirm a transaction. So, they use a mathematical
process called a hash function. Hash allows transaction data
to be written in blocks and connected to each other. There
are different types, such as SHA 256, used on Bitcoin. Once
the hash is entered in the blockchain, it cannot be falsi-

fied. A miner is rewarded for each block he manages to
approve and confirm. Its reward / income is proportional
to the computing power it is able to deploy to solve the
problem [24].

Proof of Stake (PoS): This is a much simpler and cheaper
process, where the process of committing the transaction is
called ‘‘forging’’ and the actors involve their own set of nodes.
Validators are rewarded for their efforts: the higher the stakes,
the better the chances of validation and the higher the returns.
PoS also involves a process called ‘‘sharding’’ which involves
horizontal partitioning of nodes and improves the scalability
of the process. PoS does not involve mining and therefore
no complicated puzzle solving. Therefore, there is no need to
continually update the software and the power consumption is
weak. Furthermore, the forging process is much cheaper than
mining, PoS is completely decentralized and not all nodes
need to be involved in the system [25], [26].

Delegated Proof of Stake (DPoS): It offers a hybrid model
to address the weaknesses of PoW and PoS. Like PoS it works
based on the same basic principle. It is up to the members of
the community to elect the people who will be responsible
for forging the blocks. The elections system ensures that the
blockchain is not controlled by a minority of people, such as
a miner with a lot of computing power, or a PoS counterfeiter
with a very large amount of tokens [27].

Proof of Burn (PoB): PoB is a consensus mechanism used
to validate new blocks on a blockchain. This mechanism
is based on the destruction of tokens by participants. Only
those who can prove that they have destroyed a predetermined
amount of coins are deemed trustworthy enough to support
the validation of a new block [28].

Proof of Elapsed Time (PoET): Used primarily in permis-
sioned blockchains like Hyperledger Sawtooth (in addition
to pBFT). Like a lottery it uses random selection to choose
which node will win the new block. ‘‘Miners’’ must obtain
a membership certificate to join the network. Once in the
network, a time is randomly decided, which the nodes must
wait. The miner must wait the minimum defined time before
starting to mine a new block in the blockchain. The miner
with the shortest wait time is elected to mine the block that
round. The system tends to be fair and select miners with a
good degree of randomness [29].

Proof of Capacity (PoC): Proof of space or proof of stor-
age, it is an alternative to proof of work which is based,
not on the energy expenditure of the validating machines,
but on their ability to keep data memory. It allows these
participants to decide on mining rights and validate trans-
actions in the blockchain via the space available on the
hard drive of their computer. The creation of this system
contrasts with the use of the computing processing power
of equipment necessary for mining as well as the participa-
tion of the validator in cryptocurrencies. Proof of capacity
is used on blockchains to manage the validation of new
blocks. The participants of this consensus temporarily pro-
vide the storage space of their hard drives as a stake [30].
The mechanism is considered to be extremely energy and
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TABLE 2. An analysis of the main blockchain consensus protocols.

resource efficient, which makes it more accessible to a wider
audience.

Practical Byzantine Fault Tolerance (pBFT): was intro-
duced for the first time in 1999. It is a protocol that can be
applied to large networks because it has the advantage of
processing tens of thousands of transactions per second. The
algorithm makes it possible to maintain security properties
as long as less than a third of the nodes or replicas are
corrupted [31].

The various steps in the basic communication model in the
pBFT protocol are as follows: REQUEST where the client
sends its service request to the main server. PRE-PREPARE
where the main server gives this request a number and sends
a PRE-PREPARE message to the other servers. PREPARE
when a ‘‘PREPARE’’ message is sent by each server to the
other servers. COMMITwhen a ‘‘COMMIT’’message is sent
to the other servers. The last step named REPLY includes the
decision when a sufficient number of servers agree on the
request order, each server sends its response to the client.
This consensus protocol attempts to provide a convenient
Byzantine state machine replication that works even in the
case wheremalicious nodes are present. The nodes in a pBFT-
enabled distributed system are arranged in order, with one
node being called the primary node and the other node being
called the secondary or backup node. However, each node
can become the primary node by moving from the secondary
to the primary node, primarily in the event that the primary
node fails. The goal here is for all honest nodes to help reach
a consensus on the state of the system based on majority
rule. As a result, the pBFT system works when the maximum
number of malicious nodes does not exceed one-third of
the total number of nodes in the system. This means that
the system becomes more secure as the number of nodes
increases [32].

Proof of Authority (PoA): This is a variation of the
PoS consensus mechanism where, instead of tokens, net-
work participants stake their identity and reputation. PoA,

or Proof of Stake Authority (PoSA) seeks to solve
the problems encountered in PoW and PoS consensus
protocols [33].

We analyze and present the consensus protocols accord-
ing to programming language, speed, resource consumption
and energy efficiency. Table 2 below shows the results of
the analysis and comparison between different consensus
protocols [34], [35].

D. BLOCKCHAIN FOR SMART CITIES
The Blockchain can respond to a large number of current
issues and it represents an ultra-competitive data transmis-
sion technology. The use of the Blockchain within Smarts
Cities would allow a more controlled governance by the
re-appropriation of personal data which would no longer be
controlled by intermediaries [36]. It offers the possibility
of encrypting, securing and traceability of data transmit-
ted while maintaining anonymity. Moreover, it allows to
optimize the interconnection of all the services offered in
the Smart City and makes it possible to access real-time
data on all kind of services such as mobility (vehi-
cles used, routes taken, etc.), energy, waste management,
etc., [1] [3].

In addition, Smart Cities can use blockchain technologies
to reach several objectives [9]:

• Easy and secure data exchange.
• Promotion of collaboration among public

administrations.
• To obtain a single view of the Smart City’s supply

chains.
• To reduce fraud and verify financial transactions faster.
• To create smarter and more efficient supply chains.
• To simplify processes for reconciling data disputes for

audit and regulatory compliance.
• To manage energy consumption, urban development

and population growth.
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TABLE 3. Analysis of blockchain-based solutions for smart cities.

III. RELATED WORKS
Table 3 summarizes various approaches using Blockchain
technology to solve several cybersecurity issues in smart
cities. Our aim is to highlight the advantages as well as
the inherent limitations of these approaches, offering a more
accurate and relevant overview of the situation.

IV. PROPOSED SOLUTION
A. ARCHITECTURE
In this section, we present the architecture of our solu-
tion that focuses mainly on security in smart cities using
blockchain.

For the deployment of our solution, we use Docker which
is an open-source and secure containerization software plat-
form designed for the creation, deployment, and management
of virtualized applications. Knowing that traditional virtu-
alization methods based on virtual machines have certain
limitations, the container is a better alternative that guarantees
a lightweight and simpler execution environment.

The architecture we propose is based on three layers: the
perception layer, the data processing layer and the blockchain
layer (Figure 1).

Perception layer: In the perception layer, the objective
is to collect, process and send data to the next layer. This
layer includes various applications and domains of smart
cities such as (environment, mobility, government, economy,
people, life). This layer consists of sensors and IoT devices to
collect data, as well as Big Data real-time query components

to ingest this data, API connectors and REST APIs that
will enable web requests. In this layer, IoT data is sent to
a data cube, then this data is aggregated to calculate key
performance indicators and then it will be sent to the next
layer.

Data processing layer: In this layer, we integrate machine
learning. Preprocessing of data using machine learning is
done because the collected data is in a raw format and it is not
always possible to train/test the model using it. It is important
to process this raw data in order to interpret it correctly and
avoid any negative results in the prediction. In our case,
we are dealing with too massive databases, which makes
the computations too slow. We then decided to use PySpark
DataFrame [10] which is one of the most optimized Machine
Learning platforms for dealing with massive databases using
distributed programming, and which consists of using multi-
ple distributed computing units on multiple nodes to reduce
the execution time of a query. Our algorithm uses the histor-
ical data of the Blockchain to build the model (training and
testing), thus, after the end of the preprocessing and through
PySpark the historical data of the Blockchain will be read in
order to train/test themodel, then, we use the linear regression
model to predict the new records of the variable ‘‘stab’’, this
prediction tool solves the binary classification problem (i.e.,
stable or unstable). We point out that the result of the linear
regression model gave a high accuracy with an Rsquared
of 0.9999998832117597. This data will be sent to the next
blockchain layer.
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FIGURE 1. Architecture.

Blockchain layer: This layer evaluates via the pBFT
whether the data is valid and can be integrated into the
blockchain or not. This layer uses a hash system that
assigns a hash to each record before passing through the
pBFT process that decides whether or not to integrate them
into the blockchain. This data is subject to the practical appli-
cation of Byzantine Fault Tolerance, this pBFT consensus
protocol was chosen because it ensures energy efficiency and
protects the system from failures by using collective decision
making (involving both correct and malicious nodes), and
thus reduces the influence of malicious nodes. The following
results are obtained:

• ‘Success: Hash is valid. New block was added to the
chain’

• ‘Success: Current hash is valid. Data already exists in
the Blockchain’

• ‘Failure: Hash is invalid. Please try again’

B. META DATA
This section first presents the data flow diagram which is
visual representations of the data processing performed to
illustrate, explain and analyze the model (Figure 2). Next,
the data dictionary corresponding to the solution is presented
in Table 4. The dataset chosen to illustrate the implemen-

FIGURE 2. Data flow.

tation of the proposed framework is based on smart grid
‘‘Electrical Grid Stability Simulated Dataset’’ from UCI
Machine Learning Repository and contains 60,000 obser-

TABLE 4. Data dictionary.
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vations and 14 variables [42]. A smart grid is a very
important component of a Smart City that ensures resilient
delivery of energy for their many functions, present oppor-
tunities for conservation, improve efficiency, and, most
importantly, enable coordination between city authorities,
infrastructure operators, public safety officials, and the
public [43].

C. RESULTS AND DISCUSSION
For the sake of illustration of the proposed approach for smart
cities cybersecurity, we will implement it to secure a smart
grid based on a dataset from the UCI Machine Learning
Repository [42].

The use of Docker in this approach features efficient
container management, high portability and compatibility,
and offers an isolated environment ensuring better security,
reliability and deployment flexibility. The integration of big
data using Hadoop for storage and PySpark for data pro-
cessing, together with artificial intelligence, means that large
quantities of data from smart cities can be analyzed and mon-
itored in real time to detect vulnerabilities. Predictive models
and machine learning algorithms are also used to iden-
tify malicious traffic patterns. The integration of blockchain
offers a secure, decentralized infrastructure for authentication
and data confidentiality in smart cities. It enables the cre-
ation of unique digital identities and guarantees the integrity
of transactions. Also, pBFT integration offers energy effi-
ciency, low latency, transaction finality and high throughput,
it is optimized to continuously improve transaction speed
and performance while guaranteeing security. In this way,
it enhances the resilience of smart cities by enabling data
replication and decentralized decision-making, meaning that
if one node or part of the network fails, the other nodes can
continue to operate autonomously andmaintain the network’s
operability.

By synergistically combining these technologies, our
approach benefits from advanced threat detection, robust
authentication, proactive risk management, enhanced
resilience and informed, data-driven decision-making, help-
ing to strengthen the security of smart cities.

Figure 3 belowmeasures the linear correlation between the
variables based on Pearson’s coefficient. Pearson correlation
coefficient, represented by ‘‘r’’, is an index that measures
the linear relationship between two continuous variables, see
equation (1). The correlation coefficient varies between −1
and +1. A value of −1 or +1 reflects a complete correla-
tion between the variables, while a value of 0 indicates no
correlation between them. When the value is greater than 0,
it indicates that the correlation is positive, which means that
the variables vary together in the same direction. However,
when the value is less than 0, it indicates a negative cor-
relation between the two variables, which then means that
when one variable increases, the other decreases [44]. It is
important to check the correlation between each numerical
variable and the base variable, as well as the correlation

between numerical variables leading to potential undesirable
collinearity.

r =

∑n
i=1(Xi − X̄ )(Yi − Ȳ )√∑n

i=1(Xi − X̄ )2
√∑n

i=1(Yi − Ȳ )
(1)

The resulting r-value is an estimate of the correlation between
continuous variables in smart grids in smart cities. In our case,
if ‘‘stab’’ variable is positive, the system is linearly unstable
and if it is negative, the system is linearly stable.

FIGURE 3. Pearson correlation for variables of the Smart Grid.

Figure 3 shows that there is no multi-colinearity, and more
importantly that the predictor variables are perfectly corre-
lated with the stab variable.

FIGURE 4. Normal distribution of the Smart Grid variables.

In Figure 4, a histogram is used to describe the normal devi-
ation between the variables. We then graphically present the
distribution patterns of the continuous quantitative variables
that we have. The histogram allows for a quick inspection
of the shape of the distribution. Normalization is a technique
applied to the preparation of data for machine learning. It is
therefore a necessary condition to check if my data follow
a normal distribution or not, in order to decide if the test
conditions are valid or not.

The Smart Grid dataset data used [42] comes from sim-
ulations with predetermined fixed ranges for all variables.
We note that the distributions are fairly uniform, with the
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exception of p1 which follows a normal distribution with a
very small skewness factor of -0.013.

In Figure 5, using a Box Plot we demonstrate the spread
of data (normality). Box Plot is the most commonly used
graphical visualization in the literature because of it is very
rich of information (Min, Max, Q1, Q2, Q3, IQR). It consists
of a rectangle from which two lines emerge to represent
certain elements of the data [44].

• The central value of the graph is the median (there
are as many values above as below this value in the
sample).

• The edges of the rectangle are the quartiles (for the lower
edge, one quarter of the observations have smaller values
and three quarters have larger values, the upper edge
follows the same reasoning).

• The ends of the whiskers are calculated using 1.5 times
the interquartile range (the distance between the 1st and
3rd quartile).

Any deviation from the median of the center, presents an
asymmetric distribution and therefore it is not normal.

FIGURE 5. Spread of data through Boxplot.

Using the Box Plot, we can see that the values are within
the norm because all observations are inside the boxes. There-
fore, we can deduce that these observations have values that
are not outliers.

The Blockchain offers several practical uses to strengthen
security in smart grids and smart cities. It allows a more
controlled governance by reappropriating personal data that
would no longer be controlled by intermediaries, the possibil-
ity of encrypting and securing transmitted data by knowing
their origin and destination while maintaining anonymity,
and optimizing the interconnection of all services offered
in the smart city [45] (i.e. smart city verticals). What the
Blockchain brings is a more accurate examination based on
the validity of the connection information, and the possi-
bility of preventing the data or the computer system itself
from being subject to attempts to modify it. From our
analysis of the different consensus protocols presented in
Table 2, we found that pBFT is the most effective and
proven one. Indeed, unlike other protocols, pBFT offers better

performance and provides security, liveliness and decentral-
ization properties.

In Figure 6, shows the reliability and efficiency of our
model and of the Blockchain layer by performing a few
interactions with it. This is based on a test consisting to create
a new dataset based on the 14 existing variables of the original
dataset. We insert 4 rows of data and duplicate the last one to
simulate duplicate data. This test allows us to check that the
model is working properly and to evaluate its ability to handle
realistic situations.

FIGURE 6. Blockchain test results.

From the Blockchain interaction test results, we obtain
4 valid hashes meaning that new blocks have been added
to the chain, and one valid hash with existing data. Hence,
we can deduce the regularity of the proposed model and the
applicability of pBFT to constrained IoT devices exchanging
intensive secure data between nodes to guarantee network
integrity.

Figure 7 shows the status of the IoT nodes in the docker,
as well as an overview of the logs showing the different pbft
steps.

FIGURE 7. IoT nodes in the Docker.

All these results show clearly the potential of the proposed
approach for smart cities cybersecurity.
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TABLE 5. A benchmark of our approach with main approaches from the literature.

From the analysis conducted in (Table 5 ), it is evident
that our approach stands out from other main approaches
for smart city cybersecurity due to its comprehensive nature
and effectiveness through the use of blockchain technology
that ensures security and immutability of data storage, pBFT
protocol that ensures consensus between nodes even in the
presence of malicious or faulty nodes allowing for increased
resilience to potential attacks, and provides a higher level of
reliability for all transactions. In addition, the use of artifi-
cial intelligence algorithms to detect anomalies and threats,
as well as big data that provides valuable information that can
be used to detect vulnerabilities, analyze trends and prevent
security incidents. As a result, we can infer that our approach
provides improved security, increased resiliency and better
overall risk management for smart cities.

V. CONCLUSION
In this paper, we present a comprehensive and efficient
approach for strengthening smart cities cybersecurity. Using
blockchain, big data and artificial intelligence algorithms,
this approach offers a robust and a reliable framework for
smart cities data security and privacy. This framework was
illustrated using a real dataset on smart grid, demonstrating
its efficiency and reliability. By focusing on data confi-
dentiality, integrity and availability, our approach allows to
guarantee a secure environment for smart cities, their infras-
tructures and services while improving their resilience to
cyber-attacks. In addition, this approach fosters mutual trust
among the smart cities stakeholders and strengthens citizens
confidence and engagement in smart cities applications and
services.
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