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ABSTRACT This paper presents a technique for investigating the cyclic properties of substitution boxes
(S-boxes) in the Cipher Block Chaining (CBC) mode of operation. S-boxes provide nonlinear transfor-
mations in encryption algorithms to create confusion and enhance cryptographic strength. The CBC mode
design is used in block ciphers to hide periodic patterns and create a diffusion effect. The main objective of
this study was to detect the periodicity of the bijective S-boxes in CBC mode to evaluate their cryptographic
strength. The study of S-boxes using the presented technique allows us to examine them in a different
manner and study their diffusion levels, the metrics of which are the periodicities of the S-box element
sequences. To apply the diffusion effect of the CBC mode to the S-boxes, the encryption function used in
the cryptographic ciphers was changed to a substitution function for the S-boxes used as an inner nonlinear
component of the encryption function. The S-box used in the Advanced Encryption Standard (AES) was
selected for experiment and study. In this study, the cyclic properties of the S-box were considered from
two different aspects: periodicity detection of the S-box with respect to iterations and blocks. According to
our study, the maximal periods of the AES S-box and various other S-boxes were found to be very large,
indicating that the influence of the CBC mode spread over many iterations and blocks, thus confirming the
high level of cryptographic strength of the S-boxes.

INDEX TERMS AES, block cipher, CBC mode of operation, cyclic properties, periodicity, S-box,
cryptographic strength.

I. INTRODUCTION

Cryptography, which has its roots in ancient times, is in an
essential position to perform in the field of information secu-
rity. Currently, cryptography has changed. It differs signifi-
cantly from cryptography, which existed until the twentieth
century and is divided into classic and modern cryptogra-
phy [1], [2], [3]. Modern cryptography tasks, which can be
observed in applications such as electronic digital signa-
tures, information authentication, information integrity con-
trol, electronic money, and secure network communications,
have been extended. Therefore, security measures are being
considered at the level of progress with the development
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of information technology and computing power. Modern
cryptography is one of the most relevant sciences, in which
advanced knowledge of mathematics and computer science
is required. Current cryptography uses two approaches, sym-
metric and asymmetric [4], [5], [6]. Symmetric cryptography
is divided into block and stream ciphers [7].

Block ciphers accept messages and produce fixed-length
results called blocks under the action of a secret key. Cur-
rently, a block length of 128 bits is considered optimal for
balancing the security and computational speed of encryp-
tion [8]. Not all data can be encrypted in a single block,
because there are very large datasets. In such cases, various
techniques, called modes of operation, are used to enhance
the effects of encryption algorithms. The operating mode
is a symmetric encryption scheme designed to encrypt an
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arbitrary length [9]. In many applications, block ciphers oper-
ate in one mode or the other. Various operating modes have
been developed for this purpose [10], [11], [12]. However,
some of these modes have advantages and disadvantages in
their use. For example, in the Electronic Codebook (ECB),
blocks perform independently of each other; they are repeated
in both plaintext and ciphertext. The advantage is that the
blocks are independent, which makes it possible to perform
encryption operations in parallel. The disadvantage is that
they are repeatable with respect to each identical block, which
is a vulnerability to cryptographic attacks. To eliminate rep-
etition, other modes have been developed including Cipher
Block Chaining (CBC), Output Feedback (OFB), Cipher
Feedback (CFB), and Counter Mode (CTR).

One of the main ways to provide nonlinear transforma-
tions in cryptographic ciphers is to use substitution boxes
(S-boxes), which are Boolean vector functions with certain
cryptographic and cyclic properties on which the crypto-
graphic strength of the entire cipher depends [13], [14].
In most cases, they are represented in substitution tables
formulated using various mathematical transformations.

This study investigated the bijective S-box used in the
Rijndael encryption algorithm or the Advanced Encryption
Standard (AES) [15], [16]. The purpose of our study was to
detect the periodicity of the S-box with respect to iterations
and blocks in the CBC mode. This provides an indication of
the level of diffusion formation, by which we can investi-
gate the cryptographic strength of the S-box as an additional
criterion.

The remainder of this paper is organized as follows.
Section II presents the related work. Section III describes the
experiments and results, and Section IV concludes the study.
In Section III, experiments and results are presented using
two approaches. The first is the periodicity detection of the
S-box in the CBC mode with respect to the iterations and the
second is with respect to the blocks.

Il. RELATED WORK

The foundation of modern cryptography was laid by the
American scientist Shannon [1], [17], who formulated
two important conditions for the strength of cryptographic
ciphers: confusion and diffusion. The entire point of con-
fusion is to make it difficult to find statistical and ana-
lytical connections between the bits of the secret key and
the ciphertext. Diffusion refers to the spread of the influ-
ence of one bit of plaintext over several bits of cipher-
text. S-boxes used in cryptographic ciphers are required to
create confusion. For S-boxes to affect the bit confusion,
they must satisfy cryptographic criteria or properties. There
are different cryptographic criteria, such as balancedness,
algebraic degree, nonlinearity, correlation immunity, alge-
braic immunity, avalanche criteria, and complexity parame-
ters [18], [19], [20], to evaluate the resistance of encryption
algorithms to various cryptographic attacks [21], [22], [23].
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It is well known that S-boxes do not provide high results
for all the above criteria. Therefore, there is great interest
in finding optimal S-boxes in combination with the limit
values of the criteria. Finding the optimal S-boxes is an actual
problem in cryptography. Currently, there is considerable
interest in designing new S-boxes. For example, in [24], the
authors proposed a method to improve cryptographic prop-
erties, including the distance to the strict avalanche criterion
(DSAC) of an existing AES S-box by modifying and adding
affine transformations. DSAC is 372. For more details on
DSAC, see [25]. In the study [25] a function for F,s, which is
anew S-box for AES, was proposed. The function is defined
for byte x as:

Ax + o
Ax + B’
01 ifx=A""8,

. -1
500 = ifx #A7'B

where A is an 8 x 8 invertible matrix of bits and «, 8 are
two different bytes. The proposed S-box exhibits improved
cryptographic properties. For example, DSAC is 328, which
is better than that of AES S-box, which is 432.

To evaluate cryptographic strength against existing crypto-
graphic attacks, it is also important to investigate the cyclic
properties of the cipher’s internal components, including the
S-box. The weaknesses of the cryptographic cipher are the
short periods and presence of fixed and opposite fixed points.
In [26], using certain input data, the authors studied the output
data of the AES in the ECB, CBC, OFB, and CFB modes and
detected characteristic periodic patterns in the output data of
the four modes. The authors of [27] investigated the cyclic
properties of the internal components of AES. They stated
that the periods of the linear and non-linear functions of the
AES were short; however, when these functions were com-
bined, the period increased dramatically to approximately
2110 n another study [28], new period results were obtained
using a combination of four internal functions of the AES,
with a very large period (greater than 10°%%).

IIl. EXPERIMENTS AND RESULTS
Ehrsam et al. created a CBC operation mode in 1976 [29].
In CBC mode, each plaintext block is operated using a
Boolean logical XOR operation with a previous ciphertext
block.
The general calculation formulas for encryption are
derived using the following formulas for ECB:
Ci=E(P), i=1Ln ()
and for CBC:
Ci=E P ®IV), C=E®P&C_),i=2n (2

where i is the block number, P; is the plaintext of the i-th
block, C; is the ciphertext of the i-th block, & is the encryption
key, Ex is the encryption function, IV is the initialization
vector, and # is the total number of blocks.
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TABLE 1. Cycle structure of the AES S-box.

Disjoint cycles in the AES S-box

Cycle length

(00, 63, FB, OF, 76, 38, 07, C5, A6, 24, 36, 05, 6B, 7F, D2, B5, D5, 03, 7B, 21, FD,
1 54,20,B7, A9, D3, 66, 33, C3, 2E, 31, C7, C6, B4, 8D, 5D, 4C, 29, A5, 06, 6F, A8, 59
C2, 25, 3F, 75, 9D, SE, 58, 6A, 02, 77, F5, E6, 8E, 19, D4, 48, 52)

(01, 7C, 10, CA, 74, 92, 4F, 84, 5F, CF, 8A, 7E, F3, 0D, D7, OE, AB, 62, AA, AC,

91, 81, 0C, FE, BB, EA, 87, 17, F0, 8C, 64, 43, 1A, A2, 3A, 80, CD, BD, 7A, DA,

81

57,5B, 39, 12,C9, DD, C1, 78, BC, 65, 4D, E3, 11, 82, 13, 7D, FF, 16, 47, A0, EO,
El, F8, 41, 83, EC, CE, 8B, 3D, 27, CC, 4B, B3, 6D, 3C, EB, E9, 1E, 72, 40, 09)

(04, F2, 89, A7, 5C, 4A, D6, Fe, 42, 2C, 71, A3, 0A, 67, 85, 97, 88, C4, 1C, 9C,
DE, 1D, A4, 49, 3B, E2, 98, 46, 5A, BE, AE, E4, 69, F9, 99, EE, 28, 34, 18, AD,

3 95, 2A, ES, D9, 35, 96, 90, 60, DO, 70, 51, D1, 3E, B2, 37, 9A, B8, 6C, 50, 53, ED, 87
55, FC, B0, E7, 94, 22, 93, DC, 86, 44, 1B, AF, 79, B6, 4E, 2F, 15, 59, CB, 1F, C0,

BA, F4, BF, 08, 30)

FA, 2D, D8, 61, EF, DF, 9E)

(0B, 2B, F1, Al, 32, 23, 26, F7, 68, 45, 6E, 9F, DB, B9, 56, B1, CS8, ES8, 9B, 14,

27

5 (73,8F)

TABLE 2. Input data for the calculation of the maximal period of the
S-box with respect to the iterations.

Plaintext Initialization Length of  Number

vector block of blocks
P =i, vV = [k], =1 n=1
i =00,FF k =00,FF

In the proposed technique for investigating the nonlinear
layer of S-boxes, we replaced the encryption function Ey used
in block ciphers with a substitution function for the S-boxes
used as an inner nonlinear component of the encryption func-
tion Ej, denoted by S to study the effect of diffusion in the
CBC mode on S-boxes. By changing the encryption function
to a substitution function, we can write (1) and (2) for ECB
as follows:

Ci=SP), i=1n A3)

and for CBC:

Ci=SPi®IV), Ci=SP;®Ci_1),i=2,n (4

Algorithm 1, in which formulas (3) and (4) are applied, is as
follows:

A. PERIODICITY DETECTION OF THE S-BOX IN CBC
MODE WITH RESPECT TO THE ITERATIONS
To demonstrate the proposed technique, we selected the bijec-
tive S-box consisting of 256 elements (bytes) used in AES as
an example.

Definition 1: The process of repeatedly applying the same
function is called iteration.

Definition 2: A cyclic or iterated function is the identity
function when iterated a finite number of times:

ffO=fC..(F®)..)=x

where f” is the n-th iterate of function f.For example, every
permutation of a finite set is a cyclic function, according to
this definition.
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Algorithm 1 Algorithm for the Substitution Function in the
ECB and CBC Modes of Operation
Input: P — plaintext, /V — initialization vector, / —length
of block, n — number of blocks, mode - option of one of
the two modes: “ECB”” or “CBC”, sbox — the option of a
specific S-box, for example, an AES S-box).
Output: C — ciphertext, presented as matrix (n x [)
Function Substitution (P, IV, I, n, mode, sbox)
1: if (mode = "ECB") then
2: fori < 1ton

3: forj < 1to!l

4: C[i, j] < sbox[P[i, j]]

5: end for

6: end for

5: else if (mode = "CBC") then

6: fori < 1ton

7 forj < 1to!

8: if i = 1) then

9: Cli, j] < sbox [P[i,j1 ® IV[j]]
10: else

11: Cli,j] < sbox [Pli,j1® Cli — 1, /1]
12: end if

13: end for

14: end for

15: end if

16:return C

Definition 3: Let S: Fon — Fon be a function that defines
an S-box. For x € Fon , the period of x under S is the smallest
positive integer n such that S" (x) = x.

Definition 4: The order of an arbitrary element of permu-
tation of a finite set is equal to the least common multiple
(LCM) of the cycle lengths in its cyclic decomposition.

Permutations of a finite set should be considered
when investigating the cyclic properties of the bijective
S-boxes [30]. For more details on LCM, see [31].
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TABLE 3. The periods of each element of the AES S-box in the ECB and CBC modes for input data of (5).

0 1 2 3 4 5 6 7 8 9 A B C D E F

0 59 8 59 59 87 59 59 59 87 81 87 27 &1 & 81 59
1 8 & & 8 27 87 81 81 87 59 81 87 87 87 81 87
2 59 59 87 27 59 59 27 81 87 59 &7 27 87 27 59 87
3 8 59 27 59 87 87 59 87 59 81 8 87 & &1 87 59
4 81 8 87 81 87 27 87 81 59 & 8 8 59 81 87 81
5 8 87 59 87 59 87 27 81 59 87 8 81 8 59 59 81
6 8 27 8 59 81 81 59 87 27 87 59 59 87 &1 27 59
7 87 87 81 2 81 59 59 59 81 87 8 59 &1 8@ 81 59
§ 81 81 8 8 8 8 87 8 87 8 8 81 & 59 59 2

9 87 81 8 8 87 87 87 8 87 & 87 27 87 59 27 27
A 8 27 81 87 87 59 59 87 59 59 81 81 & 87 87 87
B 87 27 87 8 59 59 87 59 87 27 87 81 81 81 87 &7
C 87 81 59 59 87 59 59 59 27 81 81 87 81 81 81 81
D 8 8 59 59 59 59 87 81 27 87 &1 27 87 81 87 27
E 8 81 8 8 87 8 59 87 27 81 81 81 81 87 87 27
F 81 27 8 81 87 59 87 27 81 8 27 59 87 59 81 81

Algorithm 2 Algorithm for Periodicity Detection in the
S-Box With Respect to the Iterations

Algorithm 3 Algorithm to Calculate the Maximal Period of
the S-Box With Respect to the Iterations

Input: P - plaintext, IV — initialization vector, / —length
of block, n —number of blocks, mode - option of one of
the two modes: “ECB”” or “CBC”, sbox — the option of a
specific S-box, for example, an AES S-box).
Output: T — the period
Function Period (P, IV, [, n, mode, sbox)
1: C <« substitution(P, IV, [, n, mode, sbox)
{ C - ciphertext}
2: T« 1
2 if (int (P) # int (C)) then
{P and C for equality comparison}
while (int (P) # int (C))
C <« Substitution(C, IV, I, n, mode, sbox)
T <~ T+1
end while

W

: end if
:return T

D e A A~

Theorem 1 (Order of Permutations): The order of permu-
tation of a finite set written in the disjoint cycle form is the
LCM of the cycle lengths.

Theorem 2 (Products of Disjoint Cycles): Every permuta-
tion of a finite set can be written as a cycle or as a product of
disjoint cycles.

The proofs of Theorems 1 and 2 are provided in [32].

In our study, terms such as order, cycle length, and period
are interchangeable.

Let us review the cyclic properties of the AES S-box,
its cycle structure includes five disjoint cycles with lengths
of 59, 81, 87, 27, and 2 (see Table 1). For the disjoint
cycles of the AES S-box and the length of each cycle, refer
to [27]. The AES S-box period can be found in [25] and [28].
By calculating the LCM of the cycle lengths of the disjoint
cycles, we obtained the order of an arbitrary element of
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Input: / —length of the block, n —number of blocks, mode -
option of one of the two modes: “ECB” or “CBC”, sbox
— the option of a specific S-box, for example, an AES
S-box).
Output: G — the maximal period of the S-box
1: L < [0,0,...,0]

—————

256 elements
2: for k < 0to 255
3: A« [0,0,...,0]
~————

256 elements

4: for i < 0to 255

5: P<[i,i....i, 0,0, ...,i, ..., [, 4 ...,1]
——— —— ————
! I I
n blocks
6: IV <« [k, k, ..., k]
— ——

256 elements =
{IV— the initialization vector}

7: T < Period (P, IV, [, n, mode, sbox)
{T- the period}

8: Ali] <~ T {A - array of the T variable}

9: end for

10: L[k] < LCM(A)

{L - array of LCM of the A variable}
11: end for
12: G < LCM(L)
13: return G

the AES S-box as 277182, which was the maximal period.
Thus, we can state that the order of an arbitrary S-box
element is:

S2TI82 () — ¢

here, x = 00, FF.
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Algorithm 4 Algorithm to Calculate the Maximal Period of
the S-Box With Respect to the Blocks
Input: /-length of the block, n—number of blocks, mode -
option of one of the two modes: “ECB” or “CBC”,
sbox — the option of a specific S-box, for example, an AES
S-box).
Output:G maximal period of the S-box
1: L < [0,0,...,0]
——
256 elements
2: for i < 0 to 255
3: A <« [0,0,...,0]
——

256 elements

4: for k < 0 to 255

5: P < [lii...,i, 0G4 ...,4,....[i,4,...,1]]
—_— — ——
1 1 I
n blocks
6: 1V < [k, k, ..., k]
——

256 elements .
{IV— the initialization vector}

7. C <« substitution (P, IV, I, n, mode, sbox)
{ C— the ciphertext}

8: forT < 1ton {T-the period}

9: if (C[0] = C[T]) then

10: Alk] <= T {A - array of the T variable}

11: break

12: end if

13: end for

14: end for

15: L[i] < LCM(@A)

16: end for {L - maximal periods for each element of the
S-box }

17: G < LCM(L)
18: return G

From this, we can conclude that any plaintext within one
block transformed through the AES S-box after 277182 iter-
ations returns to the plaintext again:

P—>SP)—-Ci—>S(C)—>...Ci— ...Commga=P

where P is the plaintext, S is the substitution function, C; is
the ciphertext at the i-th iteration.

To detect periodicity and calculate the order of an arbitrary
element of the S-box, that is, the maximal period of the S-box
with respect to iterations, we present Algorithms 2 and 3,
respectively.

To determine the periodicity of the S-box with respect
to the iterations, we set some input data: all plaintexts and
initialization vectors consist of only one block each, all blocks
contain only one element each in hexadecimal notation, and
the range of change of elements is from 0 to 255 (see Table 2).

By implementing Algorithms 2 and 3, we obtained the
maximal periods for each element of the AES S-box in ECB
mode with respect to the iterations (see Table 3).
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In case of ECB mode, by calculating the LCM of the
periods in Table 3, in Algorithm 3 denoted by the vari-
able L, we found that the maximal period with respect
to the iterations, the denoted by variable G, was 277182
iterations.

The next part of the study examined the AES S-box in the
CBC mode. By implementing Algorithms 2 and 3 for the
input data (5), the periods for each element in CBC mode
were equal to the maximal periods for each element in ECB
mode (see Table 3).

P=1i, i=00,FF,Iv =][00] 5)

In the case of input data (6), we already obtained other periods
(see Table 4).

P=1[i], i=00,FF,IV =I[01] (6)

The period values in Table 4 are already different because all
the elements operate using a Boolean logical XOR operation
with initialization vector IV = [01].

Therefore, by changing the initialization vector IV = [k],
k = 00, FF, we obtained the maximal periods for each
element in the CBC mode (see Table 5). In Algorithm 3,
we denoted by variable L. By calculating the LCM of the
values for each element, we obtained the maximal period of
the AES S-Box in CBC mode with respect to the iterations
(see Table 6), denoted by variable G. The maximal period was
approximately 9.68 x 108 iterations.

B. PERIODICITY DETECTION OF THE S-BOX IN CBC
MODE WITH RESPECT TO THE BLOCKS

Our study shows that by applying the substitution function,
we can determine the periods in CBC mode with respect
to the blocks. We applied the CBC mode construction used
in block ciphers to investigate the cyclic properties of AES
S-box.

Consider the example of finding the maximal period of the
AES S-box in CBC mode with respect to the blocks for the
input data presented in Table 7.

In the input data, all plaintexts consist of 257 blocks each,
initialization vectors consist of only one block each, all blocks
contain a single element in hexadecimal notation, and the
range of elements changes from O to 255. The selection of
257 blocks was sufficient because the periods for each S-box
element individually in CBC mode ranged from 1 to 256 with
respect to the blocks.

Algorithm 4 presents an algorithm to calculate the maximal
period of the S-box with respect to the blocks. By implement-
ing Algorithm 4 on the input data of (7), we obtained the
results for the AES S-box.

P =1[00],...,[00], 1V =100] @)
—— ——
257 blocks

These results are the values of the ciphertexts in the ECB and
CBC modes, showing periodicity with respect to the blocks
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TABLE 4. The periods of each element of the AES S-box in the CBC mode for input data of (6).

0 1 2 3 4 5 6 7 8 9 A B C D E F

166 166 166 166 166 166 4 166 166 14 7 166 14 166 18 166
166 43 166 166 166 166 166 166 166 43 166 7 4 166 166 43
166 18 166 166 43 166 166 166 43 43 166 7 166 166 166 166
14 166 166 166 43 166 166 166 166 166 43 14 166 43 166 43
166 14 166 166 43 7 166 166 14 43 166 18 166 43 18 166
43 166 43 166 2 166 166 166 166 166 166 166 166 166 166 166
43 166 166 166 43 166 166 166 14 7 166 166 166 43 43 166
43 166 43 166 166 166 18 166 166 18 18 166 166 166 166 166
14 18 166 166 18 166 166 43 43 166 43 166 166 43 166 43
166 166 166 166 43 18 166 166 166 166 166 166 166 166
166 166 7 43 4 43 166 43 43 166 166 166 166 43 18 166
166 166 43 166 14 43 166 18 166 166 166 166 18 166 166 18
166 166 166 166 166 4 1 14 166 166 43 166 166 18 43 166
166 43 166 43 166 14 18 14 166 166 166 166 166 166 166 166
166 1 43 166 166 7 166 166 166 166 166 43 166 43 166 43
166 166 166 166 166 18 14 166 166 14 166 166 2 166 166 166

MTHOOAOW> OO 9N AW —O
®
S
W

TABLE 5. The approximate values of the maximal periods for each element of the AES S-box in the CBC mode for the input data of Table 2.

0 1 2 3 4 5 6 7
0 336x107° 6.06x1072 3.45x107* 7.13x10% 3.56x 108 529 x 108 7.07 x 1087 2.87 x 1083
1 3.01x10% 242x10%" 21x10%" 2.63x10%8" 9.05x10%7 4.87x10%7 3.5x 108"  7.63 x 1087
2 569x10%° 1.36x10% 3.84x107° 3.77x10%" 713 x10%" 3.77x107° 4.43x10% 227 x 108!
3 444x10% 549x10% 836x107° 6.38x10% 222x10% 4.74x10%° 3.69x107% 1.23x 1077
4  535x107° 254x10% 527x10% 9.68x10%° 3.99 x10% 287 x10% 1.03x10% 1.94 x 10%°
5  9.68x10% 5.07x10% 506x10% 1.81x107° 231x10% 65x107° 1.21x107° 4.86x 10%
6 812x10% 1.76x10%" 69x10%° 2.64x10% 8.48x107% 4.43 x 1082 3.41x 1083 7.63 x 1087
7  614x10% 8.45x10% 836x107° 4.16x10%7 1.71x 108" 1.51x 10%5 1.44 x 10%° 2.16 x 108"
8 1.79%x1073 9.49x10%° 139 x10%7 1.13x108% 2.18x10% 4.61x10% 1.11x10%" 3.61 x 1085
9 9.64x10% 8.05x10% 1.33x10%" 3.73x107* 26x10% 1.5x10% 1.67 x 1078 7 x 1085
A 471x10% 1.13x1077 1.36x10% 7.18x107% 2.58x10%% 3.9x107° 9.83x10%° 1.08 x 1087
B 586x107® 153x10% 479x10% 847x107® 591x107* 1.13x10% 9.68x10% 5.74 x 1082
C 498x10% 6.35x10% 3.39x10% 853x10% 1.13x107° 6.66x10%% 1.25x10% 5.6 x 1087
D 1.14x10% 15x107° 6.44x10%° 3.65x10% 7.63x10%7 8.22x10% 6.54 x 108 3.94 x 1083
E  462x10% 6.76x10%° 3.8x10% 257x10%% 1.01x10% 4.57x10% 1.44x10% 2.89x 10%
F  621x10% 459x10% 1.76x10% 2.26x10% 1.59x10% 2.37x107° 2.09x10% 232 x10%
8 9 A B C D E F
0 222x10% 8.82x10% 3.47x107° 2.04x 1078 3x 1077 9.68 x 108° 1.49 x 107> 9.73 x 108°
1 1.87x10% 1.19x107% 235x10%" 6.1x107® 2.02x10%" 8.88x10% 7.92x10%° 2.61x1078
2 1.52x107° 4.08x10% 6.29x10% 1.11x10% 1.58x 108! 3x107° 4 x108% 1.59 x 108!
3 211x10% 8.24x10% 3.87x107° 7.92x1073 7.63x10% 1.09x1077 1.13 x 1083 6.39 x 108°
4 1.27x10% 352x10% 1.43x107° 9.18x10% 29x10% 153 x10% 2.65x10% 7.19 x 107°
5  567x10% 8.32x10% 7.63x10% 6.46x 107 4.62 x 1083  9.02 x 10%3 258 x 107°  6.97 x 1087
6 1.07x10% 6.17x10% 1.66x 108" 256 x 108° 4.95x 108° 9.27 x 108"  5.65 x 1078  9.69 x 108°
7  1.44x10%" 3.49x10% 4.86x10% 581x10% 9.68x10%° 7.09 x10%° 7.4 x10%  8.82 x 10°%°
8 5.53x10%8 202x10% 235x107® 7.63x10%7 281x107° 4.81x10% 531x107® 2.18x10%
9  401x107% 242x10% 7.98x10% 8.82x10% 9.68x10% 1.01x10%" 3.6x 108"  6.41 x 1087
A 3.65x10% 5.04x10% 4.03x10% 658x10%° 3.53x10% 4.43x10% 4.18 x 1083 3 x 108
B 853x10% 268x10% 697 x10%7 262x10%" 1.41x107% 3.49x10% 254 x10% 7.05x 108
C  442x10%" 697 x10%7 9.68x 10%° 1.91x10%% 4.61 x 10%* 3 x 108° 6.34 X 1082 2.65 x 108!
D 264x107° 25x10% 9.68x10% 3.63x10% 2.54x10% 9.68x 108 1.56 x 1083  1.56 x 108!
E 153x10% 1.18x107® 7.63x10%7 4.78x10% 49x10%" 3.25x107° 7.96x10% 1.1 x 108
F  235x10% 73x10% 9.07x107® 3.65x10% 3.17x1077 4.44x10% 1.02x107® 4.16 x 1072
TABLE 6. The maximal period of the AES S-box in CBC mode for the input TABLE 7. Input data for the calculation of the maximal period of the
data of Table 2. S-box with respect to the blocks.
The exact value of maximal period Plaintext Initialization ~ Length of ~ Number of
c 968436580918576345099219978398802560813380476 I CT—r] erf"[‘k] ?lzdl‘ nbf‘;k;
522978784146683128513295225386177352832416000 e
k =00,FF
i = 00,FF

Table 9 presents the periods with input data for the case in

(see Table 8). Fig.1 shows the visualization periodicity of the which
ciphertexts with respect to the blocks for input data (7) in P=11l,...,[, ..., IV =100], i=00,F F (8)
decimal notation. 257 blocks
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TABLE 8. Values of ciphertexts in the ECB and CBC modes for input data are shown in (7).

Data values (hexadecimal notation)

Period

Plaintext

[00], [00], ...[00] ..., [00]
257 blocks

Ciphertext
in the ECB
mode

[63],[63], ...[63] ..., [63]

257 blocks

Data block
sequence

Ciphertext
in the CBC
mode

[63], [FB], [OF], [76], [38], [07], [C5], [A6], [24], [36], [05], [6B], [7F], [D2], [B5], [D3], [03],
[7B], [21], [FD], [54], [20], [B7], [A9], [D3], [66], [33], [C3], [2E], [31], [CT], [C6], [B4],
[8D], [5D], [4C], [29], [A5], [06], [6F], [A8], [C2], [25], [3F], [75], [9D], [SE], [58], [6A],
[02], [77], [F5], [E6], [8E], [19], [D4], [48], [52], [00], [63], [FB], [0F], [76], [38], [07], [C5],
[A6], [24], [36], [05], [6B], [7F], [D2], [B5], [D5], [03], [7B], [21], [FD], [54], [20], [B7],
[A9], [D3], [66], [33], [C3], [2E], [31], [C7], [C6], [B4], [8D], [5D], [4C], [29], [A5], [06],
[6F], [A8], [C2], [25], [3F], [75], [9D], [SE], [58], [6A], [02], [77], [F5], [E6], [8E], [19], [D4],
[48], [52], [00], [63], [FB], [0F], [76], [38], [07], [C5], [A6], [24], [36], [05], [6B], [7F], [D2],
[B5], [D3], [03], [7B], [21], [FD], [54], [20], [B7], [A9], [D3], [66], [33], [C3], [2E], [31],
[CT7], [C6], [B4], [8D], [5D], [4C], [29], [AS], [06], [6F], [A8], [C2], [25], [3F], [75], [9D],
[5E]. [58]. [6A], [02], [77], [F5], [B6], [8E], [19], [D4], [48], [52], [00], [63], [FB], [0F], [76],
[38],[07], [C5], [A6], [24], [36], [05], [6B], [7F], [D2], [B5], [D5], [03], [7B], [21], [FD], [54],
[20], [B7], [A9], [D3], [66], [33], [C3], [2E], [31], [CT7], [C6], [B4], [8D], [5D], [4C], [29],
[A5], [06], [6F], [A8], [C2], [25], [3F], [75], [9D], [SE], [58], [6A], [02], [77], [F5], [E6], [8E],
[19], [D4], [48], [52], [00], [63], [FB], [OF], [76], [38], [07], [C5], [A6], [24], [36], [05], [6B],
[7F], [D2], [BS], [D5], [03], [7B], [21], [FD], [54]

59

= Plaintext

250 = Ciphertext in the ECB mode
— Ciphertext in the CBC mode
—~ Period delimiter for CBC mode

200

&
=

Data values

5
3

50 100 150 200 250
Data block sequence

FIGURE 1. Visualization of the periodicity in the ciphertexts in ECB and CBC modes with respect to the blocks.

For example, the period for each element, 7 = 256 appears
for P = [76],[76],...,[76],...,[76],1 V = [00] or

257 blocks
P = [EA], [EA], ..., [EA],...,[EA],I V = [00] and, for
257 blocks
P = [52],[52],...,[52],...,[52],1IV =

257 blocks
T = 1, because for the S-box parameter equal to 52,
returns the value 00 (see Table 1). Therefore, with plaintext
P = [52],[52],...,[52],...,[52], the values of the

257 blocks

[00] the period

75692

ciphertext C = [00], [00], ..., [00], ..., [00] are equal to the

257 blocks
value of the initialization vector, as shown in (8).

Based on the input data in Table 7, the maximal periods for
each element in the CBC mode are listed in Table 10, denoted
by variable L in Algorithm 4. By calculating the LCM for
each element in Table 10, we obtained that the maximal
period of the AES S-box in the CBC mode with respect to
the blocks, indicated by the variable G, was approximately
9.68 x 108 blocks, which yielded the same result with respect
to the iterations. The exact value of the maximal period is
shown in Table 6.

VOLUME 11, 2023



Z. Alimzhanova et al.: Periodicity Detection of the Substitution Box in the CBC Mode of Operation

IEEE Access

TABLE 9. The periods for each element of the AES S-box in the CBC mode for input data of (8).

0 1 2 3 4 5 6 7

8 9 A B C D E F

59 166 202 194 43 204 107 227
141 239 148 96 103 229 252 50
90 226 245 228 56 114 18 70
105 215 84 81 118 116 222 34
7 87 249 37 141 157 61 209
63 22 1 166 90 40 198 164
225 89 228 81 106 243 245 226
25 191 236 61 115 196 256 93
103 75 73 218 97 83 40 107
31 205 45 46 205 52
230 119 235 130 74 12 73 167
47 144 93 93 36 249 141 93
29 62 178 249 103 45 245 230
36 135 242 36 215 238 141 143
5 157 71 182 128 83 90 209
33 69 86 96 113 97 173 46

THMOO®E P> 009 n bW — O
Y
(%)
[o2e]
—_
o
>N

86 18 182 31 101 172 43 138
225 233 66 98 138 68 72 76
222 186 242 31 201 75 125 212

135 249 21 135 33 236 74 192
245 196 34 100 99 123 88 146

104 38 70 180 14 37 57 223
94 211 160 229 6 195 145 56
107 118 243 60 72179 222 72
246 166 242 118 147 138 171 27
124 51 174 118 228 223 113 88
200 218 142 144 226 36 236 108
175 199 55 230 167 87 4 31
182 16 256 50 122 130 119 198
186 170 168 171 57 144 80 96

TABLE 10. The maximal periods for each element of the AES S-box in the CBC mode for input data of Table 7.

0 1 2 3 4 5 6 7
0 277182 899388 29896 162378 3823560 3060 129042 17706
1 434280 6692 11100 1958880 142850700 11450 252 197350650
2 73260 8136 980 4788 2168040 51572118 2970 4744110
3 21840 9030 364980 3662820 16166 1298388 2220 12948390
4 1026480 548100 498 2783880 363780 51810 119209860 17556
5 174384 499290 418572 115038 2340 15661800 9702 96432
6 12600 113543352 17556 94122 327540 972 1470 6780
7 276900 35526 1416 26478270 3892980 9996 256 730422
8 856548 28200 6857620 10464 721098 53784 25800 211860
9 3570 14774 460497870 40590 50400 18216 419430 2099500
A 14490 94248 5170 44891730 39738 45540 97528 208416
B 18612 102960 75888 581064 36720 498 25662 174468
C 11600 2637108 44856 498 54384 781560 2940 2070
D 45756 1207440 3146 2082636 234780 4760 2822820 8008
E 340470 314314 15762 9282 551040 2223072 182880 46398
F 2300100 89562 45540612 131040 61924 3168990 4146810 492660
8 9 A B C D E F
0 12402060 17640 850668 338954 284214 82044 976960 22770
1 10350 71764 32882850 91728 53130 6324 106488 30020
2 5550 10602 1452 55057860 14070 23400 27546750 1832740
3 5686320 11220 7460280 7392 45360 13064 388080 97020
4 143640 498 267960 5130 21626220 4956 18337200 9408
5 4410 766360 893520 163800 2189880 854112 596904 116946
6 35232120 37758 71760 784992 240 13224 83790 11212362
7 251160 631408 5810 23940 10744272 597402 19950 191334
8 23632728 278520 31680 9618 621456 16380 803880 13743576
9 1105524 51205392 2430 1489020 347256 10740 1554 38808
A 492 148238 726 6555608 99960 6486 151164 313740
B 516460 310590 78300 291460 684 171710 15594 108504
C 46200 4796 47712 7920 12656 27720 2124 64260
D 4200 179100 134640 4830 130260 2277660 4620 8773248
E 9828 16061360 256 13650 3919860 101010 328440 7920
F 55614 97580 26040 131670 1321488 48240 828240 6240

Table 11 presents the maximal periods of the various
S-boxes used in encryption algorithms, such as Skipjack
[33], SMS4 [34], Kuznyechik [35], Camellia [36], CLE-
FIA [37], and SEED [38], as well as those constructed
using different methods and techniques proposed by the
authors [24], [25], [39], [40], [41], [42], [43], [44], [45],
[46], [47], [48], and [49]. To determine the maximal periods

VOLUME 11, 2023

for these S-boxes with respect to the blocks, we used the
input data listed in Table 7. The best results, namely the
approximate values of the maximal periods of the S-boxes
in the CBC mode with respect to the blocks exceed-
ing 1019 > 2332 were shown Skipjack (2.6 x 10'01),
Camellia S; (1.2 x 10'%) and proposed by Hussain et al.
(2.9 x 10'%%) [45].
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TABLE 11. The approximate values of the maximal periods of the various S-boxes in the CBC mode for input data of Table 7.

S-boxes Maximal S-boxes Maximal

periods periods
Skipjack [33] 2.6 x 1010 Nitaj et al. [25] 2.64 x 10°°
SMS4 [34] 9.92 x 10% Wang et al. [39] 6.47 x 10%°
Kuznyechik [35] 3.14 x 10%7 Zhu et al. [40] 2.7 X 10%°
Camellia S, [36] 1.2 x 1010 Zahid et al. [41] 6.4 % 10%
Camellia S, [36] 6.98 x 107 Lu et al. [42] 3.17 x 10%°
Camellia S5 [36] 6.95 x 10%7 Jiang and Ding [43] 6.14 x 10%2
Camellia S, [36] 6.98 x 10%7 Gao et al. [44] 7.66 x 10%
CLEFIA S, [37] 3.17 x 10° Hussain et al. [45] 2.9 x 10104
CLEFIA S, [37] 1.45 x 10 Zhang et al. [46] 8.4 x 10
SEED S, [38] 1.18 x 10% Chew and Ismail [47] 495 x 10%
SEED S, [38] 1.41 x 10% Khan et al. [48] 6.71 x 10%
Cui et al. [24] 621 x 1077 Ahmad et al. [49] 5.9 x 10%

IV. CONCLUSION

In this paper, we investigate the diffusion effect of the CBC
mode on the bijective AES S-box by detecting its periodicity
in two ways. The periods of the S-box element sequences
in the CBC were calculated with respect to iterations using
Algorithms 2 and 3 (Tables 3, 4, and 5), and with respect to
blocks using Algorithm 4 (Tables 9 and 10). In our study, the
maximal periods of the AES S-box with respect to iterations
and blocks showed the same result, which was approximately
9.68 x 10% (Table 6).

For comparative analysis in our study, we determined the
maximal periods for other S-boxes in the CBC mode with
respect to the blocks (Table 11). It should be noted that in
the case of cryptographically and cyclically good S-boxes,
the maximal periods showed very large intervals (more than
107 > 2255), indicating that the influence of the CBC mode
spread over a considerable number of iterations and blocks,
confirming the high level of cryptographic strength of the
S-boxes.
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